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E-governments can face various security problems due to the nature of online systems and

the sensitive information they handle. Some of these security issues include: cyberattacks,

data breaches, Identity theft, access control, and many others. Permissioned blockchain is

one of the cutting-edge technologies that can help to reduce the impact of security

vulnerabilities of e-governments. In this work, six organizations as a case study have

adopted, two scenarios performed to analyze the performance of hyperledger fabric (a

permissioned blockchain platform). In these two scenarios, several parameters have

changed, including: transaction send rates, block sizes, number of organizations, and

number of clients. The organizations have added gradually to conclude the effect of multi-

organization on the throughput, latency, and scalability of the system. Good throughput and

latency results were obtained by increase the block size to about 100 transactions per block.

Within three to four organizations, the throughput and latency results were accepted, but

adding more organizations, the throughput and latency have been affected negatively. Also,

it has concluded that with few users in the system, the throughput and latency were

reasonably good. Still, with adding more clients, the throughput decreased, and the latency

increased rapidly.
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1. INTRODUCTION

Due to the continuous advancement of information and 

communication technology (ICT) that has made 

interconnected and globally accessible organizations 

increasingly affordable, individuals can now rely on what is 

known as e-governments [1, 2]. 

The importance of e-governments cannot be overstated, as 

they have numerous benefits for both governments and 

citizens. Firstly, e-governments can improve the efficiency and 

effectiveness of government services. By digitizing 

government processes and services, eliminate paperwork, and 

streamline service delivery. This can save time and money, and 

make government services more accessible to citizens [3]. 

Secondly, e-governments can increase transparency and 

accountability. By making government information and data 

available online, citizens can have greater access to 

information about government policies, budgets, and decision-

making processes. This can increase trust in government 

institutions and improve the quality of democratic governance 

[4, 5]. Thirdly, e-governments can empower citizens to 

participate in government decision-making. By providing 

online platforms for public consultation and feedback, e-

governments can give citizens a voice in government decision-

making processes, and facilitate citizen engagement in civic 

affairs [6]. Fourthly, e-governments can enhance cybersecurity 

and data privacy. By implementing robust cybersecurity 

measures and data protection policies, e-governments can 

protect citizens’ information from cyber threads [7]. 

There are primarily four different kinds of interactions 

between the community and the e-government: Government 

to People/Citizens, Government to Government, Government 

to Business, and Government to Workers/Employees (G2C, 

G2G, G2B, and G2E) [8]. As shown in Figure 1. 

Figure 1. Types of e-government [4] 

The public ought to have confidence in their government 

as well as in the technology they employ. Individuals 

frequently worry about the safety and privacy of their 

personal information. Yet, due to risks to the security and 

privacy of the e-government, public trust is lost, which is one 

of the reasons why citizens avoid using e-government 

systems. It is well known that if an e-government system is 

not adequately protected, it can have series consequences for 

citizens and the government, security assaults could damage 

it at any time and cause a variety of monetary, psychological, 
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and emotional losses [9]. 
Malware attacks, unauthorized access, theft of sensitive 

information, insider threads, and distributed denial of service 

(DDoS) attacks are common security vulnerabilities that could 

affect e-governments [10, 11]. E-governments security can be 

enhanced through the use of various technologies. Some of 

these technologies include: Encryption, multi-factor 

authentication, artificial intelligence and machine learning, 

cloud computing, intrusion detection and prevention systems 

(IDS and IPS), as well as blockchain technology [12]. 

Blockchain, which refers to a chain of blocks, where each 

block contains a record of transactions and a unique 

cryptographic hash of previous block [13, 14], can play a 

significant role in enhancing e-governments security by 

providing a secure, transparent, and tamper-proof platform for 

storing and sharing information [15]. Blockchain can be used 

to create a decentralized, tamper-proof digital identity system 

that verifies the identity of citizens and government officials. 

This system can help prevent identity fraud and ensure that 

only authorized individuals access government services [16]. 

Also, blockchain can be used to store sensitive government 

data, such as financial data or classified information, in a 

secure manner. This ensures that the data is protected from 

unauthorized access and manipulation. Smart contracts can be 

used to automate the execution of government services, 

ensuring that they are delivered in a secure, transparent, and 

efficient manner [17]. 

The idea of cryptocurrencies, particularly Bitcoin and 

Ethereum, which rely on permissionless networks, was what 

gave rise to the blockchain. Everyone can access the network 

and participate in the network using permissionless 

blockchains. Contrarily, permissioned blockchains are closed 

(not publicly accessible), meaning that only users with 

permissions can access them. These blockchains are ideal for 

many e-government applications, including: e-voting systems, 

banking transactions, health care, and much more [18]. 

The motivation behind this work is to address the challenges 

in the implementation of e-government systems that involve 

multiple organizations by leveraging the security, transparency, 

and scalability offered by the Hyperledger Fabric blockchain 

platform. Our goal is to provide a comprehensive performance 

evaluation of such a system to assess its performance and 

scalability feasibility and potential for improving e-

government services. 

In this work, the impact of multi-organization and multi-

client has been evaluated and analyzed in the hyperledger 

fabric platform by measuring essential parameters such as 

average latency, throughput, and scalability each time the 

number of organizations as well as the number of clients 

increased. Key variables such as block size, number of 

concurrent transactions, number of clients, and number of 

organizations are modified to assess the platform's 

performance. The hyperledger caliper benchmark is utilized 

for this performance evaluation. Two main scenarios were 

conducted in this work. It was concluded that the performance 

of the blockchain network is influenced by hardware and 

software configuration, smart contract complexity, user and 

organization volume, and network architecture. It was also 

concluded that little number of organizations or clients or both 

have positive impact on the performance of the fabric platform, 

but increasing number of organizations or number of clients or 

both have contributed a lot in reducing the throughput of the 

entire platform as well as increasing the average latency, 

especially when both organizations and clients were increased.  

The remainder of this paper is structured as follows: A 

collection of relevant works in the performance assessment of 

blockchain platforms is introduced in Section 2 of this article. 

section 3 talks about the history of the hyperledger fabric 

project. The multi-organizational system architecture was 

proposed in Section 4 included a variety of tests and scenarios. 

Lastly, section 5 describes the conclusion. 

 

 

2. RELATED WORK 

 

Recently, many researchers have been focusing their 

attention on the analysis of blockchain due to the significant 

role it plays in the creation of new algorithms. Saeed et al. [19] 

discussed the effect that the workload of electronic voting has 

on the hyperledger fabric framework including many 

parameters like latency and performance. The caliper tool was 

used in that test. Numerous different situations were tested by 

adjusting the transaction transmission speeds, block sizes, 

timeouts of the block, and the organizations simultaneously. 

Tanwar et al. [20] conducted research to determine the impact 

that a permissioned blockchain based on the hyperledger 

fabric platform would have on a modern healthcare system 

known as an electronic healthcare record (EHR) sharing 

system. This system employs the idea of a chaincode. They 

also used the caliper to measure significant parameters 

including, latency, throughput, block size, endorsement 

policy, block generation time, etc. to show the efficiancy of 

the EHR system. Their experiments provided insights into the 

hyperledger fabric transaction rate, throughput, and latency. 

Hang and Kim [21] proposed an innovative construction 

technique for a blockchain network in order to improve the 

hyperledger fabric efficiancy by analyzing several adjustable 

network topologies. Kuzlu et al. [22] discussed the effects of 

the performance of the blockchain architecture in many cases 

including scalability, latency, and throughput. In the simulated 

environment, multiple scenarios were tested by altering the 

rates of transaction, the parallel transactions number, and the 

transactions kind. Fan et al. [23] offered a thorough survey 

covering existing blockchain performance evaluation 

methodologies and suggested a number of enhancements. 

These ranged from system level optimization to more efficient 

consensus algorithms. These can be broken down into the 

empirical and analytical evaluation approaches from a high 

level perspective. Swathi and Venkatesan [24] offered a 

private blockchain as a solution to the problem of scalability 

by incorporating techniques from distributed machine 

learning. They included these techniques in the hyperledger 

fabric to evaluate the performance and latency of the system. 

Moschou et al. [25] came up with a mechanism for comparing 

and contrasting the capabilities of two distinct transaction 

processors that were integrated into the Hyperledger Sawtooth 

platform. They conducted an experimental evaluation of the 

technique, and they give the findings of the experimental 

evaluation, which may prove helpful to blockchain 

practitioners in the design of future solutions. Praveen M. 

Dhulavvagol et al. [26] refined the examination of the two 

well-known Ethereum clients, Geth and Parity. Time, 

consistency, and scalability considerations were taken into 

account when doing this investigation. 

Saeed et al. [19] and Tanwar et al. [20] were the nearest to 

our work, as they engaged up to three organizations with few 

clients. But what distinguished our work is that we tried to 

engage more organizations (up to six) and more clients (up to 

500



 

200) in the fabric platform to prove the scalability and 

performance of the system. 

 

 

3. HYPERLEDGER FABRIC PLATFORM 

 

Hyperledger is an open-source project created by the Linux 

Foundation to develop a suite of blockchain-based tools and 

frameworks for building enterprise-grade, permissioned 

blockchain networks. The goal of hyperledger is to provide a 

collaborative and neutral platform that can be used by 

developers and businesses to create blockchain-based 

solutions for a wide range of industries. Hyperledger has 

several sub-projects, including Fabric, Sawtooth, Burrow, 

Indy, and Iroha. These projects provide a range of blockchain 

frameworks and tools that can be used to build secure, 

scalable, and interoperable blockchain-based applications 

[27]. 

Hyperledger fabric is the most widely used project within 

the Hyperledger ecosystem, it was designed to meet the needs 

of enterprise applications by providing features such as 

permissioned access, high scalability, confidentiality, and 

flexibility. Hyperledger fabric uses a modular architecture that 

allows users to customize their blockchain networks based on 

their specific requirements [28]. 

Hyperledger fabric consists of various major components 

including: peer nodes, ordering service, ledger, chaincode, 

membership service provider (MSP), channels, fabric software 

development kit (SDK), and fabric certificate authority (CA). 

Figure 2 illustrates the transaction flow diagram of the 

hyperledger fabric [29]. The peer nodes are nodes in the 

network that maintain a copy of the ledger, execute chaincode, 

and validate the transactions. The ordering service is 

responsible for ordering and packaging the validated 

transactions into blocks and then broadcasting them to the peer 

nodes for validation and commitment to the ledger. The 

chaincode (also called smart contract) is a program that is 

deployed on a hyperledger fabric network and is responsible 

for handling transactions between network participants. it is 

written in many programming languages such as Go, Java, or 

JavaScript. The MSP is responsible for managing identities in 

the network, which includes registering new identities and 

authenticating users who want to interact with the network. A 

channel is a private sub-network that allows for secure 

communication between a subset of network participants. The 

fabric SDK provides developers with a set of APIs to interact 

with the hyperledger fabric network. The SDK is available in 

various programming languages such as Node.js, Java, and 

Python. The CA is responsible for issuing and revoking digital 

certificates for network participants. These certificates are 

used for authentication and authorization in the network [30]. 

There are two types of validation system chaincodes in 

Hyperledger Fabric, VSCC (Validation System Chaincode), 

which validates that the transaction has been signed by the 

correct set of peers according to the endorsement policy 

defined in the chaincode [31]. If the transaction is valid, the 

VSCC marks it as valid and forwards it to the ordering service 

for block inclusion. MVSCC (Multi-Version Concurrency 

Control Validation System Chaincode) which extends VSCC 

by adding support for validation of transaction endorsements 

in a multi-versioned chaincode environment. it validates that 

the transaction has been endorsed by the correct set of peers 

according to the endorsement policy of the chaincode version 

being executed. If the transaction is valid, the MVSCC marks 

it as valid and forwards it to the ordering service. 

 

 
 

Figure 2. Transaction flow in hyperledger fabric 

 

 

4. PROPOSED MUTI-ORGANIZATION SYSTEM 

DESIGN 
 

In order to analyze the influence of blockchain workloads 

on the performance of the recent version of hyperledger fabric 

with long-term support, v2.4, a case study is presented in this 

article that uses six companies communicate with one another 

(that is, transmit transactions to one another). Client apps are 

able to communicate with all members of the proposed fabric 

network thanks to Fabric SDK. Members of the fabric network 

are represented by the committer, endorser, and orderer nodes. 

As can be seen in Figure 3, each organization possesses both a 

CA and an MSP. To grant certificates to its members and that 

stores the identities that have been granted permissions.  

The purpose of performance assessment is to comprehend 

the performance of the system being assessed and to document 

that understanding. In this work, the performance of the 

system and its many characteristics are verified and tested 
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using hyperledger caliper, a tool that supports several 

hyperledger platforms, including Fabric. These parameters 

include latency, throughput, scalability, and other metrics that 

are required for the evaluation of the system. The assessment 

results are used to alter the configuration parameters, which 

include the number of transactions per second (tps), the 

number of clients, the number of organizations, and the block 

size, among other things. Some of the important configuration 

parameters are shown in Table 1. Transaction throughput and 

average latency are the two measures that have been monitored 

in two different monitoring scenarios involving six different 

companies. There has been some thought given to transaction 

rates of 50 tps, 100 tps, 150 tps, and 200 tps. Clients in 

increments of 10, 50, 100, 150, and 200 were included, and 

they were from five diverse categories. Transactions in the 

system are generated by the clients. Upon verification of the 

transactions, the network will add new blocks to the 

distributed ledger known as the blockchain. 

Figure 3. The architecture of the proposed multi-organizations system based on hyperledger fabric 

Table 1. Important configuration parameters 

Components Description Values 

Block size Maximum limit to fill up the block with transactions. 10, 50, 100, 150, and 200 (tx/block) 

Batch timeout The amount of time to generate a new block. 2 seconds (default) 

Orderers A node performs ordering services. Raft 

Endorser peers Make approval to a transaction when it is proposed 1, 2, 3, 4, 5, 6 

Programming languages smart contract programming languages. Node.js 

Clients the entities that interact with the system. 10, 50, 100, 150, 200 

Organizations A member that is invited to join the blockchain network. 1, 2, 3, 4, 5, 6 

Ledger The database used by the fabric to store transactions. CouchDB 

Send Rate Measured in transactions per second. 10, 50, 100, 150, 200 TPS 

4.1 Scenario 1: Increasing the send rates of the blockchain 

In this scenario four rounds have been proposed to measure 

the throughput and average latency of the fabric platform, ten 

thousand transactions are included in each round. In all rounds 

the number of transactions per block was set to 10, each round 

with one specific TPS ranging from (10, 50, 100, 150, 200). 

Figures 4(a) and 4(b) show that when the transactions are set 

to 10 TPS, the throughput and average latency will remain 

constant even with increasing the number of clients from 10 to 

200 and number of organizations from 1 to 6, with highest 

throughput was about 11.7 TPS at 200 clients for one 

organization. Figures 4(c) and 4(d) show that with increasing 

the transactions to 50 TPS, the throughput starts to decrease 

and the average latency starts to increase especially with 

increasing the number of clients and increasing the number of 

organizations, the highest throughput obtained was when 

number of clients are set to 10 at 4 organizations (about 40.5 

TPS), and lowest throughput obtained when the number of 

clients increased to 200 at 6 organizations (about 7 TPS), also 

minimum latency obtained was when the number of clients 

were 10 at one organization (about 5 seconds) and maximum 

latency obtained at 200 clients and 6 organizations (about 26 

seconds). Figures 4(e), 4(f), 4(g), and 4(h) show a dramatic 

decrease in throughput and dramatic increase in average 

latency with increasing the transactions to 150 and 200 TPS 

especially with increasing the number of clients in the system 

and the number of organizations, the lowest throughput and 

highest latency obtained was at 6 organizations with 200 

clients and 200 TPS (about 3.5 TPS and 50 seconds). The 

reason behind the decreasing in throughput and increasing the 

average latency with the increasing of number of organizations 

and / or increasing of number of clients is the increasing in 

number of endorsements each time a client sends a transaction. 
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4.2 Scenario 2: Varying the block size of the blockchain 

 

In this scenario four rounds have been experimented to 

measure the throughput and average latency. Every round is 

set with 10000 transactions. In all rounds the send rate is set to 

100 TPS while increasing the block size each round from (10, 

50, 100, 150, 200) transactions per block. Figures 5(a), 5(b), 

and 5(c) show that when we increase the size of the block from 

10 to 50 and 100 transactions in each block, the throughput 

begins to increase over all organizations, as an example at 

block size=10 the highest throughput at six organizations with 

100 clients was about 30 TPS, and at block size=50 the 

maximum rate was around 37 tps, whereas at size of 

block=100 the highest throughput increased to about 44 TPS. 

Figures 5(d) and 5(e) show that with the block size being 

increased to include more than 100 transactions per block, i.e. 

reaching 150 or 200 transactions in each block, the throughput 

either remains constant or starts to decrease slightly especially 

with the increasing the number of clients and organizations. 

This experiment also showed as in Figure 6(a), 6(b), 6(c), and 

6(d) that when the size of the block has increased from 10 to 

50 and 100 transactions, the latency has decreased especially 

with the first three organizations, while increasing the size of 

the block to 150 and 200 transactions as shown in Figures 6(e) 

and 6(f), made the latency starts to increase especially with the 

increasing of number of organizations and number of clients. 

The experiment implies that increasing the size of block to 

more than 100 transactions per block has no benefit to the 

performance, also it is noted from this experiment that better 

performance and latency obtained from smaller block sizes 

which is about 50 transactions in each block. Hence, raising 

the block sizes by a significant amount had little effect on 

performance. 

 

 
(a)                                                                                                     (b) 

 
(c)                                                                                                     (d) 

 
(e)                                                                                                      (f) 
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(g)                                                                                                      (h) 

 

Figure 4. Throughput and latency results of varying the send rate in TPS 

 

 
(a)                                                                                                     (b) 

 
(c)                                                                                                     (d) 

 
(e) 

 

Figure 5. Throughput results of varying block size 
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(a)                                                                                                     (b) 

 
(c)                                                                                                     (d) 

 
(e) 

 

Figure 6. Latency results of varying block size 

 

 

5. CONCLUSIONS 

 

This work examined the multi-organization impact with an 

increasing number of clients on essential parameters such as 

throughput, latency, and scalability of the hyperledger fabric 

blockchain platform. Two scenarios were run by adjusting 

several significant factors, like, the transaction transmits rates 

(tps), block sizes, and client and organization counts. In 

conclusion, the fabric blockchain platform depends on the 

hardware and software configuration, the smart contracts' 

complexity, the number of clients engaged with the system, 

the number of linked organizations, and the network design. 

Thus, the following findings were drawn in further detail: 

1. we found that the throughput and latency performance of 

the fabric blockchain platform is strongly impacted by the 

transaction rates, number of organizations, and the clients 

engaged in the system. Such that, when the transaction rate 

was set to 10 (tps), which is considered low, throughput and 

latency performance was at optimum conditions as they 

remained approximately constant even with increasing the 

organizations or the clients or both. But, by increasing the 

transaction rate to 50 and 100 (tps), the system's performance 

was degraded gradually, especially with the increased number 

of organizations and engaged clients. System performance 

experienced a significant drop when the transaction rates rose 

to 150 and 200 (tps), especially when entering more clients 

into the system (about 200 clients). 

2. Setting the size of the block to about 100 (transactions 

per block) had a better effect on the throughput and latency of 

the system. It gave better results as compared to other block 

sizes, even with a higher number of users engaged. 

3. Good throughput and latency results were obtained with 

the first three to four organizations, especially with a moderate 

number of active clients. On the contrary, low performance 

and high latency were reached by involving the fifth and sixth 

organizations, especially with increasing the number of clients, 

and that's because of the increase in the number of 

endorsements in the network. 
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4. To minimize latency in time-sensitive transaction 

applications, it is preferable to employ smaller block sizes. 

This is because smaller block sizes, although they suffer from 

low throughput, but take less time to fill the block with data, 

which reduces latency. 

5. In this work, as compared to previous works, we tried to 

engage more organizations (up to six) and more clients (up to 

200) in the fabric platform and discover the impact of that 

increase on the overall system in terms of throughput, average 

latency, and the scalability. Most previous studies engaged 

less number of organizations (up to 3) and less number of users, 

and this is good. But to adequately clarify this platform's 

performance, it was necessary to add more organizations and 

more clients. And that is what we did in this work. 

6. This article can contribute significantly to the study of 

hyperledger fabric platform in several ways: Firstly, the 

evaluation can provide insights into the strengths and 

weaknesses of existing e-government systems and identify 

areas for improvement. This information can help 

policymakers and stakeholders to make more informed 

decisions when developing new systems or upgrading existing 

ones. Secondly, the evaluation can help identify the most 

efficient configurations and parameters for blockchain-based 

e-government systems, including network topology, 

consensus mechanism, and transaction validation process. 

This can help to optimize the performance and scalability of 

these systems. Finally, the evaluation can help identify 

security vulnerabilities in e-government systems and suggest 

ways to mitigate them. This is particularly important in the 

case of blockchain-based systems, which are often touted for 

their security benefits but can still be vulnerable to attacks. 

7. Our findings demonstrate the applicability of this work, 

with particular emphasis on addressing the critical aspect of 

scalability in the fabric platform. The scalability of this 

platform is crucial for its effective deployment across various 

e-government applications, thereby potentially yielding 

significant impact. 
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