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The advancement of new technology is quickening. Because of the features and 

applications available on mobile devices, smartphones are gradually taking over the role 

of computers. One of them is a multi-platform instant messaging application with various 

features that can bring people together, but the negative aspect is that it is used to commit 

digital crimes. Digital evidence is required in the investigation of digital crimes, In order 

to obtain digital evidence, a set of forensic tools is required to carry out the forensic 

process of physical evidence. The goal of this research is to describe and contrast the 

forensic process. These tools are currently based on digital evidence obtained through the 

stages of the Digital Forensic Research Workshop. MEF, DB4S, OFD, and FMF are the 

forensic tools used in this study. According to the findings, FMF has the highest extraction 

capability for obtaining digital evidence, OFD has advantages in terms of data acquisition 

features, and MFE has advantages in identification, physical evidence preservation, and 

cloning.  
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1. INTRODUCTION

Smartphones are growing more advanced with every new 

technological development. Smartphones are gradually taking 

over the role of computers due to the features and applications 

available on mobile devices [1]. The importance of using 

smartphones in the digital era is that it makes it easier for 

people to exchange information around the world. Practicality, 

portability, and many application features are important 

factors. However, the greater the advancement of smartphones, 

the greater the negative impact if not balanced with 

responsibility [2,3]. Android-based smartphones are one of 

the most popular types of smartphones and have many users. 

Due to the very high demand for mobility, on the other hand, 

the price is also very varied. Figure 1 shows the number of 

smartphone users from the last 7 years in the world. It can be 

seen that the number of smartphone users has increased 

significantly every year. Starting in 2022, the number of 

smartphone users will increase by around 6,000 million users 

in the world [4]. Along with the development of smartphone 

use followed by increasingly varied social media, the choice 

of using instant messengers is also increasing. Examples 

include Whatsapp, LINE, Telegram, and Signal [5-7]. 

However, more and more activities conducted using instant 

messenger features have the potential to be exploited by users 

who are not responsible for cybercrime crimes [8-10]. Data 

based on NUMBEO shows that Venezuela is a country with 

the highest crime index in the world, reaching 83.16, and 

Indonesia occupies the 15th position in the crime rate in Asia, 

with an index value reaching 46.06 above Vietnam out of a 

total of 44 registered Asian countries [11]. 

In Indonesia, there are several cases of crimes involving 

short messaging applications. One of them is the MiChat 

application, which is very popular in Indonesia with 50 million 

downloads on Google Play [12, 13]. Michat functionally helps 

communicate among users, such as through various media 

sharing or chatting [14, 15]. Michat is often associated with 

abusive activity for criminal purposes. If investigators find 

evidence of criminal infringement on a MiChat message, they 

will look at the messaging service artifact to find out what 

happened [16, 17]. Various cases involving the MiChat 

application in Indonesia [18-22] are as shown in Table 1. 

These are cases in the last 5 years that occurred in Indonesia 

through the Michat application. 

Figure 1. Development of smartphone usage from 2016 to 

2022 in the world 

Based on the problems described in Table 1. It is necessary 

to have forensic handling, especially mobile forensics, in 

helping to solve crime cases [23-25]. Mobile forensic tools are 

needed that can help investigators to extract artifacts, decrypt, 

and analyze data in dealing with cybercrime cases involving 
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mobile devices [26-28]. Investigators also need to use 

supporting methods to assist the handling process in a 

structured and efficient manner. 

The goal of this research was to compare the effectiveness 

of forensic tools for extracting artifacts from messages, 

contacts, images, videos, audio, and web caches. To support 

Michat application testing on Android-based smartphone 

devices, the Digital Forensics Research Workshop (DFRWS) 

method was chosen. MOBILedit Forensic Express (MFE), DB 

Browser for SQLite (DB4S), Oxygen Forensic Detective 

(OFD), and Final Mobile Forensic are the tools used (FMF). 

The results of this study are in the form of digital evidence in 

the form of text chat files, contacts, images, audio, video, and 

web caches. Based on the six pieces of evidence, the most 

efficient forensic tools will be determined so that they can 

assist investigators in handling cases involving digital 

evidence quickly and validly. 

 

 

2. LITERATURE REVIEW 

 

There are many challenges in the field of mobile forensics, 

one of which is limited resources, in the sense that the rapid 

development of mobile technology and the increase in the 

number of smartphone devices are not matched by the 

development of mobile forensic technology and the 

development of mobile forensic technology [29, 30]. Existing 

forensic tools to overcome these challenges need to do a 

comparative analysis of instant messaging features and 

forensic tools [31, 32]. Comparisons are not only on the 

performance of forensic tools but also on forensic frameworks 

such as the National Institute of Justice (NIJ) [26, 33]. 

Integrated Digital Forensic Investigation Framework (IDFIF) 

[34] dan Digital Forensics Research Workshop (DFRWS) [35, 

36]. 

In a study, Sutikno et al. [37] compared instant messaging 

features. An investigation has been launched into the three 

services, WhatsApp, Viber, and Telegram. The result of this 

study, in third place, is that Viber has a very functional security 

feature as its main feature. In second place, Telegram provides 

synchronization capabilities, lightning-fast service, reliable 

backup, and enhanced security features. The first place is 

WhatsApp because it is the most popular among smartphone 

users in the world, accounting for about 60% of the total. 

Despite the fact that WhatsApp dominates the social media 

space due to its simplicity and is backed by the giant that is 

Facebook, Telegram offers a better platform. 

Another study conducted by Dogan and Akbal [38] using 

Oxygen Forensic Suite 2014 and MOBILedit Forensics 

revealed that each forensic tool has advantages and 

disadvantages. Digital crime cases involving smartphone 

devices require the use of a variety of forensic tools with 

varying capabilities. According to the findings of this study, 

MOBILedit Forensics has a run time advantage, while Oxygen 

Forensic Suite 2014 has an advantage in terms of artifact 

analysis. 

In a study, Osho and Ohida compared the performance of 

four different mobile forensic tools to obtain from android-

based smartphones with a concentration on deleted data [39]. 

The purpose of this study is to determine how various types of 

data artifacts that exist in various types of mobile phones can 

be extracted in different ways using AccessData FTK imager, 

Encase, MOBILedit, and Oxygen Forensic Suite. 

 

Table 1. MiChat cases that occurred in Indonesia 

 
No. Year Case 

1. 2022 Dissemination of identity and immoral documents via MiChat in West Sumatra 

2. 2021 Drug trafficking through the MiChat Application in West Java and East Java 

3. 2020 Online fraud via MiChat in Samarinda 

4. 2019 Human trafficking via Michat in North Sulawesi 

5. 2018 The murder of Sisca Icun Sulastri by Hidayat who met via Michat in South Jakarta in Cimahi 

 

Table 2. Summary of previous research 

 
Name Title Tools Results 

(Sutikno et al, 

2019) 

WhatsApp, viber and 

telegram: Which is the best 

for instant messaging? 

WhatsApp, Viber, dan Telegram 

WhatsApp is the most popular among 

smartphone users in the world, 

accounting for about 60%, as simplicity 

dominates the social media space. 

(Dogan and 

Akbal, 2017) 

Analysis of mobile phones 

in digital forensics 

Oxygen Forensic Suite 2014 dan 

MOBILedit Forensics 

MOBILedit Forensics has an advantage 

in terms of run time, while Oxygen 

Forensic Suite 2014 has an advantage in 

terms of artifact analysis. 

(Osho and 

Ohida, 2019) 

Comparative Evaluation of 

Mobile Forensic Tools 
menggunakan Cellebrite UFED dan XRY 

XRY is better than Cellebrite UFED at 

acquiring most types of artifacts, while 

Cellebrite UFED is better at maintaining 

the integrity of digital evidence. 

(Padmanabhan et 

al, 2020) 

Comparative analysis of 

commercial and open 

source mobile device 

forensic tools 

The Sleuth Kit (TSK) Autopsy, SANS 

SIFT, MOBILedit Forensics, and Cellebrite 

UFED 

Open source forensic tools have 

advantages in user numbers, flexibility, 

GUI-based capabilities, logging 

capabilities, and good error tolerance. 

(Riadi et al, 

2022) 

Mobile Forensic Tools for 

Digital Crime Investigation: 

Comparison and Evaluation 

MOBILedit Forensic Express (MFE), DB 

Browser for SQLite (DB4S), Oxygen 

Forensic Detective (OFD), and Final Mobile 

Forensic are the tools used (FMF) 

This study will compare mobile forensic 

tools and discover their strengths to find 

the best combination of tools. 
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Padmanabhan et al. [40], compared and analyzed 

proprietary and open source forensic tools. The tools 

compared were The Sleuth Kit (TSK) Autopsy, SANS SIFT, 

MOBILedit Forensics, and Cellebrite UFED. According to the 

findings of this study, open source forensic tools have 

advantages in terms of user count, flexibility in terms of use 

with console commands or GUI-based applications, logging 

capabilities, and error tolerance. Meanwhile, proprietary 

forensic tools outperform generic forensic tools in terms of 

processing speed, data extraction accuracy, analytical skills, 

and ability to recover deleted data. 

To obtain digital evidence from the MiChat App, this 

investigative process necessitates an analytical structure and a 

set of forensic tools. In this study, the researcher will attempt 

to describe the investigative steps taken to obtain digital 

evidence as well as conduct a comparative analysis of the 

performance of forensic tools based on the digital evidence 

and digital features obtained. Table 2 is a summary of previous 

research. 

 

2.1 Mobile digital and mobile forensics 

 

Digital forensics is the use of computer science and 

technology for the purpose of obtaining digital evidence that 

can be used against perpetrators. Mobile Forensic is one of 

many areas of Digital Forensic [41]. 

Mobile Forensics is the science that performs the process of 

recovering digital evidence from mobile devices in an 

appropriate manner under forensic conditions. Mobile 

forensics is required as mobile-based services become more 

popular and attract more users. The popularity of mobile 

computing and mobile commerce is increasing the demand for 

mobile transactions [42, 43]. 

The difficulty in conducting cellular transactions stems 

from the large number of cellular service providers with fast 

and secure networks. To protect users from abuse by 

irresponsible individuals, online transactions made via mobile 

devices must be highly secure. 
 

2.2 Digital evidence 

 

If digital evidence is not handled properly, it will become 

fragile, changeable, and vulnerable. Any type of alteration 

involving digital evidence will either lead to incorrect 

conclusions or become obsolete. Determination of the steps 

taken in the acquisition of digital evidence in accordance with 

[44, 45]:  
 

1. Digital media as evidence. 

2. Physical arrangement of digital storage media. 

3. Use Write-Protect, hashing, and other techniques to ensure 

the integrity and authenticity of digital evidence. 

4. Only authorized people have access to digital evidence, 

and no one may use electromagnetic devices near digital 

evidence. 

5. Storage conditions and media configuration 

documentation. 

6. Duplicate/imaging digital evidence procedures and devices 

used for digital forensic data acquisition are substandard. 

7. Information documentation and digital device 

configuration. 
 

2.3 Oxigen forensic detective 

 

OFD is data extraction and analysis software for mobile 

phones, smartphones, and tablets. The tool provides a number 

of hash algorithms, one of which can be selected for each 

investigation case. The OFD can also provide general 

information about the smartphone and the networks connected 

to it. Another useful feature of this tool is the ability to recover 

all contacts, SMS, MMS, and user files [46, 24]. 

 

2.4 MOBILedit forensic express 

 

MFE is a forensic tool that can perform both logical and 

physical acquisitions, similar to OFD. The software can obtain 

phone system information as well as other information such as 

contacts, text messages, and pictures. MOBILedit supports 

calendar, notes, reminders, raw app data, IMEI, operating 

system, firmware including SIM details (IMSI), ICCID, 

contact book, call history, text messages, multimedia files, and 

location area information [15, 47]. 

 

2.5 Cybercrime 

 

Despite the fact that cybercrime is a popular and widely 

used term, there is no universally accepted standard definition 

of cybercrime. However, several organizations, including the 

United Nations, have begun to define cybercrime (United 

Nations). Cybercrime is defined by the United Nations as any 

illegal behavior committed through the provision of a 

computer system or system or network, including crimes such 

as illegal possession, provision, or distribution of information 

via a computer system or network [48, 49]. Cybercrime is 

defined as a crime committed with the use of information 

technology as an instrument or target, and digital forensics 

essentially answers the following questions: when, what, who, 

where, how, and why it is committed [25]. This is 

accomplished by employing a computer network as a tool or a 

computer as an object, for profit or not, and there are elements 

that can cause harm to others. 

 

 

3. Material and Method 

 

The goal of this research is to use the DFRWS method to 

evaluate and compare. Based on the features and the ability to 

find digital evidence according to predetermined parameters 

by measuring the level of accuracy. 

 

3.1 Research subject 

 

The subjects used in this study are mobile forensics tools 

used to identify MiChat applications on Android-based 

smartphones. The digital evidence contained in the MiChat 

application will be analyzed based on the parameters that have 

been determined. 

 

3.2 Research Stages  

 

This study uses the research steps conducted by DFRWS. 

The research phase consists of 6 stages as shown in Figure 2. 

 

1. Identification: The investigator conducts an examination 

or identification to determine the need for investigation and 

the evidence carried out by the investigator. 

2. Preservation: Investigators carry out maintenance to 

maintain digital evidence to ensure its authenticity and 

deny claims that the evidence has been destroyed. 
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3. Collection: During the collection stage, evidence will be 

collected, preserved, objects will be prepared, and research 

tools will be prepared. 

4. Examination: The inspection stage will include the 

identification of data that can be used as evidence. After 

deciding which data to collect, the data collection process 

will be forensically tested. 

5. Analysis: The collected data will be analyzed to find items 

that can be used as evidence, and then conclusions will be 

drawn. 

6. Reporting: The final forensic step is to report the forensic 

activities from start to finish, as well as the results of the 

analysis, in the form of a written or oral report. 

 

 
 

Figure 2. DFRWS forensic methodolog 

 
3.3 Research tools 

 

Table 3 shows the hardware and software used to test the 

extraction of MiChat artifacts from Android-based devices. 

 

Tabel 3. Tools and devices for research 

 

No. 
Tools and 

Device 
Version Function 

1. 
Asus Zenfone 

C 

Android Kitkat, 

Procesor Intel 

Atom 

Smartphone devise 

for the experiment 

2. 
Laptop Asus 

K46 CM 

Windows 7, 64 

Bit, 4 GB RAM 

A computer-aided 

extraction and 

analysis device 

3. 
USB 

Connector 
Type Micro 

USB connector is 

used to connect a 

smartphone device to 

a computer 

4. 
MiChat 

Messenger 
1.4.126 

Instant Messaging 

application 

5. 

MOBILedit 

Forensic 

Express 

7.3.1 Physical Imaging 

6. 
DB Browser 

for SQLite 
3.12.2 Analysi Data Base 

5. 

Oxygen 

Forensic 

Detective 

12.3 
Tool for extraction 

and analysis 

6. 
Final Mobile 

Forensic 
v2019.07.05. 

Tool for extraction 

and analysis 

7. Hashing Tools 1.2 
Validation evidence 

digital 

 

Based on Table 3, software and hardware used consist of 

one Asus Zenfone C smartphone device as an experimental 

device, an Asus laptop as a data extraction and data analysis 

device, a USB connector as a connecting medium between a 

smartphone installed with MiChat and an analysis laptop, and 

five forensic tools for physical imaging and data backup, 

database analysis, and further analysis. 

 

3.4 Experiment simulation 

 

The experiment was conducted in a closed and noise-free 

environment, so the smartphone device was set to airplane 

mode. The device will be unable to receive calls or messages 

from outside sources while in airplane mode. This is necessary 

to maintain the data's authenticity and integrity. The 

workstation is not connected to the Internet and is free of 

malware that could interfere with the test results. Figure 3 is 

an experimental simulation. 

 

 
 

Figure 3. Experiment simulation 

 

Figure 3. Illustrates the data acquisition simulation, and the 

process flow is as follows: 

 

1. Investigators identify a Asus Zenfone C smartphone that is 

designated as physical evidence, which has the MiChat 

application installed, and maintenance or isolation of 

evidence is carried out so that the integrity of the data is 

safe and does not change. 

2. Workstations that have been installed with forensic tools 

function for the process of collecting digital evidence by 

performing backups or imaging data using forensic tools, 

which will then analyze the database file. 

3. Examination is done by extracting data from the database. 

The analysis stage is to find evidence that can be used as 

supporting evidence in the trial of a crime case. 

4. The evidence that has been found will be validated for its 

authenticity and verified to determine whether the data is 

consistent with the case that occurred. After the process is 

complete, an evaluation is carried out to compare the 
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forensic tools that have been used, and from these results, 

it can help the investigation process in the future. 

4. RESULT AND DISCUSSION

The DFRWS method's function is not restricted to 

retrieving relevant digital evidence as just a step in resolving 

digital crime submitted to court, but it can also be used in a 

comparative evaluation of the performance of forensic tools 

used. The findings of this study's comparative analysis of these 

forensic tools will be presented at the reporting stage. The 

following are the steps for collecting and analyzing data using 

the DFRWS method: 

4.1 Identification 

Identification determines which device to process. This 

study succeeded in identifying the Asus Zenfone C 

smartphone, which was used as physical evidence for the drug 

trafficking case that occurred. With some specifications in 

detail shown in Table 4. 

Table 4. Identification results of Asus Zenfone C 

Bukti Fisik Spesifikasi Information 

Manufacturer Asus 

Product Asus_Z007 

HW Revision KVTA9L 

Platform OS 
Android 4.4.2 

KitKat 

Chipset Intel Atom Z2520 

RAM 1 GB 

ADB Backup 

Password 
1234 

IMEI 237876069027680 

Rooted Yes 

Simcard Yes 

4.2 Preservation 

The stage of isolating the smartphone from the 

telecommunications network (airplane mode). Quarantine 

processes must be in place to avoid anything that could 

compromise or affect digital evidence's integrity and disprove 

claims that evidence has been destroyed. After the isolation 

process, evidence backup will be carried out in the form of 

cloning or processing of evidence image files using equipment 

that clones smartphones into safes. 

4.3 Collection 

Table 5. MiChat application data backup information 

Physical Imaging Keterangan 

Fine Name Asus-ASUS_z007 

Size 210 MB 

Duration Imaging 1 hour 06 menit 38 sekon 

Time Taken 23/01/2022, 16:22 WIB 

At this stage, the collection of evidence is carried out to 

maintain the integrity of the physical and digital evidence so 

that it does not change. Many applications can be used for 

cloning or physical imaging. In this study, the Asus Zenfone 

C smartphone cloning process was carried out using MFE. The 

cloning process and results are as shown in Figure 4. In Table 

5, information from the MiChat application data was 

successfully backed up. 

Figure 4. Physical Imaging using MFE 

4.4 Examination 

Examination is the stage of examining the data collected 

from the imaging process by extracting artifacts. The selection 

of artifacts is very important considering that there are many 

types of extracted artifacts, such as log files and databases, that 

can be analyzed further. The investigation process uses 

forensic techniques and tools to analyze and process data 

evidence so that the digital evidence sought can be found. 

Other things, such as filtering hash files, also need to be done 

to validate the authenticity of digital evidence. In Figure 5, 

investigators carry out the imaging file extraction process 

using the MFE tool. In Table 6, types of digital evidence that 

will be extracted from physical evidence have been 

determined and will be used as parameters for this research. 

Figure 5. Imaging file extraction process 

Table 6. Parameters of digital evidence in research 

No. 
Digital 

evidence 
Description 

1. Contact
A list of Michat contact, including 

number 

2. Chat Data from a MiChat user's conversation 

3. Images
Images file transferred among MiChat 

User 

4. Audio
Audio file transferred among MiChat 

User 

5. Video
Video file transferred among MiChat 

User 

6. Cache web share a web link in a Michat conversation 
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4.5 Analysis 

Analysis is a process in which the results of the examination 

are viewed as a whole in order to obtain digital evidence. This 

stage restricts the search process to specific points that are 

linked to specific data or applications. The MiChat application 

is the search limitation in this study. The analysis stage carried 

out by OFD resulted in a data conversation with one of the 

MiChat contacts with indications of drug trafficking 

transactions, as shown in Figure 6 and Figure 7. Analysis of 

MiChat contacts suspected of being the perpetrator's phone 

number The offender profile of a girl is shown in Figure 8. 

Figure 6. Digital text chat and contact data on OFD tools 

Figure 7. Digital text chat and contact data on OFD tools 

Figure 8. Images data on OFD tools 

Based on the results of the analysis using OFD tools, there 

are indications of drug trafficking transactions. To get more 

detailed data, an analysis of the next tool is carried out. The 

results of the examination using the DB4S tool did not produce 

images or photos due to software limitations, but the 

conversation data was obtained completely. The analysis 

shows exactly the same conversation as the one shown in OFD. 

Figure 9 shows the outcomes of conversational analysis using 

DB4S. 

Figure 9. Digital text chat data on DB4S tools 

As for FMF tools, they are used to obtain digital data for 

audio, video, and web caches to complete the required data so 

that the objectives of this research can be achieved. 

4.6 Presentasion 

Presentation is the last stage in the DFRWS method. The 

presentation will be presented in two tables, one for software 

features and one for digital evidence obtained by each device. 

The results of the comparison based on features are as shown 

in Table 7. 

Table 7. Comparison results of forensic tools features 

Tools 

Feature 

Mobil 

edit 

express 

DB 

browser 

SQL 

Oxigen 

forensic 

detectiv 

Final 

mobile 

forensic 

Android OS √ - √ √ 

Other OS √ - √ √ 

Support all 

apps 
√ √ √ √ 

Timestamp - - √ √ 

Digital forensic research workshop prosses support 

Identification √ - √ -

Preservation √ - √ √

Collection √ - √ √

Examination √ - √ √

Forensic 

analysis 
- √ √ √ 

Presentastion √ - √ √ 
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According to the experimental results, the researchers used 

calculations with index numbers to determine the performance 

of each forensic tool. The index number is calculated as an 

overall score index, as shown in Eq 1. 

𝑝𝑎𝑟 =
∑𝑎𝑟0

∑𝑎𝑟𝑇
× 100% (1) 

Information: 

Par=Index number as a percentage 

ar0=Forensic Tools-obtained Evidence/Digital Artifacts 

arTTotal Digital Evidence/Artifact  

Based on the DFWRS method, OFD has a powerful 

advantage, by calculating the index number of each forensic 

tool using equation 1. OFD has the highest index score of 100 

percent, MFE and FMF have index numbers of 80% and 90%, 

respectively. Comparison results based on digital evidence as 

shown in Table 8. 

Table 8. Evaluate the capabilities of forensic tools based on 

digital evidence 

No 

MiChat 

Digital 

Evidence 

Forensic Tools 

Mobil 

Edit 

Express 

DB 

browser 

SQL 

Oxigen 

Forensic 

Detectiv 

Final 

Mobile 

Forensic 

1 Chat - √ √ √ 

2 Contact - √ √ √ 

3 Images √ - √ √ 

4 Audio √ - √ √ 

5 Video √ - √ √ 

6 
Cache 

web 
√ - - √ 

Table 8 shows the outcomes of the performance analysis 

performed on each forensic tool in relation to the digital 

evidence obtained. Using the same equation, OFD got a 

performance index score of 83.3%. MFE received a 

performance index score of 66.7%, FMF received a good score 

100% on the performance index because it obtained most six 

categories of MiChat digital evidence. 

4.7 Discussion 

Based on an analysis of the comparison and evaluation of 

the capabilities of mobile forensic tools in handling digital 

crime cases through the MiChat application and by applying 

the DFRWS method, which is already qualified to handle 

digital evidence according to procedures from the initial stages 

of identification, preservation, collection, examination, 

analysis, and reporting, Analysis using four forensic tools, 

namely MFE, DB4S, OFD, and FMF, obtained evidence of 

text chat, contacts, images, audio, video, and web cache. The 

best forensic tool for acquiring evidence is FMF, with a 

success index of 100%, but it has the disadvantage that it takes 

a long time during the acquisition process. In terms of forensic 

features, OFD is more capable, but the weakness is that many 

features are locked, with an index score of 83.3%. This 

research contributes to the world of cybercrime involving 

smartphone devices and can later provide a reference to an 

investigator regarding the best mobile forensic tools. It can 

also be used to analyze crimes involving data loss or data 

recovery. Based on the differences from previous comparison 

studies of mobile forensic tools in handling evidence, 

especially Android-based applications on smartphones, the 

results of previous studies can be seen in Table 9. 

5. Conclusions

Based Based on the discussion in Table 7. It is possible to 

conclude that, when comparing the capabilities of these four 

forensic tools, FMF tools have the highest index score of 100%, 

followed by OFD with an index score of 83.3%, and MFE with 

an index score of 83.3% and a score of 66.7%. MFE has a 

weakness in extracting digital chat evidence and MiChat 

contacts. However, in terms of data feature capabilities, OFD 

has the highest index score of 100%, while MFE and FMF 

have 88.9%. Based on the results, FMF has the best ability to 

obtain digital evidence, OFD has the best features, and MFE 

has the best physical evidence preservation and cloning. So it 

is hoped that in the future, this research can contribute new 

references for investigators handling cybercrime cases.

Table 9. Comparison of previous research with research that has been done 

Name Title Results advantages 

(Osho and 

Ohida, 

2019) 

Comparative Evaluation of 

Mobile Forensic Tools 

XRY is better than Cellebrite 

UFED at acquiring most types of 

artifacts, while Cellebrite UFED is 

better at maintaining the integrity of 

digital evidence. 

Cellebrite UFED is better at 

maintaining the integrity of digital 

evidence so that the data does not 

change. 

(Padmanabh

an et al, 

2020) 

Comparative analysis of 

commercial and open 

source mobile device 

forensic tools 

Open source forensic tools have 

advantages in user numbers, 

flexibility, GUI-based capabilities, 

logging capabilities, and good error 

tolerance. 

Open-source forensic tools have the 

advantage of flexibility, easy-to-use 

GUI-based capabilities, and good 

logging capabilities. 

(Riadi et al, 

2022) 

Mobile Forensic Tools for 

Digital Crime Investigation: 

Comparison and Evaluation 

FMF outperforms OFD in terms of 

obtaining most digital evidence 

with timestamps and recovering 

deleted data. While OFD is better in 

the completeness of the features 

offered and has a modern, easy 

look, MEF has good physical 

imaging capabilities for data 

backup. DB4S only has the ability 

to extract database files. 

Using four forensic tools with 

different capabilities so that it can 

provide an alternative combination 

of the best tools to acquire digital 

data. 
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