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The advancement of automated systems and their capabilities stimulate the formation of ad 

hoc networks using Unmanned Aerial Vehicles (UAVs). The network composed by these 

UAVs is known as Flying Ad hoc Network (FANET). The provision of security in such 

systems is particularly challenging because of their unique characteristics, which make it 

difficult to enhance their defenses against continually emerging security threats. The 

purpose of this paper is to create a new secure and reliable security framework by proposing 

an adaptive secure and efficient bio-inspired routing model based on the Artificial Immune 

System approach (AIS), as well as applying the meta-heuristic Penguins Search 

Optimization Algorithm (PeSOA) in order to improve its performance. Actually, an 

experimental study was carried out to evaluate the efficiency of the proposed idea regarding 

network interaction quality, malicious node mitigation, and system security enhancements. 
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1. INTRODUCTION

Recent technical advancements of embedded systems have 

helped to produce the Unmanned Aerial Vehicles (UAVs) 

with highly efficient reliability, since these aircrafts have 

proven to be a very flexible platform for a variety of 

applications [1]. These developments and heavy involvement 

of information technology have made it easier than ever to set 

up an Unmanned Aerial System (UAS) with complex topology 

in order to accomplish sophisticated missions that were 

previously impossible to accomplish without the involvement 

of actual humans. The use of this type of aircrafts has been 

intensified in the recent years, due to the various advantages 

offered compared to conventional aircrafts, as well as their 

ability to operate in harsh environments. The deployment of a 

swarm of collaborative UAVs with ad hoc routing fashion 

could be one of the possible solutions to setup a new kind of 

applications, named as Flying Ad hoc Networks (FANETs) [2]. 

FANETs are autonomous systems made up of a swarm of 

UAVs and one or more ground control stations (GCS) (Ground 

Control Station). In addition, to flying independently on pre-

programmed flight plans, the UAVs may be controlled by 

using complicated dynamic automation systems, which are 

typically agile and flexible in their implementation [3]. During 

operation, UAVs are controlled and monitored from the 

ground-controlled station, based on information sent by on-

board equipment via a wireless channel. FANETs offer self-

organized and independent behavior of nodes (UAVs). UAVs 

are free to move in any direction to complete assigned tasks, 

due to which the network topology changes frequently. The 

UAVs can also join or leave the network as needed.  

This network can also be considered as a subcategory of the 

famous MANET (Mobile Ad hoc network). However, it has 

certain specific features (such as UAV velocity, specific 

mobility model, etc.) which can have an impact on the 

performance of routing protocols. Furthermore, the nature of 

the wireless medium, as well as the lack of the fixed 

infrastructure, which is necessary to verify the authentication 

of UAVs and messages, thus creating security breaches [4]. In 

this setting, to accomplish the desired functionality, there is an 

inherent reliance on cooperation between the UAVs. The 

collaboration is only fruitful if all members are honest with 

one another [5]. In reality, it is possible that such a perfect 

arrangement may not always be achieved. There is a 

possibility that some UAVs would act maliciously, resulting 

in a decrease of network performance or perhaps a complete 

interruption of the network's functioning [6]. Therefore, 

developing an efficient and secure routing protocol in 

FANETs has attained a significant interest in the research 

community.  

A number of studies have been undertaken on how to 

establish a FANET, but only a few of them have taken into 

account the security aspects of this endeavor. Where, 

FANET's unique features have made it hard to strengthen its 

defense against any changing security threats [1]. In order to 

mitigate the effects of misbehaving UAVs, several secure 

routing protocols [1, 7-13] have been proposed to secure the 

communication content and guarantee reliable delivery of the 

exchanged messages. Although they have proven their 

effectiveness, these solutions have been designed based on the 

assumption that all UAVs in the network are trustworthy. 

However, owing to resource constraints or malevolent conduct, 

this assumption may turn out to be incorrect. Consequently, 

the UAVs may not act as planned, making the network 

functioning inefficiently. While it is reasonable to assume that 

UAVs would act appropriately, this assumption might result 

in unforeseen consequences, such as poor network efficiency, 

excessive resource consumption, and increased susceptibility 

to attacks [14]. Hence, these protocols are limited in their 

coverage of potential risks and are not flexible enough to be 

merged with one another [6]. Nevertheless, the intrinsic 

question is how to find a balanced trade-off among security, 
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efficiency, and the network requirements. 

To attenuate the effects of misbehaving UAVs and to reach 

high levels of security and reliability in such a cooperative 

communication environment, an appropriate routing 

mechanism is crucial for the desired service provision, as well 

as the improvement of communication performance and 

security. In order to meet these requirements, biologically 

inspired approaches [15-17] seem promising when high level 

of robustness and adaptability is required. Biological 

approaches can usually be adopted to solve network problems 

at high levels due to the high similarity between both of them. 

In fact, when, looking carefully at nature, it is clearly observed 

that the dynamics of many biological systems and laws 

governing them are based on simple generic rules which 

produce collaborative and effective patterns, without the need 

for any external controlling entity [16], leading to intelligent 

global behavior.  

Generally, biological systems and processes have intrinsic 

appealing characteristics of self-organization, adaptivity, 

scalability, robustness, and distribution. The combination of 

these traits leads to various degrees of inspiration from 

biological systems, which in turn leads to the development of 

various approaches and algorithmic designs for efficient and 

secure communication networks [18, 19]. So, these 

approaches can be correctly used to FANETs in order to 

resolve a variety of challenges that arise during the 

construction and operation of such networks.  

The creation of routing protocols inspired by advanced 

biological behaviors has occurred as a research consequence 

conducted in this regard [20-22]. However, the problem of 

security in these protocols is still an open issue. It would not 

be able to achieve widespread acceptance and adoption of 

these protocols in FANETs unless the security implications of 

these protocols had been carefully considered. 

The main purpose of this paper is to design and implement 

a new reliable security framework in FANETs by establishing 

an adaptive secure and efficient bio-inspired routing model 

based on an Artificial Immune System approach, which is 

referred to as "Penguin-AIS", a new trend that aims to protect 

and enhance the security of ad hoc networks.  

Based on the many similarities that exist between the tissue 

environment in the human body and the ad hoc network 

environment, it was are convinced that the robust defense 

achieved by the Human Immune System (HIS) may be 

mimicked into an Artificial Immune System (AIS) [23] in 

order to protect FANETs. Thus, AIS is described as the 

abstraction of the structure and function of the human immune 

system to be used in computational systems (mathematics, 

engineering, and information technology) [23]. AIS security 

techniques are judged to be more compatible with FANETs 

where no central management points are present. Those 

techniques are also known to be less complex and more 

adaptable since they take up the limitations of such networks 

[24].  

The proposed routing model describes a novel bio-inspired 

routing protocol that applies the meta-heuristic Penguins 

Search Optimization Algorithm (PeSOA) [25], which is 

inspired by the hunting behavior of penguins. The penguins 

can collaborate their efforts and synchronize their dives in 

order to maximize the global energy in the process of 

collective hunting and nourishment. The idea consists to 

divide the penguins into several groups, where each group is 

allotted to a separate region in the food space [26]. During the 

foraging phase, the penguins in each group attempt to hunt as 

many fish as possible around the allotting region. Food 

information is shared among elements of other groups and also 

between elements within the same group, enabling to reach of 

the optimal solution in a given time. The global solution is 

chosen by electing the best group of penguins that ate the 

maximum of fish.  

The main technical contributions of this work can be 

summarized as follows:  

(1) Designing a new reliable security framework for 

FANETs, the proposed scheme consists of two main phases: a. 

Establishing a new bio-inspired routing model based on the 

PeSOA meta-heuristic, this latter plays a significant role in 

selecting the optimal paths, allowing routing to be well 

optimized, resulting in improved protocol performance in 

terms of QoS parameters, packet delivery rate, energy 

efficiency metric, and end-to-end delay, amongst other 

measures. b. Accomplishment of a secure routing that 

incorporates the concepts of AIS approach, meanwhile 

utilizing the optimum routing discovered in the first phase of 

the proposed scheme, including the mechanism of anti-attack 

and decision-making applications.  

(2) An appropriate security model for multiple routing 

strategies in FANETs is described, and a routing protocol is 

shown as an example of how the proposed model might be 

implemented in practice. 

(3) Simulations are carried out to evaluate the performance 

of the proposed protocol, including its capacity to detect and 

isolate malicious UAVs, as well as its efficacy against a 

variety of various attacks. 

The remainder of this paper is structured as follows: After 

the introduction, Section 2 describes related works and 

literature review dealing with security issues in FANETs, as 

well as various bio-inspired schemes that have been proposed 

in this field. The background about the AIS and the meta-

heuristic PeSOA is described in Section 3. Section 4 presents 

the detailed design of the proposed security framework and 

describes the intuitive properties that any scheme should have 

in this context. Implementation and performance evaluation of 

the applied model are presented in Section 5. Finally, the 

conclusion is discussed in Section 6 with an outlook to future 

research. 

 

 

2. RELATED WORKS 

 

In FANETs, the communication is a highly important 

component for any application concerning cooperation 

between the UAVs. For this reason, problems regarding 

security must be considered as much as the problems related 

to efficiency or reliability, as there is a trade-off to establish 

between routing efficiency and security overheads. Many 

relevant research works have been conducted [7-13, 20-22, 27, 

28] in the direction of designing routing protocols, these works 

mainly focus on the development of efficient and secure 

routing protocols in terms of specific metrics.  

Indeed, all these works could be classified into three main 

categories: (i) Cryptography-based solutions [7, 8, 12, 13, 27, 

28], (ii) Trust-based solutions [9-11], and (iii) Bio-inspired 

based solutions [20-22]. Some of the related previous works 

that have been carried out in order to make FANETs more 

trustworthy are explained in this section. 
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2.1 Main cryptography-based solutions 

 

In this context, many solutions have been proposed to 

secure inter-UAV communications. They are primarily 

focusing on various security services such as authentication, 

access control, data integrity, availability, and privacy. These 

methods are the greatest defense against malicious insiders, 

but they are notoriously resource-intensive and 

computationally intensive, making them impractical for use in 

today's UAVs. 

Haque and Chowdhury [7] suggested to investigate the 

feasibility of using Identity-Based Encryption (IBE) in a UAV 

network with limited resource availability. Where they have 

assessed the practicality and performance of IBE in the UAV 

network by measuring the energy used by key management 

procedures, assessing the feasibility of the technique, and 

presenting an efficient security framework for a resource 

restricted wireless UAV network.  

The work featured in the study [8] describes the 

implementation of a blind signature method in a certificate-

less environment for UAVs. There are no public-key 

certificates needed for the proposed scheme. It also does not 

have the problem of having to keep the keys safe. Nevertheless, 

the amount of data that is gathered from the platform that 

monitors the UAVs may be too large to be processed by the 

same UAVs that are involved in the monitoring activity. 

Therefore, the authors extend their model to the 5G mobile 

network by using Multi-access Edge Computing (MEC) in its 

architecture to ensure secure communication between drones 

and the base station (BS). 

In the same context, a pairwise key establishment scheme is 

proposed in the study [12], in which nodes in FANETs are not 

susceptible to get compromised. The idea of this work is based 

on the phenomenon of the small-world, each node in the 

network establishes the initial keys with nodes that are no 

more than three-hops away from it. Then, a pairwise key is 

established when any two nodes on the path between them 

exchange partial keys with one another. The pairwise key is 

generated by adding the partial keys together at each node. 

During the process of obtaining partial keys, the nodes on the 

route make use of the initial keys to safely transfer their partial 

key to the other nodes on the route.  

SUAP (Secure UAV Ad Hoc Routing Protocol) is a novel 

secure routing protocol proposed in the study [13]. The 

approach enables message authentication while also providing 

detection and prevention of wormhole attacks. SUAP is a 

reactive protocol that makes use of public key cryptography 

and hash chains to protect data. However, the size of the 

authentication messages and the amount of computing power 

needed are the main drawbacks of this work.  

He et al. [27] proposed a secure communication scheme for 

UAVs network. The idea proposes that each node maintains 

and controls a region in which the authorized devices may get 

a broadcast key without the need for a centralized online 

authority, this could be achieved by using the hierarchical 

identity-based broadcast encryption and pseudonym method. 

All devices in this system are capable to anonymously 

broadcast encrypted communications and decrypting the 

lawful ciphertext.  

The cryptographic approaches are deployed to transform 

readable information into meaningless one, so ensuring the 

confidentiality and integrity of this information. However, 

cryptographic protection is complex by the fact that UAVs 

have a limited energy capacity and they cannot efficiently 

perform cryptographic calculations. Therefore, generating 

different security codes has been always considered as a 

difficult problem. 

 

2.2 Main trust-based solutions 

 

The goal of these solutions is to find the misbehaving node 

when it forwards a packet in the network. Each node builds 

trust links with other nodes by giving trust values to its 

relations, and such systems give a way for a requesting node 

to evaluate the confidence he provides to the provider of a 

resource. Currently available solutions for FANETs that are 

based on trust were first presented for MANETs [6, 14], with 

just a few solutions being specifically designed for FANETs.  

As described in the study [9], a new trust model for 

FANETs has been presented, in which an evolutionary 

algorithm is utilized to optimize the weights of different 

factors in order to calculate direct trust values. Direct trust is 

grouped together with a recommendation to calculate the final 

trust value of a node. Based on the evaluation of the final trust 

values, the nodes are either included in the recommended list 

or removed from the list.  

A Trust Based Clustering Scheme (TBCS) for FANETs was 

suggested in the study [10]. This scheme employs a multi-

criteria fuzzy method for classification, which is based on the 

behavior of the node in a fuzzier and more complicated 

environment. In this proposal, there is a reward and 

punishment mechanism that tries to turn the node's behavior 

into trustful state, and to separate bad and malicious nodes 

from the rest of the nodes in the FANETs.  

Barka et al. [11] proposed a new trust-aware Monitor-based 

communication architecture for Flying Named Data 

Networking (FNDN). In this work, the selection of monitors is 

based on their reliability and stability, they are then tasked 

with the responsibility of disseminating the interest packets in 

order to prevent the issue of broadcast storms. Once the data 

producer receives the interest, the data is sent to the requester 

through the quickest and most trusted method possible, 

depending on the circumstances.  

Most of these models are based on the notion of 

recommendation, which, however, suffer from the drawbacks 

of sluggish convergence and excessive complexity of trust 

calculations, as well as the huge overhead of network traffic, 

leading to an inaccurate evaluation of trust value. 

 

2.3 Main bio-inspired based solutions 

 

As it was have mentioned above, all of the current solutions 

from both pervious categories are suffering from high rates of 

packet loss, which is considered an intrinsic property of the 

FANETs. Actually, no previous work for FANETs has 

focused on bio-inspired routing protocols and the manner they 

can be used to improve network security. Nonetheless, some 

papers which are considered to be among the worth noting 

work in the field have specifically treated FANET 

communication architecture design challenges and issues. 

Among these papers, some of them could be quoted, like: 

It has been suggested [20] to apply a bio-inspired clustering 

strategy for FANETs (BICSF), which employs a hybrid 

mechanism of glowworm swarm optimization (GSO) and krill 

herd optimization (KH). The researchers suggested an 

effective cluster management algorithm for the optimal 

position of the UAV based on the behavioral research of (KH) 

and genetic operators such as mutation and crossover. In order 
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to guarantee effective communication between the UAVs, a 

path recognition algorithm based on the weighted residual 

energy, the number of neighbors, and the distance between the 

UAVs has been developed to aid in route selection.  

With the use of a clustering strategy, the work referenced in 

the study [21] tries to resolve the problem of the short lifetime 

of the FANETs. In order to do this, two alternative clustering 

techniques are used: the first scheme is a mix of the k-means 

clustering algorithm and the firefly algorithm, while the 

second scheme is based on the glowworm swarm optimization 

(GSO) algorithm and the firefly algorithm.  

Several FANET algorithms, as well as algorithms based on 

swarm intelligence, are discussed briefly in the study [22], 

including a brief summary of the current algorithms in use (ant 

and bee colonies). It was shown via the experimental research 

carried out by the authors that it is possible to use bio-inspired 

algorithms in a cost-effective manner. 

 

 

3. CONTEXT OF THE PROPOSED APPROACH 

 

Some essential concepts are presented in this section, as 

well as the frameworks being used in this paper such as 

Artificial immune systems (AIS) and the meta-heuristic 

Penguins Search Optimization (PeSOA). 

 

3.1 Artificial immune systems (AIS) 

 

A new field of problem-solving strategies is the bio-inspired 

approach. In fact, bio-inspired algorithms are bottom-up, 

adaptive, and flexible, allowing them to provide elegant 

solutions to engineering issues that are hampered by standard 

techniques. Many bio-inspired algorithms function as highly 

decentralized systems composed of several components. 

FANETs are also near to be completely decentralized systems, 

and it consists of mobile nodes as system components. So, bio-

inspired techniques can be precisely applied to FANETs to 

solve various issues, including functioning, design, and 

security. In this context, an AIS incorporates many properties 

of HIS, including diversity, dynamic learning, distributed 

computation, error tolerance, adaptation, and self-monitoring. 

These properties are highly desirable in a security system for 

FANETs. 

 

3.1.1 The human immune system (HIS) 

Biological immune systems have intelligent capabilities of 

detecting antigens in the body, their main function is to protect 

the body from different types of pathogens, such as viruses, 

germs, bacteria, parasites and to clear it from debris. The 

immune system can be classified into two types, innate and 

adaptive as shown in Figure 1. The innate immune system is 

responsible for general defense, whereas the adaptive immune 

system is responsible for specialized defense. 

 

 
 

Figure 1. Classification of Immune System 

When pathogens (infections) enter the system, the innate 

immune system acts as the body's first line of defense. All 

infections and foreign substances trigger an immune response. 

If the innate immune system fails to eliminate the pathogen, 

the adaptive immune system takes over the infection. Indeed, 

the adaptive immune response is carried out by white blood 

cells called lymphocytes [15], lymphocytes are of two types, 

namely T-Cells and B-Cells. 

 

3.1.2 AIS algorithms 

The algorithms designed for AIS mainly model the innate 

mechanism, that apply in solving a wide range of 

computational problems. The four major algorithms that form 

the basis of AIS research are [29]: Negative Selection 

Algorithm (NSA) [30], Clonal Selection Algorithm (CSA) 

[31], Immune Network algorithms Theory [32], and Danger 

Theory [33]. 

 

3.2 The meta-heuristic penguins search optimization 

 

The development of new approaches based on meta-

heuristics inspired by natural phenomena [25, 34-37] has 

proved its effectiveness in solving and optimizing a plethora 

of problems and applications, including NP-hard problems 

[26]. These techniques can be classified according to different 

research characteristics such as trajectory-based methods and 

population-based methods by memory usage. They are as 

diverse as the sources of inspiration from which they originate 

(physical, biological, ecological behavior, etc.).  

The PeSOA is one of the latest proposed nature-inspired 

meta-heuristic optimization algorithms, which was first 

proposed in the study [25], it was inspired by the hunting 

behavior of penguins in nature. 

 

3.2.1 Hunting comportment of penguins  

The hunting strategy of penguins is based on the assumption 

admitting that eating behavior is most likely determined by 

economic reasoning: That is to say, having an energy benefit 

larger than the cost in searching for food. The Penguins, as 

biological entities, utilize this assumption to measure the 

amount of time and energy necessary to seek for food and the 

abundance of prey, on the one hand and determine where they 

should congregate.  

To maximize forage opportunities, penguins must hunt in 

groups and coordinate their dives [38]. Penguins interact with 

one another using vocalizations, each penguin has its own set 

of vocalizations (like fingerprints in humans). As a result, each 

penguin may be uniquely identified and penguins can 

recognize one another [25]. Because of the huge size of the 

colonies and the penguins' striking resemblance, this issue of 

identification and recognition is critical. 

 

3.2.2 The PeSOA algorithm 

There are several methods to define the optimization 

method based on the hunting behavior of the penguins. While 

all approaches agree on the need of optimizing their objective 

functions, such as maximizing the quantity of energy retrieved 

from the energy invested. The following guidelines are offered 

to summarize the findings from penguin foraging behavior. 

(1) A penguin population (colony) is made up of multiple 

groups. The number of penguins in each group changes 

according to food availability in the appropriate foraging 

location. 

(2) In accordance with the knowledge regarding energy 

52



 

acquisition and the cost of getting it, each group of penguins 

begins foraging at a specified depth beneath the water and 

randomly roam about until they discover food, when oxygen 

reserves are not depleted. 

(3) Penguins return to the surface after a number of dives to 

discuss the locations and availability of food sources with their 

local affiliates through intra-group communication. 

(4) When food supplies are inadequate for a given group of 

penguins, a component of the group or the whole group, 

migrates to another place through inter-group communication. 

Swimming Course, Oxygen Reserve, Intra-group 

Communication, and Food Availability are among the 

biological behaviors that are abstracted in the sections below. 

Update on the Swimming Course. Let (G1, G2, …, Gk) 

denote the set of "k" disjoint penguin groups that are randomly 

dispersed across the solution space "φ". Each penguin "j" in 

"Gi" is put at a solution at time instance "t" and the penguin "j" 

swims to a new location at a time "t+1" in "φ" according to the 

following Equation [26]: 

 

𝑥𝑗
𝑖(𝑡 + 1) 

= 𝑥𝑗
𝑖(𝑡) + 𝑂𝑗

𝑖(𝑡) ∗ 𝛼 ∗ (𝑥𝐿𝑜𝑐𝑎𝑙 𝐵𝑒𝑠𝑡
𝑖 − 𝑥𝑗

𝑖(𝑡)) 
(1) 

 

where, 𝑥𝑗
𝑖(𝑡) represents the position of penguin "j" in the ith 

group at the tth occurrence, 𝑂𝑗
𝑖(𝑡)  represents the oxygen 

reserve of the jth penguin of the ith group, α represents a 

randomly distributed number drawing from [0, 1], and 

𝑥𝐿𝑜𝑐𝑎𝑙 𝐵𝑒𝑠𝑡
𝑖  represents the best solution found by the ith group. 

Update on the Oxygen Reserve. Following each dive, the 

penguin's oxygen reserve is updated in the following manner 

[26]: 

 
𝑂𝑗
𝑖(𝑡 + 1) 

= 𝑂𝑗
𝑖(𝑡) + [𝑓(𝑥𝑗

𝑖(𝑡 + 1)) − 𝑓(𝑥𝑗
𝑖(𝑡))] ∗ |𝑥𝑗

𝑖(𝑡 + 1) − 𝑥𝑗
𝑖(𝑡)| 

(2) 

 

where, "f" is the underlying problem's objective function. The 

penguin's oxygen reserve is determined by both the amount of 

food he consumes and the amount of time he spends while 

swimming. If the energy gain is positive, the penguin will 

remain under water longer, catching more food and therefore 

becoming healthier. Otherwise, the longer the penguin swims, 

the more oxygen he uses. As a result, the oxygen reserve is 

updated in accordance with the improvement of the objective 

function. 

Intra-group Communication. Penguins feed in a group and 

have excellent intra-group communication skills. Penguins 

will follow the local guide who performed the best of the 

previous dive (Eq. (1)). Every time a penguin dives, it may 

discover a better food source and become the new local guide. 

Team foraging is an autocatalytic process that ensures that 

experimental solutions are continually improved. 

Update on Food Availability. In the context of penguin 

foraging, the Quantity of Eaten Fish (QEF), may be used to 

assess the degree of food abundance, which is computed using 

the following expression [26]. 

 

𝑄𝐸𝐹𝑖(𝑡 + 1) = 𝑄𝐸𝐹𝑖(𝑡) + ∑ (𝑂𝑗
𝑖(𝑡 + 1) −

𝑑𝑖
𝑗=1

𝑂𝑗
𝑖(𝑡))  

(3) 

 

A high QEF score indicates that the location provides 

adequate food for the whole group and even attracts penguins 

migrating from neighboring groups. 

Update on the Membership of the Group. Due to the food 

undersupply in the original group, the penguin may move to 

another group. The penguin changes its group membership by 

referring to a function that is related to the degree of food 

availability in different groups of penguins. The probability of 

entering the group "i" is provided by the following 

membership function value [26]: 

 

𝑃𝑖(𝑡 + 1) =
𝑄𝐸𝐹𝑖(𝑡)

∑ 𝑄𝐸𝐹𝑗(𝑡)𝑘
𝑗

 (4) 

 

The pseudocode of the PeSOA is given in algorithm 1. 

 

 

 

4. THE PROPOSED MODEL 

 

Because a hacked or disloyal node offers a significant risk 

to the network, the path that avoids the malicious node may be 

more important than the shortest route. As a matter of fact, 

most routing protocols used by the FANET community are 

designed to discover the shortest route from a source to a 

destination without taking into consideration the existence of 

any malicious nodes along the route. In order to enhance the 

routing protocol regarding security issues, high interest is 

focused on the creation of a solution that will make the routing 

protocol more resistant against malicious nodes actions.  

This section depicts a novel reliable security framework 

based on AIS and PeSOA algorithms, which may be 

subdivided into two phases: Penguin-AIS-Routing and 

Penguin-AIS-Security. 

 

4.1 A routing protocol based on PeSOA (Phase 1) 

 

Generally, Ad hoc routing protocols, in their most basic 

form, follow a common procedure. When the RREQ (Route 

REQuest) procedure is initiated (step 1 in the Figure 2), the 

sender node waits for RREPs (Route REPlay) from the other 

nodes, after that, the routes reply (step 2) is conveyed to the 

source through a variety of different paths. Nodes provide 

Algorithm 1 The PeSOA algorithm 

Inputs: Random population of penguins in"K" groups. 

Output: The fitness value for each group of penguins.  

 1.    Generate "K" regions in the solution space; 

2.    Generate penguins (j=1, 2, ..., N/K) for each group "i" in the 

specified area;  
3.    Initialize each penguin's oxygen reserve; 

4.    While criterion of stop is not met do // * 

5.           For (i=1) to number of groups generated 

6.                  For each penguin (𝑗 ∈ 𝐺𝑖) do 

7.                       While (𝑂2 > 0) do // oxygen reserves are not 

depleted 

8.                            Improve the penguin position 𝑥𝑗
𝑖  using Eq. (1); 

9.                        End while 

10.                End for 

11.           Update the food abundance degree for this group using 

Eq. (3); 

12.         End for 

13.     Update the best global solution; 

14.     Update the value of each group membership function using 

Eq. (4);  
15.     Redistribute penguins by membership function to groups; 

16.     Leave the group unless there are no members; 

17.   End while  

18.  End. 

* // either the number of fish has reached its limit or the number of 

iterations has ended. 
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information about their residual energy, routing load, and hop-

count in the reply packets they send back to the sender. Once 

the reply packets have been received from multiple routes, the 

source node assesses the data and deduces the fitness value for 

each path (step 3).  

In order to accomplish this, the source node selects the 

number of paths "n" having the best fitness value and ranks 

them in its routing table according to the fitness values of each 

path in descending order, and then it transmits data over the 

path with the highest fitness value that is ranked at the top of 

the routing table (step 4). In the event that the route fails, the 

data transmission is resumed using the path with the highest 

fitness value after failing. If all "n" routes fail to transmit data, 

the algorithm begins the process over again, searching for the 

best fitness multi-paths and repeating the process until the data 

is successfully sent.  

So, the optimal route between source and destination is 

carried out using the characteristics of the PeSOA algorithm, 

by treating groups of penguins as UAVs. The area-based 

search may be mapped using PeSOA, the inter-group 

migration of UAVs based on explored routes is analogous to 

penguin inter-group movement based on fish presence. Each 

group of UAVs will be led by a drone (leader) that will 

transmit data to the central command, such as, position and 

discovered targets, and thus, data may be shared with the other 

groups. 

 

 
 

Figure 2. Architecture of Penguin-AIS model 

 

4.1.1 Objective function 

In most cases, there are three major reasons making the 

route broken between sources and destinations in FANETs 

networks: The first one is that the UAVs will be rendered 

inoperative due to a shortage of energy, the second one is UAV 

mobility, and the third one is traffic congestion, as traffic 

increases, there will be greater congestion, which may result 

in packet droppage in certain instances. In this study, the three 

aspects used to verify the consistency and fidelity of a route 

are: The Remaining Energy level, the Link Firmness, and the 

Congestion level. 

The best route should have a balanced UAVs energy 

distribution, excellent connection reliability and, a balanced 

congestion distribution. Alternatively, this may be stated as the 

integrated cost function of routing between two UAVs, as 

shown in the following relationship: 

 

𝐹𝑖𝑗 = ∑ (𝜔1 ∗ (𝐸𝑛𝑟 𝑙𝑒𝑣 (𝑖) + 𝐸𝑛𝑟 𝑙𝑒𝑣 (𝑗)) + 𝜔2 ∗𝑖,𝑗 
𝑖≠𝑗

𝐿𝐹𝑟𝑚 (𝑖,𝑗) + 𝜔3 ∗  1 𝐶𝑜𝑛𝑔 𝑙𝑒𝑣 (𝑖,𝑗)⁄ )  
(5) 

 

where, Fij represents the objective function, ω denotes the 

parameter for weight adjustment, such that (ω1+ω2+ω3=1), 

Enrlev(i) and Enrlev(j) indicate the Remaining Energy level of the 

UAVs (i) and (j) respectively, LFrm(i, j) represents the Link 

Firmness between UAVs (i) and (j), and Conglev (i, j) represents 

the Congestion level between UAVs (i) and (j). 

The section below explains all relevant expressions in 

relation with the objective function: 

Remaining Energy Level. It is necessary to estimate and 

update the remaining energy of each UAV regularly in order 

to improve the endurance of each UAV. 

 

𝐸𝑛𝑟𝑅𝑒𝑚 = 𝐸𝑛𝑟𝐼𝑛𝑖𝑡𝑖𝑎𝑙 − 𝐸𝑛𝑟𝐸𝑥ℎ𝑎𝑢𝑠𝑡𝑒𝑑   (6) 

 

where, "EnergyRem" represents the residual energy level, 

"EnrInitial" shows the initial level of energy, and "EnrExhausted" 

indicates the level of energy used when conveying a message. 

"EnrExhausted" can be given as [39]: 

 

𝐸𝑛𝑟𝐸𝑥ℎ𝑎𝑢𝑠𝑡𝑒𝑑 = 𝐸𝑛𝑟𝑆𝑒𝑛𝑑 + 𝐸𝑛𝑟𝑅𝑒𝑐   (7) 

 

where, "EnrSend" is the quantity of energy consumed while 

sending the data, and "EnrRec" is the quantity of energy 

consumed while receiving the data. The "EnrSend" and "EnrRec" 

may be calculated using Eq. (8) and Eq. (9), respectively. 

 
𝐸𝑛𝑟𝑆𝑒𝑛𝑑 = (𝐸𝑛𝑟𝑇𝑟𝑎𝑛𝑠 ∗ 𝑁𝑏𝑟𝑏𝑖𝑡𝑠)

+ (𝐸𝑛𝑟𝑆𝑁𝑅 ∗ 𝑁𝑏𝑟𝑏𝑖𝑡𝑠 ∗ 𝑑
2) 

(8) 

 

𝐸𝑛𝑟𝑅𝑒𝑐 = (𝐸𝑛𝑟𝑇𝑟𝑎𝑛𝑠 ∗ 𝑁𝑏𝑟𝑏𝑖𝑡𝑠) (9) 

 

where, "EnrTrans" represents the quantity of energy used to 

convey a message in one unit, "EnrSNR" stands for the quantity 

of energy required to achieve a certain Signal to Noise Ratio 

(SNR), "Nbrbits" indicates the number of bits present in the 

message, and "d" describes how a UAV is far from another 

(See Eq. (13)). 

The energy level has a value that varies in [0, 1]. If the 

energy level value is greater than the threshold value, a UAV 

could be associated with other UAVs in order to facilitate the 

routing process in an efficient manner, else the UAV is 

isolated and will not participate in the routing process. 

Link Firmness. This measure is composed of three 

components: connection quality, safety degree and mobility 

prediction factor. If UAVs "i" and "j" are within 

communication range of one another, the link firmness 

between "i" and "j" may be described as a combination of link 

quality "LQty (i,j)", safety degree SDeg (i,j), and a mobility 

prediction factor "MPrd (i, j)", that could be described as: 
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{
𝐿𝐹𝑟𝑚 (𝑖,𝑗) = 𝜆1 ∗ 𝐿𝑄𝑡𝑦 + 𝜆2 ∗ 𝑆𝐷𝑒𝑔 (𝑖,𝑗) + 𝜆3 ∗ 𝑀𝑃𝑟𝑑 (𝑖,𝑗)

𝑤𝑖𝑡ℎ     (𝜆1 + 𝜆2 + 𝜆3) = 1
 (10) 

 

where, λ1, λ2 and λ3 are the weighting factors that are 

determined by the considered state. It is worth noting that all 

three costs are standardized to a unit cost. As a result, the value 

of LinkFrm (i, j) is restricted to the range of [0, 1]. After that, we'll 

go through each of the measures that are mentioned in Eq. (10).  

(1) Link quality: The forward and reverse delivery ratios are 

used in order to determine the link quality. Its computation is 

referred to [40], and the function expression is provided in Eq. 

(11). 

 

𝐿𝑄𝑡𝑦 (𝑖,𝑗) = 𝛾
𝑓 ∗ 𝛾𝑟 (11) 

 

where, "γf" stands for the forward delivery ratio, it is defined 

as the ratio of a packet being successfully sent from UAV "i" 

and received by UAV "j". Similarly, "γr" stands for the reverse 

delivery ratio. 

(2) Safety degree: Assume that (xi, yi, zi) is the coordinates 

of UAV "i". The degree of safety SDeg (i,j) denotes the proximity 

between the UAVs "i" and "j" based on their current space, as 

shown in the following Equation: 

 

𝑆𝐷𝑒𝑔 (𝑖,𝑗) =
𝑅 − 𝑑

𝑅
 (12) 

 

where, "R" is the communication range of a UAV, and "d" 

denotes the distance between two UAVs, such as: 

 
𝑑

= √[𝑥𝑗(𝑡) − 𝑥𝑖(𝑡)]
2 + [𝑦𝑗(𝑡) − 𝑦𝑖(𝑡)]

2 + [𝑧𝑗(𝑡) − 𝑧𝑖(𝑡)]
2 

(13) 

 

(3) Mobility prediction factor: Real-world kinematic and 

dynamic constraints prohibit a UAV from moving in an 

unexpected way, which is undesirable. For the purpose of 

evaluating the movement trend throughout the duration of the 

next period of time, the relative velocity between UAVs "i" 

and "j" at each given point of time, the following formula 

should be used [40]: 

 

𝑣𝑟𝑒𝑙𝑎𝑡𝑖𝑣𝑒 =
𝑑𝑡 − 𝑑(𝑡−∆𝑡)

∆𝑡
 (14) 

 

where, "t" and "t-∆t" are the times of the most recent and 

second-to-last respectively of the received “Hello” messages. 

"dt" and "dt-∆t" are the distances between UAVs "i" and "j" 

respectively. If both UAVs move apart in the opposite 

direction at a maximum velocity "𝑣𝑚𝑎𝑥", then "vrelative" is up to 

the maximum value "2vmax". If they are near to each other 

while traveling at their maximum velocity, "vrelative" will 

approach the minimum value, to become "-2vmax". So, the 

mobility prediction factor is defined as follows: 

 

𝑀𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛 (𝑖,𝑗) = 𝑒
1− 

𝑣𝑟𝑒𝑙𝑎𝑡𝑖𝑣𝑒
2∗𝑣𝑚𝑎𝑥  (15) 

 

Congestion Level. The congestion level measure is 

calculated using the traffic mass (Tmass) that happens between 

the UAVs routes. When the volume of traffic increases, the 

specific data will either not be transferred or transmitted at a 

very low transmission rate, resulting in incomplete 

transmission of the data, which leads to stagnation. The data 

may be lost as a result of a UAV's buffer Queue being 

overloaded. So, Tmass is a metric that is used to evaluate the 

buffer queue degree of each UAV.  

To make the routing procedure more efficient, a route with 

the least quantity of traffic will be picked. The initiator UAV 

will always keep an eye on the queue state of the neighboring 

UAV. Every neighboring UAV will regularly update its queue 

length, and send it to the source. The traffic mass and traffic 

mass level may be expressed as: 

 

{
 
 

 
 𝑇𝑚𝑎𝑠𝑠 =

∑ 𝑃𝑖
𝑛
𝑖=1

𝑂𝑣𝑒𝑟𝑎𝑙𝑙𝑄𝑢𝑒𝑢𝑒

𝑇𝑚𝑎𝑠𝑠−𝑙𝑒𝑣𝑒𝑙 =
𝑇𝑚𝑎𝑠𝑠

𝑄𝑢𝑒𝑢𝑒𝑚𝑎𝑥

 (16) 

 

where, Pi, is the ith pattern value that reflects the size of the 

buffer queue at any given time, OverallQueue represents the total 

number of buffer queue, that expanses patterns for a certain 

time period, Queuemax reflects the buffer queue's maximum 

length, and "n" represents the number of UAVs along the route. 

In this way, the congestion level could be given according to 

the following formula: 

 

𝐶𝑜𝑛𝑔𝑒𝑠𝑡𝑖𝑜𝑛 𝑙𝑒𝑣𝑒𝑙 = 1 − 𝑇𝑚𝑎𝑠𝑠−𝑙𝑒𝑣𝑒𝑙 (17) 

 

The Congestionlevel value must be in the [0, 1] range. If it is 

more than 1, indicating that there is more traffic, and hence a 

greater chance of packet loss, indicating also, that UAV should 

not be used as a forwarding UAV. 

 

4.1.2 Design of the fitness function 

The fitness model presented for the PeSOA algorithm is 

based on the three parameters mentioned above. The solution 

that offers the greatest quantity of energy remaining, the 

greatest amount of link firmness intensity, and the lowest 

degree of congestion, results in the highest fitness function 

value and represents the best solution. The fitness function 

may be expressed as follows: 

 

𝐹𝑖𝑡(𝐹𝑖𝑗) = 𝑀𝑎𝑥 (𝐹𝑖𝑗) (18) 

 

4.2 AIS module (Phase 2) 

 

In order to prevent these kinds of attacks from occurring in 

the network, a technique that mimics the Artificial Immune 

System based on the AIS features is used. This objective is 

accomplished by inspiring the Dendritic Cell (DC) model from 

the HIS, allowing it to recognize and detect all kinds of 

malicious attacks in FANETs. Before moving into the 

construction of the suggested algorithm, it's important 

addressing the following section to demonstrate how this cell 

operates. 
 

4.2.1 Dendritic cells 

Dendritic Cells (DCs) are immune system antigen-

presenting cells (also known as accessory cells). Their primary 

role is to digest antigen material and deliver it to immune 

system T-Cells on the cell surface. They serve as conduits for 

information between the innate and adaptive immune systems. 

DCs perform anomaly detection on newly discovered antigens 

and generate adaptive immunity in order to identify the 

antigen's precise response.  

DCs have three primary functions: collecting, processing 

and immune response regulation. At the collection step, each 

DC gathers an input antigen and its associated signals. When 
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the first antigen is collected, the processing step starts. As 

many antigens as possible should be gathered and processed, 

DCs should operate in tandem to combat the invasion of 

antigens with varying structural characteristics.  

DCs may be classified into three distinct different states: 

immature, semi-mature and fully mature. In the presence of 

sufficient input signals, immature DCs develop into either 

semi-mature or mature DCs, depending on the concentration 

of particular kinds of these input signals. Immature DCs are 

exposed to four kinds of input signals: PAMP, danger, safe, 

and inflammatory signals.  

Each signal concentration affects the terminal 

differentiation state of immature DC when it is subjected to 

these input signals (either mature or semi-mature). Immature 

DC processes its contents and produces the cytokine 

interleukin-12 (IL-12) in response to PAMP and danger 

signals. Interleukin-10 (IL-10) production is also triggered by 

safe signals. As a result, incoming input signals provide 

information about the behavioral context of digested antigens, 

which may determine whether they are benign or malicious. 

IL-12 and IL-10 are often used to determine if a migrating DC 

is semi-mature or mature. In adaptive immunity, DCs move to 

meet T-Cells after processing the incoming antigen and its 

associated signals.  

To be activated, each T-Cell in the lymph node needs two 

impulses. The first signal is produced when T-Cell epitopes 

attach to peptide-MHC on the surface of DC in both danger 

and safe situations. The second signal will be released either 

from completely mature DCs like IL-12 in order to encourage 

naïve T-Cells (NT-Cells) to combat in the danger state, or by 

semi-mature DC in the form of IL-10 to inhibit NT-Cell in the 

safe state [41].  

As soon as the NT-Cell forms a bond with a mature DC and 

begins to receive IL-12, the NT-Cell begins to differentiate via 

a series of events known as clonal expansions. Clones are then 

separated into memory T-Cells (MT-Cells) and suppressor T-

Cells (ST-Cells). MT-Cells store the malicious pathogen 

identified in the body as soon as it is found, to take a rapid 

reaction to this pathogen. Further, complete mature DCs will 

migrate into the lymph node NT-Cells. 

 

4.2.2 Secure routing using DCs algorithm “SR-DCA” 

This section describes the techniques used to develop the 

suggested security model, dubbed (SR-DCA: Secure Routing 

using Dendritic Cell Algorithm). SR-DCA is a stand-alone 

algorithm that secures the routing protocols in each UAV in 

FANETs. It mostly relies on the ability of DCs to serve as 

abnormality detectors and immune response controllers, 

respectively.  

The SR-DCA is designed to be a monitoring point for 

verifying certain routing packet types, such as RREQ, RREP 

or Hello packets (as shown in Figure 3), before proceeding to 

the packet management of the routing protocol.  

This approach seeks to eliminate the attack when it reaches 

the nearest legitimate UAV. At first sight, A stream of fusible 

information represented in packets with different IP source 

addresses and different behaviors of each packet appears to be 

difficult to identify an attacker. Indeed, if a group of 

anomalous and normal packets arrives at the queue of the 

legitimate UAV at the same time of detection, an intrusion 

detection system may mistakenly associate the behavior of 

anomalous packets with that of a legitimate UAV, which leads 

to ignore the aggressor identity.  

The SR-DCA is made up of three major units (Figure 3): 

Monitoring and security unit, Innate unit, and Adaptive 

processing unit. Each unit consists of different components 

that interact with one another, and have a link to other 

components in outer units. In addition, each unit is in charge 

of performing a specified task in the intrusion detection 

process. 

 

 
 

Figure 3. SR-DCA model 

 

Monitoring and security unit. It is comprised of two main 

components: a Queue of Routing Packets (Q.R.P) and an 

Antigens Manager.  

(1) The Q.R.P has three primary functions: collecting input 

packets from the routing protocol, storing the input packets in 

a First-In-First-Out (FIFO) queue, and delivering a packet 

from the front of the queue to the Antigens Manager as 

required. 

(2) The Antigens Manager acts as the nerve center of SR-

DCA's operations management. It is in charge of controlling 

the reception and delivery of inputs and outputs from and to 

the routing protocol, respectively. 

Innate unit. In response to a Q.R.P entry, the Antigens 

Manager extracts an antigen from the packet. Each retrieved 

antigen reflects the packet's IP address. In the next step, the 

Antigens Manager determines whether or not the antigen is 

present in the entire gene list (Global-List).  

 

 
 

Figure 4. Genes store component 

 

The Genes Store component (Figure 4) contains a list of 

various genes, which is represented by the (Global-List) 

variable. For each gene, a sub list from the Global-List is 
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defined as (Sub-List), which consists of one antigen "ai" and 

many associated signals (PAMP, safe, danger, and 

inflammatory) that are specific to that gene "sj". 

where, "i" is the number of antigens in the Global-List and "j" 

is the number of signals per Sub-List. The signals in each gene, 

on the other hand, are calculated from a variety of effects 

produced by the antigen's packet in terms of both its rate and 

the breaks of link it caused.  

The Antigens Manager examines the input antigen, if an 

antigen is found in the Global-List, then the index of the stored 

antigen is got and the input antigen needs to be checked. 

Otherwise, a new gene list for that antigen and its associated 

signals is generated. The Antigens Manager checks if the input 

antigen has ever been classified as malicious in the Malicious 

Antigen List (M.A.L). 

Adaptive processing unit. In order to make use of the M.A.L, 

it must be placed in the MT-Cells (Memory T-Cells). M.A.L 

is a collection of malicious antigen profiles. A malicious 

antigen and its corresponding existence counter "C" are 

included in each profile. This counter calculates how many 

times the antigen is identified and classified as malicious in the 

SR-DCA. If the Antigens Manager discovers a counter 

associated with the antigen in M.A.L that is higher than a 

specified threshold "t", the input antigen is deemed malicious 

and a context of "1" is used to symbolize it. A consequence of 

this, is that the associated routing packet is regarded as an 

abnormal packet. The routing protocol subsequently loses the 

packet and does not reply to the source node, causing the 

package to be deleted.  

For the input antigen, two different scenarios could happen 

in the abnormal detection of DCs. 

(1) The first scenario occurs, when the input antigen is not 

detected in MT-Cells. 

(2) The second scenario occurs when the input antigen is 

discovered, but its counter of existence is less than a particular 

threshold. 

It should be noted in this part that the MT-List threshold "t" 

value is very significant and difficult to be calculated, because 

if "C" surpasses the tested input antigen, the antigen is 

regarded dangerous each time it appears in SR-DCA. 

Although the use of MT-Cells may expedite response times, 

its implementation should be done with caution.  

The immature DC differentiates into a semi-mature DC, 

when the antigen context is "0". On the other hand, the DC 

differs from the mature DC, if the context is "1". Regardless 

of the state, by following the maturity, the DC should move 

directly to the adaptive processing unit, where it may regulate 

the immune response of the NT-Cell, which is controlled by 

the NT-Cells component.  

In the first instance (context=0), DC causes the NT-Cell to 

become an ST-Cell by causing it to a process of differentiation. 

ST-Cells are notified to examine MT-Cells for a benign 

antigen and reduce "C" if such a situation occurs. Conversely, 

in the second instance, the NT-Cell develops into an MT-Cell 

inside the MT-Cells component. It is in both instances that the 

stimulated NT-Cell returns the antigen context to the Antigens 

Manager located in the Monitoring and security unit. Due to 

this, the Antigens manager provides results (either 1 or 0) to 

the routing protocol. The result of "1" should be interpreted by 

the routing protocol as the presence of an attack produced by 

the antigen packet, and the result of "0" should be interpreted 

as the absence of an attack. 

Algorithms 2 and 3 present SR-DCA pseudo-code to 

describe Figure 3's model steps. 

 

 

4.3 Description and functioning 
 

4.3.1 Optimization-PeSOA procedure in FANETs  

The specifics of the proposed model and its pseudocode are 

described in the steps below: (Figure 5 and Algorithm 4) 

(1) Step 1 (Area Definition): The first step is to determine 

the entire region (the total area) covered by the network and 

split it into Sub-areas. 

(2) Step 2 (Drone population): Define the population of 

UAVs and the area. 

(3) Step 3 (Group Formation) (the first characteristic of 

PeSOA): Is the process of dividing the UAVs into groups that 

were determined in step 2. The division of the group takes 

place as follows: 

a) Divide UAVs equally according to the number of sub-

areas, for example, 6 UAVs with 2 sub-areas implies that 3 

UAVs are required for each area. 

b) Otherwise, create as many equally dispersed groups as 

possible and place the remaining UAVs in the final group, for 

example, 7 UAVs with 3 sub-areas equals group formations of: 

Group 1=2 UAVs, Group 2=2 UAVs and Group 3=3 UAVs. 

Algorithm_2 SR-DCA algorithm (the main algorithm) 

Input: Inputs packets. 

Output: Antigen and its context.  

1.   While (Q.R.P   !=Null) do  
2.       Extract antigen (ai);  

3.          If the antigen is present in the Global-List then 

4.              Get the index of the stored antigen; 

5.              Check the input antigen; 

6.                If ((ai is found in M.A.L) & (C>t)) then 

7.                     Context of antigen=1;  

8.                     C++; //Increase the antigen counter for M.A.L 

9.                Else       
10.                   Calculate the signals; 

11                    Signals storage; 

12.                   Call Algorithm_3; 

13.                End If 

14.         Else 

15.               Calculate the signals; 

16.                Initialize the list of gene; 

17.               Adding genes to the list; 

18.               Call Algorithm_3; 

19.        End If 

20. End while                          

Algorithm_3 Anomaly detection trigger by DCs. 

Input: Antigen and its associated signals. 

Output: Antigen and its context.  
1.    Initialize DC;  
2.    If (C>t) then 

3.         Context of antigen = 1; 

4.          If 𝑎𝑖  is not found in M.A.L then 

5.                Add 𝑎𝑖  to M.A.L; 

6.                Create (C); 

7.                C=1;       

8.          Else      

9.               C++;  

10.        End If       

11  Else            

12.         Context of antigen = 0;       

13.         If 𝑎𝑖  is not found in M.A.L then        

14.               Decrease antigen counter;         

15.         End If            

16.  End If                

17.  Destroy DC;              

18.  Return the "Context of antigen" to algorithm 2;              
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(4) Step 4 (Group Head): Define the UAV-leader for each 

group to communicate with the central command and to 

communicate within intra-group. 

(5) Step 5 (Boundaries for velocity and position): For each 

UAV group and sub-area, define the minimum and maximum 

limits for velocity (vmax, vmin) and position (xmax, xmin). 

(6) Step 6 (Search start): Coordinates for a beacon are 

provided to the UAV-leaders for their particular sub-area, 

from which the UAV group will launch its search operation. 

(7) Step 7 (Search within a group): In order to carry out its 

communications, each drone conducts a search inside its group 

to find the target drones in a sub-area. The search is carried out 

using the Eq. (1) from paragraph 3.2.2. 

(8) Step 8 (Information sharing): At the end of each time 

interval "t", the UAV-leader gathers certain information (such 

as remaining battery capacity and recorded track coordinates) 

from neighboring UAVs in the group and sends it to the 

command center (PeSOA inter-group information sharing 

strategy). 
 

 
 

Figure 5. Flowchart of the Penguin-AIS-Routing model 
 

(9) Step 9 (Inter-group movement of UAVs) (the second 

characteristic of PeSOA): The inter-group exchange is 

dependent on the battery capacity and the criteria of the area 

search completion. The steps needed to complete this 

operation are as follows:  

a) Following the conclusion of a search in a particular sub-

area, the command center is responsible for determining 

whether or not the battery capacity is accessible in the UAVs 

belonging to that specific group. 

b) Ensure that the battery is not completely exhausted (as in 

the case of penguin oxygen) and then verify the status of the 

other groups, otherwise, send the drones with low battery 

capacity for recharging. 

c) First, determine if other groups are still doing searches, 

and if so, instruct the group-head to distribute all of the UAVs, 

including itself, to the new coordinates so that it may join the 

other groups still conducting searches. 

d) After joining the new groups, UAVs will begin operating 

under the supervision of the new UAV-leader of that group. 

(10) Step 10 (Finalizing research): After all of the groups 

have completed their particular sub-area searches, and the 

overall search for the whole area has been completed, all of the 

UAVs will return to their starting points and the search will be 

completed. 

 
Algorithm_4: Penguin-AIS-Routing 

1. Create an initialized total search area by dividing it into subareas;  

2. Set the maximum “𝑣𝑚𝑎𝑥” and minimum “𝑣𝑚𝑖𝑛” 𝑣elocities, as well 

as the maximum “𝑥𝑚𝑎𝑥" and minimum “𝑥𝑚𝑖𝑛" position limits, for the 

UAV population; 

3.  Initialize the battery capacity for each UAV; 

4.  If even distribution is feasible in the set of UAVs then  
5.       Divide UAVs into "G" groups equally; //𝐺 =  {𝑔1, 𝑔2, … , 𝑔𝑖}    
6.  𝐄𝐥𝐬𝐞             

7.       Form the most equally distributed groups possible, then put 

the remaining UAVs in the last group;       

8.  End If                     

9.  Identify the head of each group;   

// Initialize search in each sub-area 

10. While exploration is completed in all groups do 

11.        For each group "𝑔𝑖" do 

12.              For each UAV in "𝑔𝑖" 𝒅𝒐 

13.                      Start search;       

14.                      Update the UAV position using Eq. (1); 

15.              End for  

16.              Update the fitness function for 𝑔𝑖  using Eqns. (2) & (3); 

                                 // Similar to the oxygen approach, check the 

battery capacity 

17.               UAV-leader updates after interval “𝑡”: battery capacity, 

finished coordinates and number of targets found using 

Eq. (2); 

                         //Check to see whether the search has been finished 

in all groups. 

18.              If (G = search has not been finished) then 

19.                    If the search is finished inside a subarea "𝑔𝑖" then 

20.                         For each UAV in "𝑔𝑖" do    

21.                            If  (battery capacity > threshold) then 

22.                                 Send the UAV to the new search group and 

instruct it to resume it search as before; 

23.                            Else 

24.                               Send the UAV for recharging before joining 

the search in the new group;                                

25.                            End if   
26.                      End for 
27.                  Else 
28.                      Continue the search in the same subarea; 
29.                  End if   

30.            Else 

31.                  End search;             

32.              End if   

33.        End for 

34.    Update the best global solution; 

35.    Update the fitness value of each group membership function 

using Eq. (4); 

36.    Redistribute the UAV by membership function to groups; 

37.    Leave the group unless there are no members; 

38.  End while 

39. End. 
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4.4 Secure and efficient bio-inspired routing protocol 
 

4.4.1 Integration with AODV Routing Protocol 

Although Penguin-AIS can be used with a variety of 

FANET routing protocols, it is considerably more compatible 

with reactive routing systems since RREQ is only transmitted 

when a UAV intends to communicate with a destination UAV. 

As a consequence, it produces superior outcomes, particularly 

in terms of security, performance and routing efficiency.  

Actually, the major emphasis is on network layer 

implementation, the protocol presented here is an extension of 

the Ad hoc On-Demand Distance Vector (AODV) protocol 

[42], a thorough description of this protocol “Penguin-AIS-

AODV” is provided below.  

This section focuses on the use of the SR-DCA algorithm in 

order to improve the security of Penguin-AIS-AODV, in 

particular to prevent most attacks in FANETs, such as packet-

loss attacks and resource-consumption attacks. When the 

Penguin-AIS-AODV gets a RREQ, it must first examine the 

context of the RREQ in order to establish its source, that is, 

whether the RREQ was provided by an attacker or a legal 

source node, before proceeding. Therefore, the SR-DCA 

protects the Penguin-AIS-AODV by processing the fictitious 

request for response packets (RREQs), which take resources 

from the destination nodes and from the network itself. The 

SR-DCA also conducts local anomaly intrusion detection in 

each UAV, without requiring any information about 

collaboration between the UAVs in the network.  

The SR-DCA puts the received RREQs in the Q.R.P and 

processes them in the order in which they were received, using 

the FIFO queuing system. When this is done successfully, the 

SR-DCA extracts the RREQ antigen and its input signals with 

the help of the Antigens Manager. Each recovered antigen has 

a unique IP address that corresponds to the packet's original IP 

address. At the same time, the Antigens Manager computes the 

PAMP, safe, danger, and inflammatory signals depending on 

the processed RREQ's rate and the link breaks it induced.  

The antigen of each RREQ and its associated signals are 

combined in the Genes Store's gene list. The presence of a new 

gene causes the SR-DCA to generate a new DC in the Innate 

unit, which continually checks the gene list for new input 

genes. Each DC manipulates a single antigen but not a single 

gene. It is possible that the Genes Store will have genes that 

have the same antigen but distinct signals. However, the 

technique does not require that an input antigen be repeated in 

several genes on the gene list. Once a DC has been generated, 

it manipulates the newly produced gene in the list of genes.  

Finally, the context of the RREQ is determined depending 

on "C" and "t" according to the SR-DCA algorithm, as 

indicated in the part 3 of section 4.2.2. If a suspect UAV is 

determined to be a malicious UAV, it will be added to the list 

of malicious UAVs and the findings are shared with all 

neighbors. New routes won't include the rogue node, so it can't 

communicate with the rest of the network.  
 

4.4.2 Complexity analysis of the Penguin-AIS model 

It is vital to note that complexity is a key criterion for 

evaluating the performance of algorithms. The time and space 

complexity of the suggested model are detailed in the 

following section. 

Time Complexity. The following processes are the most 

important factors influencing the time complexity of the 

Penguin-AIS model: 

(1) The process of initializing a population takes O(n) time, 

where "n" is the size of the population to be initialized. 

(2) Assuming that MaxIteration is the maximum number of 

evolutionary iterations required to simulate the proposed 

algorithm, each group's fitness needs 𝑂(𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ∗ 𝑛 ∗ 𝑒) 
time, where "𝑒" shows the entropy function. 

(3) The method of position updating has a time complexity 

𝑂(𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ∗ 𝑛 ∗ 𝑑𝑖𝑚) , where "𝑑𝑖𝑚"  denotes the space 

dimension. 

(4) The Penguin-AIS-Routing algorithm is run until the 

termination requirements are fulfilled (stopping criterion), 

which takes O(k) time. 

(5) In the Penguin-AIS-Security algorithm, the “SR-DCA” 

procedure requires O(k') as complexity time. It seems to be less 

complicated, since it just includes one “WHILE”. 

 

Hence, the overall time complexity needs: 

𝑂(𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛) +  𝑂(𝐹𝑖𝑡𝑛𝑒𝑠𝑠 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛) +
 𝑂(𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛 𝑢𝑝𝑑𝑎𝑡𝑒) + 𝑂(Penguin − AIS − Routing) +
𝑂(Penguin − AIS − Security), meaning: 

𝑂(𝑛) + 𝑂(𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ∗ 𝑛 ∗ 𝑒) + 𝑂(𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ∗ 𝑛 ∗

𝑑𝑖𝑚) + 𝑂(𝑘) + 𝑂(𝑘′) ⇒ 𝑂(𝑘 ∗ 𝑛(1 +𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛(𝑒 +

𝑑𝑖𝑚)) + 𝑘′). 
 

Space complexity. An algorithm's space complexity is the 

maximum amount of space used at any moment that is taken 

into account during the initialization step. Thus, Penguin-AIS 

algorithm's overall space complexity is O(n*dim). 
 

 

5. SIMULATION RESULTS AND DISCUSSIONS 

 

This study includes a series of experiments designed to test 

the accuracy of the proposed approach. The efficiency of the 

proposed protocol as well as the analyze of its security 

performance were assessed using the NS-3 simulator [43]. 
 

5.1 Experiment settings 

 

Table 1. Simulation parameters 
 

 
Parameter Value 

Simulator NS-3.26 

P
h

y
si

ca
l 

&
 

M
A

C
 

Wireless propagation model Free Space 

Frequency band 5 GHz 

Transmission power 35 dbm 

Data link antenna Omni-directional 

MAC layer protocol IEEE 802.11 

Sending capacity 6 Mbps 

R
o

u
ti

n
g
 

Mobility model Random 

Radio range 300 m 

Packet size 512 Bytes 

Packet type TCP 

Traffic type CBR 

Queue management and 

scheduling 
DropTail-FIFO 

Queue capacity 50 packets 

Energy level at start time 1000 Joules 

S
ce

n
a

ri
o
 

Number of UAVs 100 UAVs 

Simulated area  (2000*2000) sq.m 

Movement Random Waypoint 

UAV Velocity (Min – Max)  (0-50) m/s 

Simulation duration 1000 s 

Pause time 10 s 

Maximum malicious UAVs 20% 

Type of attack Coordinated attack 

The specified threshold "t"  3 times 

𝜆1, 𝑤1 𝜆2, 𝑤2 𝜆3, 𝑤3  1⁄3 
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With the goal of evaluating the Penguin-AIS-AODV 

protocol's performance in light of the network's scalability and 

dynamic nature. Several scenarios are examined under 

different networking conditions by altering the settings 

depicted in Table 1. 
 

5.1.1 Defining some initial parameters 

Different experimental setups and test scenarios with 

varying performance and security settings, as well as 

contextual factors, are built to assess the adaptivity, efficiency, 

and security of the proposed routing method. The simulation 

results were analyzed and compared with AODV, AntHocNet, 

BeeHocNet, and Favorite-AODV protocols proposed in 

studies [6, 42, 44, 45] respectively.  

The security parameter test scenarios involve injecting a 

varied number of malicious UAVs with various network 

topologies to determine the route's trustworthiness. On the 

other hand, test cases for contextual characteristics are 

developed using a variety of UAVs with different processing 

capability.  

The performance test cases have different performance 

metrics that are [6]: Packet Delivery Ratio (PDR), End to End 

Delay (EED), Throughput, Remaining Energy, and Work 

Done Capacity [46]. Other tests are also done to see how well 

SR-DCA does at keeping information secure used by the 

Penguin-AIS protocol. The following performance metrics 

take into consideration, namely [47, 48]: False positive Rate 

(FP), False Negative Rate (FN), Attack Detection Rate (DR), 

and Accuracy.  

In order to evaluate and compare the routing protocol's 

performance in a noisy environment where random packet 

losses may occur, an error model is created for the UAVs 

during simulation. The following is a simplified illustration of 

the error model. 

Error model. In order to produce random noise in the 

simulation, The following actions are taken: 

(1) It is necessary to calculate the distance "d" between the 

transmitter and receiver. 

(2) The path-loss model is used to determine the Signal to 

Noise Ratio (SNR) based on the computed distance. Path loss 

may be computed mathematically as follows: 
 

𝑃𝑟 =
𝑃𝑡 ∗ 𝐺𝑟 ∗ 𝐺𝑡

[4𝜋𝑑 λ⁄ ]
2  ∗  𝐿

 (19) 

 

where, Pt(r) represents the transmitter (receiver) power, Gt(r) 

represents the system gain of the transmitter (receiver), "d" is 

the transmitter-receiver distance, "λ" is the signal wavelength, 

and "L" is the system (transmitter-receiver) loss. 
 

 

5.2.2 Experimental results and discussion 

To make the findings more realistic, the suggested 

algorithm is presented through its paces, using the 

aforementioned measures. The results are broken down into 

two main tests, the first test is about optimizing routing 

(Penguin-AIS-Routing) using the PeSOA algorithm and its 

attributes, while the second is about making sure that the 

routing is secure (Penguin-AIS-Security), which improves the 

protocol's quality of service, packet delivery rate, and End-to 

End delay. 

Test 1. The following PeSOA characteristics will be used 

during this test: Area division, UAV group search, and 

intergroup UAV exchange. The findings (Figures 6, 7, and 8) 

are obtained by dividing the area using the Voronoi diagram 

[36], which results in an uneven area split to create a more 

realistic scenario. 

 

 
 

Figure 6. Results at 80 iterations for PeSOA without groups 

and sub-area division (2000*2000) m2 

 

 
 

Figure 7. Results at 80 iterations for PeSOA with sub-area 

division (2000*2000) m2 

 

 
 

Figure 8. Results at 44 iterations for PeSOA with sub-area 

division (2000*2000) m2 

 

The connection between the number of targets discovered 

and the total number of iterations is shown in Figure 9. It is 

evident that there is a direct link between the number of 

iterations and the number of objectives attained, the number of 

iterations increases accordingly with the number of targets to 

be identified, and vice versa. In most cases. If there are several 

objectives in a multi-objective optimization problem, the 

number of non-inferior solutions will rise exponentially as the 

number of targets becomes larger.  

Due to the random movement of UAVs, PeSOA simulation 

results may differ somewhat from one another, but the overall 

trend is the same. This is mostly due to the fact that with area 
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division and UAV grouping, the search area is reduced, hence 

boosting the efficiency of the UAVs and estimating the target 

positions with greater accuracy. 
 

 
 

Figure 9. Number of located targets Vs. total number of 

iterations 
 

 
 

Figure 10. Convergence graph of the fitness function for 

Penguin-AIS-Routing using PeSOA attributes 
 

Figure 10 depicts the relationship between the number of 

iterations for Penguins-AIS-Routing and the convergence of 

the optimal fitness value for the objective function provided 

by Eq. (18). Using the previously mentioned optimization 

technique with a number of iterations equal to 100 and a fitness 

function, the convergence graph is generated. By looking at 

the graph in Figure 11, it can be seen that the proposed model 

gets closer to convergence quicker and achieves a higher 

overall fitness value for the goal function. 

Test 2. Following the implementation of the proposed 

protocol, the simulation is run three times respectively in terms 

of both malicious UAVs ratio and the maximum UAVs 

velocity. This simulation is assessed using the metrics listed 

above, in which some UAVs misbehave by deleting or 

changing data packets. 

As shown in the Figure 11, the proposed method has a high 

PDR because, it can quickly detect any lethal attack while 

preventing UAVs from any intra-exchange, and consequently 

getting adapted to such situation, since this is quite unlikely, 

PDR rises as a result. When the proportion of attacks is equal 

to 20%, the suggested technique, BeeHocNet, AntHocNet and 

AODV have efficiencies of 87%, 80%, 72% and 53%, 

respectively. In this way, the Penguin-AIS technique may 

achieve high performance due to the efficient collaboration 

between the UAVs of the network. 

In general, the PDR rises as the simulation velocity 

increases. Figure 12 shows that the PDR value of the suggested 

technique is almost steady even under variable velocity 

conditions (81% at 20 m/s, 80% at 50 m/s). As a result, the 

change in velocity has no influence on the PDR. Due to the 

fact that the attacker UAV is unable to engage in the network, 

communication continues as if there is no attack taking place 

in the network. On the other hand, the performance of AODV, 

drops significantly as the velocity of the network increases 

because the high velocity impacts the stability of the AODV 

topology, which is required to build the routing path. 

The average EED may be used to gauge the network's 

efficiency, and this value should be as low as feasible. A look 

at the illustration in Figure 13 reveals that the proposed 

FANET routing scheme has an average EED that is 

significantly lower than that of other routing schemes. This is 

due to the fact that the groups-heads are responsible for 

maintaining their own group of UAVs, which on the one hand, 

results in lower overhead messages and EED. On the other 

hand, when intermediate UAVs pick the next hop, they will 

not take into account the malicious UAVs, allowing them to 

save valuable time in the process. However, the average delay 

in AODV clearly increases (Queuing delays and 

retransmission delays are mostly responsible for this average 

delay).  

Further, as shown in Figure 14, the average EED with the 

four schemes increases usually with the increasing speed. The 

findings reveal that UAVs mobility has a significant influence 

on routing in FANETs. It is possible that route interruptions 

will occur on a regular basis in the case of high-speed mobility. 

Because of this, using optimal routing (Penguin-AIS-AODV) 

throughout the route discovery phase will significantly 

enhance the network's overall stability. 

Throughput is calculated by measuring the number of 

packets transmitted per second, which is analyzed in Figures 

15 and 16. Figure 15 clearly shows that the rising number of 

attacks on all the four protocols has a negative influence on 

throughput. As the number of malicious UAVs grows, the 

throughput for AODV falls, because the malicious UAVs 

prevent packets from reaching their destination. However, 

because of the efficiency of the proposed protocol, even if the 

number of malicious UAVs rises, the throughput does not 

suffer from any significant reduction in performance.  

The obtained results show that there is no significant 

difference in terms of throughput between Penguin-AIS-

AODV and that of AntHocNet and BeeHocNet, with the 

exception of the fact that Penguin-AIS-AODV is able to 

maintain a stable throughput by the end of the simulation even 

when the number of attacks is increasing. This stability might 

be attributed to the auto-adaptive nature of the intrusion 

detection system that has been incorporated in the system. 

As seen in Figure 16, the throughput is almost steady in the 

proposed scheme while operating at maximum velocity, 

demonstrating that this technique has excellent dynamics. 

As shown in Figure 17, there are some malicious UAVs that 

vary between 0% and 20% among the UAVs in the network, 

while the other UAVs in the network behave correctly. 

Because malicious UAVs either do not participate in the route 

discovery phase in the proposed protocol or cannot properly 

execute data packet forwarding. Experimental results show 

that even if individual malicious UAVs seriously affect 

network performance, the proposed security mechanism 

remains active in order to invite and encourage other UAVs to 

transmit data packets. According to the simulation results, the 

proposed routing model can generate energy savings and 

extend the network lifetime. It is then necessary that the 

security scheme adapted to malicious behavior imposes the 

execution of the transfer of data packets on the routing 

protocols in the FANETs. 
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It can be shown in Figure 18 that increasing the number of 

UAVs enhances the Work Done Capacity in all the schemes. 

Bit per joule is an important factor to show how long a network 

can last. It shows how much energy is needed to get a good 

amount of Work Done Capacity. Penguin-AIS-AODV has the 

highest value, which means it can make the network last a lot 

longer. 

Figure 19 depicts the false positive rate (FP) in the four 

protocols compared to harmful UAV rates for Penguin-AIS-

AODV, Favorite-AODV, and AODV. The produced false 

positive rate of the suggested technique has grown at a slower 

and lower rate than other methods, when the malicious UAV 

rate climbs from 5 to 20%. The reason for the superiority of 

the suggested technique is the rapid identification of malicious 

UAVs and their elimination with the assistance of regular 

UAVs via the use of an AIS-based self-protective mechanism. 

The aforementioned procedure is carried out with the help of 

pre-programmed rules that have been kept in the safety 

memory.  

As seen in the plot displayed in Figure 20, the false negative 

rate (FN) has shown little growth while this value is much 

larger for Favorite-AODV and AODV, respectively. The 

proposed technique has a higher FN since it includes a self-

protection and self-adaptation mechanism, which results in a 

greater level of communication security between UAVs. 

Using simulation results, it can be shown that when the 

proportion of malicious UAVs is 10%, 15%, and 20%, the FN 

output is 8%, 13% and 20% for each of these percentages.  

As seen in Figure 21, the detection rate (DR) has reduced in 

all the four tested approaches, particularly when the number of 

attackers is large. It has been shown that the suggested 

technique can identify all of the aforementioned attacks with a 

detection rate greater than 90%. The reason the proposed 

scheme is better is that it can quickly identify and remove 

malicious UAVs using the mapping that is done. This leads to 

the identification of malicious UAVs and the removal of them 

from the operation process.  

Figure 22 depicts the accuracy performance of the proposed 

intrusion detection and prevention model, as well as a 

comparison with earlier research. The accuracy of the 

suggested model is greater when compared to two other 

models, as can be seen in the graph below. According to the 

results of the experimental assessment, the suggested routing 

protocol is capable of adapting to the shifting needs and 

dynamic behavior of the FANET environment effectively and 

efficiently. As an added benefit, it constantly enhances the 

overall performance of the network and assures safe end-to-

end transmission of packets over an optimal and secure route 

when compared to the standard AODV routing method. 
 

 
 

Figure 11. PDR with different number of malicious UAVs 

 
 

Figure 12. PDR at different velocity levels 

 

 
 

Figure 13. EED with different number of malicious UAVs 

 

 
 

Figure 14. EED at different velocity levels 

 

 
 

Figure 15. Network Throughput with different number of 

malicious UAVs 
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Figure 16. Network Throughput at different velocity levels 

 

 
 

Figure 17. Remaining Energy Level vs. Time 

 

 
 

Figure 18. Work Done Capacity vs number of UAVs 

 

 
 

Figure 19. False Positive rate with different number of 

malicious UAVs 

 
 

Figure 20. False Negative rate with different number of 

malicious UAVs 

 

 
 

Figure 21. Detection Rate with different number of 

malicious UAVs 

 

 
 

Figure 22. Accuracy Rate with different number of malicious 

UAVs 

 

 

6. CONCLUSIONS AND FUTURE WORK 

 

This paper came up with a bio-inspired routing model 

(Penguin-AIS) for FANETs that is both adaptable and secure. 

The suggested paradigm is divided into two phases. The 

model's first phase is concerned with routing (Penguin-AIS-

Routing), while the second phase is concerned with protecting 

the transmitted data against the different attacks (Penguin-

AIS-Security).  

The first phase exploits the optimization technique 

"PeSOA" which is based on the collaborative foraging strategy 

utilized by penguins, while also taking into consideration some 

of the issues that may emerge in the FANETs. The Penguin-
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AIS-Routing is likewise concerned with finding the most 

optimal path between the initiator and the destination. This is 

accomplished by exploiting the features of the PeSOA 

algorithm and considering groups of penguins as UAVs.  

The security phase of the Penguin-AIS model is all about 

protecting data that are sent by developing an artificial 

immune algorithm. In order to achieve this goal, the dendritic 

cell (DC) model is used in the HIS. This allows the HIS to 

recognize and detect all kinds of malicious attacks in FANETs.  

This model provides a flexible and feasible approach that 

has been validated on a well-known set of benchmark 

functions that have been widely used in the literature. A 

performance comparison with other algorithms such as 

AntHocNet, BeeHocNet, Favorite-AODV, and AODV is 

made using the NS-3 simulator. The experimental findings 

reveal that the proposed strategy is ranked first in most metrics 

such as: Packet delivery ratio, End to End latency, Throughput, 

False Positive rate, False Negative rate, Detection Rate, and 

Accuracy Rate.  

As future perspective, this work could get extended to be 

used with various routing systems, it would be interesting to 

compare the obtained results with other recent works as well. 

It would also be a good idea to present a new framework based 

on the suggested routing protocol's behavior, which takes into 

account a variety of mobility use cases. 
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