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The aim of the study is to improve the quality and level of security of an information 

system for monitoring cargo vehicles at production sites via modern encryption methods, 

which will provide for accurate management decisions in the event of a system breach. In 

accordance with modern requirements of information security policies, enhancement of 

information system security assumes the development of data protection concepts and the 

implementation of the most advanced encryption methods within the information system. 

The paper presents the authors’ solution for constructing an information system using 

SSL-based data encryption, SSL standing for the Secure Socket Layer. The characteristic 

feature of SSL-based encryption is the creation of a public-key cipher. This enables user 

and server authentication via digital signature technology. In addition, the method 

produces a session key that can be used to develop a fast symmetric cipher algorithm that 

allows encrypting of large arrays of information. Based on the proposed concept, the 

authors develop an information system for monitoring cargo vehicles at production sites 

that employs SSL-based encryption. 
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1. INTRODUCTION

Information security in the production process is of major 

importance for organizations. The measures to counteract 

illegal interference in an enterprise’s information system (IS) 

proposed by us primarily provide protection against damage to 

critical information infrastructure. This kind of damage can 

completely stop an enterprise’s operation. Our proposals aim 

to protect an enterprise’s commercial interests in relation to 

monitoring freight transport and preventing leaks of customer 

and cargo data.  Enhancement of IS security can only be 

attained through a set of data security measures. The result of 

the IS’s operation should be a clear view of the production 

process, which allows for making informed management 

decisions and ensuring the security of transmitted information 

[1]. The security of transmitted information is constantly 

exposed to threats from the possibility of an attack on a 

computer system. An attack on a computer system implies the 

attacker's search for and/or exploitation of a system 

vulnerability. In other words, an attack is the implementation 

of a security threat [2, 3]. 

Many trucking companies still transmit all commercial 

information through open communication channels (planning 

the movement of vehicles, the location of posts, determining 

the order, possibility, or necessity of stopping, the size and 

characteristics of goods, customer data, etc.). Overall, this puts 

drivers and cargo at risk, and trucking companies lose millions 

of cargo every year due to the illegal dissemination of 

information. 

Software packages designed for monitoring freight 

transport presented on the software market mainly consider the 

movement of vehicles. However, there are no software 

systems on the market that allow one to efficiently and quickly 

plan the movement of vehicles using data protection. The 

proposed approach to building an IS for monitoring freight 

transport has a scientific novelty because, unlike existing 

concepts, it provides security that meets the modern 

requirements of companies. 

SSL or the Secure Sockets Layer is a cryptographic protocol 

that provides the most secure connection. It is used to verify 

the authenticity of the exchange key through asymmetric 

cryptography [2, 3]. The SSL (Secure Socket Layer) protocol 

was used in the development of the TLS RFC standard. The 

protocol also generates a symmetric cipher to provide 

information confidentiality and data verification codes for 

message integrity. This protocol has been widely used for 

instant messaging and for sending voice messages via VoIP in 

e-mail [3-5].

The SSL protocol secures data exchange by virtue of

encryption and authentication. The protocol operates on 

asymmetric cryptography, which is used to verify the 

authenticity of the data exchange key. It also provides 

symmetric encryption to keep the data confidential and 

generates data authentication codes for message integrity [6]. 

Thus, the SSL protocol can be considered a secure 

communication channel characterized by the following 

properties: 

1. This is a private channel. It produces encryption for each

message at the end of a dialog, allowing the secret key to be 

determined. 

2. Channel authentication. Each participant in the dialog

must be authenticated. 
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3. Channel reliability. Data is transmitted only after a full 

integrity check. 

Among the advantages of this protocol is its independence 

from the application layer protocol. HTTP, FTP, and TELNET 

can be overlaid on top of the protocol in question [7]. In this 

event, system transparency will be preserved. In other words, 

the SSL protocol will coordinate the encryption algorithm and 

the key, authenticating the server before transmitting or 

receiving the first byte of information [8, 9].  

There are two main methods of creating information ciphers 

[10, 11]. These are symmetric encryption based on a single 

secret key and asymmetric encryption using several public or 

private keys. The SSL protocol uses both options. Asymmetric 

encryption relies on a pair of keys. One of the keys is public 

and can be found in the owner’s certificate. The other is private 

and not published in the certificate. All keys are used only in 

pairs. The public key is used to encrypt information, while the 

private key decrypts the data [9, 12]. This system provides for 

the following: 

1. Each user has the right to obtain a public key and use it 

to create an information cipher. However, only the person who 

has access to the private key can decrypt the data.  

2. If a user who has a pair of keys creates a data cipher with 

his own private key, other users will be able to see that this 

information has been transmitted with a specific private key. 

In this case, the information could not be altered by a third 

party. This, in fact, is the essential purpose of creating a digital 

signature. 

Public-key encryption uses two keys, one public and one 

private, and any of them can be used to encrypt messages [13]. 

If the message is encrypted via a public key, then the private 

one is to be used for decryption, and vice versa. In this case, 

there are two ways the keys can be used. First, the party 

keeping the private key and publishing the public one can 

receive public-key encrypted messages from the other side, 

which no one else can read (as decryption requires the private 

key known only to this first party) [14]. 

The goal of data encryption is to prevent damage to the 

owner, possessor, or user of information as a result of possible 

information leakage and/or unauthorized and unintentional 

interference with information [3]. 

The goal of the present study is to enhance the level of 

information exchange security in an IS for monitoring cargo 

vehicles on production sites by introducing modern encryption 

methods.  

 

 

2. METHODS 

 

The study aims to find the optimal method for securing 

information exchange and storage at an enterprise. The studied 

IS was introduced and tested in the period from 2020 to 2021 

at a transport company. The conceptual model of the IS was 

designed based on the analysis of information tasks solved at 

the company as part of transporting various cargoes by 

different vehicles. The information on objects collected for the 

study contains personal data, financial data, information about 

vehicles, routes, etc. Relationships between the objects are part 

of the conceptual model of the IS and should be displayed in 

the database. Said relationships can extend to any number of 

objects, and each object can participate in any number of 

relationships.  

We propose our own security policy (SP) (Figure 1), in 

which information is secured using information object 

authentication rules, key exchange, records of the results of 

security events in electronic logs, and records of data security 

risks in the enterprise. The objects of SP are individual subnets 

and workstations, which include structural subdivisions of the 

company. 

For the organization of security, we considered an SSL 

protocol composed of two subprotocols: the handshake 

protocol and the record protocol. The SSL server and user 

establish communication through a handshake protocol. In a 

handshake, the server and user agree on different values used 

to ensure a secure connection. The record protocol defines the 

format of information received. The operation of this protocol 

requires the respective extension on the server. 

The SSL protocol allows the use of a communication 

channel distinguished by three main characteristics: 

• Authentication. The server is always checked at the exact 

moment the user is authenticated, based on the algorithm. 

• Integrity. Information exchange is checked for integrity. 

• Confidentiality of the established connection. The cipher 

is created after the connection is set up and applies to all of the 

following data. 

SSL transmits all information in the form of a record of 

objects that have a header and certain information. Data is 

always transmitted with a header. It includes no more than 

three bytes of code length. Note that if the high bit in the 

original code byte is equal to one, the recording is made 

without a placeholder. In this case, the size of the header will 

be up to two bytes. Otherwise, the record will be written with 

a placeholder and the header will reach three bytes. The record 

length code is calculated without the number of header bytes. 

The record size of a two-byte header is as follows: 

RecLength = ((byte[ 0 ] & 0x7F) << 8) | byte[ 1 ]; 

Herein, byte[0] and byte[1] are initial and subsequent 

received bytes. The record size of the three-byte header: 

RecLength = ((byte[ 0 ] & 0x3F) << 8) | byte[ 1 ]; 

Escape = (byte[ 0 ] & 0x40) != 0; 

Padding = byte[ 2 ]; 

 

 
 

Figure 1. Corporate SP structure 
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The number of bytes is determined by Padding. They are 

added to the final content by the user in order to obtain a record 

size multiple of the encryption block length. The filler is then 

added by the user and the information is encrypted. The filler 

text is irrelevant. Given that the size of the transmitted 

information is known, the header can be formed by Padding. 

The addressee decrypts each information block and receives 

the raw data. Then the RecLength parameter is calculated 

using the Padding parameter. The filler is removed from the 

information blocks. The record of information includes three 

elements: 

• Actual_Data[N] — factual information 

• Padding_Data[Padding] — filler information 

• MAC_Data[Mac_Size] – data authentication code 

When a record is sent as public content, there is no need to 

create such encryption. In this case, the MAC_Data and 

Padding_Data lengths are set to zero. If a cipher is applied, the 

length of Padding_Data will be affected by the volume of the 

encrypted data block, and the length of MAC_Data will be 

affected by the cipher itself. Here is an example of MAC_Data 

calculation: 

MacData = Hash(Secret, Actual_Data, Padding_Data, 

Sequence_Number) 

The Secret parameter is related to the sender or receiver of 

text information. The Sequence_Number is a counter that 

increments the variable from the user or server. In our case, 

the counter is a 32-bit code that comes in the form of a four-

byte hash function. 

 

 

3. RESULTS 

 

The proposed IS incorporates the SSL protocol, which 

supports the development of ciphers. Information received 

through the HTTPS protocol is converted into cryptographic 

data of TLS or SSL protocols. In this way, the safety and 

confidentiality of information can be provided [15]. Today, 

this security method provides reliable protection for various 

Internet applications and secure connections in bank payment 

systems. The protocol operates with any and all browsers. 

Unlike HTTP, HTTPS operates on TCP port 443. Virtual 

private networks (VPNs) using SSL were created as an 

alternative to IPsec VPN-based remote access. Nevertheless, 

because of its affordability and high reliability, this technology 

has become the most attractive for VPNs [16]. SSL is widely 

used in data exchange in e-mail. Below we give a table 

comparing the capabilities of IPSec-VPN and SSL-VPN [5]. 

Based on Table 1, we conclude that SSL VPN has broader 

characteristics, shows advantages for ensuring secure 

information transfer, and does not require any additional 

solutions. 

Protocol objectives by priority: 

1. Security at the cryptographic level. SSL ensures secure 

communication between the parties involved in the data 

exchange process. 

2. Compatibility. Programmers create SSL-based 

applications that can efficiently exchange cryptographic 

information without having to specifically recognize the 

encryption of other programs. 

3. Extensibility. SSL enables a working environment for the 

necessary incorporation of public keys and the more 

labor-intensive processes of creating ciphers. 

4. Relative productivity. SSL-based protocols require high 

CPU speeds. The same applies to the use of public keys. 

As a result, SSL enters the auxiliary caching phase to 

reduce the number of connections that require setting up 

from scratch. Internal network activity is also reduced. 

 

Table 1. Comparison of the capabilities of IPSec VPN and 

SSL VPN 

 
Characteristic IPsec VPN SSL VPN 

Business application 

support 
+ + 

HTTP application 

support 
+ + 

File server access 

support 
+ + 

Corporate PC + + 

Mobile PC + + 

Working from a third-

party network (behind a 

firewall) 

- 

requires ports to be 

opened 

+ 

operation through 

https 

Public networks 

- 

requires client 

installation 

+ 

PDA, communicator 

- + 

requires a VPN client 

for the device 

+ 

Strict authentication 

option 

+ 

in most cases 
+ 

Centralized authorization + + 

Web single sign-on 

- 

requires additional 

solutions 

+ 

Automatic application of 

security policies 

depending on the type of 

object and user 

- 

requires additional 

solutions 

+ 

Clientless technology - 

+ 

a browser is 

sufficient 

 

The protocol works with three authentication checks [9, 17]: 

• Authentication of a server with an unauthenticated 

user. 

• Complete anonymity. 

• Authentication of all participants in the data exchange 

process (server-user). 

This protocol handles all errors quite easily. If an error is 

detected, the relevant information is sent to the other part of 

the system. An unrecoverable error requires the user or the 

server to cease communication [18].  

SSL is affected by different cryptographic values. 

Encryption can be performed with different cryptographic 

algorithms. Thus, if an attack on such an algorithm is 

implemented with success, the protocol will not be able to 

provide a secure connection. An attack on a particular 

communication network is carried out through an in-session 

entry. It is necessary to distinguish between attacks against 

SSL. It should be borne in mind that the SSL protocol can 

resist these attacks if the client only uses a verified server to 

process the data [5, 19, 20]. 

The most common is the MitM attack. It involves three 

parties with the attacker residing between the user and the 

server. In such circumstances, the offender intercepts the data 

sent both ways and spoofs it [5, 21]. For the user, the attacker 

poses as the server, and vice versa. Such attacks are most 

successful with Diffie-Hellman key exchange due to the 

integrity of the data and the inability to authenticate it. At the 

same time, such attacks are not performed within SSL due to 
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the mandatory authentication of the information source. 

With this type of attack, some big companies get the data 

they need by using Forefront TMG. In this scenario, the 

attacker changes the authentic certificate to their own. Such an 

attack succeeds because of specifying Forefront TMG as a 

trusted certificate authority. As a rule, this operation goes 

unnoticed by the client due to the operation of corporate users 

within Active Directory. This control tool can be used to 

obtain data and steal personal information that is transmitted 

over a secure HTTPS connection. 

The issue of adequate awareness of clients about the 

probable interception of information remains topical [22, 23]. 

The problem is that when the original certificate is spoofed, 

the associated security messages are not displayed. The client, 

therefore, believes that the data transfer is secure. With 

Forefront TMG, it is possible to perform a second MitM attack 

on the Internet. In this case, the certificate is not delivered to 

the client. To defend against this attack, activity with web 

resources whose certificates contain certain errors needs to be 

ceased [5, 9, 20, 23-26].  

Response attack. The attacker records the communication 

connection between the user and the server. Next, the attacker 

connects to the server to reproduce the recorded client data. 

However, SSL prevents this attack through connection 

identification. Surely, it is not possible to alert the connection 

identifier by theory alone, as it involves random events. If the 

attacker has substantial means, they can keep record of 

numerous sessions to select the best one based on the nonce 

cipher. These codes, however, a distinguished by a 128-byte 

length. This means that the perpetrator has to keep a record of 

nonce codes to achieve a 50% prediction capability [6, 9].  

The algorithms used in SSL include: 

• PSK, SRP, ECDH, and RSA used for key exchange and 

authentication. 

• ECDSA, DSA, and RSA for verification of authenticity. 

• Camellia, AES, DAS, IDEA, RC4, RC2, and Triple DES 

for creating symmetric ciphers. 

• MD2, MD4, MD5, and SHA for hash functions. 

 

 

4. DISCUSSION 

 

Recently, the development of technology in the field of 

information security has evolved a lot. The market has a lot of 

commercial proposals for the provision of information 

security in the enterprise. To date, quite a large number of 

projects on the introduction of remote access in companies 

based on the SSL VPN technology have already been 

implemented [5]. Analysis of various sources and 

recommendations on information security suggests a list of 

standard rules [3, 5, 20, 23, 25-27]: 

● control of logging into the AIS and database loading by 

means of unique identifiers (login, password, code, etc.); 

● regulation of access to objects; 

● encryption of file systems; 

● secure connections; 

● a set of protocols for IPsec data security; 

● backups of the most valuable data saved regularly 

according to the schedule; 

● the use of hardware protection; for example, disabling the 

jumper on the motherboard will protect against ROM 

erasure; 

● protection of software that enables the execution of 

processes for a particular user from unauthorized entities; 

● securing confidential data flows; 

● generation of protocols on the destruction and erasure of 

residual confidential data; 

● provision of data integrity by introducing redundant 

information; 

Aside from the above, based on the specifics of the 

organization and proceeding from the analysis of its 

information SP, the SSL encryption algorithm, and the 

software used, changes were introduced to attain the necessary 

level of IS security. These measures will achieve the desired 

level of IS security for production sites. 

1. Full centralization of the application implies abandoning 

local databases located on servers in branches, writing 

instructions for support functions, and transferring 

application support to Help Desk and infrastructure 

functions.  

2. Publication of the application on the company intranet 

will allow accounting and filtering of users. In addition, 

additional group access rights to open this application 

need to be introduced. 

3. Location of the database in the data center will increase 

the overall availability time of the application. This will 

ensure proper allocation of hardware resources, fast and 

high-quality application updates for the entire program at 

once, and, most importantly, reliable backup because a 

backup copy of the entire server is taken and, in case of 

hardware failure or a critical application failure, there will 

always be an opportunity to deploy a fully working 

version of the application on different hardware, which 

can be installed in the data center of the company. 

4. Protection of client stations is a must-have part of the 

concept because they are where the main threat comes 

from. The antivirus must be network-controlled in order 

to quickly localize threats. The user must not be able to 

disable the antivirus or weaken its protection. 

5. The main threat to information security comes from users 

because no matter how perfectly the IS is protected, the 

user can run a virus on their station. This can result in the 

loss of information not only on their station, but also on 

the server, and the spread of the virus over the network. 

6. The system may only be accessed from the domain 

structure. Employees fired or blocked for other reasons 

must not have access to any IS: files on local stations, e-

mail, and other IS of the company. Change of a password 

after its expiration date and introduction of requirements 

for password complexity are also needed. 

7. Encryption of data transmitted between the server and the 

client. 

 

 

5. CONCLUSION 

 

The concept of the designed IS, in contrast to the already 

existing ones, is marked by the level of security consistent with 

the current demands of companies. Based on the developed 

concept, we created an IS for monitoring cargo vehicles on 

production sites that uses SSL encryption. The system has the 

capacity to introduce additional monitoring points and is 

characterized by uniformity. The developed concept for the 

construction of the IS, unlike other existing concepts, offers 

security that meets the modern requirements of enterprises. 

The practical value of the obtained research results is that 

based on the developed concept, an IS for monitoring cargo 

vehicles at production sites using SSL encryption was created. 
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The system offers an opportunity to introduce additional 

monitoring points, is unified, and has been successfully 

implemented at 12 production sites. It is also planned to 

introduce additional modules of localization and 

authentication of users in the system by means of certification, 

which will make it possible to introduce this IS at international 

production sites and raise the level of system security. 
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