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Computer forensics is an important part of any cybercrime investigation because it allows 

law enforcement to collect and examine data that can be used to prove a cybercrime. 

Despite the occasionally justified use of proof, it is frequently met with skepticism and 

ambiguity in the courts. There is currently a moratorium on the use of untested forensic 

method in courtroom court cases, it is still difficult to consistently prove the proof obtained 

through this method. Because of the nature of electronic records and the privacy 

restrictions that surround them, it is no longer possible to rely solely on the information 

gathered through this process. The purpose of this article is to discuss current challenges 

and issues in the field of computer forensics that are impeding scientific validation of 

digital forensics. 
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1. INTRODUCTION

With the advent of virtual generation and communications, 

some of the old barriers associated with traditional types of 

media have been removed. However, the development of the 

internet, social networking sites such as Facebook, etc. and as 

well as mobile generations have fundamentally altered our 

way of life and the way the world does business. Regardless, 

it has created space for criminal activities to flourish. Due to 

modern-day communications which are now primarily virtual, 

electronic mail, text messages, pictures, and video in the form 

of digital data transmissions have now become the preferred 

way of interacting and communicating with each other. 

As the new generation is speedily traveling towards a digital 

world time deviant individuals continue to exploit these 

advances to victimize others, now the time is that where people 

are not harming each other using ammunition but with a 

computer i.e. the era of cyber war. Individuals or maybe a 

country is involved for their own sake and crimes have been 

done through technology just to steal out the data or any digital 

information or to get money. If we go a few years back where 

we can see that criminals are identified by pictures, identities, 

etc. But now it is difficult to identify the criminal directly as 

digital crime is increasing and no one can identify who is the 

actual criminal due to the cybercrime era. 

In order to investigate such crimes digital forensics have 

been introduced based on a traditional forensics investigation 

and which is a demand of the present era. Although it is 

thoroughly reviewed in criminal instances, electronic evidence 

is frequently used with great reluctance and care Notably, the 

evidence must demonstrate its veracity and authenticity in 

order to be admitted into a court of law [1, 2]. Additionally, 

modern legal norms do not accept any approaches that do not 

adhere to strict requirements of independence, impartiality, 

and objectivity [3-6]. However, digital forensics 

implementation is not an easy task for the investigators as 

there are many issues and challenges faced by the investigators 

during the different phases of the investigation which will 

make any digital evidence doubtful to present in the front of 

judiciary [7-9]. 

In this article we have discussed some general issues and 

challenges for a digital evidence scientific validation such as 

non-availability of data sets, erroneous, etc. and as well as 

module wise issues and challenges that digital forensics 

investigators are facing. 

2. BACKGROUND OF DIGITAL FORENSICS

The term "forensic science" refers to a broad range of 

disciplines, each of which offers tools and procedures, used for 

the identification, collecting, analysis, and justification of 

evidence in judicial proceedings. Notably, given that all 

forensic sciences apply reliable principles and procedures in 

the assessment of the evidence that is referred to as scientific 

evidence, digital forensics is one of the key fields of study. 

Additionally, the evidence must be empirical because this type 

of evidence can be used to support or refute a theory and 

determine whether a person is guilty or not [10-13]. Although 

forensics science has been around for 100 years including the 

first record fingerprints, digital forensics is a much younger 

field at it is related to the digital world, which gained 

popularity after the introduction of the personal computer in 

1980s. Consider that the FBI established the first actual 

forensic science lab in 1932 to help you grasp the concept of 

digital forensics, which is still relatively new. Some of the first 

digital forensic tills were developed by FBI labs around 1984, 

with forensics investigations spearheaded by the FBI’s 

specialized CART (computer analysis and response team) 

which was responsible for assisting in digital investigations. 

[14-16]. 
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The FBI hosted one of the first formal conferences in 1993 

i.e. The International Law enforcement conference on 

Computer Evidence whose main goal was to address the need 

of formal standards and procedures in digital forensics and 

evidence acquisition and validation [17, 18]. 

Many of these conferences resulted in establishment of 

organizations concerned with digital forensics standards and 

best practices. The Federal Crime Laboratory Directors, for 

examples, established the SWGDE in 1998. The SWGDE was 

in charge of developing widely accepted best practices for 

computer evidence. The SWGDE also collaborated with other 

organizations such as the well-known American Society of 

Crime Laboratory Diectors (ASCLDs), founded in 1973 and 

has since played an important role in the ongoing development 

of best practices, procedures and training in forensic science. 

[19-21]. The Scientific Working Group on Digital Evidence 

(SWGDE) also looked into the topic of empirical validation in 

this area and presented a number of generic validation criteria 

[22, 23]. 

 

 

3. CURRENT CHALLENGES AFFECTING DIGITAL 

EVIDENCE ACCEPTANCE 

 

In this research, a number of factors are taken into account 

that can be in opposition to the formal acceptance of digital 

forensics as a reliable and scientific subject. Notably, these 

problems are the most likely causes for the deficiency in 

formal forensic procedure testing and verification. The broad 

acceptance of digital evidence as being scientifically sound 

and legally sound will eventually be negatively impacted by 

the lack of empirical verification. Some of the challenges are 

as: 

 

3.1 Non availability of standard datasets 

 

With or without a standard the same data set can be used for 

a case’s scientific investigation. The datasets selected depend 

greatly on the type of work being done. For instance, data set 

is required for a disease detection, facial dataset is required to 

find difference between Asian and non-Asian people. The 

comparison of two different approaches used for the same job, 

namely disease detection with the same input sources is also 

significant. The demand for effective testing has been 

increased as the field of computer forensics develops and 

works to establish a level of reliability in the methods 

employed by its practitioners. Testing requires test datasets, 

but creating them is a difficult task. Any testing performed 

using a test dataset that was not properly prepared and 

documented will be call into question, reducing the reliability 

of any subsequent testing. This has been found in other 

researches a comparable problem has been raised in the area 

of social media forensics and recommended depending on the 

publically available data component. However, there is a lot of 

publicly accessible social media data that is used in trails, the 

previously outlined strategy was not accepted for technique 

verification, standardization and toll comparison. Instead it 

might be preferable to create fewer reference datasets by 

replicating incidents of acknowledged electronic crime in 

various specified system-based scenarios [24, 25]. After 

having a detailed review of the literature the first issue and 

challenge in the field of digital forensics is found lack of 

standard datasets [26]. 

 

3.2 Erroneous 

 

Time stamping is one of the most important module of 

digital forensics which is considered as a backbone of any 

forensics investigation that is being done digitally. Ten out of 

100 randomly chosen computer forensics litigation cases 

studied recently alleged flaws in data collection and analysis, 

with only two of these cases having outcomes reserved. For 

irrelevant output and a wrong timestamp, the forensic software 

was held accountable. Evidence contamination during 

examination was also mentioned. The court found six of 13 

additional appeals for sentence augmentation and sentence 

computation errors [8, 27].  

In order to address problems in judicial process, the second 

criterion required linking an established error rate with the 

methods and equipment used for forensic data collection and 

analysis. The error rate, shown as false positives and false 

negatives is a measurement of how frequently errors occur in 

a given method. It is used to assess the strategy’s accuracy and 

dependability. False positives are the number of incorrect 

indications that a specific condition attribute exists, whereas 

false negatives are the total number of incorrect indications 

that a condition or attribute does not exist. Notably, these error 

rates are utilized to quantify the associated accuracy and 

dependability of the approach as well as to define the 

confidence in a certain technique. 

The random errors that result from unforeseen and 

unpredictable changes during the experiment are referred to by 

these error rates. The majority of mistakes made in digital 

forensic procedures are systematic rather than accidental; 

these mistakes are caused by the use of subpar or inappropriate 

techniques and instruments [8]. Therefore, estimating and 

assigning arbitrary error rates for any specific technique or 

software product does not vouch for its dependability and 

correctness. Furthermore, it is expected that crucial population 

components, such as blood for DNA analysis, remain constant 

for any accurate statistical computation [28, 29]. However, in 

areas with highly dynamic digital infrastructure, new media 

(such as Facebook, Instagram, snapchat twitter and cloud data) 

and hardware, such solid-state drives, are completely distinct 

from traditional media and devices. The tool or technique that 

worked well on one type of hard drive may not work at all well 

on another model [30-32]. Additionally, the investigative 

work done in digital forensics is incredibly dependent on the 

tools needed and required to interpret binary data. As a result, 

the speed and precision of scientific research in the field is a 

key factor in the success of analytical tools. There are two 

components to digital forensic software. First, the procedure 

or algorithm that determines how a task is to be carried out; 

this element is a part of systematic research and as well as 

some of the tools used for the digital evidence investigation 

are open source for which the error rate maybe higher which 

is the second major challenge in digital evidence validation 

and acceptance. 

 

3.3 Issues with standardization 

 

Computer forensics employs a wide range of electronic 

devices and data formats, all of which are property of various 

software developers and device manufacturers. It is difficult to 

develop standards for a diverse and large group of stakeholders. 

The parties’ unwillingness to follow specific norms and rules 

complicates matters and frequently creates the possibility of 

conflicts interest between them. The academic and practitioner 
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communities have long lamented the lack of Sops in computer 

forensics, emphasizing the importance of developing 

organized, dependable procedures for forensics investigations. 

Nonetheless, the domain has very few partially useful 

standards and practices [33, 34]. The fundamental causes of 

the lack of standardization are the explosive growth of 

underlying technologies in electronic calculation, storage, and 

communications. The most recent methods have also aided in 

the development of the new and expanding dimensions in the 

discipline, such as social media, cloud and IoT forensics. 

Many businesses are focusing on and capitalization on the 

recent interest in digital data and forensics these businesses 

rely on the variety of techniques and maximum privacy they 

offer clients and they are eager to provide users with as much 

variety and confidentiality as possible. In addition to this these 

elements continue to generate new complex legal and 

technical issues in this filed. Which results little progress in 

establishing adequate standards and best practices 

recommendations. The absence of best practices in specific 

fields, including the use of distinct methods in different 

regions can be seen as evidence of a lack of good practices or 

generally accepted norms in the scientific and legal 

communities. Furthermore, the Daubert standard’s general 

acceptance criteria are severely hampered by this issue. Even 

the scientific community contributed to the development of 

best practices and guidelines times and again, scientists cannot 

enforce the adoption and application of best practices [5, 33]. 

 

3.4 Sub-fields of digital forensics are diverse and rapidly 

evolving 

 

The majority of the validation issues that arise in digital 

forensics are the result of rapid advancements in electronic 

communications techniques and technology. This rapid 

development is making it difficult to establish analytical 

disciplines as legitimate science. Because of the speed and 

variety of newly developed techniques and gadgets in digital 

computing and communications it has been extremely difficult 

to develop good scientific ideas and rigorously test best 

practices for digital forensics. Social media, cloud networking 

and storage encryption methods and Internet of Things are few 

new technologies in the world of computer science and we all 

know that it takes a long time for any new field to mature into 

an exact science. In addition, each subject’s beliefs and 

practices are contested and tested over time before being 

approved or disapproved based on established scientific 

criteria [35-37]. 

 

3.4.1 Issues in social media forensics 

One of the subfield of digital forensics i.e. social media 

forensics has general difficulties with the main domain. Large 

datasets for conducting research are easily accessible through 

free social media platforms and other sources. Because of 

privacy laws or other constraints, most datasets cannot be 

shared or published by the owners of social media. Due to 

inherent bias in the majority of the collected datasets, 

publically available data sets are useful for general method 

testing but are insufficient for measuring and comparing the 

correctness and accuracy of various procedures. Another issue 

is determining how to incorporate and correlate data from 

social media in order to comprehend a crime [38]. 

The data is frequently used to establish a link between 

suspects, the crime and the victim, resulting in hundreds or 

even thousands of unrelated bit information being forensically 

obtained or analysis in single investigation. The procedure for 

correlating the data is typically fairly complex, causing 

information overload for the detectives or investigators. 

Furthermore, until the investigators can arrange the data into a 

single and unified representation the information may not 

make much sense or be useful in the investigation. Consistent 

data representation is therefore critical for quickly filtering out 

irrelevant material and obtaining insightful knowledge. 

However current methods and resources in the field do not 

support this feature [39]. 

 

3.4.2 Issues in cloud forensics 

In cloud forensics only one of the many servers, thousands 

of virtual machines, and countless cloud users present at a 

cloud crime scene are pertinent to the inquiry. A actual gadget 

is almost tough to find or stop. Even if the investigators 

manage to access the actual device holding the data, it might 

not be the property of just one individual which is a big issue 

and challenge in digital evidence examination and acceptance 

[40]. 

 

3.4.3 Issues in multimedia forensics 

There are numerous structures and processes in multimedia 

forensics for storing and capturing photos, music, and movies. 

As a result, forensics techniques used to evaluate and 

authenticate one format may or may not be applicable to other 

storage devices. As a result, assuming that they are appropriate 

in some wat without careful and controlled testing is incorrect. 

Another challenge is developing novel forensic tools and 

techniques for unusual or non-standard media types, formats 

and editing processes [41-43]. Because of the numerous types 

of multimedia data and the lack of unified and actual datasets 

the verification process in this case is difficult and time 

consuming. All of these issues are expected to make scientific 

validation much more difficult and problematic [24, 44]. 

 

3.4.4 Issues in IoT forensics 

Forensics of IoT in comparison to what is currently saved 

in social media networks and the cloud, the IoT cloud store a 

broader range of data. In addition to their intended use, the 

number and type of connected devices may change, generating 

additional communication and mechanical data such as 

climatic temperature, speed capacity and so on. The resulting 

dataset would almost certainly be larger and more dynamic. 

Although IoT forensic disciplines are evolving there is 

currently little research looking into this specific filed 

particularly with open IoT-related vulnerabilities [45-49]. 

 

 

4. CONCLUSIONS 

 

This has been concluded that digital forensic science is a 

legitimate field that has to develop over time, just like any 

other science. Without knowing the core limitations of 

scientific validity and the opposing facets of the field, it is 

inappropriate to refer to digital forensics as invalid science. 

The quickening pace of advancement in digital computing and 

communication technology reduces the amount of time that 

digital forensics has to develop. It is clear from the explanation 

that it would be unfair to hold the researchers accountable for 

their failure to make an effort to create scientific 

methodologies. As was previously indicated, underlying 

methods and technologies are developing really quickly. The 

different types of digital devices will continue to exist. They 
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will employ various platforms and storage formats depending 

on their shape, structure, componentry, and communication 

mechanisms. Indeed, fresh and innovative technology replaces 

outdated technology every few months. Due to the quick 

growth and ongoing evolution of digital communications and 

technology, benchmarking in digital forensics is very 

challenging to implement. They are also extending the field of 

digital forensics at the same rate they are growing. To be fully 

probed, however, both the quality and scientific foundation of 

digital forensic methods are required for legal acceptability. 

Therefore, if the researcher follows appropriate procedure, 

even in the lack of globally recognized standards and specified 

procedures, they can still demonstrate the validity and 

reliability of their suggested or advanced methodologies. They 

should first define the validity and reliability standards for this 

purpose because doing so may allow them to explain the rules 

for discrete activities rather than creating the complete 

forensic process at once. The diversity and rate of evolution of 

the industry make it difficult, if not impossible, to create 

universal standards for digital forensics. Confirming the 

forensic procedures using conventional scientific testing 

methods, such as testing on a standard data corpus, is also 

difficult at the same time. Therefore, researchers can help 

improve the procedures that are presented and guarantee that 

the methods are reliable in order to meet the legal standards in 

the courts. Before using, the adopted approaches must be 

thoroughly tested and validated for accuracy. Prior to use, 

these methods must be known for their potential error rates and 

limitations in order to facilitate further testing under various 

conditions. Furthermore, obtaining the sound presumption of 

authenticity requires thorough testing and organized 

verification. Therefore, the only way to guarantee the 

development and continued sustainability of digital forensics 

is to employ extremely precise methods based on reliable 

scientific principles and foundations. 
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