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Internet of Things plays a major role in improving the levels of intelligence for several 

defense and military applications. There are myriads of visual sensor nodes deployed in 

various domain areas to acquire complete situational awareness. These sensor nodes must 

transmit the real-time information obtained from multiple locations to identify the threats in 

the danger-prone zones. The keyframes obtained from the visual sensor nodes should reach 

the command and control room in a confidentially manner. The lightweight scheme 

proposed for encryption in the visual sensor network is the novel Dominant color subband 

image encryption. This scheme involves encrypting only the dominant subband from an 

entire RGB image using the novel hybrid Chaotic method. The hybrid chaotic method 

combines the distinctive features of Quadratic, Ginger breadman, and Baker’s map. This 

hybrid scheme develops a complex, diverse chaotic structure that is unpredictable. A 

comparative analysis of this encryption scheme against other chaotic methods was done. It 

was found that the Novel Dominant color subband image encryption algorithm performs 

significantly better than the other existing methods to achieve real-time security in vision 

sensors. This method takes advantage of having lesser computation time and increased 

PSNR values, which indicates the higher quality of the images after decryption. 
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1. INTRODUCTION

Security of the visual content captured through the sensor 

nodes deployed in the various zones of the Visual sensor 

network and the unmanned vehicles is a major concern in the 

military surveillance IoT system. Many cryptographic 

algorithms were employed to achieve the confidentiality of the 

visual data.  

The important aspect of those algorithms was that there 

usually occurs a tradeoff between the level of security 

achieved and the time of computation and resource utilization. 

The encryption algorithms are basically of two types. 

The first type uses a similar key for performing encryption 

on the sender side and decryption on the receiver side, whereas 

the other uses different keys. In Asymmetric encryption, there 

occurs a public and a private key to increase the level of 

security. The vision sensor nodes were preprocessed for 

conversion from the real-time video into the number of key 

frames. The keyframes with meaningful information must be 

appropriately encrypted and then transferred to the command 

and control center. 

The keyframes are nothing but the image, which is the 2-

dimensional representation of information in the form of 

pixels. Since the pixels in the matrix are highly correlated, and 

the data capacity is very high, Data Encryption Standard-based 

encryption is not suitable for keyframe encryption [1]. The 

Advanced Encryption Standard method showed increased 

confidentiality along with the reduced speed of computation 

by parallel processing and flexibility in selecting the different 

length secret keys [2]. To optimize the time efficiency, a 

selective portion of the keyframe is encrypted using Discrete 

Cosine Transform [3]. 

Figure 1. Visual sensor network with sensors deployed in 

hotspots of smart military surveillance system 

The deployment of sensor nodes in the military surveillance 

system is shown in Figure 1. The keyframes obtained from the 

real-time surveillance camera nodes of various areas such as 

landside country’s border, hillside border, watery borders like 

a river, lakes, etc., and housing regions near the country’s 

border are encrypted and transmitted to the control and 
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command center. The encryption algorithm should satisfy the 

requirements such as speed of the encryption process, 

resistance against the static and differential attacks, and 

efficiency of the information delivery. The randomness of the 

encryption algorithm can be achieved through a Cellular 

automation scheme. This mechanism uses several rules for 

performing the permutation and diffusion techniques [4]. The 

dynamic behavior can further be increased by the Chaos-based 

encryption mechanisms. There exist several chaotic schemes 

over different dimensions to minimize the correlation between 

the pixels in the image. Even the minute change in the initial 

conditions showed a major deviation in shifting the pixels and 

thus increased the randomness [5]. 

Several Chaotic schemes were efficient in showing higher 

resistance to differential attacks and having higher entropy 

values [6]. But it takes more time to complete the encryption 

process. The limitation of the existing methods was that if the 

strength of the encryption increases, the speed of computation 

gets reduced. In this research work, the novel scheme of 

Dominant color subband image encryption is proposed to 

speed up the encryption process in the visual sensor network 

without sacrificing the strength of the encryption technique. 

Experimental results show that the system provide better 

performance with a lesser computation time of 16s and with a 

higher PSNR of 25db.  

This paper discusses the previous related works done to 

speed up the encryption process. The three chaotic schemes, 

such as the Baker map, Quadratic map, and Gingerbreadman 

map were briefly discussed with the chaotic distribution and 

encryption process. Two novel schemes were proposed in 

section 3:  

1) Novel Hybrid Scattering Chaotic method and  

2) Novel Dominant color subband encryption.  

The algorithm used for the encryption process is the novel 

hybrid Scattering Chaotic map which further increases 

encryption’s strength, making it to be an efficient scheme [7] 

compared with any other existing schemes. 

Section 4 compares the performance of all schemes using 

keyspace analysis, key sensitivity analysis, analysis of 

correlation coefficients, effects of noise, Entropy analysis, and 

Speed analysis. Statistical analysis was also done using IBM 

SPSS statistical tool.  

Section 5 concludes the results and discussions. The 

strength and speed of the encryption were inversely 

proportional to the existing algorithms consistently, making 

them to be less efficient. The novel dominant color subband 

encryption technique attains a higher key sensitivity and lesser 

computation time, thus changing the strength and the speed 

relationship. It is more important to consider the entropy levels 

of different algorithms for a better comparison. It also 

concluded that the novel dominant color subband encryption 

was found to be an efficient scheme compared to other 

methods. 

In this research work, the novel scheme of dominant color 

subband image encryption is proposed to speed up the 

encryption process in the visual sensor network. The algorithm 

used for the encryption process is the novel hybrid scattering 

chaotic map which further increases the strength of the 

encryption, making it to be an efficient scheme [7] comparison 

with any other existing schemes.  
 

 

2. RELATED WORKS 
 

Many existing real-time image encryption algorithms 

involve the process of image compression, and then the 

encoded image is split out into significant and insignificant 

portions. The portions of the important bits in each pixel for 

encryption were selected to obtain the unrecognizable image 

[7, 8]. Proposed the concept of dividing the image into two 

frequency parts using a wavelet coding method and encrypting 

only the lower frequency part to reduce the encryption time. 

Another method of partial image encryption was done by 

selecting the desired coefficients using particle swarm 

optimization, and it was converted into a cipher image using 

Daubechies transform. It also consumes more time to complete 

the transformation process. It showed better resistance to 

statistical attacks, but it was achieved through several rounds 

of Permutation [9]. The pixel-based partial encryption scheme 

is discussed in the study of Goel and Chaudhari [10]. In this 

method, the RGB image was divided into several blocks and 

the median of the blocks of pixels was chosen as the criterion 

for selective encryption because the median of the pixels must 

contain all the important features and edges information of an 

image. The limitation here was the computational complexity 

involved in the application of masks. The thresholding 

mechanism to select the bitplane is discussed in the study of 

Li et al. [11], which contains more visual information than 

other bitplanes. The drawback of this scheme is that if more 

than one bitplane shows sensitive information, then it will not 

provide efficient encryption output. 

Real-time image encryption was possible by encrypting the 

partial portion of the image based on the percentage of 

encryption requirements. The partial area of an image was 

selected using the Logistic Sitemap. The encryption process 

was dynamically varied based on the real-time needs. The 

percentage of encryption depends on the threshold value, 

considered the control parameter [12]. Another real-time 

image encryption proposed by Pandurangi Ramacharya et al. 

[13] used the automatic selection of areas to be encrypted in 

which the partial areas were selected through the application 

of Fuzzy rules. This method seemed to be faster compared to 

the standard encryption techniques. To further reduce the 

computation time and speed up the encryption process, partial 

encryption is performed by selecting only one of the dominant 

color bands for encryption, leaving away the remaining bands. 

It is necessary to prove that the information is delivered 

efficiently even by sending only a single band compared to 

transmitting the entire RGB image. 
 

 

3. PROPOSED WORK 
 

3.1 Hybrid scattering chaotic method 
 

The basic idea behind chaotic encryption is to use a few 

dynamic structures to generate a series of numbers that can be 

random. Dynamic structures used for encryption cannot be 

recovered quickly without the particular key. Still, it can bring 

back to normal form by providing accurate initial conditions. 

The intruder cannot be able to guess the specific initial 

conditions to get around the original RGB image. The 

complexity of the chaotic techniques depends on the random 

shuffling of the dynamic structures and the number of 

dimensions in which chaotic nature is employed. Such kind of 

dynamic structures was used for encrypting the image. There 

are several 2D chaotic maps existing to perform image 

encryption. The randomness and strength of the key generation 

vary based on the design parameters. The novel hybrid 

scattering chaotic method combines the characteristics of 
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Baker, Quadratic and Gingerbread Man chaotic algorithms. 

 

3.1.1 Baker’s map 

 

 
 

Figure 2. Baker’s map chaotic distribution obtained for the 

parameters a=1.4 and b=0.3 

 

 
 

Figure 3. Baker chaotic method of image encryption for real-

time images from Visual sensor network 

 

The Baker map unpredictably diffuses the image, going 

horizontally to the end of the block and then to the row above 

the current row. The baker function is below, where a and b 

denote the system parameters considered a=1.4 and b=0.3, and 

xn and yn denote state variables [14]. Since the system is 

chaotic, two chaotic sequences xn and yn can be generated. The 

baker function is used to generate two random arrays of key 

values. One of the keys is utilized for altering the image pixel 

positions, and another key is used to change the value of the 

pixels themselves. Now, these key values are used to encrypt 

the image. 

 
2

( 1) 1nx ax y+ = − +   (1) 

 

( 1)n ny by+ =   (2) 

 

It is seen that the key generation in the x-direction depends 

on the previously obtained values of x and y. But the key 

generation in the y-direction depends only on the previous 

values of y and not on x. The control parameters are initialized 

by considering that the chosen values must be at a good point 

that does not terminate the iteration to the fixed point as 0. By 

random checking, it was found that the values of a=1.4 and 

b=0.3 provided better results without removing the iterations. 

The initial values of x, b, and y were found to be any value 

between 0 and 1. The Baker’s map chaotic distribution 

obtained is shown in Figure 2. The real-time samples are 

encrypted using Baker’s encryption algorithm, and the results 

are displayed in Figure 3. 

 

3.1.2 Quadratic map 

The Quadratic map can be represented by the following 

equation: 

 

( )
2

1n nx r x+ = −   (3) 

 

where, r is the parameter that determines the randomness and 

n is the parameter that denotes the iterations to be performed. 

 

 
 

Figure 4. Quadratic chaotic distribution in time domain 

 

As the Eq. (3) gets modified to a higher level, the chaotic 

map's range increases, resulting in a larger key space. The 

quadratic map in the time domain is represented in Figure 4. 

This provides higher resistance to several statistical attacks 

[15]. This equation is modified to matrix form for the shuffling 

and substitution applications as 

 
2 2( , )X i j X Y aX bY= − + +  

( , ) 2Y i j XY cX dY= + +  

 

where, a, b, c and d are the control parameters which are 

responsible for randomness whose values are in the range of 0 
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to 2. The values of X and Y should be in the range of 0 to 1. 

The out put of the encrypted real - time samples from the visual 

sensor nodes using quadratic encryption scheme are shown in 

Figure 5. 

 

 
 

Figure 5. Quadratic chaotic encryption for the real-time 

sample images from Visual Sensor Network 

 

3.1.3 Gingerbread man chaotic map 

 

 
 

Figure 6. Gingerbread man chaotic distribution in transform 

domain 

 

The Gingerbread man function is given below as Eq. (4) and 

Eq. (5), where xn and yn denote state variables. Since the 

system is chaotic, two chaotic sequences, xn and yn can be 

generated. The gingerbread man function generates two 

random arrays of key values. These key values are used to 

encrypt the image. 

( 1) 1n n nX y X+ = − +   (4) 

 

( 1)n ny X+ =   (5) 

 

This mapping structure contains six hexagonal sections to 

represent the dispersed chaotic behavior [16]. It also shows 

linearity and stable performance in some regions and 

randomness in others. So, it is a piece-wise linear 2-

dimensional chaotic map. It is represented in Figure 6. The 

gingerbread man encrypted sample images are displayed in 

Figure 7. 

 

 
 

Figure 7. Gingerbread man chaotic image encryption in 

visual sensor network 

 

3.1.4 Combined hybrid scattered chaotic method 

The Hybrid Scattered Chaotic Method of image encryption 

involves the distinctive features of Baker, Quadratic and 

Gingerbread man maps to generate of key streams. The initial 

parameters chosen to be a=0.9, b=0.6, c=2 and d=0.50. The 

key streams for the sub-situation matrix are created using 

Baker’s map kneading operation. The values of the pixels get 

changed according to the rule of Baker’s map along the x-

direction. Then the values along the x-direction are directly 

mapped to the y-direction using the Quadratic mapping rules. 

Finally, the key stream for the diffusion process is generated 

using the Gingerbread Man Chaotic map algorithm. The 

values generated for the diffusion process seem to be random 

in some parts of the matrix and stable in other parts of the 

matrix. This type of mixing increases the randomness behavior 

without satisfying the time taken for encryption. The 

combined map obtained is shown in Figure 8. 
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Figure 8. Hybrid chaotic map distribution for the parameters 

a=0.6 and b=0 

 

Steps involved in Encryption Process: 

The key frames obtained from the sensor nodes can be 

converted into their RGB components. 

1) The first step is resizing of the original RGB image or 

keyframes into three color matrices, which are considered to 

be the vectors of integers ranging between 0 and 512. The 

entire plain image can be modified as P={RMatrix, GMatrix, 

BMatrix}. 

2) Each matrix is processed separately for encryption and 

then finally combined to obtain the Cipher image. 

3) The key stream Sequence obtained from the hybrid 

mixing of Baker and the Quadratic map is used as the shuffling 

matrix. 

4) The position of the pixels in the color matrices gets 

shuffled according to the shuffling matrices. 

5) After Shuffling, the key stream sequence generated using 

Gingerbread man Map is used toper form the diffusion. 

6) Bitwise XOR operation is performed along the pixels of 

the color matrices. The length of the key is 64-bits. 

7) To equalize the size of the color matrices with the key 

stream matrix, padding is to be done. 

8) Here, the color matrices are padded with 1, and then it is 

bitwise XOR with the key stream matrix generated using the 

Gingerbread man chaotic map. 

9) Finally, their resultant matrices are converted into 

unsigned integer matrices. 

All the three integer matrices are combined to obtain a 

Cipher image. The output of the novel hybrid chaotic method 

is shown in Figure 9. 

 

3.2 Novel dominant color subband image encryption 

 

The main objective of this research is to lower the 

encryption time without the loss of information along with the 

confidentiality of the Visual data. The visual information 

captured through the camera nodes was usually converted into 

RGB color frames, and each of the keyframes was encrypted 

for security purposes. The entire RGB color frame requires 

more resources for computation of the encryption process, and 

also it needs more time. But the confidential data has to be 

reached the control room within a short period. Instead of 

performing the encryption on the overall RGB color frame, 

Partial image encryption needs to be done. At the same time, 

the process has to completely retrieve all the important 

information present in the color frame to the control room. 

To achieve this, the RGB color frames are split out into 

three numbers of color subbands, and the algorithm is used to 

determine the dominant color subband of an image. Then the 

Dominant color subband alone is encrypted and transmitted to 

the control room. 

 

 
 

Figure 9. Novel hybrid scattered chaotic image encryption in 

visual sensor network 

 

 
 

Figure 10. Flowchart of novel dominant color subband 

image encryption 

 

Steps involved in the Encryption process: 

Step 1: The Visual data is converted into standard RGB 

Color Keyframes of 512 x 512 as the size of the image. 

Step 2: The RGB color key frames are pre-processed to 

determine the mean of the individual color subband. 

Step 3: The subband with the dominant mean value will be 

considered the dominant color subband, and it is further used 

for the encryption process. 
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Step 4: The encryption is performed using the novel hybrid 

scattering chaotic method on the dominant color subband. The 

Flowchart for the overall Encryption mechanism is shown in 

Figure 10. The output of the novel dominant color subband 

encryption obtained for the real-time sample images is shown 

in Figure 11. 

 

 
 

Figure 11. Novel dominant color sub band image encryption 

in visual sensor network 

 

 

4. PERFORMANCE AND SECURITY ANALYSIS 

 

Several statistical and differential tests have been performed 

to evaluate the Novel hybrid scattering chaotic encryption and 

the Novel dominant color subband image encryption.  

 

4.1 Key space analysis 

 

The key space plays an important role in determining the 

security level of the image encryption techniques. If the 

particular encryption scheme shows more chaotic and random 

behavior, it provides better security. This can be achieved by 

increasing the key space. From the previous studies, it has 

been found that the algorithm is found to be more secure if it 

has a key space greater than 2100 [17]. The key space can be 

analyzed based on the algorithm's sensitivity to the initial 

conditions. The initial conditions assumed for a total often 

variables with the precision of 10-16. Thus, the total key space 

is (1016)10=10160, which is highly higher to resist Brute force 

attacks. 

 

4.2 Key sensitivity analysis 

 

The security of the cryptographic algorithm should be more 

sensitive, even to a slight change occurring in the secret keys. 

This small change in the key used for decryption results in a 

different image almost similar to the cipher image but not to 

the original image. The following parameters can analyze the 

key sensitivity: Number of Pixels of Change Rate (NPCR) and 

Unified averaged Changed Intensity (UACI). The sensitivity 

of the encryption can be determined by changing the pixels of 

the image or by changing the values of the key [18]. So, the 

image encryption should be more sensitive to both the image 

and the key. The key sensitivity can be obtained by encrypting 

the image two times. First, it is encrypted by the actual key 

generated by the chaotic algorithm, which is considered to be 

C1. It is again encrypted by the modified values of the key, 

which is regarded as C2 [19]. The image sensitivity can be 

obtained by encrypting the original image for the first time. 

Then the least significant pixels of the images are modified 

and encrypted for the second time. The values of NPCR and 

UACI can be evaluated using Eqns. (6) and (7). 

 

*M N   

( ) / * *100%NPCR D x M N =    

x=1 

( ) {1 1( ) 2( )

0            1( ) 2( )

D x C x C x

C x C x

= 

=





 

(6) 

 

1/ *UACI M N=  

*M N   

1( ) 2( ) / 255*100C x C x−∣  

x=1 

(7) 

 

Table 1 compare of NPCR and UACI values of Baker, 

Quadratic, Gingerbread man, Hybrid, and dominant color 

subband schemes. 

 

4.3 Correlation coefficients 

 

The Correlation between the two adjacent pixels can be used 

to identify the strength of the encryption technique. If the 

encryption is considered good, it must show the non-linear 

relationship between the adjacent pixels with values of 

correlation coefficients closer to zero. The correlation 

coefficients can be determined by fixing the length of the 

sequence N in all directions. The original image before 

encryption has correlation coefficient values closer to 1 in all 

directions.  

It is found that the hybrid encryption scheme, as well as the 

novel dominant color subband image encryption algorithm 

obtained the correlation coefficient values closer to zero in all 

directions, which further denote the increased strength of the 

image encryption scheme. The proposed scheme is secure 

against statistical attacks. The cross-correlation between the 

adjacent pixels can be obtained by finding the covariance and 

variance of the adjacent pixels. It is given by Eq. (8). Figure 

12 shows the cross correlation of the five different chaotic 

schemes in horizontal, vertical and diagonal directions. 

 

( , ) cov( , ) / ( var( ) var( ))C x y x y x y=  

 

where, x and y represent the gray values of two adjacent pixels. 

 

*M N  

( )( )(Cov( , ) 1/ * ( ) ( )i ix y M N x E x y y= − −  

i=1 
*( ) 1/ * 1M N

xi
E x M N i= =


 

 

var( ) 1/ *x M N= *M N   

(8) 
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From Table 2 for cross–correlation shows that the two novel 

schemes achieved the cross- correlation values nearer to zero 

in horizontal, vertical and diagonal directions and were the 

stronger encryption methods. 

 

4.4 Effect of noise 

 

The standard of the decrypted image at the output side can 

be determined by the parameter called Peak Signal to Noise 

Ratio (PSNR) [20]. It is given by the Eq. (9), 

 

1, 1M N− −  

( )
2* 2

1 210log (255) / ( , ) ( , )PSNR M N f i j f i j= −  

0, 0i j= =  

(9) 

 

 

Table 1. NPCR and UACI 

 

SampleImage51

2x512 

BAKER’S QUADRATIC GINGERBREADMAN HYBRID DOMINANTSUBBAND 

NPCR 

% 

UACI 

% 

NPCR 

% 

UACI 

% 

NPCR 

% 

UACI 

% 

NPCR 

% 

UACI 

% 

NPCR 

% 

UACI 

% 

1 99.60 29.94 99.62 29.99 99.60 29.94 99.60 29.89 99.60 35.47 

2 99.59 31.88 99.61 31.89 99.59 31.88 99.60 31.97 99.62 37.84 

3 99.60 32.19 99.61 32.27 99.60 32.19 99.59 32.25 99.61 37.84 

4 99.62 31.83 99.61 31.77 99.62 31.83 99.59 31.94 99.60 37.98 

5 99.61 35.17 99.62 35.19 99.61 35.17 99.60 35.32 99.62 40.71 

 

Table 2. Cross correlation 

 

SampleImage512x512 
BAKER’S QUADRATIC GINGERBREADMAN HYBRID 

DOMINANT 

SUBBAND 

R G B R G B R G B R G B R 

1 4.35x10-4 -0.0035 6.45x10-5 -0.0029 -0.0032 0.0030 4.36x10-4 -0.0035 6.45x10-5 0.0050 4.06x10-4 -0.0067 3.63x10-4 

2 -0.0027 -0.0024 -0.0026 3.36x10-4 -0.0012 0.0049 -0.0027 -0.0024 -0.0026 1.21x10-4 -0.0010 -0.0058 -0.0010 
3 -0.0035 -0.0015 -0.0037 -0.0055 -1.81x10-5 0.0034 -0.0035 -0.0015 -0.0037 0.0037 0.0035 0.0016 0.0035 

4 -0.0021 -0.0028 -0.0024 1.36x10-4 -4.49x10-4 0.0012 -0.0021 -0.0028 -0.0024 0.0044 8.29x10-4 -0.0016 8.194x10-4 

5 0.0029 0.0016 -8.98x10-4 0.0011 0.0014 0.0029 0.0029 0.0016 -8.98x10-4 -7.04x10-4 -0.0011 0.0041 -0.0011 

 
(a) Baker’s method 

 
(b) Quadratic method 

 
(c) Gingerbread man method 

 
(d) Novel hybrid method 
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(e) Novel dominant color subband method 

 

Figure 12. Cross correlation relation of the pixels in the 

respective directions for the five different chaotic schemes 

 

where, f1 (i, j) represents the value of the pixel obtained from 

the original image and f2 (i, j) represents the value of the pixel 

obtained from the decrypted image. The value of the PSNR is 

found to be higher for the efficient encryption scheme [21]. 

From Table 3 of PSNR, it is found that the PSNR values of 

Novel dominant color subband encryption are higher than the 

other chaotic methods such as Baker, Quadratic, and 

Gingerbread man encryption schemes. These characteristics 

strongly proved that the quality of the decrypted output is 

better than the other schemes. 

 

4.5 Information entropy analysis 

 

Entropy is the randomness of the information obtained from 

the average of pixels available in an image [22]. The pixels in 

an image whose values range from 0 to 255 must have the 

theoretically calculated entropy value of 8 [23]. It is given by 

the Eq. (10), 

 

( ) ( )2

1

( ) log
n

i i

i

H x p x p x
=

=  (10) 

 

where, p(xi) denotes the probability of xi. Table 4 for entropy 

clearly proves that all the 5 encryption schemes achieved the 

value of 8. 

 

4.6 Speed analysis 

 

Other factors also seem to be more important when doing 

image encryption in real-time [23]. Speed analysis is essential 

for real-time multimedia image encryption [24]. The execution 

time required to process an encryption can be evaluated for all 

algorithms only when they are operated under the same 

environment. All trial results were performed on CPU 7th gen, 

i5, 8 GB RAM, 500 GB HDD, installed with Matlab variant 

R2018b. From Table 5 of computation time, it is found that the 

Novel Dominant color subband encryption scheme consumes 

very less time to perform the real-time image encryption 

process compared to all the other schemes. 

 

4.7 Statistical analysis using SPSS 

 

The computation time of the different encryption algorithms 

can be analyzed using the IBMSPSSV26.0 Statistical analysis 

software [25]. The test performed was the one-way Anova T- 

Test. The dependent variable is the computation time, and the 

independent variable is the size of the image. Table 6 and 

Table 7 show that the novel color subband image encryption 

provided better results compared to the chaotic methods, with 

a significance of 0.0001(<0.05) concerning time. Figure 13 

shows the simple bar mean of five different chaotic methods. 

 

Table 3. PSNR  
 

Sample Image 

512 x 512 

Baker’s Quadratic Ginger breadman Hybrid Dominant subband 

R G B R G B R G B R G B R 

1 14.78 14.22 13.19 15.49 14.98 13.98 14.79 14.21 13.19 13.56 12.99 12.04 13.93 

2 12.53 11.81 7.97 10.16 10.68 11.59 12.53 11.80 9.76 13.26 12.49 10.31 23.48 

3 12.26 11.44 10.87 12.06 11.25 10.69 12.27 11.44 10.87 13.56 12.64 12.01 23.66 

4 12.31 11.57 9.027 10.21 9.56 7.44 12.32 11.57 9.03 13.7 12.9 10.06 25.13 

5 10.19 10.20 9.60 14,41 14.51 13.93 10.19 10.20 9.60 11.43 11.46 10.82 20.32 

 

Table 4. Entropy 
 

 

Table 5. Computation time 
 

SampleImage512x512 BAKER’S method Quadratic method Gingerbread man method Hybrid method Dominant color subband. 

1 62.91 s 59.95s 58.74s 56.29s 15.98 s 

2 59.03s 59.34 s 60.17 s 58.43s 16.15 s 

3 56.75s 64.31s 55.51s 58.72s 15.89s 

4 58.52s 62.00s 56.51 57.18s 16.57s 

5 61.27s 62.28 s 64.01s 53.92s 16.62s 

Sample Image 

512 x 512 

Entropy of Original 

Image 

Entropy of BAKER’S 

method 

Entropy of 

Quadratic 

method 

Entropy of Ginger 

bread man method 

Entropy of 

Hybrid method 

Entropy of 

Dominant color 

subband 

1 7.6565 7.9997 7.9997 7.9997 7.9997 7.9993 

2 7.7247 7.9997 7.9997 7.9997 7.9997 7.9991 

3 7.7050 7.9997 7.9997 7.9997 7.9997 7.9993 

4 7.6015 7.9997 7.9997 7.9997 7.9997 7.9991 

5 7.4677 7.9997 7.9997 7.9997 7.9997 7.9991 
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Table 6. One-way ANOVA T-test 

 
Descriptives 

 N Mean Std. deviation Std. Error Lower Bound Upper Bound Minimum Maximum 

BAKER 5 59.71 2.446 1.094 56.67 62.5 57 63 

QUADRATIC 5 61.58 1.987 .889 59.11 64.04 59 64 

GINGERBREADMAN 5 58.99 3.351 1.499 54.83 63.15 56 64 

HYBRID 5 56.91 1.935 .866 54.50 59.31 54 59 

DOMINANT SUBBAND 5 16.24 .336 .150 15.82 16.66 16 17 

TOTAL 25 50.68 17.760 3.552 43.35 58.02 16 64 

 

Table 7. ANOVA 

 
ANOVA 

 Sum of Squares df Mean Square F Sig. 

Between Groups 7470.071 4 1867.518 373.188 0.000 

Within Groups 100.085 20 5.004   

Total 7570.156 24    

 

 
 

Figure 13. Simple bar mean of time by methods 

 

 

5. CONCLUSIONS 

 

The real-time military surveillance images obtained from 

Visual Sensor Network are encrypted securely and high speed 

using novel dominant subband image encryption The quality 

of the decrypted image was also better with higher values of 

PSNR. The algorithm used here for novel dominant subband 

image encryption is the hybrid Chaotic scheme which provides 

better performance against statistical attacks than other chaotic 

encryption schemes. Experimental results and the theoretical 

analysis also proved that the above scheme is significantly 

better in performing image encryption with a lesser 

computation time of 16s and with a higher PSNR of 25Db in 

the Visual Sensor Network. 
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