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Human preparedness is a critical aspect of critical infrastructure (CI) cybersecurity. Many
efforts, including educational curricula and training programs, have been taken at both
national and company level to ensure human preparedness in Cl incident response. These
efforts are usually based on corporate requirements or external guidelines and policies.
However, the best practices recommended for these efforts in the literature differ
significantly from the measures implemented in Cl companies. For this reason, we
compared state of practice in cybersecurity awareness and training in selected CI
companies with the recommendations in literature, aiming to identify the areas that CI
companies need to increase efforts for further security implementations. Specifically, we
conducted interviews (n=7) and sent out questionnaires to cybersecurity personnel (n=11)
in different Cl sectors of Norway. The collected data were analyzed to establish the
commonalities, differences, and areas of concern among the interviewees, with respect to
certain critical attributes. All Norwegian companies involved in the study offered some
type of awareness or training activities to their employees, but these activities varied
greatly in the level of maturity. Besides, we noted several limitations in methods and
contents. According to many participants, the team skills, communication skills, and
managerial skills were often inadequately developed. Additional limitations in delivery
methods were noticed, too. Finally, we suggested the solutions from the best practices in
the literature, and pointed out the areas where the literature has not provided effective

measures.

1. INTRODUCTION

In many developed countries today, the national and
economic security hinges on the reliable functioning of critical
Infrastructure (CI). Successful cyberattacks against ClI may
cause considerable economic and reputational damages to
companies, countries, and the public. In recent years, there has
been an ever-increasing risk of cyber-attacks to digital systems
that enable monitoring and control of CI. To deal with the risk,
extra focus should be paid onto access control, training of
personnel and handling of insider threat [1].

At present, many successful cyber-attacks target corporate
personnel, and take advantage of the lack of human
preparedness, rather than exploit system or application-level
vulnerabilities [2, 3]. In Norway, business managers are
increasingly worried about cybercrimes, and experiencing
more frequent cyberattacks. The majority of these
cyberattacks use social manipulation techniques. 67% of all
Norwegian business managers consider employees’
unconscious actions as a threat to their operations [4].

Several recent examples of cyberattacks on Norwegian
companies and institutions have brought attention to the issue
of cybersecurity. Norfund, a government-owned investment
fund for developing countries, was victimized by a digital
attack, which resulted in a loss of 10 million USD. The
attackers gained access to Norfund’s email system, and
manipulated email communication to transfer money to their
account [5]. Hydro, an energy and aluminum producer, was
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subject to a ransomware attack that had significant operational
and financial impacts. Started in a factory in the United States
(US), the attack spread to the other parts of the company
around the world. The cost of the attack was estimated to 550-
650 million NOK (70 million USD) [6, 7]. It is unknown how
Hydro’s systems were infected, but clicking on links or
opening attachments in emails was reported to be the most
common way for the ransomware to spread [8]. The above
attacks clearly demonstrate the need to focus on human aspects
and behavior to ensure CI cybersecurity.

Winnefeld Jr. et al. [9] summarized the lessons learned from
the US military: “The clear lesson here is that people matter as
much as, if not more than, technology. (Technology, in fact,
can create a false sense of security.) Cyber defenders need to
create “high-reliability organizations”— by building an
exceptional culture of high performance that consistently
minimizes risk.” The understanding that cybersecurity is about
comprehensive and systematic risk management is echoed in
best practice frameworks, such as the NIST Cybersecurity
Framework [10], and the ENISA National Cyber Security
Strategies Implementation Guide.

Humans can both pose a risk to cybersecurity in the form of
human errors, and suppress the success and consequences of
attacks through preventive behavior, responses, and recovery
actions. Therefore, best practice frameworks need to focus on
the workforce and cybersecurity culture of organizations, as
well as CI. Prominent organizations in cybersecurity (e.g.,
NIST, and ENISA) and government departments (e.g., US
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Department of Energy, and Norwegian National Security
Authority) emphasize the need to ensure a “cybersecure”
workforce, and provide recommendations and guidelines for
cybersecurity assurance. Similarly, a plethora of research in
cyber and information security have recommended the
contents of competence development efforts [10-13], and the
form or method of their delivery [14, 15].

In contrast, far less is known of how CI perceives and
addresses its needs for developing cybersecurity competence.
There is a serious lack of research into the details about
cybersecurity awareness and training for companies, such as
the trainees, the training contents, the training delivery
methods, etc. Knowing these details helps to learn about the
latest measures of cybersecurity preparedness, and to compare
them with the best practices recommended in the literature. On
this basis, it is possible to develop more effective measures for
comprehensive training of cybersecurity skills, and identify
the areas where the literature has not provided effective
measures.

To contribute to the current research efforts in human
preparedness and the training of cybersecurity, this paper
overviews the awareness and training offerings in the selected
Norwegian CI companies, and compares these offerings to the
recommendations in the literature. The research data were
collected via interviews and questionnaires from cybersecurity
personnel in Norwegian Cl companies. These companies
operate in sectors like transportation, financial, health care,
and energy, or provide services to other Cl companies.

The remainder of this paper is organized as follows: Section
2 summarizes the best practices for human preparedness in
cybersecurity; Section 3 reviews the related literature; Section
4 details the methodology of the questionnaires and interviews,
and introduces how to extract and analyze the collected data;
Through data analysis, Section 5 reveals the state-of-practice
in cybersecurity awareness and training offerings of
Norwegian CI companies; Section 6 compares the
cybersecurity training offerings of the selected companies with
the recommended measures in the literature, aiming to
evaluate these offerings, and identify their gaps and limitations;
Section 7 sums up the findings, and provides the directions for
future research.

2. BEST PRACTICES

As previously stated, humans are among the greatest
security vulnerabilities of ClIs. The lack of awareness and
training are a major cause of many successful attacks against
CI. With the continuous advancement of social engineering
techniques, attackers often directly target personnel to get
access to confidential data [16]. To mitigate this threat,
cybersecurity awareness and training activities have been
highlighted both at national level and company level.

Before further analysis, it is important to clarify the
distinction between cybersecurity awareness and training.
Cybersecurity awareness refers to the level of appreciation,
understanding or knowledge of cybersecurity or information
security [17]. The common activities to enhance cybersecurity
awareness include awareness campaigns [18], educational
activities [18-20], and distributing informative documents via
mail, posters, or other means [18, 20]. Meanwhile,
cybersecurity training aims to develop participants’
cybersecurity skills and competences through activities like
classroom teaching, e-learning courses, game-based training,
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and simulation-based exercises [21]. Sometimes, the activities
for raising awareness may coincide with basic activities of
cybersecurity training. However, the mastery of advanced
knowledge, skills and abilities (KSA) requires specifically
designed training activities.

Chowdhury and Gkioulos [22] summarized and categorized
the key skills and competences of CI cybersecurity personnel
recommended in the literature, including the guidance
provided by the Workforce Framework for Cybersecurity
(NICE). Tables 1 and 2 present the main categories identified
by Chowdhury and Gkioulos [22].

Table 1. Mapping of technical and soft skills and
competences for CI protection

Soft skills
1.Information sharing and
communications;
2.Public speaking and

Technical skills
1.Understanding of digital
security concepts;
2.Understanding of evolving

threats; presentation skills;
3.Understanding of attack 3.Situational awareness;
intelligence; 4.Cognitive and behavior

4.Penetration testing skills; analysis;

5.Cryptology knowledge; 5.Ability to work independently;

6.Software and hardware skills; 6.Trust management;

7.Network security skills; 7.Teamwork;

8.Computer forensics skills; 8.Motivation;

9.Programming skills;
10.Data analytics skills;
11.Information security skills;
12.Wireless security skills;
13.Proficiency of intrusion
detection tools

9.Time management;
10.Networking;
11.Confidence;
12.Work habits

Table 2. Mapping of implementation and management skills
and competences for CI protection

Implementation skills Management skills

1.Threat and vulnerability
assessment and management;
2.Event and incident response;

3.Continuity of operations

1.Risk management;
2.ldentity and access management;
3.Asset, change, and configuration
management;
4.System administration;
5.Workforce management;
6.Cybersecurity program
management;
7.Supply chain and external
dependencies management;
8.Evaluation of policies
effectiveness;
9.Project planning

The NICE framework categorizes the common
cybersecurity functions, as well as the specialty areas of
cybersecurity work and roles, according to the specific
cybersecurity KSAs required. It also sets the requirements on
workforce recruitment, education, training, and retention of
KSAs, enabling educators to develop appropriate training
programs for the workforce [10]. However, several limitations
of the framework have been noted in the literature.

Jacob et al. [23] argued that, for cybersecurity roles with a
weak technological connection, the NICE framework provides
poor job descriptions, inadequate guidance on competences,
training, and career, and no predictable outcomes or metrics to
determine effectiveness. Additionally, the great granularity of
KSAs provided in NICE is insufficient to identify key
competences and skills required to develop adaptive



cybersecurity training measures for ClI personnel, considering
resource management.

Over the years, several educational curricula and
cybersecurity training frameworks have emerged to develop
the skills and competences listed in Tables 1 and 2. Through a
systematic review of the literature, Chowdhury and Gkioulos
[21] selected key attributes regarding the contents, design, and
development of cybersecurity training offerings. These
attributes are enumerated in Table 3.

Table 3. Key attributes regarding the contents, design, and
development of cybersecurity training offerings

Requirement
Suitability

Description
Training contents should be appropriate
to the target audience in terms of
contents, skills, and level of training.
Training should include hands-on
activities, developed to emulate, or
simulate real-life scenarios. Such
activities should also focus on
developing communication and team
skills of participants.

Training should allow for modification,
upgrading, and extension of contents,
based on the skills and level of
knowledge of the target audience, as
well as new information on technologies
and
vulnerabilities.

Training activities should be accessible
to all staff that may benefit from such
activities, including remote access.
Training should be conducted and
updated periodically. Progress sessions
should be planned to ensure that KSAs
of personnel are up-to-par to current
standards and recommendations.
Training activities should consider
resource constraints of a company
(budget, time, and training personnel.)

Real-life experience

Scalability and
adaptability

Accessibility

Frequency

Efficiency

All the above attributes (Table 3) should be considered
before developing training programs.

3. LITERATURE REVIEW

Overall, only a few have investigated the state of practice
for cybersecurity training in Cl companies. This section
reviews their works in details.

Chowdhury and Gkioulos [22] systematically reviewed the
literature on the key skills and competences needed by CI
personnel. They divided these skills and competences into four
categories, namely, technical skills, non-technical soft skills,
implementation skills, and managerial skills, noted that non-
technical skills are often under-prioritized during
cybersecurity training, and called for more research on the
relationship between non-technical soft skills and other skills
and competences, and how the former may influence the
effectiveness of the latter.

Chowdhury and Gkioulos [21] conducted another
systematic literature review of cybersecurity training offerings,
with the goal of establishing desirable attributes of training,
preferred training delivery methods, and evaluation metrics of
training effect. Their results show that game-based and
simulation-based training techniques are preferable to other,
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more traditional methods. Of course, the combination of
different training methods may yield more effective results.
Additionally, in Table 3 were also regarded as desirable, and
recommended for training development. Finally, the authors
concluded that more research is needed to demonstrate
whether integrating advantageous attributes from different
delivery methods could produce more comprehensive and
effective solutions.

Rahim et al. [24] reviewed all the relevant literature on the
state-of-the-art approaches for assessing cybersecurity
awareness, and recognized some of the major issues or gaps
present in these approaches: (1) Lack of flexible use of
multiple methodologies; (2) Imperfect categorization of target
audiences; (3) Unsystematic evaluation technique for
educational programs in the field of information technology.
In conclusion, the authors stressed the importance of
enhancing the current cybersecurity awareness programs, with
particular focus to those dedicated to the younger generations.
Ricci et al. [25] surveyed the interest in cyber threat education
among adults. Most respondents of the survey were concerned
about cybersecurity threats, and their impacts on everyday life.
They also expressed eagerness in participating in
cybersecurity training initiatives or education. Nonetheless,
time and resource were identified as the constraints on the
selection between different types of formative activities, as
most respondents were unwilling to spend more than 1.5h for
a session and more than 20$ per session.

Mouheb et al. [26] presented and compared existing
curriculum design approaches for cybersecurity education. By
target, they divided cybersecurity curricula into three classes
(education, industry, and government/defense), noticed a
potential conflict between cybersecurity curricula in higher
education and industry needs. Hands-on skills, which are not
emphasized in these curricula, are preferred by industrial
entities.

4. METHODOLOGY

To analyze the state-of-the-art and practice of human
preparedness and training in cyber security for Cl, we
collected data through questionnaires and semi-structured
interviews on cybersecurity professionals from Norwegian CI
companies. A total of 11 questionnaires were answered. Then,
six of the respondents, plus an additional organization, were
subjected to interviews. All participants play the role of
management-level cybersecurity roles in Norwegian CI
industries, and take charge of cyber/information security or
cyber security training in the company. The selected
companies engage in sectors like transportation, financial,
health care, and energy, or provide services to other CI
companies. All respondents and interviewees were informed
about the purpose of the study, and the storage and processing
of their data. Due to the small number of respondents, we did
not select statistically representative samples of Norwegian ClI
workers, but chose different companies with 500-4,000
employees from different sectors. The questionnaire survey
aims to summarize the current and planned initiatives for

cybersecurity competence in the CI companies. Eight
questions were designed concerning the initiatives
implemented in the organization to improve general

cybersecurity and enhance specific cybersecurity competence,
the need for further improvement in cybersecurity competence,
the update frequency of cybersecurity competence initiatives,



as well as the planned initiatives for cybersecurity competence
improvement. A respondent can choose between multiple
answers for each question, or fill in his/her own answer.

The goal of the interviews is to gain insights into the
cybersecurity awareness and training measures being adopted
in different sectors of Norwegian Cl, identify the defects of
these measures, and summarize the company-level plans to
tackle these defects.

With the aid of videoconferencing software, the interviews
were conducted digitally in sessions ranging from 45min to
1.5h. Each interview consists of a group call involving one
interviewee and two or three interviewers, based on
availability. During each session, interview notes were
collected separately by all interviewers. Later, the notes were
integrated and shared with interviewee, to produce an agreed
final report. The data reported from the interviews were
subsequently modified to remove any information that may
disclose the identity of either the interviewees or their
companies. Every interview was conducted in line with
existing standards for semi-structured interviews [27] to
minimize biases (interviewer bias, confirmation bias, etc.), and
to ensure the neutral reporting of both questions and answers.
The participants’ own reflections and evaluation of practices
were also collected in the last section of the interview, which
shed light on companies’ internal vision for cybersecurity
training and allow for later comparison with literature’s
recommendations.

The interviews were structured into three main sections,
each focusing on specific contents (Table 4).

Table 4. Contents of each section of the interview

Section Description
Interviewee’s  This section includes questions regarding past and
background present experiences of the interviewee in cyber

security and related fields. Explicit information
regarding interviewees and their companies was
eliminated for the purpose of nondisclosure.
Cyber security This section includes questions regarding training
training offerings and other procedures adopted by the
company for cyber security awareness and training.
More specifically, the questions are about the
contents, structures, methods, targeted personnel
and future implementations.

During the last section of the interview, each
interviewee was asked to give any additional
comments or opinions regarding the status of cyber
security training offerings and procedures in his/her
company. This may include evaluations of the current
training offering, suggestions for future
implementations, and discussions of concerns, future
threats, as well as any other topics highlighted by the
participants.

Further
comments

The attributes in Table 5 were the focus of data collection
on training offerings, in reference to the classification of
requirements and best practices discussed in Section 2. These
attributes were useful for later categorization during the data
analysis.

The interview data were analyzed through qualitative
content analysis, following the recommendations of
Vaismoradi et al. [28]. The data analysis was implemented in
three phases: preparation, organizing, and reporting. In the
preparation phase, the interview notes were transcribed, and
the transcripts were read several times, to gain an overall
understanding of the data. In the organization phase, the
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categories were defined, reviewed, and searched for, and the
notes were classified into suitable classes, using deductive
coding. In the reporting phase, the results of the previous
phases were reported.

The data extracted from the interview were compared to the
standards and best practices for cybersecurity training, which
were reviewed and summarized in Chowdhury and Gkioulos
[21], and further described in Section 2.

The questionnaire and interview questions are provided in
the appendices.

Table 5. Key attributes in data collection

Name Description

This attribute refers to the factors that
determine the selection of knowledge,
competences, recipients, and delivery methods
for personnel training. These may include
external factors like national or international
policies, best practices, and prevalent training
offerings, as well as internal factors like
internal policies,
threats to the infrastructure, etc.

This attribute refers to the targets of different
training offerings. Depending on the type of
training, the target group may include specific
roles or be expanded to the whole personnel.
This attribute refers to the knowledge, skills
and abilities developed through training
sessions. These may be both technical and non-
technical in nature.

This attribute refers to the methods and tools
used by the company to train personnel, as well
as the methods to evaluate training
effectiveness.

This attribute refers to the interviewees’
personal insights into the areas that may be
lacking, and evaluation of current training
offerings and other relevant topics.

This attribute refers to the plans proposed by
the interviewee or the company, to be adopted
in the near future for improving current training
offerings.

Training basis

Training recipients

Training contents

Delivery methods

Personal concerns and

evaluation

Future plans

5. RESULTS

This section provides the results from the questionnaires
and interviews. The results were grouped by the topics in
Table 3. The questionnaire results were mainly presented in
Section 5.3 and Section 5.5. The number of responses in each
class for each question was illustrated in figures. The interview
data were analyzed based on the categorization of training
attributes in Table 3. The data on each attribute were examined
independently.

5.1 Implemented cybersecurity initiatives

As shown in Figure 1, the past five years witnessed a high
level of implemented cybersecurity initiatives. At least 10 of
the 11 organizations invested in technical infrastructure and
cybersecurity tools, hired cybersecurity experts, or made
changes to ensure cybersecurity. Eight organizations made
initiatives in collaboration with other organizations. Nine
organizations implemented cybersecurity = competence
initiatives. In summary, most companies put at least some
efforts into cybersecurity competence development, in
addition to more technical or organizational initiatives.
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Figure 1. Number of cybersecurity initiatives implemented
by the Norwegian companies over the past 5 years

5.2 Training basis

When it comes to the training basis, several criteria for
development were highlighted. Three participants indicated
threat analysis and threat scenarios as the initial basis of
training, including both cybersecurity incidents and attacks
that afflict their companies, the threats that afflict other
companies, as well as the common threats in their sector.
Threat analysis, often based on the digital assets of the
company, varies with the internal control and monitoring
systems.
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sector
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Figure 2. Number of partners for collaboration for improving
the current cybersecurity initiatives

Apart from threat analysis, regulation compliance and
governmental guidelines were cited as another basis of
training. Companies face national or international regulations,
such as European Union (EU)-wide regulations. These
regulations often specify the knowledge and skills needed by
cybersecurity experts, laying the basis for relevant trainings.
One interviewee mentioned that the Norwegian Security
Regulation Act of 2019 has a strong impact on the
development and modification of internal training offerings.
More specifically, the requirement of conducting risk analysis
to understand acceptable risk calls for further training in risk
analysis and management. Other respondents highlighted the
requirements and recommendations in the ISO/IEC 27000
family of standards for the management of information risks
through information security controls. In addition, two
interviewees suggested that cybersecurity training in the
company is developed by existing internal materials and tools
for uses related to information technology, and re-purposing
these instruments for cybersecurity training.

All the responding organizations cooperated with other
entities to improve their cybersecurity competence (Figure 2).
The most preferred entities were other organizations in the
same sector (9 respondents), government authorities (9
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respondents), and consultancy companies (8 respondents).
Three responding organizations reported collaborating with
research organizations.

5.3 Training recipients

Training was also differentiated based on the targeted
recipients. Figure 3 shows the groups targeted for
improvement initiatives of cybersecurity competence in the
past 5 years. Nine organizations implemented such initiatives
for existing general staff. The basic cybersecurity training for
the general staff usually intends to raise the overall awareness
in the company of cybersecurity threats and vulnerabilities,
teach personnel how to reduce cybersecurity risks (e.g., the
safe behaviors regarding email links or USB sticks), as well as
increasing threat reporting capabilities.

10
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operative generel staff
Figure 3. The number of targeted personnel groups and roles
for cybersecurity initiatives over the past 5 years

Role-specific training was also offered in conjunction with
general training to varying degrees. This type of training is
usually designed based on the composition of the
cybersecurity personnel and the teams in charge of
cybersecurity infrastructure, in reference to the technical
requirements of specific roles. In the past 5 years, most of the
organizations provided cybersecurity training for the
management, operative personnel and information technology
staff (Figure 3). One interviewee stated that system
administrators, application management personnel/system
owners, first-line personnel, and management representatives
were all recipients of training, although the training was not
always differentiated by their roles. Other roles that received
focused training sessions include security operations center
operators, network administrators, emergency response teams,
crisis management teams, and general information technology
staff. In three of the interviewed organizations, part of the
training offerings was also made available to any employee
who had interest in developing general or specific
cybersecurity competences.

All respondents reported that cybersecurity competence
improvement initiatives had been realized for 2 or more of the
groups in Figure 3. This response differs from the responses in
Figure 1, where only 9 of the 11 respondents reported that the
initiatives for developing cybersecurity competence were
implemented the past 5 years. A possible reason for the
difference lies in the interpretation of questions. The
respondents may think about more comprehensive training
initiatives, when responding to the question in Figure 1.

Still, the respondents generally agreed on the need for
further improvement of cybersecurity competence, with all 11



respondents seeing this as necessary or very necessary (Figure
4). As shown in Figure 5, further improvements in
cybersecurity competence were viewed as the most critical for
general staff and management (8 respondents each), while 5
and 4 respondents identified information technology personnel
and operative personnel as the groups in urgent need of
improvements, respectively. The interviewees held that
managerial roles, security operators, and cybersecurity
response teams should be prioritized for specialized or focused
training. Managerial roles were identified as requiring more
in-depth information on threats and vulnerabilities. The
provision of such information would permit timely
organization of incident preparedness action plans, as well as
better management of resources and organization of personnel.
The personnel involved in security operation should also
update their view of procedures, and have a panorama of the
general threats of the company. Overall, all interviewees
agreed that, basic cybersecurity training and awareness should
be given to all employees, yet certain roles require more in-
depth training. As such, further efforts should be taken to
develop additional role-specific training offerings, which
ought to provide more differentiated training to different
groups of personnel.
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alittle
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notat all
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notvery
necessary

necessary  very necessary

Figure 4. Number of respondents with specific views on
further needs for cybersecurity competence improvements
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Figure 5. Roles requiring further cybersecurity competence
development by each participant (multiple answers were
allowed)

5.3 Training contents

The interviewees mentioned various cybersecurity topics
related to the knowledge, skills and other contents being taught
and developed during training. The competences and
knowledge to be trained usually depend on the structural
composition of the company’s workforce, as well as the sector
of the company. The following is a comprehensive list of all
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competences and skills cited in the interviews:
— Network architecture;

- Information handling (information disclosure, and
information sharing and reporting);
— Cyber threats, potential cyberattacks, and system

vulnerabilities;

— Procedures and preparedness plans for cyber incidents;

— Security management system (risk assessment and
management, mitigation strategies, control strategies, and
documentation);

— Human factors (communication, trust management,
teamwork skills, and decision making);

- Surveillance;

Crisis contingency and management;
Incident response and management;
Intrusion detection;

Training of managerial skills.

The interviewees commented that some training topics were
only recently integrated, and the current offerings were still in
the infancy of development. In all but one of the companies,
the trainees mentioned possible additions or areas needing
more focus. Considerations should be given to the application
of emerging technologies like artificial intelligence and
blockchain in cybersecurity and big data. One respondent
suggested developing training based on the holistic model of
risk and incident management, providing the relevant
personnel with comprehensive, modular training for the full
incident management process. By analyzing the interview data,
a key concern was noted: the knowledge and skills related to
human factors were not fully covered. In fact, most
interviewees stated that training involving communication
skills, teamwork skills, and managerial skills were either
lacking or underdeveloped. This was often caused by the low
priority given to such activities, as well as the resource
constraints that forced training to focus on the technical
aspects of cybersecurity.

One interviewee proposed to train the managerial skills of
the management, enabling them to make decisions when they
are uncertain about the outcome, and to work under
uncertainty. For the management exercises in a company,
another focus is to understand the organization and proper
allocation of responsibilities, e.g., the ability to handle an
attack while getting the business back up and running. For the
staff not working directly on cybersecurity or information
technology, the training mostly focused on building
cybersecurity awareness, including the information about the
potential cybersecurity risks and threats, and the self-
protection methods of the staff. One company implemented
cybersecurity awareness initiatives, aiming to establish a
healthy skepticism among the staff.

5.4 Delivery methods

According to the interviewees, multiple delivery methods
were used internally to provide training. The training methods
were selected based on various factors, namely, the recipients,
training contents, instrumentation availability, and resource
overhead. This statement was corroborated in the
questionnaire responses to the specific cybersecurity
competence that improves the initiatives undertaken in the past
5 years (Figure 6). All respondents reported that courses or
seminars were held on cybersecurity threats, risks, or practical
countermeasures 2-3 times (4 respondents) or regularly (7
respondents). The respondents disseminated information to



staff about cybersecurity threats and behaviors 2-3 times (6
respondents) or regularly (5 respondents). Cyber tests or
staged attacks to evaluate cybersecurity competence (e.g.,
sending out fake phishing emails or penetration tests) were
performed regularly by 6 organizations, 3-4 times by 3
organizations, and only once by 1 organization. Only one
organization did not carry out such tests. Cybersecurity
exercises were the least used initiative. Five organizations
performed exercises regularly, 3 performed them once, and 3
did not conduct any cybersecurity exercise.

Distributed info

courses

never once ®2-3times m regularly never «once & 2-3times ® regularly

cyber-tests exercises

never xonce &2-3times mregularly never xonce &2-3times mregularly

Figure 6. Frequency of cybersecurity awareness and training
campaigns

E-learning courses were the most popular training method
for both general staff and specific roles. In fact, all
interviewees stated that their companies provided different
forms of e-learning courses and materials. These tools were
developed internally by their own companies or externally by
other companies involved in the same sector. The popularity
of these instruments arises from their low resource
consumption, high accessibility, and ease of use. Sometimes,
equivalent educational materials were offered in the
company’s intranet. In most cases, participation in the e-
learning courses was individual and self-arranged, such that
each employee can maintain a flexible training schedule, and
reduced the costs and resources required for the training. The
traditional form of classroom training was also offered to some
groups of employees. This type of training, often provided by
external entities, gained popularity among personnel.
Webinars were also mentioned as a training delivery method,
but seldom used. Four interviewees responded that team
exercises were made available, or were part of their training
program. One interviewee pointed out that training and
exercises are not the same thing. Exercises intend to put
competences into practice, and help to evaluate the company’s
response capability. Two respondents commented that the goal
of an exercise is to convince the participants that they are able
to do the right thing. At least part of the exercise should be at
a level where staff is able to handle the situation successfully.
Table-top exercises and blue-team/red-team exercises were
also available. The companies that had not integrated these
activities considered increasing exercise-based training.
Currently, the following exercises were being considered or
developed: emergency response team exercise, simulation-
based exercises (operations simulation, and management
simulation), and small-scale exercises (crisis management
exercises, capture the flag-style exercises, and penetration test
exercises). Finally, some organizations planned to stage game-
based exercises.
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Many forms of activities were offered to improve
cybersecurity awareness: e-learning, seminars, intranet/email
dissemination of information, or presentations from external
speakers. Several interviewees mentioned the cybersecurity
month of October as an opportunity to spread awareness. The
need to find the right level and frequency of communication
was also mentioned. The existing frequency (twice a year) was
far from enough, as information must be repeated to keep
focus on the topic. Small portions of information should be
given in different channels. It is unwise to provide too much
information at a time.

The questionnaire respondents reported other initiatives
implemented to improve cybersecurity competence: increased
focus on evaluation of information assets; courses in risk
assessments and cybersecurity technologies for information
technology personnel; maturity analyses; I1SO 27001
certification and internal cybersecurity revision.

Although the companies did not quantify the exact impact
of each measure, it is assumed that the following
improvements should be achieved to enhance the company’s
cybersecurity:

— Compliance to policies and procedures: companies can
better comply with internal policies and procedures, as well as
national and international standards and policies, by
incorporating the ISO 27001 certification, revising
cybersecurity procedures, and attaching greater importance to
information asset evaluation.

— Improved non-expert cybersecurity  knowledge:
companies can boost the overall preparedness against
cybersecurity attacks by providing information technology
personnel with courses in risk assessment and cybersecurity
technologies, and improving the knowledge and competences
of both cybersecurity and non-cybersecurity personnel.
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Adopting proper initiatives: Among the initiatives that the
organizations planned to implement soon (Figure 7), cyber
tests were the most frequently mentioned (11 respondents),
followed by sending out cybersecurity information (8
respondents), performing exercises (7 respondents), and
holding cybersecurity courses (6 respondents). One
organization planned an internal project on security culture
and security competence.

The feedbacks were collected from both trainees and
instructors. The purpose of feedback collection is to facilitate
the identification of gaps in training contents, and the
development of general suggestions for improvement. The
training contents, formats, and offerings were updated
sporadically according to respondents, although often
tentatively scheduled yearly or at an even higher frequency.
As shown in Figure 8, eight organizations regularly updated
the competence-improving initiatives according to the latest
risk landscape, while some made adaptations based on the
needs of specific groups (5 respondents), the feedbacks from
specific groups (4 respondents), or an evaluation of the effect
of the initiatives (4 respondents). One organization did not
make adaptations, and one organization made some
adaptations, which are not systematic.

Another shortcoming of the training is the overall lack of
evaluation of the trainees. Only one of the interviewees
reported systematic and comprehensive evaluation of training:
The training evaluation was planned before developing the
training offerings, and thus influenced their development.
According to the interviewee, an established framework was
taken as the basis for planning and evaluation of cybersecurity
exercises. Additionally, for evaluation purposes, assessing the
ability of the full cybersecurity response team to resolve a
threat is more valuable than evaluating the performance of
each team member. This is also reflected on the evaluation

methods for training exercises. In another instance, one
respondent stated that the company used email-based testing
to evaluate the awareness of managerial personnel of phishing
attacks and social hacking risks. In addition, most interviewees
stated that little to no form of evaluation was conducted at the
end of the training sessions, aside feedback collection.

5.5 Personal concerns and evaluations

During the last section of the interviews, the participants
were encouraged to give personal comments regarding the
current standing in cybersecurity training at their companies,
shortcomings in the offerings, vision for the future, and any
other relevant thought. Table 6 summarizes the highlighted
points raised by the interviewees. Besides topics of concern,
the possible countermeasures to each topic were collected
from participants, and combined with the suggestions from the
literature (Table 4). In essence, these concerns reveal the
under-prioritization of cybersecurity measures in these
organizations, and imply the need for spending more resources
on cybersecurity training and cybersecurity procedures.

Many of the respondents covered managerial roles in the
development and organization of cybersecurity training
offerings at their companies. Therefore, most future plans or
expectations in their companies are relevant to solving the
various issues noted in Table 6. The interviewees noted that
their companies started to allocate more focus and resources
to cybersecurity measures, rather than stick to the safety
measures for physical infrastructures. Nonetheless, major
flaws still presented in the internal offerings for cybersecurity
training of personnel. The respondents expressed their desire
of introducing more advanced and role-targeting cybersecurity
training, and stated their wish for more frequent and up-to-date
training courses.

Table 6. Concern topics raised by respondents and possible solutions suggested during the interviews

Topic of concern Description

Possible countermeasures

Cybersecurity The cybersecurity threat landscape evolves continuously. To
threat landscape keep up with the latest landscape, the cybersecurity training
contents should be updated frequently. This is currently
lacking or not adequately implemented in most companies.
Many of the attacks faced by companies take advantage of Improve current cybersecurity awareness and training campaigns

Adoption of

cybersecurity the poor awareness or distraction of personnel. The
measures companies often lack adequate measures to tackle the issue.
Safety vs. Most respondents commented that safety procedures are

cybersecurity

established significantly better than cybersecurity
procedures. This is justified by the tradition of most ClI
companies: the prioritization of the safety of physical

instruments over digital assets and information.

Recovery phase

and procedures.

Interviewees stated that procedures for the recovery phase
were underdeveloped in their respective companies. This
calls for improving cybersecurity training on recovery tools

Encourage companies to invest more on content update and
evaluation, and assess the current measures continuously, to
ensure that procedures are up
to par to the threat landscape.

internal to the company, provide cybersecurity awareness
training, and adopt various easily implementable measures to
suppress the success rate of cyberattacks, e.g., authentication e-
mails, and password protection.

Convince the upper management to invest more resources in
cybersecurity assurance, and to develop more effective
cybersecurity measures. Integrate security and safety sides of the
organization more deeply.

Provide comprehensive cybersecurity training, including
procedures and competences about tools for recovery after a
cybersecurity incident.

6. DATA ANALYSIS

To further analyze the state-of-practice of cybersecurity
training in the Norwegian companies, we compared the results
collected from the interviews and questionnaires to the
recommendations for cybersecurity training in the literature.

As shown in Table 3, the recommendations, and best
practices in the literature for developing and employing
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cybersecurity training offerings focus on determining training
delivery methods, contents, and evaluation criteria, as well as
identifying the desirable attributes of cybersecurity training
offerings (scalability, accessibility, etc.).

Table 7 summarizes the recommendations in the literature
for the aforementioned attributes of cybersecurity training,
along with the current cybersecurity training offerings in the
selected companies. It can be observed that the Norwegian



companies generally considered the best practices and other roles. Yet the training needs of some roles were not satisfied.

recommendations. In fact, most companies established and For example, the managerial roles were not sufficiently

implemented structured strategies for cybersecurity awareness prioritized.

and personnel training. Following these strategies, they (2) Sub-optimal training delivery methods

adopted various activities to train different roles. Despite these A dazingly array of training offerings was cited from the

efforts, there are some key limitations in the current participants. When it comes to training exercises, there is a

cybersecurity training offerings, and their application: lack of team-based exercises and simulation-based. These
(1) Lack of role-focused training types of activities were recognized in the literature as the most
Overall, the selected companies offered specialized training effective training measures, and are highly recommended to be

to personnel based on the specific needs associated with their integrated in training programs.

Table 7. Comparison between the recommendations in the literature and the offerings of the selected companies

Attribute Recommendations in the literature Offerings of the selected companies
Suitability Training should be developed based on the target Most companies offer specialized training for different target roles, as
audience. Specialized training should be offered to  well as awareness activities for the general staff. Nonetheless, the key
groups involved in cybersecurity activities, while basic  roles in the companies did not receive adequate specialized training.
awareness training should be given to the
General staff [29].
Scalability and Training offerings should be scalable to the level of  Very limited information was collected regarding these two attributes. It

adaptability knowledge and abilities of the participants, and was mentioned, however, that offerings were sometimes targeted to
adaptable to the sector and cybersecurity activities specific roles and often updated or expanded
covered by the target audience [21]. based on the feedbacks provided by participants.

Accessibility Training should ideally be accessible both at physical E-learning courses were one of the prevalent offerings. Additional, more
locations and through remote access [13]. Possible interactive digital activities were suggested to be integrated to the current
solutions include the use of virtual labs [30], and offerings. This was being considered by some companies.
remotely accessible testbeds and
frameworks [31].

Hands-on Training should be complemented with hands-on Many reported the use of table-top or computer-based exercises, and
Experience activities to enable trainees to deal with real-life ~ some large-scale exercises. But almost no simulation or emulation-based
incidents [14]. These activities instruct training was currently offered. Some companies prepared plans for or

personnel on how to deal with real cyberattacks, and expressed the interest in extending offerings to include simulation-based
help to motivate the trainees [32]. Simulation-based training. Yet the implementation of the plans is bottlenecked by resource

exercises are recommended to boost the development limitations. In many companies, the offerings lacked team and
of teamwork skills and communication skills [21]. communication skill development activities.

Frequency ~ While the frequency of training is dependent on the The training frequency of the companies varied with the types of
type of offering, continued and periodical sessions activities. In some companies, the training happened periodically.
should take place. This would ensure conformity to Meanwhile, some companies provided only individual, non-cyclical

new policies [33], as well as new technologies or sessions of training. The companies differed significantly in the
vulnerabilities [34]. Similarly, updates and evaluation evaluation and updates of training.

of training should also be
conducted at scheduled frequency.
Training The results of cybersecurity training should be Not all companies conducted training evaluation. In most cases, the
evaluation evaluated by precise criteria, using pre- and post-  evaluation only considered the feedbacks collected from the participants.
training data, as well as other forms of evaluation [21]. Thus, the training may not effectively indicate the real skill acquisition or
Evaluation should be conducted at the end of each progress.
training cycle, to track the progress and establish
possible areas of improvement.

(3) Limitations in KSASs trained Unfortunately, the research on KPlIs for cybersecurity training
The KSAs developed during the training sessions mostly is very limited, making it particularly challenging to select
involved the training of technical skills. Meanwhile, team suitable indices.
skills, communication skills, and managerial skills were not (5) Infrequent training
highly prioritized. In the literature, team-based training is Three of the selected companies responded that their
suggested to develop these skills. Nevertheless, factors like training offerings involved cyclical training sessions. The
user behaviors, risk perception, and psychological factors [3, training in other companies often contain single sessions only,
35] can influence the effectiveness of these measures. or lack updates to further develop competences.

Researchers are still investigating measures that account for
these factors.

(4) Limited evaluation of training 7. CONCLUSIONS

Post-training evaluation was usually accomplished based on
the feedbacks collected from the participants. But the collected Human factors are a critical component of cybersecurity
feedbacks may not be an effective objective criterion of assurance. In the literature, the cybersecurity of systems
evaluation. In the literature, many recommended evaluating hinges on the human preparedness against cybersecurity
educational and training activities through personal evaluation, threats and attacks [37]. But the development of human
experimentation, and other techniques, using the key preparedness is hindered by the lack of cybersecurity
performance indicators (KPIs) [36]. The evaluation methods knowledge of personnel. National and international agencies
and KPIs should be selected during training development. for cybersecurity need to take urgent actions to prepare
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personnel sufficiently in handling and preventing these threats
[10, 23, 38], especially for companies involved in CI sectors.
The CI companies play a fundamental role in the functioning
of our society. Therefore, the sufficient training of their
personnel should be a highly prioritized task. Unfortunately,
not enough information is available in the literature to
understand the state-of-practice in the training and awareness
measures for Cl cybersecurity, nor to identify the maturity
level of these measures.

To fill the research gap, this work carries out interviews and
questionnaire surveys to understand and analyze the state-of-
practice in cybersecurity training and awareness offerings
among selected Norwegian Cl companies. The collected data
were analyzed to provide details on the current practices for
developing cybersecurity competence, and compared with the
recommendations and best practices for cybersecurity training
in the literature.

According to our analysis, the Norwegian companies all
offered basic measures for cybersecurity awareness and
training to their personnel, as they were increasingly aware of
the benefits of cybersecurity trainings. Nonetheless, these
offerings often had significant shortcomings, which were
acknowledged by these companies in stating the need for
further improvements in  cybersecurity = competence.
Specifically, it was evidenced that the companies often
provided specialized training only to a selected few roles or
groups of personnel, although such specialized training was
agreed to be advantageous for other groups within the
companies. Besides, the contents and delivery methods of
many offerings were limited. Communication skills, team
skills, and managerial skills were often lacking or under-
prioritized in the training. This is attributable to the absence or
very limited availability of hands-on, team-based training in
many companies, as well as the lack of resources, and the
prioritization of other skills and abilities.

In the literature, simulation-based training and team
exercises were regarded as the most effective ways to enhance
the preparedness against real-world scenarios [21], and
strongly recommended to be integrated to traditional forms of
trainings. In addition, it was suggested that the collaboration
between companies may help improve the less mature
cybersecurity training programs. It was further noted that
many companies took continued effort to improve their
cybersecurity training offerings. Some companies even
developed detailed action plans for introducing additional
training or improving the current offerings.

The examined CI companies exhibited a common trend:
cybersecurity initiatives started with small scale and limited
scope, and then grew to broader and more diversified offerings
throughout the organization, with the identification of further
needs. However, it is a general need to further improve
cybersecurity competence. One reason may be that the
respondents are the persons responsible for cybersecurity in
the organization. This group naturally sees the need for
continuous improvements, while other roles in the
organization may have different priorities and viewpoints on
this matter. However, there appears to be possibilities for
improvement in that cybersecurity competence initiatives
were being planned and implemented. A systematic mapping
of competence needs could facilitate the early identification of
the cybersecurity competences needed for different roles, as
well as the precise determination of the appropriate training
delivery methods and evaluation of both trainees and the
training programs.
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Our recommendations provide useful references for plans
of actions and additional measures to resolve the identified
issues, as well as highlight the areas of research to be further
explored to align with industry needs.

This work provides novel information and evaluation of
cybersecurity awareness and training activities offered by
selected Norwegian Cl companies. The data were collected
from 7 interviews and 11 online questionnaires. The small
sample set may not exactly represent the state-of-practice of
cybersecurity training in Norwegian companies. Despite that,
the data still provide useful insights on commonalities in
offerings and challenges faces by CI companies, which need
to provide adequate cybersecurity training. The limited sample
size could be justified by the fact that the study focuses on
specific Cl sectors, as well as the classified nature of some of
the information. Nonetheless, a larger sample set would
provide a more thorough overview of the state of practice.

Future work should focus on collecting additional
information from more Norwegian Cl companies. Getting
input from other roles in the organization would uncover if
there were any discrepancies in the view of cybersecurity
training needs and approaches, compared to the cybersecurity
practitioners. Furthermore, it would be possible to compare the
state-of-practice of cybersecurity training internationally, by
repeating the work and collecting data from CI companies in
other countries.
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APPENDIX A

Questionnaire
Has your organization made any action to improve
cybersecurity in the past 5 years? (Multiple answers possible)

— Investing in technical infrastructure

— Investing in tools to detect or handle cyber attacks

— Changing organizational  structure to  ensure
responsibility and authority for maintaining cybersecurity

- Hiring cybersecurity expertise

- Developing the competence of existing staff

- Collaborating initiatives with other organizations

- Others:

Has your organization made any action to improve
cybersecurity competence for specific groups in the past 5
years (e.g., training existing staff or hiring new staff)?
(Multiple answers possible)

- Management

- Information technology personnel
—  Operative personnel

- General staff

-  Others:

To what extent do you think further development of
cybersecurity competence is needed in your organization?

—  Not at all necessary.
—  Not very necessary.
- Alittle necessary.

- Necessary.

- Very necessary.

Do you believe there are specific groups for which
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improving cybersecurity competence is more critical?

(Multiple answers possible)

- Management

- Information technology personnel
—  Operative personnel (if relevant)
- General Staff

- Others:

To what extent has your organization performed the
following measures to improve cybersecurity competence in
the past 5 years? (If you have done only one type of
improvement for any of the categories, please indicate the
frequency of that improvement.)

Response alternatives for each category: Never, once, two-
three times, and at regular interval.

- Sending out information to employees about
cybersecurity threats, or how to behave with respect to
cybersecurity.

- Holding courses/seminars on cybersecurity threats, risks,
and practical measures.

—  Staging cybersecurity tests / attacks to assess current
competence (e.g., phishing, hacking, and penetration test).

—  Organizing exercises to train staff (simulations at
different levels, e.g., table-top, full-scale simulation of attack
and response).

- Others:

Does your organization update or refine the measures for
improving cybersecurity competence? (Multiple answers
possible)

- No.

- Regularly adapting content to changes in the risk
landscape.

—  Adapting contents and forms to fit the needs of specific
groups in the organization.

—  Adapting contents and forms based on feedbacks from
the specific groups in the organization.

- Adapting contents and forms based on evaluation of the
effects of the measures.

- Others:

Does your organization collaborate with others to perform
cybersecurity competence improvement in the organization?
(Multiple answers possible)

—  Other organizations in the same sector
- Government

- Research and academia

- Consultants

- No, we handle it ourselves.

- Others:





