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Computers and networks serve a host of functions. As they provide the much-needed 

services, unscrupulous parties also make work difficult by promoting cyberattacks that 

could lead to sensitive data loss and inability to access a personal computer. The 

submission explores the use of firewalls in protecting users against network-driven 

attacks. Firewalls intercept malware attacks, phishing, and identity theft by denying access 

to certain suspicious sites. However, users must realize that some hardware firewalls 

cannot protect them from certain web attacks and software firewalls that are in-built fail 

to detect malicious attacks on some occasions. Therefore, some entities are forced to 

incorporate both hardware and software to get the desired level of protection. Using an 

experimental research method, the study explores the effectiveness of firewall protection 

by presenting more gains that demerits. 
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1. INTRODUCTION

Internet access is almost inevitable in the 21st century. As 

most people find easier ways of communication and working 

digitally, they meet various challenges, including cyber-

related crimes. Most people familiar with daily computer 

usage over the internet or WI-FI often find notifications from 

the service provider concerning protection against threats. 

This refers to firewall protection, which protects users against 

cyberattacks [1]. Several people have fallen victim of privacy 

violations online because they lacked firewall protection. 

Others experienced phishing and some scammed for sharing 

data unconsciously over a common internet or WI-FI 

connection. Through firewall protection, one can restrict 

unwarranted access of personal information by others [2]. 

Firewalls prevent cyberattacks by deterring malicious 

network traffic that gives advantage to fraudulent parties. 

Often, a user receives an alert about a possible threat, 

including efforts of blocking data access from suspicious 

locations. For this reason, a user is less likely to experience a 

denial-of-service attack [3]. Firewall protection is undeniably 

necessary and users must know the right configuration settings 

to apply since this enables one to establish why they need 

security when browsing. 

2. RELATED WORK

There are different levels of protection from external attacks 

while using computers. Some people use strong passwords to 

limit external access to personal space. While passwords can 

be configured and easily manipulated to gain access, firewalls 

prevent needless network traffic and suspicious software from 

accessing computers [4]. Through effective configuration, 

firewalls prevent malicious flow of data from ports, multiple 

locations or network addresses, and computer applications. 

For instance, when one plays a free internet game, the chances 

of being redirected to a different page is high. Often, the high-

speed exercise takes a user to a malicious site, which could 

access personal data without one’s knowledge [5]. Firewall 

protection identifies such as site unsafe or asks permission 

from the user to pursue the risky exercise.  

Firewalls are in different categories, but the two broad ones 

are hardware and software. Hardware firewalls are physically 

placed between the internet and the computer, and this trend is 

common in small office settings. They are in the form of a 

broadband router that connects the gateway and network [6]. 

Often, the Internet Service Providers (ISPs) and offices agree 

on the best ways of protecting desktops from malware, and 

they device a network system that controls traffic by reducing 

data leakage to unsolicited parties. Thus, system maintenance 

is often scheduled.  

However, hardware systems are being replaced by software 

firewalls that are inbuilt within the Operating System (OS). 

For instance, Microsoft offers added protection to users, but 

clients can still access the services separately from computer 

stores and vendors. Also, ISPs offer such services to ensure 

that clients only access secure sites [7]. The internal system, 

which is in the form of a computer program, operates using 

applications and port numbers [8]. Firewall as a Service 

(FWaaS) is equally popular among corporates because the 

cloud-based system is expandable and a business can grow 

with it as perimeter security [9]. Essentially, it is a virtual 

firewall. Often, the type of firewall chosen by an individual or 

business depends on the functionality, structure, needs, and 

size of the entity. Business can also opt for the packet-filtering 

firewall that blocks network traffic IP protocol, port numbers, 

and IP address. It is the best and the most basic, commonly 

used for blocking traffic on malicious sites. Users can also 

explore proxy service firewalls, which inspect and filter 

messages at the point of entry [10]. The network protection 

technology that analyses incoming traffic is popularly used on 

emails to stop spam messages from getting to the “inbox” 

section.  
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Figure 1. Using in-built system for establishing firewall protection 

 

 
 

Figure 2. Identity theft data between 2016 and 2020 

 

Users might also take interest in stately multi-layer 

inspection (SMLI) firewalls that often track already 

established connections [11]. Like broadband router, it filters 

traffic by focusing on protocol, port, and state while remaining 

with the context of rules. Often, it works on already functional 

connections, and needs support from software because of the 

challenges it faces in identifying web connections [12]. Also, 

a unified threat management (UTM) firewall can be used 

because it is a program that prevents virus intrusion and 

actions as an antivirus. It offers an umbrella support for the 

entire system, and is one of the best for modern computer users. 

Another firewall solution is the next-generation (NGFW), 

which offers an advanced security level for sophisticated users 

with more needs [13]. For instance, it can handle advanced 

malware and keeps evolving. Hence, it is safe than SMLI and 

packet-filtering firewalls. In addition, there is the network 

address translation (NAT) firewall that blocks unwanted 

communication over the internet, when the connected network 

is private [14]. The illustration in Figure 1 shows how a user 

can establish firewall protection from an in-built system. 

Firewall protection is necessary because of the 

consequences of cyberattacks. In a 2020 study conducted by 

Aite Group, at least 47% of Americans faced identity theft in 

the same year [15]. Identity theft cost Americans $502.5 

billion in 2019 and $712.4 billion in the subsequent year 

giving it a 42% rise. The research institution projects an 

increase in losses to $721.3 billion by the end of 2021 [16]. In 

2020, most businesses went online and fraudsters found ways 

of using network connectivity and skills in machine learning 

to commit crimes [17]. They stole data from computers, 

especially for people who used public WI-FI or Local Area 

Network because these increase vulnerabilities of data. Hence, 

fraudsters easily used their information to build a profile and 

later engaged in crime. Figure 2 shows statistics of identity 

theft between 2016 and 2020. 

Identity theft manifests in the form of tax and credit card 

frauds, business/personal loan theft, miscellaneous actions, 

and access to government benefits [18]. Firewall strives to 

prevent such crimes by alerting users that a different person 

might be accessing their information at a different location 

[19]. Often, the location is shared and the computer address 

also shown to make it easy for one to schedule an immediate 

follow-up on the incident. The history of firewalls explains the 

in-depth need for such devices in modern computing 

environments to address identity theft and other forms of 

cyberattacks. 

 

 

3. METHODOLOGY 

 

The research will use an experimental research design to 

draw a relationship between statistical data and real-life 
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solutions. Experiments are designed to test causal (cause-and-

effect) relationships between variables. In this context, the 

research strives to establish the relationship between firewall 

protection and cybersecurity. The research depends on the 

assumptions that the statistical hypotheses will make. 

Statistical hypotheses assess the value the populace’s 

parameters [20]. A null hypothesis (H0: μi = μj) refers to the 

statement that is subjected to the statistical test while the 

alternative hypothesis (H1: μi ≠ μj) is chosen is the null 

hypothesis cannot apply in the context. For instance, the 

expected null hypothesis is that firewall protection prevents 

cyberattacks for all populations. An alternative hypothesis 

would denote that not all groups are equal and that some 

people do not qualify firewall for complete protection from 

cyberattacks.  

The experiment to be conducted to accept the alternative or 

fail to reject the null hypothesis is a case-controlled 

experimental design that makes use of a control experiment 

and test experiment. The experimental procedure will involve 

the use of information systems where firewall is used to 

protect the system while the control experiment will involve 

the use of non-protected information system [21]. Data 

regarding cybersecurity threats such as virus, phishing attacks, 

malware attacks, Denial of Service (DOS), SQL-injection, 

man-in-the middle attacks (MitM) will be examined and 

recorded over a long duration of time such as two years [22]. 

Data recording will involve recording the number of firewalls 

used in the information system every month and recording of 

the cases of cyber threats for that month. Data analysis will 

involve the use of statistical techniques such as correlation and 

significance analyses that measure the association between the 

number of firewalls used in the information system every 

month and cases of cyberattacks [23]. The results will be used 

to accept or reject the hypotheses.  

Data collection will involve assessing the cause-and-effect 

relationship between firewalls and cybersecurity. There are 

different firewalls that work dissimilarly to achieve various 

effects. Therefore, the independent and depend variables’ 

relationship is affected by an extraneous (control) variable [1]. 

In this study context, the independent variable is the firewall, 

and its dependent counterpart is the cyberattack. Different 

factors influence the relationship between the variables, and 

they include the various types of firewalls. Control variables 

for the research include a host of reasons why people chose 

hardware, software, or both firewalls [3]. Figure 3 shows the 

relationship between the variables. 
 

 
 

Figure 3. Conceptual framework for the study 

 

The independent variables will be measured in terms of the 

number of firewalls used in the information systems every 

month for a duration of 6 months. For instance, if the number 

of firewalls used in the information system is 4 in January, the 

corresponding value of independent variable will be 4. The 

dependent variable will include the number of cyber-attacks 

and cyber threats recorded each month. For example if 20 

cases of cyber threats and 10 cases of cyber-attacks are 

observed in January, these values will be entered into their 

corresponding columns. The process will be repeated for each 

month until a 12 month data is collected. The control variables 

will be the use of information system that has been designed 

without firewalls and collecting information in the same 

manner as the test experiment.  

Based on the null hypothesis, the experiences of all 

populations are the same, and firewalls protect them. The 

alternative hypothesis is premised on the fact that human 

experiences are different.  

H0: μi = μj 

H0: Firewall protection is effective for cyberattacks  

H1: μi ≠ μj 

H1: Since not everyone has tried all firewalls, it is illogical 

to conclude that the network interception technology prevents 

cyberattacks 

According to the null hypothesis, any firewall is effective in 

cyberattacks prevention, but the alternative hypothesis focuses 

on control variables and different types of the independent 

variable such as UTM, SMLI, NGFW, and NAT. this 

experimental research approach involves behavioral studies 

because it focuses on an observed set of traits in a natural 

environment [19]. The greatest advantage of the approach is 

that the reactions are genuine and not manipulated unlike in a 

forensic laboratory setting.  

The best way to justify the veracity of the null hypothesis is 

through an ANOVA statistical analysis involving a two-group 

experimental design [6]. According to the research [2], there 

is a single independent variable tested against an independent 

variable amidst the control variable during a pretest and 

posttest exercise. In essence, a control variable such as 

capacity and design will explain why an organization would 

opt for a cloud-based firewall or an individual will take an in-

built software system [7]. Both are software-based, yet some 

consumers prefer hardware firewall. In such designs, object R 

stands for a random assignment, O is the pretest or posttest 

while X refers to the treatment administered to the independent 

variable. 

The relationship between R and O is that R stands for the 

number of firewalls used in the information system at the 

instance where a test is conducted to determine whether cyber-

attack or cyber-threats has occurred while O represents the 

number of cyber-attacks or threats that have been recorded [9]. 

An example of such a case is when R (3 firewalls have been 

used) while O (the number of cyber-attacks is 10 in a month) 

X refers to the order in which the experiment has been carried 

out, such as 1st experiment, 2nd experiment, 3rd experiment, etc. 
 

 
 

Another important component of the formula is the E 

(effect), which is calculated by measuring the different 

between posttest and pretest results. ANOVA applies in the 

context because of the regression analysis as summarized in 

the formula below 

 

E = (O 2 – O 1) – (O 4 – O 3) 

 

 

 

 

 

 

 

 

 

Independent variable 

Firewalls 

 

Dependent variables 

Cyberattacks 

Cybersecurity 
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A two-way analysis of variance (ANOVA) analysis is a 

process of analyzing the statistical differences between the 

means of three or more independent groups. The steps 

involved in calculation of ANOVA include: the identification 

of significance level, selecting an appropriate statistical 

analysis technique such as ANOVA, setting up decision rule, 

and computing the test statistic [12]. In the present study, 

ANOVA analysis will be useful in getting insight into the 

statistical significance of the means of the control process and 

the test process during the analysis of the impact of firewall in 

enhancing security of the information system from cyber-

attacks [3]. The statistical significance of the means of the 

control and experimental process will be calculated by getting 

the F-test results. F-test will enable comparison of the mean of 

cases of cyber-attacks or cyber-threats in the experimental 

situation with that of the control experiment. A high F-test 

value shows a small statistical significance of the variance 

between the groups.  

The random experiment should take a firewall as a treatment 

group. R is achieved through O1 (hardware firewall and design 

of the organization) X O2 (software firewall and functionality) 

to get the treatment group. For the control group, the equation 

is, O1 (Broadband router and design of the organization) X O2 

(UTM and functionality) because this takes an in-depth 

approach into the different types of the hardware and software 

firewalls. The mathematical expression that provides a 

relationship between the R and O will be the F-test result 

which will computed using Statistical Package for Social 

Scientist (SPSS) or Microsoft Excel. R is the sum of hardware 

firewalls and the software firewalls and is obtained using the 

equation:  

R = number of hardware firewalls + number of software 

firewalls.  

O is the number of cyber-attacks that have been successfully 

executed in the information system within a particular month 

while X is the sequence for months in which the tests have 

been conducted.  

The study uses a two-way, randomized ANOVA (Y=Xij 

Constant elements=ꭎ+eij Additional components = ai+bj). As 

shown in the formula, Y is the dependent variable and it 

remains unchanged throughout the research. Still, it 

significantly influences “E.” In the two-way ANOVA, the 

attributes of the treatment group (independent variable) 

change depending on the pretest and posttest results of the 

control variable. There is no impact of the results of the pretest 

and posttest of the control variables on the attributes of the 

treatment group because they are independent groups. 

Therefore, the outcomes of the pretest and posttest of the test 

procedure are independent from those of the control procedure. 

Hence, this reduces generalizability of outcomes, and it makes 

the alternative variable more plausible. 

 

 

4. RESULTS AND DISCUSSION 

 

4.1 Cyberattacks and network vulnerabilities 

 

According to the research, the greatest interest of 

infrastructure developers who work on networked systems is 

to improve security. Firewalls strive to address issues such as 

denial-of-service or cyberattacks, but occasionally fail to 

achieve the expected results. According to Mitchell [10], some 

cyberattacks cannot be protected by firewall. If the network 

utility system is flawed, firewall cannot shield a user from 

suspicious traffic occasioned by insider threats [11]. 

Essentially, some threats are in-built, and one requires an 

antivirus for additional protection even as they use UMT. Also, 

when people share USB devices, possibilities of malware 

attacks increase [13]. Often, a first instinct is that the in-built 

system will scan the device to ensure it is safe. While the 

device might be safe from virus, kit could be a potential data 

carrier across the network. As established, most hardware 

firewall cannot detect web-based problems, and even in such 

a case, a broadband router is less likely to prevent a 

cyberattacks [16]. Also, data leakage could occur from the 

equipment manufacturer. This hardware leakage problem 

increases a user’s vulnerability to attacks because of the 

exposed IP address. This part responds mostly to the 

alternative hypothesis, which shares the skepticism of other 

groups over the effectiveness of firewall. Still, several others 

share in the thoughts of the null hypothesis, which conclude 

the firewall prevents cyberattacks.  

Network attacks are classified into: snooping, Distributed 

denial of service (DDoS), man in the middle Attacks, Code 

and SQL Injection Attacks, Privilege Escalation, viruses, 

worms, Trojans etc. Snooping is the process where an attacker 

listens to traffic during data transfer between machines and 

accessing the network to read confidential information [3].  

DDoS is a type of network attack where the attackers create 

botnets, compromise of devices, and use them as means 

through which false traffic is directed to network or servers [3]. 

An example of DDoS at the network level is when huge 

volumes of SYN packets are sent to overwhelm a server by 

performing a number of SQL queries that prevent the 

databases from functioning. Man in the Middle Attack occurs 

when traffic through a network is interrupted. This type of 

attack majorly occurs when the communication protocol is not 

secured or the attackers manage to go bypass the security, and 

access data that is transmitted, and access credentials of the 

user [1]. Code and SQL injection attacks occur when an 

attacker accesses a website that does not validate inputs and 

fill out a form or make an API call that enables passing of the 

malicious code rather than the expected information. After the 

code has been executed, the server allows the attackers to 

compromise it [7]. Viruses is the most likely form of network 

attack that occurs when the user clicks or copy media or a host. 

Most viruses undergo self-replication without the user being 

aware of their presence. Viruses tend to be spread into instant 

messaging, emails, removable media, and network 

connections. Worms have similar characteristics as viruses 

and have the ability to self-replicate and spread full copies and 

segments of itself through the network. Trojans are programs 

that occur in a similar manner as legitimate software and allow 

the attacker to spy on the legitimate user when the user calls 

upon the software [2]. Network vulnerabilities are classified 

into: hardware issues, physical device security issues, firewall 

issues, IoT devices, unauthorized devices, software 

vulnerability, etc. Hardware issues occur when network 

devices such as routers are not properly managed through 

upgrades or replacement [8]. Physical device security is a 

vulnerability that occurs when access to a device is 

unsupervised and an intruder gets the opportunity to download 

code from a prearranged location or copy it from a USB device. 

Firewall issues that cause vulnerability of a network include: 

the installation of unnecessary services, the use of few 

firewalls, etc. [10]. Wireless issues that lead to increased 

vulnerability of a network include poorly secured Wi-Fi 

network that enable connection of nearby devices that get past 

80



 

the firewall. Access points that do not have passwords create 

the risks of anyone nearby being able to gain access and lack 

of encryption of a Wi-Fi with a password that make devices 

readily available to incoming and outgoing traffic.  

 

4.2 Firewalls are effective 

 

Firewalls are effective when chosen correctly and used for 

the intended purpose. They offer different layers of protection, 

and everything depends on utility. For instance, not everybody 

is in need of a filtering firewall such as packet-filtering, proxy, 

and inspection [15]. In packet-filtering, one’s greatest interest 

should be cyberattacks such as eavesdropping and phishing 

that are directly linked to the ISP. Occasionally, ISPs engage 

in datamining exercises for their Know-Your-Customer 

research exercises and the possibility of creating loopholes for 

cyberattacks increase [12]. Therefore, a firewall protection 

technology that filters packets of data is required. A person 

opting for proxy should not that it protects users against 

external attacks on IP addresses. For the inspection filtering, 

the firewall protects one against spam emails [9]. Such levels 

of protection are excellent for individual level support even 

though companies also need them. However, conglomerates 

should opt for hardware and cloud-based systems that operate 

at a larger scale like NAT and SMLI. 

According to the discourse, the alternative hypothesis is 

more feasible because it answers more questions in the 

research [7]. Indirectly, the alternative hypothesis establishes 

that firewall protection enhances system performance and 

occasionally protects users against viruses [20]. The 

alternative hypothesis is accepted when there is a positive 

correlation between the number of firewalls in the system and 

the number of cyber-attacks i.e. when the increase in the 

number of firewalls results into lower number of cyber-attacks 

on the devices.  

Also, it educated users on acquiring more knowledge of in-

built firewalls to establish that they are getting the right level 

of defense and the manufacturer of the computer does not 

propagate cyberattacks on clients [12]. According to [3], in the 

5G network era, the possibility of manufacturer-driven 

cyberattacks is high. Additionally, the alternative hypothesis 

explains why firewalls are both hardware and software while 

emphasizing the undeniable need for protection from 

cyberattacks. The use of both hardware and software firewalls 

is effective towards achieving effective protection of devices 

from attack by complementing each other [16]. A hardware 

firewall protects devices such as printers and computers from 

unauthorized access by dangerous traffic. The act of 

combining hardware and software firewalls provide protection 

to computers and other devices in a network. The hardware 

firewalls regulate traffic coming in from and going into the 

internet while software firewalls ensure security of what is 

coming into or going out of a device such as a computer. The 

hypothesis expects users to learn about host-based intrusion, 

malware, and the need for developing critical infrastructure to 

manage phishing [5]. Generally, the alternative hypothesis is 

more comprehensive and offers sufficient room for future 

research. 

 

 

5. CONCLUSION 

 

Firewall protection is necessary for preventing cyberattacks. 

However, one must be knowledgeable on the required layer of 

protection to avoid depending on an in-built system that 

continues predisposing a computer to malicious sites. Based 

on the null hypothesis, firewall prevents all cyberattacks, but 

the alternative hypothesis argues that levels of protection 

differ depending on the problem one faces. Some people deal 

with spam mails, phishing, eavesdropping, and identity theft 

among other forms of cyberattacks. As such, it is important to 

treat every situation uniquely by proposing the use of different 

firewalls.  
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