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The concept of chaos, which has entered the literature since the 19th century, has been used
for the protection of information with the development of information technologies in recent
years. Chaos circuits are frequently used in secure communication systems because of its
unpredictability and ease of modeling. In this paper, real-time fuzzy control method was
used for master-slave synchronization of Rucklidge chaotic circuit. Also, sinusoidal signal
and image encryption were used for application of secure communication process in
LabVIEW platform. Data acquisition system was used to implement real time application.

Fuzzy control performed synchronization at the end of the specified period and image
encryption and decryption were successfully obtained in the developed system.

1. INTRODUCTION

With the spread of the Internet, it is observed that
communication technologies over the web are increasing very
rapidly. In addition, the process of transmitting a personal
image to another receiver over the internet with the help of
various applications takes place millions of times in a day. In
addition to personal image transmission, many images
including security and privacy are transmitted for military,
medical and industrial applications. For this reason, it is an
inevitable reality to create a secure communication platform.
Many scientists are working hard to realize a more secure
communication platform.

As a result of the first studies on image encryption, many
standards such as advanced Encryption Standard (AES), Data
Encryption Standard (DES), International Data Encryption
Standard (IDES) and Linear Feedback Shift Register (LFSR)
have been tried to be created, but the results obtained from
them are large. It has been observed that the data transmission
rate is low and it is insufficient in real-time applications [1-3].
As a solution to this, chaos-based studies are presented as a
solution proposal.

Chaos theory is a method that is defined for explaining the
tendency of parts of physical reality in a deterministic system.
It is seen that behavior form of chaos arises in continuous,
discrete and time-delayed systems. Chaotic behavior is used in
different areas such as cryptology, driver circuits, increasing
effectiveness of heuristic optimization methods, random
number generators, secure communication systems, image
processing and internet banking [4-17].

Chaos-based algorithms have been started to be developed
for secure communication due to the fact that chaotic systems
are extremely sensitive to initial conditions, have an ergodicity
and complex structure, and a deterministic randomness
structure.

The preferred methodology for chaos-based secure data
transmission is to define two chaotic systems as Master-Slave

1461

and synchronize these two systems at a desired time. Chaos
synchronization is a very important issue in the nonlinear
system. Synchronization method is used to synchronize two
identical chaotic systems according to different initial
conditions. If Master-Slave form is designed for two chaotic
systems, at time which is specified, the slave system will start
following the master system and chaotic synchronization will
be performed [18]. In the secure communication systems,
Master and Slave systems serve as transmitter and receiver
respectively. Synchronization is required for secure
communication to be successfully established between
transmitter and receiver. Because of this reason, chaotic
synchronization must be performed in real time.

When the studies published in the literature are examined,
it is seen that many scientists have studied about chaotic
system but there are few both the real time implementations of
chaotic systems and the real time synchronization of chaotic
systems [19-22].

Artificial intelligent methods such as Fuzzy system can be
used for synchronization of switched chaotic systems for
secure communications [23-25]. Fuzzy logic is frequently
used in real-time applications, distinguishing itself from other
artificial intelligence methods, due to the fact that it controls
according to expert-based rule base and that the infrastructure
of existing technological devices is suitable for real-time
application. In this paper, the chaotic Rucklidge system’s
Master-Slave synchronization for real-time image encryption
and decryption applications was carried out using the fuzzy
control method. In the realization of these transactions,
LabVIEW is preferred for real-time applications due to its
usage advantage and programming convenience by using
DAQ (Data Acqusition) card, myRIO and cRIO within it in
control, communication, biomedical systems [26-28].

Along with this introduction which defines that the aim of
this study is to realize real-time artificial intelligence-based
synchronization in an image encryption application for a
secure communication, Rucklidge chaotic system examined in
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the paper is explained in the next section. The master-slave
synchronization obtained between chaotic circuits via fuzzy
controller and the used formulations are given in same section.
The results of both simulation and real time synchronization
outputs are given in Section 3. Also, secure communication
and image encryption/decryption application have been
carried out in this section. In this section, it is emphasized that
a secure communication is achieved thanks to the algorithm
performed by examining the values of points such as
correlation coefficient (CC), peak signal to noise ratio (PSNR)
and structural similarity index (SSIM). Finally, the results
obtained from Section 3 are concluded in Section 4.

2. MATERIAL AND METHODS
2.1 Rucklidge chaotic system

The Rucklidge chaotic system used frequently in fluid
mechanics is modelled with a third-order set of non-linear
differential equations performing chaotic outputs [24].
System’s differential equations are shown in Eq. (1).

X=—Mx+Ly—yz
y=x
Z=—z+y?

(M

where, x, y, z are state variables while M and L are positive
system parameters. State space diagrams on x-y, X-z and y-z
of Rucklidge chaotic systems are shown in Figure 1 and that
on x-y-z plain of the system is given Figure 2. M and L values
are chosen as 2 and 6.7 while the initial parameters of the
chaotic circuit which are x(0), y(0) and z(0) are chosen as 1, 0
and 4.5, respectively [25].
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Figure 1. Rucklidge chaotic system on a) x-y plain, b) x-z
plain and c) y-z plain
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Figure 2. Rucklidge chaotic system on x-y-z plain
2.2 Fuzzy synchronization of chaotic system

In the mid-1960s, Zadeh introduced Fuzzy set theory to deal
with uncertainty and problems involving uncertainty. After the
performance of fuzzy systems emerged, many scientists used
this methodology to control their systems. Fuzzy systems are
used in a wide range of fields such as control, biomedical,
communication, mathematics and image processing. Fuzzy
logic is successfully used in many applications in the world.
Fuzzy system’s success is due to its suitability for both
theoretical and practical application.

The fuzzy system architecture is given in Figure 3. There
are four main parts in a fuzzy controller.
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Figure 3. Architecture of the fuzzy system

Error dynamic of chaotic system's each output for different
initial conditions must be obtained to implement the chaotic
synchronization by the fuzzy controller. Master system and
Slave system’s differential equations consisting control
function are illustrated in Eq. (2) and Eq. (3) [24].
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where, pi(t), po(t) and ps(t) are the control functions. The
errors of the system in Eqgns. (2) and (3) are expressed in Eq.
(4) as e1 = Xs — Xm, €2 = Ys — Ym and e3 = zs — Zm.

é1= —M.Xs+MXm+Lys—Lym—ysZs+ymZm+[11(t)
€2=xs—Xm+p2(t) @)
9.3:_25+Zm+_')/52__)/m2+,u3(t)

Master and Slave chaotic system’s initial conditions were
chosen as in the study [16]. To eliminate nonlinear
components as the fuzzy control functions being, Vi(t)=-k;ei,
Va(t)=-kses, Vi(t)=-kses.

Ui (t) =ysZs—ymZm+V1 (t)
pa(t)=V2(t) (%)
ps(t)=ym*=ys®

while calculating pi(t), p2(t) and ps(t), ki, k2 and ks values are
selected as k=20, k=30, ks=10, respectively.

Rucklidge system’s master-slave synchronization is
illustrated in Figure 4.

Xm, Ym, Zm kLk2,k3 Xs, ¥s, Zs

ele2,e3 Vi,V2,v3
Fuzzy Controller

A 4

Slave System

v '

Master system

Figure 4. The master-slave synchronization’s block diagram

The inputs of fuzzy system are error (e) and the nonlinear
component signal (ut) for each state variable. Figure 5 shows
the membership functions of the fuzzy system.
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Figure 5. a- The input MF for error, b- The input MF for
nonlinear component signal and c- The output MF

Table 1 shows the rule table for the designed fuzzy control.

Table 1. Fuzzy controller’s rule table

pr—e_ NB NS Z PS PB
NB NB NB NS NS Z
NS NB NS NS Z Z
Z NS  Z Z PS  PS
PS Z Z PS PS PB
PB Z PS PS PB PB

2.3 Image encryption on Master-Slave system

The block diagram to be used for image encryption in secure
communication using the master-slave synchronization
structure is shown in Figure 6 [23].
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Figure 6. The schematic diagram of image encryption and
decryption of chaos synchronization

2.4 Lyapunov exponents of the system

Lyapunov exponents mathematically indicate whether a
system has time series. As it is known, since chaotic systems
react very sensitively to initial conditions, this method
expresses this sensitivity numerically. The fact that at least one
of the Lyapunov exponents represented by L is positive
indicates that the system is chaotic [29]. L;=1.2528,
L»,=0.0018 and L3=-0.2546 are obtained when the parameters
are fixed as specified (M=2 and L=6.7) and this system is
started to run for initial conditions (1, 0, 4.5).

YL

j+1

D, =j+ = 4,927 (6)

As can be seen, because of the fact that one of the Lyapunov
exponents in Figure 7 has a positive value, the necessary
condition is fulfilled for being a chaotic system.



Dynamics of Lyapunov exponents
T T T

b

0 50 100 150 200 250 300 350 400 450 500
Time

Figure 7. Dynamics of Lyapunov exponent

3. IMPLEMENTATION OF THE SYSTEM VIA
LABVIEW ENVIRONMENT

In the paper, Rucklidge chaotic system’s simulation and real
time synchronization is implemented in LabVIEW
environment. Graphical code-based structure of master-slave
synchronization using the equations of the chaotic system is
given in Figure 8. Since there are 3 different state variables in
the slave system, three different fuzzy controllers are created
for each of them.

Before the implementation of image encryption, firstly,
master-slave synchronization was observed with a sinusoidal
signal of which amplitude is 0,1 V and frequency is 0,2 Hz.
Results of simulation and real-time are shown in Figures 9 and
10. In both simulation and real time applications, the slave
system of chaotic system with different starting conditions
followed different trajectories until the 20th second, after this
time, it followed master system.
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Figure 8. Block diagram of Master-Slave system
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Figure 9. a) The moduled signal, b) The demoduled signal c)
the error of the state variables between Master and Slave
systems
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Figure 10. The real time state-space diagrams of the chaotic

Master Rucklidge System for a) x-y, b) x-z, ¢) y-z planes and

d) The modulated signal (yellow) and the demodulated signal
(blue)

Figure 11. The original image (green)-the encrypted image
(red)

Real time results were obtained from NI-6009 data
acquisition card (DAQ) which has 8 analogue inputs (14-bit,
48 kS/s), 2 analogue outputs (12-bit, 150 S/s) and 12 digital
1/0, and 32-bit counter. Because of the fact that the voltage
range of DAQ analogue outputs is between 0 and 5, the state
variables need to be attenuated 20 times.

As can be seen in Figure 9-c, for each variable, after the
fuzzy control was activated at 20 seconds, the slave system
started to follow master system very quickly and the error
between master and slave system quickly decreased to zero.

Three images were used for secure communication system.
To see performance of the image encryption process, it was
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seen that there was almost no similarity between the two
images according to the original and the encrypted images’
histograms. Histogram graph is only given for image-1 shown
in Figure 11. Also, image encryption in front panel of
LabVIEW platform and real-time results of three different
images were shown in the Figures 12, 13, 14 and 15.
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Figure 13. a) Original grayscale image (U16) b) Encrypted
image ¢) Decrypted image

Figure 14. a) Orginal grayscale image (U16) b) Encrypted
image c¢) Decrypted image

Figure 15. a) Orginal grayscale image (U16) b) Encrypted
image c) Decrypted image

Also, correlation coefficient (CC), peak signal to noise ratio
(PSNR) and structural similarity index (SSIM) are examined
for each three images in Table 1.

Table 2. Similarity parameters for the original and the
encrypted image

Image Dimension CcC PSNR SSIM

Image-1 1280*960 -0,0481 15,3261 0,03478
Image-2 300*138 0,0139  9,2598  0,02965
Image-3 228*221 -0,0515 13,0052 0,02611

The CC varies between -1 and 1. The similarity increases as
the coefficient approaches 1, and when it approaches -1, the
similarity decreases. Another structural similarity index is
SSIM. If the value of it is approaching 1, the similarity of the
two images increases, if it is approaching 0, the similarity of
that decreases. Another calculated parameter is PSNR [30-33].

It can be said that according to the results obtained from the
similarity parameters in Table 2, image encryption process is
performed very successfully by using chaotic systems.

4. CONCLUSIONS

In literature, there are few studies about real time
application on chaotic systems while there are many ones
about simulation of it. In this paper, it was tried to implement
real-time fuzzy synchronization and image encryption by
using it for secure communication. A controller was designed
to use Rucklidge chaotic system’s the Master-Slave
synchronization with fuzzy control method. Simulation and
real-time application were designed in LabVIEW platform. As
can be seen from figures given above, after the controller is
activated, 2 structures designed for the Rucklidge chaotic
system follow each other.

By using DAQ card, it was tried to obtain real-time results
on the designed chaotic system. Since the voltage limit of the
DAQ card is between 0 and 5V, the signal sent to the output is
attenuated in real time applications. Chaotic attractors and the
modulated and the demodulated signals were obtained from an
oscilloscope.

A secure communication simulation and image encryption
implementation have been successfully tested with real-time



fuzzy synchronization. Considering the degree of similarity
calculated between the original images given as input to the
system and the encrypted images, it is observed that the
implemented system has yielded very successful results.

In future studies, it is aimed to realize different secure

communication applications

with the development of

technological devices that can enable real-time applications of
methodologies such as machine learning and deep learning.
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