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The dispersal of digital media due to the fast evolution of networked multimedia systems
has created an essential need for copyright prompting technologies that can protect
multimedia objects such as text, images, audio and videos from copyright ownership. This
paper proposes digital image watermarking algorithm for copyright protection based on
discrete wavelet transform, discrete cosine transform and singular value decomposition.
In this method a watermark is embedded into the low frequency sub-band of a host image,
after subjecting the watermarked image to various attacks like Gaussian noise, rotation
sharpening, noise and pepper salt and speckle noise etc., we extract the originally inserted
watermark images from LL sub-band by Truncated singular value decomposition and

compare them on the basis of their mean square error, peak signal to noise ratio and
normalized correlation values. Experimental results are provided to illustrate that the
proposed scheme is the robustness of the technique on wide set of attacks.

1. INTRODUCTION

The internet is an excellent dispensation system for digital
media as it is expensive eliminates warehousing and stock,
delivery is almost instantaneous and it quickly becomes clear
that people want to copy videos, pictures and music. However,
content owners also see a high risk of unauthorized use. To
tackle with copyright issues, digital watermark is then
introduced to solve this problem. Digital watermarking is a
process of inserting watermark information into cover image.
Watermark is the copyright information which protects digital
data from the illegal replication and distribution.

Watermarking schemes can be divided into two categories
according to the embedding domain: spatial-domain and
frequency-domain  [1]. Compared to spatial-domain
watermarking techniques, frequency-domain techniques
proved to be more effective with respect to achieving the
imperceptibility and robustness requirements of watermarking
algorithms [2]. Frequency-domain transform include the
Discrete Wavelet Transform (DWT), the Discrete Cosine
Transform (DCT) and Discrete Fourier Transform (DFT).
However DWT has been used in digital image watermarking
eternally due to its excellent spatial localization and
multiresolution characteristics, which are identical to the
theoretical models of the human visual system [3, 4]. The main
advantage of wavelet transform method is their superior
robustness and imperceptibility requirements of digital
watermarking algorithms.

Several watermarking algorithms have used evolutionary
algorithms to solve optimization problem in digital image
watermarking and many image watermarking techniques
combining these three transform DWT, DCT and Singular
Value Decomposition (SVD) method have been proposed [5-
17].

Golshan and Mohammadi [16] proposed DCT-DWT-SVD
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based intelligent algorithm to make improvements in
imperceptibility and robustness under several attacks and
different images. Mei et al. [18] proposed a digital image
watermarking algorithm based on DWT and DCT method. In
embedding process, the host image is decomposed into three
level discrete wavelet transform and the watermark image is
embedded only in high frequency band information of DWT
image. Lai and Tsai [19] proposed an algorithm for image
watermarking scheme based on DWT and SVD. In the
embedding process, the host image is decomposed into four
sub-bands and SVD is applied to horizontal (H) and vertical
(V) sub-bands diagonally. After that the singular values of H
and V sub-band are modified with the watermark image and
then apply SVD to them, respectively.

This paper familiarizes an algorithm of digital
watermarking based on DWT, DCT and SVD technique to
embed watermark image into the cover image and the
proposed method has been extensively tested with various
kinds of attacks such as rotation attack, salt and pepper attack,
Gaussian noise attack, sharpening and speckle noise attack.

The rest of the paper is organized as follows. In section 2,
we introduce the concepts DWT, DCT and SVD briefly. In
section 3, proposed algorithm steps in detail and image quality
and similarity parameters in section 4. Section 5 presents the
experimental results to demonstrate the performance of the
proposed scheme. Concluding remarks given in section 6.

2. BACKGROUND
PRELIMINARIES

OF MATHEMATICAL

The DWT, DCT and SVD transforms have been widely
used in many digital watermarking applications. In this section
we introduce these transforms briefly and outline their
relatedness to the implementation of digital watermarking.


https://crossmark.crossref.org/dialog/?doi=10.18280/rces.080205&domain=pdf

2.1 Discrete wavelet transform

In mathematics, the Haar wavelet is a sequence of rescaled
"square-shaped" functions which together produces a wavelet
family or basis [20]. The Haar wavelet was proposed in 1909
by Alfred Haar. These Haar functions used to give an example
of an orthonormal system for the family of square-integrable
functions on the unit interval [0, 1]. The Haar wavelet's mother
wavelet function (t) can be described as

1, 0<t<1l/2
wt)=-1 1/2<t<1 (1)
0 otherwise
and its scaling function ¢(t) can be defined as
40 = 1, 0<t<l )
1o otherwise” 2)

Discrete wavelet transform is a mathematical tool for
decomposing an image in hierarchically [21]. The
multiresolution representation of the image by hierarchical
process in a wavelet domain is most important for scalable
transmission and successive decoding of the watermark [22].
It is used in many applications of signal processing such as
compression, internet communications compression, video
compression, object recognition and numerical analysis. The
discrete wavelet transform divides the input image into four
non-overlapping multiresolution sub-bands LL, LH, HL and
HH. The sub-band LL represents the coarse-scale DWT
coefficients while the sub-bands LH, HL and HH represent the
fine-scale of DWT coefficients. Discrete Haar wavelet
transform is applied effectively in applications such as
watermarking as well as image compression methods can
benefit from a good model of the human visual system (HVS)
because it provides a simple and computationally efficient
approach for analyzing the inside aspects of an image or signal
[23]. Due to its excellent spatial localization and
multiresolution properties, the discrete wavelet transform is
very applicable to identify the areas in the cover image where
a watermark can be inserted effectively.

2.2 Discrete cosine transform

Discrete cosine transform is a finite sum of cosine functions
oscillating and varying with different frequencies. The DCT,
first proposed by Nasir Ahmed in 1972, is a widely used
transformation technique in signal processing and data
compression. The DCT is similar to the discrete Fourier
transform for which it transforms a signal or image from the
spatial domain to the frequency domain.

The discrete cosine transform is a technique for converting
a signal into elementary frequency components [24]. It
represents each pixel of an image as a sum of sinusoids of
varying magnitudes and frequencies. For an input image X of
size MXN, the DCT coefficients for the transformed output
image Y are computed according to Eq. (3) shown below.
X(m,n) is the intensity of the pixel in row m and column n of
the image X and Y(u,v) is the DCT coefficient in row u and
column v of the DCT matrix.

Y(uv) = auavff X(m,n) cos(%j

m=0 n=0

cos(%)ﬁéus M-land0<v<N-1

3)
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2.3 Singular value decomposition

Every real matrix A of size MX N can be decomposed into
a product of three matrices of the form

A=USV’ 4)
where, the U and V are real unitary matrices such that UU™=I,
VVT=] and S is called diagonal matrix holding the singular
values of A which are obtained by taking the square root of the
eigen values of AAT and ATA. The columns of U are called the
left singular vectors of A and columns of V are called right
singular vectors of A [25].
The above decomposition can also be expressed as

;
T
A= Zuigivi )
i=1
_ T T T
A=uoVv, +U,o,V, +---+U.0,V, (6)

where, r is the rank of the matrix A. u; and v; are called i left
and right singular vectors of U and V respectively. Also, ai’s
are singular values appearing in non-increasing order along the
main diagonal of S.

The approximate truncated expansion of A can be expressed
as

B= iuiqvf. (7)

where, 1<k<rank(B,t) called truncated value and rank(B,t) is
the number of singular values of B that are greater than
tolerence (t). Here the two sums in Eq. (5) and Eq. (7) are not
exactly same because k truncate the number of singular values
of B that are greater than t [26].

SVD in digital watermarking gives the spectral information
of both host and watermark images which helps to embed
watermark information into the cover image.

3. PROPOSED METHOD

The proposed algorithm is a combined DWT, DCT and
SVD based process which increases the robustness without
much degradation of image quality against the image
processing attacks. The algorithm has two parts, watermark
embedding and watermark extraction as given below

ALGORITHM:
Watermark embedding algorithm:
Input: Gray scale host image | and original watemark image
w
Output: W=
Step 1. First of all we decompose the cover image into four
sub-bands. In this paper, we use one level Haar transformation
for decomposition of cover image | into four sub-bands.



[LL, HL, LH, HH] = dwt (1). (8)
Step 2. After performing DWT, we perform DCT to LL sub-
band of cover image.

D, =dct(LL). )

Step 3. In the same way, we apply DCT to watermark image.

D,, =dct(W). (10)
Step 4. Apply SVD to both DCT coefficients of LL sub-band
of a cover image and DCT coefficients of watermark image.
Suppose D¢ be the DCT coefficients of LL sub-band of a cover
image and Dw be the DCT coefficients of watermark image
then,

SVD(D.) =U¢ S¢ V' .
SVD(Dy, ) =Uy SWVWT' (b

Step 5. Now we add singular values of DCT coefficients of
cover image and scaling factor multiplied by singular values
of DCT coefficients of watermark image

S, =S. +as,. (12)
Step 6. Again apply SVD to S,
SVD(S,)=U"S"VT. (13)

Step 7. Truncate the singular values of S™ with the singular
vectors of U, V¢ and obtain the modified DCT coefficients

k1
X =2 Ug 8 Vg, 1<kl<rank(S", t). (14)
i=1

where, U, V¢ are left and right singular vectors of Uc and V¢
Also, k1 is number of truncated singular values that are greater
than tolerence (t).

Step 8. Apply inverse discrete cosine transform to modified
DCT coefficients (X1)

W, = ldct (X,,). (15)
Step 9. Finally, obtain the watermarked image by applying
inverse discrete wavelet transform to Wt

W, = ldwt (W,,, HL, LH, HH,'haar ). (16)
We wused ‘haar’ as a wavelet filter which works

decomposing a image into four non-overlapping

multiresolution sub-bands LL, HL, LH and HH called DWT

coefficients in a frequency domain.

Watermark extraction algorithm:

Step 1. Apply one-level Haar wavelet transform decompose

watermarked image Wy (possibly distorted due to various

kinds of attacks) into four sub-bands

[LLL, HLL LHI, HH1] = dwt(W, ). (17)
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Here LL1, HL1, LH1 and HH1 are Haar wavelet coefficients
in a frequency domain obtained by applying DWT to the
watermarked image Wj.

Step 2. We compute the DCT coefficients of LL1 sub-band of
watermarked image by applying discrete cosine transform to
LL1 sub-band

D', = dct(LLY). (18)
Step 3. Compute singular value decomposition of DCT
coefficients of LL1 sub-band of watermarked image

svD(D",)=U", S,V - (19)

Step 4. Extract the singular values by using the formula and
compute its SVD

(20)

SVD(S)=U, SV, . (21
Step 5. Rearranging Ss with original singular vector matrices
Uw, Vw of watermark image

U, SV, = X. (22)

Step 6. Truncate singular values of Ss with the singular vectors
of Uw, Vw

k2
Xip = D Uy S V' and 1< k2 <rank(S,, t). (23)
i=1

Step 7. Finally, extract watermark image Weg by applying
inverse discrete cosine transform to Xg.

We = ldct (X,,). (24)

4. PERFORMANCE MEASURES

The performance of the watermarking algorithm can be
evaluated on the basis of its robustness and imperceptibility.
Peak signal to noise ratio (PSNR) is widely used to measure
imperceptibility between the original image and watermarked
image. A larger peak signal to noise ratio (PSNR) indicates
that the watermarked image more closely resembles the

original image meaning that the watermark is more
imperceptible. The PSNR is defined as
255 Y’
PSNR =10log,, [mj (25)
where, the mean square error is defined as
MSE =S S(XQD-WGEDF. (o)
Mx N =4

i=l j=1

where, X(i, j) is a pixel of the original host or cover image of
size M>N and W(i, j) is a pixel of the watermarked image of



size M>N.

The robustness of the algorithm determined in terms of
correlation factor. The similarity and differences between
original watermark and extracted watermark is measured by
Normalized correlation (NC). Its value generally O to 1. Ideally
it should be 1 and acceptable value is 0.7 [12].

N

iZ(WOTQ (I’ J) ><\Nrec (l, J))

i=l j=1

\/iZN:WUFQZ(i’ J) \/iZN:Wrecz (I, J)

i=1 j=1 i=1 j=1

NC = (27)

where, W,.(i, j) is a pixel of the original watermark of size
M>N and W...(i, j) is a pixel of the recovered watermark of
size M>N.

5. NUMERICAL EXPERIMENTS

We implemented the proposed algorithm using MATLAB
2016a with system specifications windows 7 OS, Intel i5 core
processor and 64-bit operating system. We evaluated the
performance of the combined DWT-DCT-SVD based
watermarking algorithm. The gray scale Barbara, Lena and
peppers images of size 512>5612 as host images for which
embedding watermark effectively and cameraman image of
size 256>256 is used as watermark image as shown in Figure
1. This section provides experimental results of proposed
DWT-DCT-SVD based watermarking scheme was tested with
three different images Barbara, Lena, and Peppers using
various image processing attacks such as rotation attack, salt
and pepper attack, Gaussian noise attack, sharpening and noise
and speckle attack with the watermarked images.

The performance of the proposed algorithm of experimental
results shows in Table 1 and Table 2. Obtained results (see
Table 1) shows that the PSNR value between host and
watermarked images are 51.30 dB and 71.23 dB at scale factor
alpha («)=0.01 and 0.001 with NC value 1 and 0.999
respectively. In order to achieve better performance compared
to Ganic and Eskicioglu [27], Liu and Tan [28] and Lai and
Tsai [19], and NC values shown in Table 2 against Gaussian
noise attack.

Table 1. Comparison of imperceptibility (PSNR) with the
work of Ganic [27], Liu &Tan [28] and Lai & Tsai [19]

Method Scale factor () PSNR
Ganic [27] 0.01 37.80
Liu & Tan [28] 0.01 51.50
Lai [19] 0.01 51.14
Proposed 0.01 51.30
0.001 71.23

Table 2. Experimental results showing Normalized
Correlation (NC)

Gaussian noise attack (GN)

Method Scale factor NC
Ganic [27] 0.01 0.9377
Liu & Tan [28] 0.01 0.8953
Lai & Tsai [19] 0.01 0.9756
Proposed 0.9 0.9904
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Table 3 shows that the results of image watermarking
process without noise attacks. The Cameraman image is
extracted from Barbara watermarked image with PSNR
31.6845 dB and 51.3307 dB at scale factor alpha ()=0.1 and
0.01 respectively and truncated singular values k1=253,
k2=250. The PSNR calculated for Lena image are 31.7082 dB
and 51.3016 dB at scale factor alpha (a«)=0.1 and 0.01
respectively, also extracted watermark from Lena
watermarked image with truncated values k1=251, k2=251 at
a scale factor alpha ()=0.1 and 0.01.

For pepper image, PSNR obtained 31.0842 dB and 50.6766
dB at scale factor alpha ()=0.1 and 0.01 respectively and the
watermark extracted by Pepper watermarked image with
truncated values k1=253, k2=250 and k1=252, k2=251 at scale
factor alpha ()=0.1 and 0.01 respectively.

Table 3. MSE, PSNR, NC and Truncated results for
watermarked images without noise attack

Images  Scale MSE PSNR NC Truncated
factor values
() (k1,k2)
Barbara 0.1  1.0117e-8 31.6845 1 (253,250)
0.01 4.8092e-7 51.3307 1 (253,250)
0.001 1.7222e-4 71.2573 0.9997  (253,250)
Lena 0.1 1.1073e-8 31.7082 1 (251,251)
0.01  4.5003e-7 51.3016 1 (251,251)
0.001 8.49%-5 71.2331 0.9999 (251,251)
Peppers 0.1  4.838le-9 31.0842 1 (253,250)
0.01 4.5203e-7 50.6766 1 (252,251)
0.001 1.3819e-4 70.6005 0.9998  (252,251)

Table 4. Normalized correlation (NC) and MSE for Barbara
watermarked image due to three different noise ataacks at
scale factor alpha=0.9 and tolerence (t)=0.01

Image Noise Variance  Scale MSE NC
attack factor
(2)

0.01 0.9 0.0122  0.9938

0.02 0.9 0.0168  0.9886

0.03 0.9 0.0217  0.9810

Gaussian 0.04 0.9 0.0263  0.9735

0.05 0.9 0.0306  0.9651

0.06 0.9 0.0346  0.9582

0.07 0.9 0.0385 0.9512

0.08 0.9 0.0425  0.9426

0.01 0.9 0.0078  0.9965

0.02 0.9 0.0090  0.9949

0.03 0.9 0.0106  0.9929

Barbara Saltand 0.04 0.9 0.0124  0.9905

pepper 0.05 0.9 0.0140 0.9874

0.06 0.9 0.0162  0.9840

0.07 0.9 0.0179  0.9814

0.08 0.9 0.0207  0.9765

0.01 0.9 0.0121  0.9952

0.02 0.9 0.0160  0.9930

0.03 0.9 0.0193  0.9909

Noise 0.04 0.9 0.0230  0.9876

speckle 0.05 0.9 0.0263  0.9849

0.06 0.9 0.0393  0.9814

0.07 0.9 0.0327  0.9780

0.08 0.9 0.0360  0.9749




Table 5. Normalized correlation (NC) and MSE for Lena
watermarked image due to three different noise ataacks at

scale factor alpha=0.9 and tolerence (t)=0.01

Image Noise Variance  Scale MSE NC
attack factor
(a)

0.01 0.9 0.0115  0.9904

0.02 0.9 0.0164  0.9834

0.03 0.9 0.0212  0.9754

Gaussian 0.04 0.9 0.0261  0.9671

0.05 0.9 0.0302  0.9600

0.06 0.9 0.0354  0.9498

0.07 0.9 0.0398  0.9412

0.08 0.9 0.0432  0.9345

0.01 0.9 0.0073  0.9945

0.02 0.9 0.0088  0.9924

0.03 0.9 0.0104  0.9899

Lena Salt and 0.04 0.9 0.0127  0.9865

pepper 0.05 0.9 0.0145  0.9832

0.06 0.9 0.0167  0.9795

0.07 0.9 0.0191  0.9753

0.08 0.9 0.0214  0.9713

0.01 0.9 0.0110  0.9924

0.02 0.9 0.0147  0.9890

0.03 0.9 0.0181  0.9852

Noise 0.04 0.9 0.0214  0.9814

speckle 0.05 0.9 0.0254  0.9769

0.06 0.9 0.0284  0.9729

0.07 0.9 0.0320  0.9685

0.08 0.9 0.0361  0.9637

Table 6. Normalized correlation (NC) and MSE for Peppers

watermarked image due to three different noise ataacks at

scale factor alpha=0.9 and tolerence (t)=0.01

Image Noise Variance  Scale MSE NC
attack factor
(2)

0.01 0.9 0.098  0.9920

0.02 0.9 0.0153  0.9839

0.03 0.9 0.0202  0.9757

Gaussian 0.04 0.9 0.0251  0.9665

0.05 0.9 0.0293  0.9596

0.06 0.9 0.0333  0.9524

0.07 0.9 0.0370  0.9454

0.08 0.9 0.0409  0.9370

0.01 0.9 0.0047  0.9969

0.02 0.9 0.0062  0.9944

0.03 0.9 0.0082  0.9916

Peppers Salt and 0.04 0.9 0.0098  0.9888

pepper 0.05 0.9 0.0122  0.9849

0.06 0.9 0.0144  0.9810

0.07 0.9 0.0162 0.9776

0.08 0.9 0.0196  0.9714

0.01 0.9 0.0093  0.9946

0.02 0.9 0.0131  0.9912

0.03 0.9 0.0169 0.9876

Noise 0.04 0.9 0.0209  0.9832

speckle 0.05 0.9 0.0242  0.9793

0.06 0.9 0.0276  0.9748

0.07 0.9 0.0315 0.9704

0.08 0.9 0.0352  0.9649

NC value 1 indicates extracted watermark is exactly
identical to the original image as shown in Figure 2. The
Barbara, Lena and Peppers watermarked images rotated by

30<and extracted watermark with NC values 0.9542, 0.9066
and 0.9364 respectively. The watermarked images due to
various kinds of attacks for Barbara, Lena and Peppers images
as shown in Figure 3 to Figure 5.

-

(c) Peppers (d) Cameraman

Figure 1. Original host images (a), (b), (c) and original
watermark image (d)

© )

Figure 2. Watermarked images (a), (b), (c) and extracted
watermark image without noise attacks (d)
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In the Table 4 to Table 6, NC values have been evaluated
for Gaussian noise, salt and pepper noise and noise speckle at
noise densities from 0.01 to 0.08. We extracted watermark
images due to various kinds of attacks with NC values greater
than 0.9 as shown in Figure 6 and obtained result demonstrate
better performance at scale factor alpha (a)=0.9. In the
experiments, we used tolerance (t) as 0.01. However, the

I

(b) Salt and pepper noise

(c) Gaussian noise attack

graphical representation of the performance by the proposed
method as shown in Figure 7 to Figure 9 reveals NC values are
very close to 1 against wide set of attacks. From this analysis,
illustration clearly demonstrates that the proposed method is
evident from simulation results are better strength and
imperceptibility for attacked image.

Al

(d) Sharpening  (e) Sp

Figure 4. Watermarked Lena images with various kinds of attacks

(a) Rotation attack by 30h° (b) Salt and pepper oiée

(c) Gaussian noise attack

v

Figure 5. Watermarked Pepper images with various kinds of attacks

(a) By rotation attack  (b) By salt and pepper noise

(c) By Gaussian noise

(d) By sharpening  (e) By Speckle noise

Figure 6. Extracted watermark images by different kinds of attacks at alpha=0.9 and tolerence (t)=0.01
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Figure 7. Performance of the proposed method showing NC values for Barbara watermarked image attacked by Gaussian noise,
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Figure 8. Performance of the proposed method showing NC values for Lena watermarked image attacked by Gaussian noise, salt
and pepper noise and speckle noise against different noise densities
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6. CONCLUDING REMARKS

In this paper, the proposed algorithm significant role of
improvement in imperceptibility and robustness under several
image processing attacks for different images. In the
simulation results, some attacks such as rotation attack, salt
and pepper attack, Gaussian noise attack, sharpening and
speckle noise have been applied to evaluate the performance
of the proposed algorithm in comparison with the other
watermarking methods. Finally, advantage of the proposed
algorithm to achieve best performance in robustness without
losing the quality of the image. For future work proposed
algorithm leads to different types of transform based methods
to improvement in image watermarking and steganography.
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