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Automated patient identification and verification are very important at a medical
emergency and when patients are not carrying his/her identity. It is a risk factor that
identifying the correct patient identity for doctors to provide medical treatment. The
majority of the identification or verification is being done by wristbands, RFID tags,
fingerprint, face detection by using handcraft feature-based face recognition systems. A
new framework based on robust deep learning model and contrast enhancement is proposed
in this paper. In the proposed work, the light illumination problem has been addressed by
the contrast enhancement technique for deep learning models to recognize the face. It is
proved that the inclusion of contrast enhancement is improving patient identification and
verification. To evaluate the deep learning framework, the proposed deep learning models
have been trained on our own dataset and have been tested with a real-time medical
providing agency. The experimental results show that the proposed framework exhibits
more robust test results with accuracy than existing hand-crafted techniques under the live
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webcam video capture for the real-time patient detection system.

1. INTRODUCTION

Patient identification and verification play an important role
to provide medical facilities to the patient in the hospital
environment at the time of emergency. Over the last few years,
it has become popular in the healthcare industry because of its
wide range of uses such as providing corresponding doctor’s
consultation, providing safety to the patients, acquiring
healthcare facilities by the patient, storing and retrieving the
electronic health records. Till now, the identification of
patients is being done by using patient health cards,
identification wristbands [1, 2] or radio frequency
identification tags [3], fingerprint, iris, the palm of the patient
and questioning the patient for their name and date of birth or
his/her supporters for their information. According to their
identification, hospital staff can get their medical electronic
health record to provide corresponding doctor’s consultation
and to provide medical facilities. But, at the time of patients’
visits to the hospital or in an emergency, if the patient is unable
to provide their identity as above, then it is a challenging task
to identify the patient.

If the hospital staff is doing patient identification manually
then wrong patient identification often occurs due to staff lack
of knowledge, poor practices, and staff fatigue with the
workload. A recent edition of Serious Hazards of Transfusion
annual report 2017 [4] contains 115 cases of mistakes
including inadequate identification of patients [5]. This type of
mistake leads to performing surgery on another patient, error
in medication usage or treatment, etc. Some of the examples
are removed the patient’s wrong eye, replacement of hip to the
wrong patient, and breakdown of the wrong limb [6]. The truth
is that it causes patients’ death because they have been
wrongly identified.

There is a strong need

in identifying the patient
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automatically without questioning or asking the patient’s
identity when the patient is unable to carry the health cards,
tags, or bands. Different solutions have been provided by the
existing conventional methods for automatic patient
identification. Generally, automatic patient identification and
verification can be done in two ways [7], (i) face detection, and
(ii) face recognition. The main objective of Face detection is
to identify the face presented in the given image and produce
facial features with their locations [8]. These facial features are
used to recognize the face. The traditional face detection
systems have been developed based on feature-based
approaches. The feature-based approaches have used Facial
features [9, 10], Textures [11], the color of the Skin [12, 13],
Eigenface [14] and View-based [15] for face detection. The
existing face detection systems have also used Neural network
[16], Support Vector Machine [17], Na'We bayes [18], Hidden
Markov Model [19], Multi-resolution Rule [20], Predefined
Face Templates [21] and Deformable Templates [22] for
detecting the face.

Recognition of the face is non-contact. Faces can be
captured from a web camera and recognize without any user
interaction. Face recognition consists of three stages [23] i.e.
(i) capturing the face by using the web camera (ii) detecting
the face in the captured image (iii) matching the detected face
features with stored face features which are in the database and
providing the similarity score [24]. If the score is high, then
the corresponding patient identity will be provided to the user.
The applications of face recognition are patient identification
and verification in medical emergencies [25], patient heart rate
estimation [26], accessing out-patient information through
electronic medical records [27], video oculography [28], and
embedded security systems for accessing medical facilities
[29]. Algorithms for Face recognition can be classified as
Template and Geometric Feature-based approaches [30],
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Piecemeal and Holistic approaches [31], Statistical Method
based approaches such as considering principal components
[32], transformation technique [33], Linear combination of
features [34], linear projective maps [35], Wavelet
Transformation [36], Independent Component Analysis [37],
Kernel Principal Component Analysis [38] and Neural
Network-Based [39]; and View-Based & Modular Eigenfaces
[40] approaches.

These existing conventional methods [9-40] are failed to
detect and recognize the face due to light variation, pose
variations, occlusion, and background clutter. These methods
have used features such as Haarcascade [41], Histogram
Oriented Gradient [28], Local Binary Pattern [42], Eigenfaces
[40], etc. to extract the facial features from the image. But
these features are lacking in face detection accuracy as well as
in face recognition accuracy.

Recent studies have been exploited to overcome the
drawbacks of feature-based approaches by using deep learning
methods. In many areas, deep learning techniques have been
rapidly developed and considerable improvements have been
accomplished. In the last couple of years, to increase the
accuracy of face detection, Convolutional Neural Networks
(CNN) have been introduced. Unlike, the hand-generated
features, these methods usually take images as input and learn
the feature descriptions for different tasks automatically. Due
to this, deep learning methods could improve face detection
under extreme conditions. Deep learning methods achieve
better performance due to the availability of enormous training
data and more computational resources such as a large number
of CPU cores, GPU cores. There are many deep learning
methods to perform face detection and recognition on both
images and video such as DDML [43], DeepFace [44],
DeeplD2+ [45], FaceNet [46], VGGFace [47], CNN-ROI [48],

ASML [49], ADRL [50], SDAE+DBM [51], ABM [52], etc.
Unfortunately, these models often contain several parameters
and computations that hindrance of efficiency of the face
recognition system. Practical implementation of these works
has also not been discussed and demonstrated in the recent
papers [42-52] on face detection and face recognition. A new
framework proposed in this paper can be used for patient
identification and recognition in real-time scenarios. The
practical application of this work is born out of the growing
need in every hospital environment to identify and verify the
patient automatically and retrieve the patient health records
from the database. This paper contributes to the following:

. This paper investigates an automated framework to
identify and verify the patient using the deep learning model
in the hospital environment. This work also studies the
performance of the methods such as Haarcascade, Local
Binary Pattern, Histogram of Gradient, DLib (library for
machine learning) being used in recent years to identify the
patient.

° This paper also investigates the need for contrast
enhancement for feature-based and deep learning-based
methods.

. The paper performs the analysis on the output with
and without contrast enhancement of a deep learning-based
framework. The results are shown that it is poor without
contrast enhancement of the deep learning method for patient
identification.

. The proposed framework is implemented and
evaluated in real-time using client-server architecture and It is
also compared with the output of the feature-based systems.

The architecture of the patient identification and
verification framework is given in Figure 1.
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Figure 1. Client-server architecture for automated patient identification and verification

2. RELATED WORK

Aseem et al. [53] have proposed a strategy called SMART
that is incorporating the patient's photograph in the electronic
medical record to easily identify the patient that makes it
simple for the doctor to provide health care to that patient. This
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strategy contains two phases. First, medical identity cards are
provided to the patient. Such cards highlighted the benefit of
getting a patient photo on a medical card to help the front-end
staff to identify patients correctly. Second, the face of the
patient is captured at the time of enrolling by arranging a
casual face-to-face meeting. This paper shows the importance



of having photographs in the electronic medical record by the
hospital staff. The limitation of the strategy is the manual
taking of photos of the patient.

Johnson et al. [54] have demonstrated the method for easy
and fast retrieval of patient records using face recognition
techniques. Capturing the patient face through the web camera,
face landmarks identification on the captured image, drawing
the bounding box on the image, thumbnailing the bounding
box region, making the embeddings as a 128-vector of the
thumbnail are the different tasks used for face recognition.
Then, the embeddings are sent to the server for retrieving the
medical records of the corresponding patient. In the server, a
multi-dimensional tree search algorithm takes the embeddings
(vector) and retrieve the patient’s record from the database by
using hashing with vector. The drawback of the approach is
that while capturing the image, it fails at the lighting variations.

Jeon et al. [55] has developed an android application with a
modified version of the facial recognition engine powered by
Oezsoft Inc [56]. After capturing the face of the patient by
using the mobile phone camera, the facial landmarks are
extracted by using the face recognition method, and the facial
template is generated by using three-dimensional facial
learning data to accumulate a three-dimensional view from the
extracted facial landmarks. Then, the euclidean distances
between the facial landmarks from the three-dimensional
facial template are calculated, which are used to retrieve the
patient record. The drawback of the application is that if the
image size is below 120x120 pixels, then the face scan will not
be detected. The light sensitivity is also the constraint on the
app. It is also consuming time up to 5 minutes when this
method is used to recognize the patient in dark places with
different light conditions.

Mehra et al. [29] have demonstrated the method of face
detection with the DLib [57] and face recognition algorithm
[58] by evaluating the distance between the two face
embeddings. In this method, faces are captured by the camera.
The shape, color, texture features of the faces are extracted and
these features are made as to the 128 feature vector or face
embeddings. Then, the distance between the extracted face
embedding and the target face embedding is stored/trained.
The distance value is used to recognize the face. The limitation
of the method is that it has not been deployed in a real-time
scenario.

Naruniec et al. [28] have proposed an oculography system
that contains four modules (i) face detection (ii) tracking the
face after localization (iii) Iris localization (iv) Iris position
regression. In this paper, the authors have examined Haar
features, Histogram oriented Gradients (HoG) for face
detection and simple probabilistic approach, logistic
regression approach for classifying the face. But, these
features have a more miss-classification rate as per the results
reported in the paper.

Pabiania et al. [27] have developed a product with enhanced
monitoring and management system for the patient’s medical
record in the hospital. It is aimed to provide easy identification
of the patient and easy access to medical records of the patient
to the doctors and nurses. It is composed of two modules,
hardware and software modules. The software module used
the viola-jones algorithm [41] for detecting the face and the
AdaBoost classifier is used for face classification. The
limitation of the method is that it produces different detections
according to the overlapping windows while extracting the
facial features due to its sensitivity to light illumination. It will
not generate facial landmarks because it works on holistic

711

images with a uniform background which may not be satisfied
in most natural scenes.

Shagholi et al. [18] have developed a method to predict the
heart rate of the patient from a web camera video. Extracted
the facial features by using Viola-jones method. The existence
of a face in the image is done by using AdaBoost classifier.
The method's limitations are sensitive to lighting conditions
and face detections.

Feature-based methods are performing face recognition
using hand-generated features. But, these are not robust in
light conditions, pose variations, occlusions. Hence, To
resolve the above issues in a real-time environment, we
propose a deep learning framework for face recognition in a
client-server architecture.

3. PROBLEM STATEMENT

For improving the quality of the health services in hospitals,
the identification of patients is being done by using patient
health cards, identification bands or tags, fingerprints, iris, the
palm of the patient, questioning the patient or his/her
supporters for their information to offer better medical
treatment. According to their identification, hospital staff can
get their electronic health records to provide corresponding
doctor consultations and medical facilities. But, at the time of
visiting the hospital or in an emergency, the patient is unable
to provide their identity as above then it is a challenging task
to identify the patient. There is a need in identifying the patient
without questioning the patient and a situation that the patient
unable to carry the health cards, tags, or bands. Hence, a new
deep learning-based framework as given in Figure 1 is
proposed in this paper for the face recognition system to
identify, verify the patient for the retrieval of the electronic
health record of the corresponding patient.

4. PROPOSED METHODOLOGY

The proposed deep learning-based framework shown in
Figure 1 captures the image of the patient through the web
camera then the image is passed through the process of face
detection and recognition. Our proposed deep learning-based
framework contains two parts:

(1) Face-bank creation

(2) Patient recognition

Face-bank creation is the pre-requirement for identifying
the patient. It will be done at the time of patient enrolment. It
is retained in the server. This face-bank is used for patient
recognition on every visit of the patient.

4.1 Face-bank creation

The proposed methodology given in Figure 1 shows that
there are two major components: face detection with
alignment, face_feature generation for face-bank creation. The
patient image will be captured through the web camera while
the patient is enrolled. Patient images will be collected for all
the patients. The model used to detect the face is given in
Figure 2. The Face_detection model receives the patient image
as input then generates the pyramid of images with different
scales. Those pyramid of images is passed through three
convolutional neural networks to generate candidate windows
in initial networks and to reject false candidates, merge the



mostly overlapped candidates in later networks. This model
will classify face or non-face in the produced candidate
window of the image. This process is repeated for every new
patient. Then, all the face images produced by the
face_detection model are used to train the face feature
generation model given in Figure 3 to generate deep facial
features. The facial features generated by the trained
feature_extraction model are stored as feature vectors called
face-bank. In real-time scenarios, we are capturing the
patient’s single image through the web camera and hence, it is
produced a small amount of data, But, we need a massive
amount of data to generate deep facial features and prevent
overfitting. In practice, it is expensive to acquire such sets of
images, time-consuming and required human interaction. This

problem has been solved by using data augmentation in the
proposed framework.

4.1.1 Data augmentation

Data augmentation is the process of synthesizing new data
according to the given input data with simple affine and elastic
transformations [59]. We are capturing a single image of the
patient through the web camera for patient identification. With
that patient's single image, the deep model can not be trained
well. There is a need for generating more data for the captured
patient image. We have generated data by applying horizontal
flip, rotation, translation, brightness changes on the original
image. These generated data can improve the generalizing
capability of deep models.
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4.1.2 Face detection with face alignment

The augmented data is passed through the deep face
detection model given in Figure 2 to generate a detected face
for each image in the set. In our work, we follow Muti-Task
Cascaded Convolutional Network (MTCCN) [60] to detect a
face. In this network, 3x3 filters are used to reduce the
computing time and the nonlinear function PReLU is used
after the pooling layer, convolution layer, and the fully
connected layer (except output layer) [61]. This network
shown in Figure 2 is exploited as a face detection model in our
work. The given input image is resized into different scales of
images to generate an image pyramid. This pyramid is passed
through the cascaded convolutional networks to detect the face.
The face detection model contains three stages CNNs. In the
first stage, CNN is called a proposal network. It is used to
detect potential candidate facial windows and their
corresponding regression vectors. The output of the proposal
network is represented as

CNNlOutput = {pbeXi, pi} (1)

where, p; is the probability of having the face. pbbox; is the
proposed bounding box. After generating the probabilities for
each detected window by using the softmax, the new bounding
box for the detected window is detected using a bounding box
regressor.

The regressor takes a set of training pairs {pbbox;, gbbox;}.
Where i represents the number of training pairs i =1i,...N.
Each set consists of a proposed bounding box pbbox;
(pxi, pyi, PW;, ph;) and a ground-truth bounding boxgbbox; =
(gx;, gyi, gw;, gh; . The regressor aims to learn the
transformation between the pbbox; and the gbbox;. In the
regressor, four transformation function {A,(pbbox;),
Ay (pbbox;), Ay, (pbbox;), A (pbbox;)} are used and called
them as offsets;. Each function in the offsets is modeled as a
linear transformation function of the convolution layer
features represented as ¢ (pbbox;). The offsets; are generated
by using:

{A# € {x,y,w,h} (pbboxi)}

= W eymm®@bbox)y P

where, Wy is the learnable model parameter and it is learned

by using Eq. (3).
2, (8

i=1.N

—~ 2
— W< ey ®(@bbox,))
+/1” WJE {x,y,w,h} ”2

W, = argmin
Wy

3)

where, t; are regression targets for the training pair
{pbbox;, gbbox;} and they are calculated using Eqns. (4)-(7).

ty = (gx — px)/pw (4)
ty = (gy — py)/Pn )
tw = log(gw/pw) (6)
th = log(gn/pn) ()
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The offsets or transformation functions given Eq. (2) are
used to calibrate the proposed candidates(face region). The
calibration will be done by using the below Equations.

pgx; = px; + Ay (pbbox;) * pw; (8)
pgyi = py; + A, (pbbox;) * ph; ©)
pgw; = pw; * exp (A, (pbbox;)) (10)
pgh; = ph; * exp (4, (pbbox;)) (11)
pbbox, = (pgx;, pgy:, PIWi, PIh;) (12)

Then the CNN1gy¢pye OUtpUt becomes {pbbox,, p;}. After
calibrating the proposed candidates with probabilities, they are
given to Non-Maximum Suppression (NMS) due to some of
the face regions are mostly overlapping, those regions will be
suppressed by using NMS. The output of the network is
forwarded to the next convolutional neural network as an input.

In the second cascade network (refine network), false face
regions will be removed by applying the threshold on face
region probabilities rp;. The threshold value is higher than the
proposal network threshold value. Bounding box regression is
used to calibrate the candidate facial windows and then NMS
is employed to suppress the overlapped facial windows. The
output of the refine networks is as:

CNN2oyepue = {rbbox;,rp;} (13)
where, rbbox; is the facial region predicted by the second
cascade network. The last cascaded network (output network)
is similar to a refine network but concentrates on generating
the true face region only by applying the threshold value on
op; , which is higher than the refine network threshold value.
The network will generate an accurate bounding box (obbox;)
and landmarks’ position of the face. The facial landmarks are
used to face alignment, which could improve the face
recognition accuracy.

CNN3pytpue = {0bbox;, op;, landmarks;} (14)
where, landmarks; is the i face 5 landmark points(left eye,
right eye, nose tip, mouth left corner, mouth right corner).
These points are obtained by applying the linear
transformation on a fully connected layer of the output
network.

4.1.3 Loss function for training

For training the face detection model, various loss functions
are used to perform the tasks of face detection, landmark
localization, and bounding box regression. The cross-entropy
loss function is used for training the face detection task:

19t = — (gt 10g(py)

(15)
+ (1 - g*) (1~ log(®)))

gt € {0,1} (16)

where, pi is the probability of having the face is from Eq. (1).
Eqg. (16) indicates the label of ground-truth.



For the training the task of bounding box regression, the loss
in predicting the bounding box is calculated from Eq. (17).

Lll?box — ”glpbox _ glpbox”z

(17)

where, §°P°% is the predicted regression vector by the network.

For the training the task of landmark localization, the
Euclidean loss is given in Eq. (18) is used in the face detection
model:

Lliandmarks — ||g~ilandmarks _ glgandmarksnz (18)
where, g13ndmarks jg the predicted landmarks by the network
with five facial landmarks. glan9marks jg the ground truth
coordinates consists of the left eye, right eye, nose, mouth right
corner, and mouth left corner. The total loss for training all the
tasks is computed using the equation given in Eq. (19).

N

min ;L] (19)

i=1 je{det,box,landmarks}

where, N is the samples that are considered for training.
a; represents which task is important in the networks of the
face detection model. i.e (ager = 1, Apox = 0.5, Xandmarks =
0.5) is used in Proposal Network and Refine Network. (0tger =
1, apox = 0.5, Mandmarks = 1) is used in Output Network to

achieve a more precise localization of facial landmarks. B’; isa
sample indicator consists of {0,1}.

4.1.4 Training data

For the training the tasks of face detection, bounding box
regression, and landmark localization, we have used randomly
cropped part of the images from the dataset to get a positive
set of the images which have the intersection-of-union (IoU)
between ground truth image and the cropped image is greater
than 0.6. The negative set of images that have the IoU less than
0.3 is considered and the rest of the images are ignored.

4.1.5 Facial feature extraction

In our proposed framework, the outputs of the face detection
model are used to train the deep network model given in Figure
3 to generate deep facial features. We have used
MobileFaceNet [62] to extract the deep facial features, this
deep model takes a detected face as the input from the face
detection model. It is the pre-trained model on the MS-Celeb-
IM dataset. Then, the preprocessing is performed on a
detected face to generate an aligned face with the size of 112
x 112 and it is passed through the face generation model given
in Figure 3. The global depthwise convolution layer of the
model is used to reduce the dimension of the feature vector
instead of global average pooling. A deep facial feature vector
is generated at the last layer, i.e., a fully connected layer with
a dimension of 128. This facial feature vector is different for
each patient. This model is trained on our patient data by
calling the FACE BANK CREATION procedure to generated
deep facial features and to store the corresponding patient
names in a file as facial feature vectors or face embeddings
called face-bank. It is retained in the server. This face-bank is
used as an inference for patient identification and verification.
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ALGORITHM-1: FACE_DETECTION_MODEL()

Input:=Collect all positive, Negative and Part_face images
Convert those to 12x12 for PNet, 24x24 for RNet, 48x48 for
ONet
for i in Input do
Stage 1: Input: Positive, Negative, Part_face images of size
12x12
Compute the eq(1) to Predict the probability of having
face and
bounding box
Optimize the loss by using Eq. (15)
with parameters ( @ger = 1, @por = 0.5, Xjgnamarks =
0.5)
save the weights and bias
Stage 2: Input Positive, Negative, Part_face images of size
24x24
and landmark points
Compute the Eq. (10) to predict the probability of having
the face,
bounding box and landmarks
Optimize the loss by using Eq. (17)
with parameters ( @ger = 1, @pox = 0.5, @janamarks =
0.5)
save the weights and bias
Stage 3: Input Positive, Negative, Part_face images of size
48x48
and landmarks points
Compute the Eq. (11) to predict final probability,
bounding
box and landmark localization
Optimize the loss by using Eq. (18)
with parameters (

0.5, Xiandamarks = 1)_ .
save the weights and biases

Ager = 1' Apox =

end for
Save the weights and bias
return weights and bias

ALGORITHM-2: FACE_BANK_CREATION()

Collect all patient images PList(input_images)
Initalize face_bank
weights, biases := FACE_DETECTION_MODEL()
for i in PList
/I Detecting the face in image
Use weights an biases to compute bounding_box and
landmarks
of the face;jin the image;
Use bounding_box and landmarks for face alignment.
/I Generating the facial feature vector of that patient
Use pre_trained feature generation model to extract facial
features aligned face as explained in section Facial
Feature
extraction
Add the facial_features and name of the patient to
face_bank
return face_bank

4.2 Patient recognition

Patient identification and verification are performed in the
server as given in Figure 1. The client node captures the



patient's image and sends it to the server. The various tasks to
be done in the server are explained in the following sections.

4.2.1 Preprocessing - enhancement algorithm

Capturing the patient’s face in an uncontrolled environment
can affect the detection of the patient in the frame due to light
illuminations. To address this problem, different solutions
have been provided in the paper [45] such as Histogram
equalization, Homomorphic filters, Histogram specification,
etc. But, these methods might cause annoying side effects such
as artifacts like contour, etc, centered on the difference in the
histogram of gray-level distribution. In our work, we used an
adaptive histogram equalization based method to produce a
good contrast-enhanced image that enables us to detect face
from the poor quality image caused due to poor light
conditions. In our work, we have investigated the Adaptive
Histogram Equalization (AHE) method and Contrast Limited
AHE (CLAHE) [63]. AHE amplifies the contrast by adapting
the nearest region contrast of the image according to the
histogram equalization. Often, the AHE can generate noise
which may be amplified in comparison to the nearest regions.
It will lead to over noise in the image. To overcome the noise
amplification, CLAHE is used as the variant to the AHE to
limit the contrast amplification. In CLAHE, the slope of the
transformation function is used to amplify the contrast in the
distinct of a given pixel value. It limits the amplification by
considering the cumulative distribution function after
calculating the clipping histogram at a threshold value. The
clip limit is evaluated as the value that the histogram is clipped
at. It is depending on the normalization of the histogram and
the size of the nearest region. In real-time videos, most of the
frames affected by light distortions can overcome by using the
CLAHE technique. Hence, we have used the CLAHE
technique in our proposed method.

4.2.2 Face detection and face alignment

In this module, The enhanced patient image is passed
through the face detection model as given Algorithm-2 to
detect the face and localize the facial landmark of the patient
in the image. This deep model is capable of doing multi-task
using the cascaded network. Each layer in the cascaded
network will generate the pyramid of images with a different
scale to detect the patient face in different sizes of images. This
is an advantage of a deep learning model to detect the patient
at variable distances from the web camera. This face detection
module is the same as the module in the face-bank creation.

4.2.3 Facial features extraction and recognition

In this module, a deep learning model is used to extract the
deep facial features from the output of the face detection
model. That is the face feature generation model explained in
section Facial features extraction. The extracted deep facial
features are compared with the all deep facial features from the
face-bank. Then Euclidean distance is calculated between the
generated facial features and stored facial features to provide
the distance score.

distances
. 2 (20
= \/ (Testfacefeature - Tralned}‘acejeatures)
CScoren,;, = min(distances) (21)
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Testface feature 1S the input image face feature which is
generated by using a pre-trained feature generation model
explained in  Section Facial feature extraction,
Trainedf,c. reqtures 18 the all the n number of trained images’
face features stored in face bank. The minimum distance
between the test image face feature and the all trained images’
face features are calculated using Eq. (20). The index of the
minimum distance score will be the patient's identity with the
help of Eq. (21).

5. EXPERIMENTAL SETUP AND RESULT

For an experiment, we have used a patient dataset that
contains the Indian faces of 1,297 subjects or patients collected
from a school. For each subject, we have captured the image
through the web camera and it has been augmented to generate
five more images, which is bringing the count of images to
6,485 in the dataset. The resolution of each image is 440 pixels
by 550 pixels. All images are in color and some are taken in a
conditional environment and remaining in an unconditional
environment. This dataset contains the frontal face along with
variations in brightness and facial expressions. This dataset is
used to create a face-bank.

We have also evaluated and tested the proposed deep
learning-based framework in a client-server environment. For
the implementation and evaluation of the proposed deep
learning-based framework, two modules are included in the
proposed work: client module and server module. The client
module runs on the client system and the server module runs
on a server system. The client environment uses windows 64-
bit operating system with the REST API Django package of
python, web camera, Intel corei7 processor 3.60 GHz (2)
processor, and 4 GB RAM. A front-end application is
developed with a Tkinter package in python to provide a
Graphical User Interface (GUI) to the hospital staff. A sample
of the user interfaces shown in Figure 4. The server is in
another system with Intel Xeon 3.60 GHz (2) processor, 8 GB
RAM, NVIDIA Tesla K20 graphical card, Windows 64-bit
operating system, and python with REST API.

Figure 4. User Interface for Face Detection and Recognition
system

The client and server communication is done by employing
the REST APIL It provides flexibility and secure
communication between client and server. The REST API will
securely send the patient image by applying the cryptographic
algorithms on the image and convert it into JSON files. The
server receives the JSON files, enhances the contrast of the
image contained in the JSON file by using the contrast
enhancement algorithm: CLAHE and the recognizes patient
using the procedure explained in section Facial feature



extraction and recognition. We have generated a face-bank
that contains deep facial features that are extracted from the
images of the patient dataset with 6,485 images by using the
Algorithms-2 This face-bank is retained in the server.

The client module captures the image of the patient through
a web camera and sends the patient’s face image to the server
as arequest in the form of a JSON file after encoding the image
by using the pybase64 package of python. The server module
receives the patient’s image as JSON file from the client using
REST APIL Then, the contrast enhancement is employed on
the given image. To prove the need for contrast enhancement,
we have considered two feature-based face detection methods:
Viola-Jones, Local Binary Pattern (LBP) [42], and our deep
learning framework for an experiment to verify the need for
the contrast enhancement on the image to increase the
detection rate of the face. The statistics of the experimental

results are listed in Table 1. The experimental results reveal
that good performance Is demonstrated by the deep face
detection method with contrast enhancement.

After the contrast enhancement, patient recognition is done
by using the procedure explained in section Facial feature
extraction and recognition. The detected face and recognized
face in the server as shown in Figure 5 & Figure 6.

Then, the patient name is converted into a JSON description
and send it to the client as an HTTP response. The client
receives the response and retrieves the patient's name from the
JSON description. It will be displayed on the graphical user
interface as a front-end tool for the hospital staff as shown in
Figure 7. Table 2 shows the recognition performance of the
various methods. It is observed from Table 2 that the proposed
deep learning framework achieves better performance
compared to featured based methods.

Table 1. Experimental results for the need for contrast enhancement on the image

1297 images are Viola-Jones [41] LBP [42] Proposed
considered for the Contrast Enhancement Contrast Enhancement Contrast Enhancement
experiment without With without With without With
Detected Faces 1199 1087 1182 1203 898 1224
Multi-bounding boxes 90 187 12 24 - -
Mis-detections 1 5 8 7 1 3
Not detected faces 7 12 94 62 398 70
Table 2. Patient recognition performance
1297 images are Viola-Jones [41] LBP [42] Proposed
considered for the Contrast Enhancement Contrast Enhancement Contrast Enhancement
experiment without With without With without With
Faces Recognized 1199 1087 1182 1203 898 1224
Faces Not Recognized 98 210 115 94 399 73
Recognition % 924 83.9 91.1 92.7 69.2 94.3

Figure 7. Patient Name provided on front-end
tool(GUI) at the client

Figure 8. Identifying closest faces when Unknown face

recognized
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One of our contributions is generating the 6 closest scores
to the score of the test image for retrieving the closest matched
6 patients' names as shown in Figure 8. If the patient’s face is
not detected due to light illumination, occlusion, pose
variations, that would be an advantage. In conclusion, the
proposed framework can be used for patient/person identity
which can be used to store and retrieve patients’ medical
records which in turn use to improve health care quality. The
proposed framework can also be used in other applications.

6. CONCLUSION

we have studied and investigated a deep learning framework
to automate patient identity verification, which enables
improvement in health care quality through storing and
retrieving health records automatically for better medical
treatment. The deep learning-based framework could
contribute greatly to address the issues of identifying and
verifying the patient in low light and shadow problems. This
framework utilizes efficient and effective deep facial features
to determine patient identity and verification with the help of
a face-bank. Automatically retrieving the electronic medical
health record are useful to doctors to make decisions for
medical treatments. If the patient is unresponsive, the
framework has the ability to identify the patient that quickly
enables healthcare facilities by considering the medical history
of the patient.
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