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ABSTRACT

Many standards exist to guide the process of risk assessment, particularly in the field of information
security. This leads to many, subtly different, definitions of risk analysis, evaluation and assessment.
Consequently, researchers often confuse these terms and disciplines, which leads to further confusion
within the community. In this sense, it is important to come to a common understanding of the pro-
cesses and terminology to clarify research in this area. A common approach to achieve this goal is to
carry out a literature review. This paper takes a formal approach to the literature review based on the
ideas of the Cochrane group. The result is a systematic review of risk assessment in the field of infor-
mation security. We present a systematic review of over 80 research papers published between 2004
and 2014. The main contribution of our paper is to construct a classification of these published papers
into seven types. This classification aims to help researchers obtain a clear and unbiased picture of the
terminology, developments and trends of information security risk assessment in the academic sector.
Keywords: information security, ISO 27005, risk analysis, risk assessment, systematic review.

1 INTRODUCTION

Different standards take different approaches to the processes of Information Security Risk
Assessment (ISRA). For instance, SP800-30 [1], ISO 27001 [2] and ISO 27005 [3] provide
the slightly different definitions and procedures for ISRA. Of these three standards, ISO
27005 provides more accurate definitions for each stage of the ISRA process. Most literatures
describe abundant different taxonomies, frameworks and methods for ISRA [4]. Shame-
li-Sendi et al. [5] provide a taxonomy of ISRA which focuses on risk analysis. In this
taxonomy, the risk analysis approach called appraisement is divided into qualitative, quanti-
tative, and hybrid. Shamala et al. [6] present a conceptual framework of comparisons among
well-documented ISRA guidelines including NIST 800-30, OCTAVE and ISRAM. Other
authors are interested in the improvement of current risk analysis approaches by applying
fuzzy theory [7, 8] and AHP (Analytic Hierarchy Process) theory [9, 10].

However, to our knowledge, there has been no systematic overview of the ISRA research
to analyse the emphasis of the work and the direction of future research. Consequently, this
paper will apply the methodology of systematic review not only to summarize the related
research papers, but also to present a classified framework of these papers. In order to not to
confuse the phrases of risk analysis, risk assessment and risk evaluation, we will use their
definitions from ISO 27005 in our systematic review. The aim of the classification framework
is to help researchers obtain a clear picture about the research areas. According to this classi-
fication, researchers can find some study entry points in this sector. Researchers may also
learn the advanced ISRA methods and find the connections between organizational level and
academic level from this systematic review.
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The rest of this paper is structured as follows: Section 2 introduces the research methodol-
ogy of systematic review; section 3 presents the general statistical results and a classification
framework of reviewed ISRA papers; and section 4 discusses all parts of this classification
framework. Section 5 states the conclusions and the future research directions of ISRA.

2 SYSTEMATIC REVIEW (SR)

Medicine and health were the initial subjects of applying a systematic research review. The
Cochrane Collaboration group developed the systematic review process into the professional
methods called the Cochrane Review [11]. A Cochrane Review is a systematic review in
healthcare and reflects the findings of updated studies'. However, this approach is also used
in other subjects for collecting published literature data and assessing the current develop-
ment trends [12]. Some research questions may be answered by a systematic review of as
many relevant research papers as possible. The traditional literature review can be an ad-hoc
process which may be incomplete or unbalanced [13]. Systematic reviews can overcome this
problem and provide accountable and replicable results. This approach adopts explicit and
transparent methodologies and a standard process to synthesize all existing research work
and provide an unbiased result [13].

This paper for the first time proposes an idea of employing a systematic review to analyse
and synthesise papers over a 10 year period in the field of ISRA. The process is carried out as
follows: first, define explicit research questions; second, conduct the literature search; third,
select the relevant literature according to the paper’s title, abstract and keywords; fourth,
extract and synthesize data of relevant papers; finally, classify the data and explain the classi-
fication results.

2.1 Research methodology of SR

This section introduces the steps of the systematic review including research questions,
review protocol, selection criteria, data extraction and synthesis.

2.1.1 Research questions
In order to know the scope and emphasis of ISRA study, this section sets the following
research questions:

1. What kinds of ISRA methods are mainly studied by researchers?
2. What are the current research categories?
3. Which subjects are likely to become the future research focus of ISRA?

2.1.2 Review protocol

We defined a set of searching scope and keywords for the review. The literature is selected
from Google Scholar, ACM Digital Library, Science Direct, Web of Science, Wiley InterSci-
ence, DBLP, IEEE Digital Library, Springer Link, Elsevier by using a set of keywords such
as information security risk assessment, security risk assessment, assessing risk of informa-
tion security. Moreover, we restricted our search to publications from 2004 to 2014.

2.1.3 Selection criteria
After searching the literature, we now define the selection criteria to answer the research
questions above. The selection criteria are as follows:
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e The paper is written in English

e The paper is peer reviewed

e The title contains a similar meaning of risk assessment and at least one word of informa-
tion security

e The paper can be downloaded free of charge

e The title clearly mentions a research, e.g. healthcare, cloud

e The paper specifies the method of risk analysis/risk identification/risk evaluation

2.1.4 Data extraction and synthesis
107 research papers were found in the original search. According to the above criteria, we
filtered these papers and 80 publications were selected as the final set of relevant papers.

3 SR OF ISRA RESULTS
This section introduces the general statistical results of our search and presents a classifica-
tion framework of this literature. The results show the annual distribution of published papers
and the types of application areas.

3.1 General statistical descriptions

Of the 80 publications, 38 were from journals, 37 from conferences and 5 from symposia. These
papers were published in 78 different types of journals, conferences and symposiums such as
“Transactions on Dependable and Secure Computing (TDSC)”. This illustrates the data sample
is more convincing due to the diversity of paper collections.

In addition, the types of industries are diverse. For instance, E-government [14], supply
chain management [15], E-health [16], E-science [17], student performance [18], chlorine
processing system [19], transportation industry [20], power systems [21], cloud computing
[22-25], mobile applications [26] and so on. The development of ISRA in these industries
illustrates that ISRA is becoming increasingly important not only traditional industries, but
also other emerging domains such as mobile and cloud computing.

3.2 Classification framework of ISRA

Definitions of risk analysis, risk assessment and risk evaluation vary for each of the selected
papers. This can be confusing. In order to distinguish these terms explicitly, it is necessary to

Table 1: Classification framework of research types in ISRA.

Research categories Number of Studies
Risk identification 5
Comparison of risk analysis 4
Improvement of risk analysis 32
Comparison of frameworks 2
Improvement of frameworks 29
Case study 4

Others 4
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unify the definitions about them. Thus, this paper applies the clear and understandable ISRA
definitions of ISO 27005. Table 1 shows the categories and the number of relevant papers.

4 DISCUSSIONS OF RESULTS OF THE SYSTEMATIC REVIEW
We have classified the selected papers into seven types. The detailed contents of these cate-
gories will be discussed in this section. We discuss the features of each type and the current
study emphases of these types.

4.1 Risk identification

“Risk identification is the process of finding, recognizing and describing risks [3].” One of the
earlier risk identification methods is Hierarchical Holographic Modelling (HHM), which was
first proposed by Yacov Y. Haimes in 1981 [27], and then was applied at risk identification in
1995 [28]. HHM presents a detailed framework to identify risks from eight main parts of the
system [28]. However, HHM is not often mentioned by current researchers. In fact, HHM is
more difficult to identify the enterprise and operation risks [29]. Brainstorming and question-
naires are the general methods of risk identification applied most frequently by most organizations.
However, these general methods are too objective and time-consuming for users [30].

In order to improve the efficiency and accuracy of risk identification, Shed-den et al. [31]
propose a business practice perspective, which includes a more complete list of information
assets and helps organizations to identify risks efficiently. Moreover, for the sake of the
non-specialist users who have lack of knowledge of information security, Ya-chi Chu et al.
classify assets into five types: hardware, software, information, people and services and pres-
ent very detailed content for each type [30]. In addition, knowledge-based methods [32] are
also an effective means of risk identification. Finally, Padyab et al. present a genre-based
method for identifying risk named GBM-OA (Genre based method-OCTAVE Allegro) [33].

The papers reviewed indicate that Shedden [31, 34] is one of the key authors in the field of
risk identification. Her papers are cited frequently by other authors. Shedden also illustrates
that the technical infrastructure is the core concern in current risk identification standpoint
[31]. Most of methods of risk identification above are proposed from academic level, although
Shedden et al. make some connection from an organizational perspective. Furthermore, exist-
ing methods of risk identification cannot deal with important factors such as asset leakage,
user-created assets and critical knowledge [31]. Likewise, most publications prefer to focus
on identifying the risks more efficiently and accurately rather than valuing these risks. We
argue that the approaches to risk identification should be not only finding the risks, but also
valuing them. Future research on this topic focuses on applying the current academic meth-
ods of risk identification to the real world.

4.2 Risk analysis

“Risk analysis is the process to comprehend the nature of risk and to determine the level of
risk” [3] In the systematic review, there are 32 papers on the improvement of risk analysis
methods and 4 papers about the comparison of them. The results of risk analysis are the basis
of decision-making for risk evaluation [3]. Risk analysis depicts the magnitude of a risk and
expresses this in terms of a combination of consequences and likelihood [3]. In general, the
methods of risk analysis can be divided into three types: qualitative, quantitative and syn-
thetic analysis [25].
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“factor analysis, logical analysis, historical comparative and Delphi method” [35] are the
typical qualitative methods; “cluster analysis, time series model, regression model and
decision tree method” [35] are the typical quantitative methods; the typical synthetic methods
contain “hierarchical analysis, probabilistic risk assessment and fuzzy comprehensive evalu-
ation methods” [35].

These methods to some extent are not without drawbacks due to their respective nature.
Qualitative methods are subjective and rely on the knowledge and experience of the evalua-
tors, while Quantitative methods depend on the quality of data [35, 36]. The synthetic methods
diminish the subjectivity of qualitative methodology and improve the accuracy of quantita-
tive methods by adding the expert’s knowledge. Consequently the mainstream of research in
risk analysis methods is developing synthetic methods. As we know, impact and likelihood
are two important metrics for risk analysis. Hence, developing risk analysis methods is
mainly focused on how to obtain more accurate and effective values of impact and likelihood.

4.2.1 Risk analysis-comparison

Research comparing risk analysis tools in our systematic review considered the advantages
and disadvantages of quantitative or qualitative risk analysis methods. For instance, Ming-
chang Lee compared these two types of methods from the view of economics [37]. He
suggests that quantitative methods can be used for cost-benefit analysis and to obtain more
accurate results, but that they rely on the scale of measurement body [37]. Qualitative meth-
ods, however, make it more difficult to provide a cost-benefit analysis.

Chien-Cheng Huang compares the five common methods of risk scenario analysis and
points out the features and problems of every method [19].

In addition, there are many ways to classify the risk analysis methods such as knowl-
edge-based and model-based [35], software-based and paper-based methods [38], asset-based
[39, 40] and business process-based [41]. For instance, ISRAM (Information Security Risk
Analysis Method) [38] is a quantitative and paper-based method. It measures the complex
information systems by two separate and independent surveys and analyses the data from
these surveys. Though ISRAM is easy to use, without sophisticated mathematical tools, it
depends on the quality of the survey results and the knowledge of participants.

4.2.2 Risk analysis-improvement

In the 32 papers presenting improvements, 12 papers mention AHP (Analytic Hierarchy Pro-
cess) and fuzzy theory. The authors of these papers combine AHP or fuzzy theory or both,
with another typical qualitative or quantitative risk analysis method to reduce the subjectivity
of qualitative approach. However, most of these improved quantitative methods will adopt the
expert’s opinion or the result of a survey as the input data. For instance, Karaba-cak and
Sogukpinar apply the real-life statistical data of a survey as input data to analyse risks prop-
erly [38]. Moreover, three papers [20, 36, 42] adopt the expert’s assessment as the input data
and then use the AHP or fuzzy theory to reduce the subjectivity of these input data.

The reason that AHP and fuzzy theory chosen in the research of risk analysis methods is
because these techniques can overcome the flaws in the nature of qualitative and quantitative
tools. Thomas L. Saaty presented the concept of AHP in the 1970s and applied it to study
complicated problems [21]. AHP decomposes the complex problems into several sub ques-
tions and analyses these sub questions independently [21]. AHP can provide more accurate
data if it is used with quantitative methods. But many authors apply fuzzy theory to reduce
the subjectivity of qualitative risk analysis [36].
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Chang and Lee [42] apply fuzzy expert systems to reduce the subjectivity of likelihood to
get more objective results. Moreover, risk scenario analysis methods are frequently used for
the improvement of synthesis methodologies except AHP and fuzzy theory. Whether risk
scenarios or AHP or fuzzy theory, soft computing and hybrid models look likely to become
the future research direction of risk analysis methods [37].

Expert opinion is the current main type of input data used in the risk analysis for informa-
tion security. However, another type of input data is historical data, although few authors
have investigated this area. Imamverdiyev [43] analyses risks by using input data from the
database of AzScienceNet. In this paper, the distribution of the maximum number of inci-
dents is described as a Weibull distribution. Nevertheless, this paper discusses only the
probability distribution of the incident, and does not provide further knowledge about the loss
distribution.

In the improvement process of risk analysis approaches, some authors mention the depend-
encies among threats, vulnerability and assets and security controls. Jaya Bhattacharjee et al.
propose the idea that it is important to include the dependencies among information security
risks in a risk analysis method [40]. Further interdependencies that should be considered are
the interrelations among security controls [36].

To sum up, the current research directions of risk analysis approaches can be divided into
two parts: comparison and improvement as illustrated in Fig. 1. The comparison is about the
benefits and drawbacks of the current qualitative and quantitative methods. As far as improve-
ment is concerned, most papers improve the current approaches by combining fuzzy theory
and AHP to construct a hybrid model. These hybrid models can obtain more accurate data for
quantitative tools and reduce the subjectivity of qualitative methods [36]. All in all, most risk
analysis approaches use the expert opinion as input data, and then assesses the risks by the
hybrid model of AHP or fuzzy theory.

4.3 Framework-comparison

In our systematic review, we found that two papers compare ISRA methods from conceptual
structures. Shamala et al. [6] select well-documented methods and compare them by using a
conceptual framework. This comparison can assist organizations to choose the most suitable
ISRA method by providing a general overview of the ISRA process and ISRA requirements
in this conceptual framework. Unfortunately, the authors did not consider the widely-used
ISO 27005 standard in their comparison. Moreover, they did not offer any advice as to which
methodologies can be applied at which types of organizations. Korman et al. [44] also apply
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Figure 1: Current research directions of risk analysis.



276 L. Pan & A. Tomlinson, Int. J. of Safety and Security Eng., Vol. 6, No. 2 (2016)

the conceptual framework to compare and analyse the ISRA methods. In his analysis, more
well-documented ISRA methods are selected as input, including ISO 27005. In addition, the
study shows the differences of these methods on the extent of input information or data col-
lected by statistical tools. By contrast, Shamala et al. do not consider the extent of input data
for users.

4.4 Framework-improvement

In the category of frameworks, most authors try to improve the whole process of ISRA by
following different standards like ISO 27005 and NIST SP800-30. They propose risk identi-
fication methods from the standpoint of defined subjects in the improvement. For instance,
Sameer Hasan Albakri et al. [24] suggest that it is more realistic and easier to identify risks
from two views of cloud clients and cloud service providers on the subject of cloud comput-
ing. Yiming Jing et al. [26] identify the risks from users’ coarse expectations in mobile
applications.

The improvement of risk identification methods in the category of frameworks is just giv-
ing a more show list to identify risks or assets from different users’ views. However, this does
not give a new perspective. For the methods of risk analysis in the framework, the authors
make the calculations of risk level more objectively and efficiently. However, more subjects
or industries are using the framework of ISRA, especially in the field of healthcare and cloud
computing. But academic researches are not advanced enough for the demand of these two
areas. Researchers could focus on these areas and propose more practical methods or models
to improve the process of ISRA.

Overall, the authors seek to enrich the framework to a defined subject area comparing with
the process of ISRA of ISO 27005. They give more detailed steps for identifying risks from
different views and calculating the value of the risk by specific risk analysis methods and
setting the criteria for accepting the risks.

4.5 Case study

Four papers consider ISRA from the solely view of a case studies. These papers indicate that
ISRA had been applied in healthcare and student performance. Coleman [45] describes a
good example on the applications of OCTAVE in different scale healthcare organizations. In
fact, OCTAVE provides more freedom and considers the unique needs of organizations in the
process of ISRA. However, Workshop, which is used to collect data in OCTAVE, has some
limitations because the process of identifying risks by conducting the workshops may
increase the relative overhead and is too time-consuming for large scale organizations [46].
Additionally, Caralli et al. [46] do not provide the detailed calculation method of risk score,
so we have no idea whether the method is suitable or objective. Yeo et al. [47] discuss the
factors which will affect the practical ISRA process and examine the effects of these factors
by a large university.

From the case studies, we know the authors apply ISRA in education and healthcare sub-
jectively at the early development stage of ISRA. However, in academia, the authors refer
less to other types of organizations and mention some detailed examples of a practical ISRA.
Of course we cannot say that ISRA is applied less in other types of organizations, but fewer
authors focus on studying the real case in real organizations. These case studies are not so
powerfully reliable in their conclusions due to only investigating one case.
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4.6 Others

The “Others” category concludes our classification of ISRA research. Work in this category
includes the application of cost analysis to ISRA and the future direction of ISRA develop-
ment. The classification of others provides some special and rare research directions for
studying ISRA. It is interesting to discuss the impact of other roles, not only facilitators, of
ISRA in different systems. Furthermore, it is also worthy to consider the analysis of ISRA
from the economic view like cost-benefit analysis and game theory.

4.7 Risk evaluation

“Risk evaluation is the process of comparing the results of risk analysis with risk criteria to
determine whether the risk and/or its magnitude is acceptable or tolerable” [3]. Some papers
mention risk evaluation, but they do not present a detailed discussion on the selection of risk
criteria. Therefore, there is scope for research in risk evaluation, focusing on choosing risk
criteria and making the compared results more fair, suitable, efficient and accurate. However,
risk evaluation does not appear to be a popular research topic, even with mentioned, it is
treated as risk analysis. We suggest that risk evaluation, and the risk criteria selection, may be
a new research area and it is possible for this to become a new and valued research area in the
field of ISRA.

5 CONCLUSION

Systematic reviews examine the existing research papers in ISRA and present an unbiased
view of current research activities. In this paper, the systematic literature review provides a
classification framework to position current study directions between 2004 and 2014. This
framework divides the research papers into seven parts as follows. Firstly, risk identification
is the first and most important step in the whole assessment progress. However, the existing
methods of risk identification cannot deal with some important factors such as asset leakage,
user-created assets and critical knowledge [31]. Secondly, the class of risk analysis contains
two sub parts: comparison and improvement. The comparison mainly focuses on the benefits
and drawbacks of quantitative and qualitative risk analysis approaches. Another sub part of
the improvement is about how to obtain more objective and accurate risk scores by improving
the calculation of the likelihood or impact. The systematic review suggests that fuzzy theory
is widely used to reduce the subjectivity on the calculations of risk scores.

In the class of ISRA frameworks, researchers enrich the assessment framework for a
defined subject area. They provide more detailed steps for identifying risks from different
views; suggest how to calculate the value of the risk by specific risk analysis methods; and
set the criteria for accepting the risks. The related papers of case studies show how ISRA is
applied in education and healthcare disciplines in the early development stage. The class of
others provides some special and rare research directions for studying ISRA. This category
consider the impact of different roles such as facilitators, in different information systems.
Furthermore, it may also be desirable to investigate ISRA from the economic view such as
cost-benefit analysis and game theory.

However, ISO 27005 and the reviewed papers rarely mention the methods of collecting
and managing the information (or data); which suggests that these may be difficult problems.
And the lack of training data or “real-world” data evident in our review is becoming an urgent
research problem in ISRA [48, 49]. For current approaches to risk analysis, most propose to
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deal with general threats rather than focus on specific types of information security risks.
While this may be desirable from an academic perspective, from a practical perspective it
leaves a lot of work to be done. In addition, it is difficult to automatically assess information
security risks with assessment software systems. Thus, a potential research direction could be
to focus on data management in a practical process of ISRA. In other words, it is important
to know the input data in a risk assessment, and the kinds of methods that can be used to
collect and analyse the data of risks efficiently, effectively and accurately.
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