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ABSTRACT

Microservice architecture (MSA) is a new kind of service-oriented architecture.
The architecture requires that system components are implemented in the form of
microservices. Microservices are message-driven services with small size, and
they can be independently developed and automatically deployed. Microservices
can be built and released in software containers, since a software container can
provide an isolated and portable environment for executing programs. This paper
observes structures and functions of containerized microservices from a formal
point of view. A framework of categories is adopted for modelling structures and
dynamics of containerized microservices. Some issues, which include
interoperation, registration and accessing of microservices, are discussed in this
paper, and relevant models are formed under the help of the category-based tools.
The established models show that the adopted framework can be applied in
modelling microservice-oriented applications, and it is able to bring functional

and structural features of applications closer together.

1. INTRODUCTION

Microservice architecture (MSA) is an implementation
approach for constructing service-oriented applications. The
architecture  requires that system components are
implemented in the form of microserivces [7]. Microservices
are fine grained services which have the following features in
applications [1]: small in size, messaging enabled, bounded
by contexts, autonomously developed, independently
deployable, decentralized, built and released with automated
processes. MSA has been applied in many fields or products,
such as DevOps movement [3], cloud computing [3-4],
internet  of things (loT) [5-6], Netflix OSS
(https://netflix.github.io), SoundCloud (https://
www.soundcloud.com), and others.

A software container can provide an isolated environment
with necessary resources for executing programs [2]. It is a
kind of lightweight virtualized environment which runs on
operating system kernel. Software containers can provide
technical supports for building, testing, deploying and
maintaining  microservices. When microservices are
implemented in software containers, they are called
“containerized microservices”.

This paper focuses on the topic of microservices modelling.
A framework of categories is adopted for modelling main
technical aspects of containerized microservices. The
framework has two constituents: the category of mode-
dependent networks (MDN) and its dynamical systems [8].
The category of mode-dependent networks is a wiring
diagram [13] based language. The language can describe a
system structure comprehensively, and by defining a
dynamical system on the structural model, dynamics of the
system can be revealed.

1.1 Related works

MSA and microservices have been discussed by different
researchers or engineers, some results or conclusions can be
found in [1, 10-12]. Some related topics or issues are
suggested as open problems or future challenges, such as
services cooperation, dependability, security, and others [7].
In the field of service-oriented applications, different tools
are used in researching web services or service compositions,
and some of them are Petri-net [18], Ontology [19], UML [20]
and others. In [18], researchers applied Petri-net in static
analysis of BPEL (Business Process Execution Language)
[21] processes. Based on this, a comprehensive mapping
from BPEL constructs to Petri-net structures is defined, and
the mapping is applied in the implementation of a tool which
can translate BPEL processes into Petri nets [18]. In [19],
researchers proposed the Web Service Modeling Ontology,
and it can be used in describing various aspects related to
semantic web services.

Category theory is a powerful tool for investigating
abstract concepts and their relationships. The category of
mode-dependent networks (MDN) is a kind of symmetric
monoidal category [8], and it provides wiring diagrams [13]
for representing system structures. Wiring diagram is a kind
of graphical language which is defined on the concept of
operad [13], and the method has been extended in discussions
about discrete-time processes [14] and open dynamical
systems [15].

1.2 Organization of the text

The rest of this paper is organized as follows. Section 2
introduces containerized microservices, MDN and its



dynamical systems. Section 3 discusses structural models of
some containerized microservices. The discussion is
organized as four parts which are simple services,
interoperating services, service registration, and proxies.
Dynamical systems on the established structural models are
discussed in section 4. Section 5 introduces some software
tools for constructing MSA applications, and section 6
concludes the whole paper.

2 PRELIMINARIES

This section introduces main concepts and foundations of
the work in this paper. In the following content, the category
of sets is denoted as Set; the category of typed finite sets is
denoted as TFS; the category of wiring diagrams is denoted
as WD, and the category of mode-dependent networks is
denotes as MDN. In a category, the collection of objects is
denoted as Ob(+); a morphism f from A to B is denoted as

f:A - B, and the morphism can also be written as A £> B.

The composition of two morphisms f and g is writtenas g o f.

The following operators are also used in this section: ®
(which is a tensor product operator), LI (which is a disjoin
union operator), and x (which is a Cartesian product
operator).

2.1 Containerized microservices

A microservice is defined as a cohesive, independent
process interacting via messages [7]. Microservics can be
independently developed, tested, deployed and maintained.
Software container is a kind of operating system level
virtualization implementation. Container-based virtualization
is applicable to providing higher density of virtual
environment and better performance [2]. There are several
implementations of software containers, such as: Linux-
VServer [16], OpenVZ (https://openvz.org), LXC (Linux
Container, https://linuxcontainers.org/Ixc/introduction/),
docker [2] (https://www.docker.com), and others.

With the advantages of container-based virtualization,
microservices can be built and released in software
containers. In addition, containerized microservices could be
organized as clusters. Generally, a container cluster contains
multiple configurable nodes, and each node can be treated as
a container ‘pool’. Similar to applying service-oriented
architecture (SOA), when implementing a MSA-based
system, the following aspects should be considered seriously:
function, interface, messaging, deployment, registration,
accessing, management, and so on.

2.2 MDN and dynamical systems

A category contains four constitutions [9, 17]: objects,
morphisms, identity morphisms, and compositions of
morphisms; in addition, the following laws must be obeyed:
identity law and associative law. Informally, objects are
things in a category. A morphism is a structure-preserving
map from object to object, and an identity morphism is a
special morphism from one object to itself. Under certain
conditions, two morphisms can be composed as a new
morphism, and the symbol o is the operator of composition.
A functor is a ‘bigger’ morphism whose domain and
codomain are categories. The definition of a functor has to
take the following components into account [9, 17]: objects

and morphisms in two different categories; the computing
must obey two rules [9, 17]: preservation of identity
morphisms, and preservation of composition of morphisms.

Let symbol Set be the category of sets. Objects in Set are
sets, and morphisms in Set are functions whose domain and
codomain are sets. Based on the work of paper [8], the
category of typed finite sets, which is denoted as TFS, can be
defined. An object of TFS is a finite set with a typing
function t; formally, the collection of objects in TFS is [8]:
Ob(TFS) = {(A,7)|A € Ob(FinSet),t: A - Set}

A morphism in TFS is defined as a typed function
f:(4,7) » (A',7"), which requires that there is a function
f':A— A" such that T =1'o f' [8]. For a typed finite set
(4,7), (4,7) =[lgeat(a) is a dependent product, and the
simplified form is A [8].

On the basis of TFS, the category of wiring diagrams (WD)
can be defined. According to [8][13], an object of WD is
defined as X = (X, X°4t), where X, X°% € Ob(TFS) are
typed input and output ports respectively; for two objects
X,Y € Ob(WD), a morphism ¢:X - Y is a pair of typed
functions ¢ = (@™, p°“), where @: X" — XO¥| Y™ and
Ut yout — xout The composition of two morphisms is
pop=((pop)" (pop)):X—>Z , where p:X Y
and ¢:Y - Z are morphisms in WD. More relevant
discussions about WD can be found in [13].

Definition 1 (the category of mode-dependent networks)
[8]: the category of mode-dependent networks (MDN) has
the following major constitutions: (1) objects, (2) morphisms,
(3) identities, (4) compositions. These constitutions are
defined as follows: the collection of objects in MDN is
represented as Ob(MDN); an object is a pair (M, X), where
M € Set is the mode set and X:M — Ob(WD) is the
interface function. For two objects (M,X),(N,Y) €
Ob(MDN), the set of morphisms from (M, X) to (N,Y) is
denoted as Homypy((M,X),(N,Y)) ; a morphism in
Homypn((M,X),(N,Y)) is a pair (,0), where e:M —
Mor(WD) and o: M — N are functions which make the
following diagram commutes (in the diagram, Mor(WD) is
the set of morphisms in WD; map dom can get a domain of a
morphism, and cod can get a codomain of a morphism):

T N
ly
dom

0bWD) ~222 por{wp) €22 obiwp)

If (M,X)€ Ob(MDN) , (ewp,idy) is an identity
morphism on (M,X), where idy:M — M is an identity
morphism on M, and €yp: M — idsyp IS a function; in
addition, if m € M, then X(m) € Ob(WD), idyp: X(m) -
X(m) and idyp € idsyp;

If (€0,00) € HomMDN((MO'XO): (M1'X1)) and (€;,01) €
Homypy ((My,X,),(M,,X;)) are two morphisms with
My, X,), (M4, X,), (M, X;) € Ob(MDN), the composition of
(€9,09) and (€,,07) is defined as (€1,01) eypn (€0, 00), i.€.
(€,0) = (€1,0¢) ompn (€0,00) , Where ¢ :=0,00, and
€: My —» Mor(WD); in addition, if my € M,, then e(m,) =
€,09(mg) o €5(my). The computing of (€,0) is shown as
follows:

SN T ANe

Ob(WD) ~— Mor(WD) —= Ob{WD] =— Mor( WD} — Ob{ WD}



Since MDN is a category, the following category laws
must be obeyed: the identity law and the associative law. In
MDN, the monoidal structure of (M, X) and (M, Y) is defined
as (M x N, XUly), ie. (M,X) ® (N,Y) := (M x N,XLlY),
where XLIY is explained as:

M x N 25 0bwD) x 0b(WD) S 0b(WD)
O
Definition 2 (dynamical systems on MDN models) [8]: a
dynamical system on a MDN model is defined by a lax
functor P: MDN — Set. To be more specific, P must be
applied on objects and morphisms of the MDN model.
For an object (M,X) € Ob(MDN), a dynamical system is
P(M,X):=(S,q,f), where:
e Sisthestatesetand S € Set;
e q:S — M isthe underlying mode function;
e ifs€eSandm = q(s), then f := (£, fO4), where
fin(s): Xin(m) — S is the state update function, and
fOoU(s) € XOUt(m) is the readout function.

For a morphism (e,0) € Homypy((M,X),(N,Y)) , a
dynamical system is P(¢,0): P(M,X) - P(N,Y). If (S,q,f)
is a dynamical system of (M,X), then P(¢,0)(S,q,f)
:=(S,7,g), where

e Sisthe state set of P(M, X);

) r=aoq,i.e.,SiM$N;

o fors € Sandm = q(s), the following functions can
be given:

o €n(m):Yin(m) x XU (m) - Xin(m)

€0ut(m): XOut(m) — YU (m)
o g:=(g™ g°"), where

g7 (s) = e m)(f(5))
g = frs)(Emm)(y, fO(s)))

For the lax monoidal structures, P(M,X) X P(N,Y) —
P(M x N,XLY) is formed by using the following Cartesian
products: Syxy = Sx X Sy, qxxy = qx X qy , and fyxy =
fx X fy-

Set, TFS, WD, MDN and dynamical systems on MDN
models have been introduced by now. These tools could be
used to model different aspects of containerized
microservices. To be more specific,

e TFS is used to represent a system component; an
element in the set represents a communication port
of the component, and the typing function can
specify a value domain of a port;

e WD is used to represent the structure of a system;
since the objects of WD are typed finite sets, the
nesting system structures and mappings of ports are
defined as morphisms; a parallel structure of objects
is represented as a monoidal structure;

e MDN has the mode set and wiring diagrams; a
diagram in the category is indexed by an element of
the mode set;

e A dynamical system on a MDN model can be used
to describe messaging and functions in a system.

3 STRUCTURAL MODELS OF CONTAINERIZED
MICROSERVICES

This section mainly introduces structural models of
containerized microservices. The models are formed around
some issues in applications.

3.1 Simple services

The simplest structure of a containerized mciroservice has
two components: Container and Service, as shown in Figure
1. The figure also shows that the components have different
ports. For the ‘Service’, i' is an input port and o' is an output
port; but for the ‘Container’, i is an input port and o is an
output port. Considering that container is an environment,
inputs and outputs of the “Service” are passed through the
ports of the ‘Container’.

Container

Figure 1. A simple microservice

According to Definition 1, the structure in Figure 1 can be

represented as:

—  container := (M., 1,),and M, = {'on'};

—  service := (M, 1), and M, = {'working'};

— microservice := (€,0): service — container with
a: Mg —> M, €: Mg — {¢}, and ¢ := (9™, ).

The morphism (€,0) defines that the object service is

embedded in the object container. Function o: M, - M,

could be defined easily, since M. or Ms is a mode set with

one element. Interfaces of all components are defined as:

—  I.(on) = (C™, C);

—  I,(working’) = (S, 5°%).

For the object container, C™ is the set of input ports, and
C°“ is the set of output ports. For the object service, S™ is
the set of input ports, and S°%t is the set of output ports. In
Figure 1, port i is connected to port i, and port o is connected
to port 0'. The connections are described as ¢™:S™ — C*
and (pout: Cout - Sout_

Container

Service
o] |

’

i 0

Database

Figure 2. A microservice with a database component

A microservice may have a local database component, as
shown in Figure 2. The ‘Service’ in Figure 2 has two input
ports io, i1 and two output ports 0o, 01. In addition, ig is used
to receive external inputs; i; is used for receiving database
outputs; og is a port for sending outputs, and o; is a port for
sending database commands. The ‘Container’ in Figure 2 has
an input port i and an output port o. For the ‘Database’, it
uses input port i' for receiving commands, and it uses output
port o' for sending outputs. The whole structure is
represented as:

—  container := (M., I.), and M, = {'on'};



—  service := (M, L), and M, = {'working'};

— db:=(My,1;),and M; = {'running'};

—  ms:=(¢,0):service®db — container with o: M, X
My = M, €: Mg x My - {¢}, and ¢ := (9™, ).

The morphism (e, o) defines that the object service and db
are embedded in the object container. Function o: M, X
M, — M, can be defined easily, since Mgy, M. and M;s are one-
element sets. Interfaces of all components are defined as:

- I(on) = (C™ Co™);
- I,('working") = (§™,5°4);
—  I;('running’) = (D™, D),

The definition shows that (C™, COo%) , (S, S°U) |
(D™, DO%t) are the port sets of the object container, service
and db respectively. In Figure 2, port i, i1, and i' are
connected to port i, o', and o0, respectively; and port o is
connected to port 0p. All connections are described as
(pin:sinUDin N CinUDoutLlSout and (pout: Cout N
SoutUDout_

3.2 Interoperating services

A microservice is able to work with others. Figure 3
displays two containerized microservices, and the ‘DB’ is a
service that can provide data persistence functions. The
whole configuration of Figure 3 contains 5 components: a
‘VM’ (which is a virtual machine) with input port i and
output port 0; a ‘Service” with input ports io, i1 and output
ports 0o, 01; a ‘DB’ (which is a database component) with
input port i' and output port 0'; a ‘Container;” with input ports
p1, Pa and output ports p,, ps; a ‘Container,” with input port
pin and output port pout.

VM Container1 ) _ Container;

i pi i 07 3 Pin 7

Service . DB
YYTpi pok

o0

P2

Figure 3. Two interoperating containerized microservices

According to Definition 1, the structure in Figure 3 can be
defined as:
—  service := (M, Iy), and My = {'working'};
— db:=(My,1y),and M; = {'running'};
—  container; := (M, 1;),and M; = {'on,'};
—  container, := (M,,1,),and M, = {'on,'};
- vm:=WM,I),and M = {'up'}.
All objects are organized as:

) (€0,00) ) ; (e1,01)
service®db —— container, ®container, — vm

where (€, 0,) shows that the object service and db are
embedded in the object container; and container,, and
(€1,07) shows that the object container; and container; are
deployed in the object vm. (e, 0,) and (€;,07) can be
composed as a morphism: services
:= (¢,0): service®db - vm

where (g, 0) = (€1,01) ompn (€9, 09), and:
- 09:Mg XMy > My X M,;
- o;:M;{ XM, - M,
- €My x My~ {9}, and ¢ = (¢, °¥1);
— €My X My > (Y}, and = @, o).

Function g, and o, can be defined easily. Interfaces of
components are defined as the following
functions: I,('working’) = (S™,5°%) , I,('running’) =

(Din’Dout), I('up') - (Vin’Vout), 11(’07’11’) — (Cin’ Clout),
and I,('on,") = (Ci*, C§™t). The ports of ‘Service’, ‘DB’,
‘Container;” and ‘Container,’ are interconnected, and the
connections are summarized as ¢@™:S™LD™ — cirLci
and @Out: COELICI™ — SOUE[|DO¥ | Similarly, ports of
‘Container;’, ‘Container,’ and ‘VM’ are interconnected, so
the following functions can be given: y™:cirUCH —
VinLlClout,‘LICZ()ut7 and lpout: Vout N Cloutl_lczout-

3.3 Service registration

VM

Servicei 0.1
[ Senicer ]

Registry 0
1)
3" Registrator

Figure 4. An example of service registration

p2

Service registration is a process of recording states
information about working services. The information is
stored in a registry, and the data will be used during service
discovery or service accessing. The registering work can be
performed by a component, and basic tasks include: (a)
collecting states of working services; (b) sending states to a
registry. Figure 4 shows a simple scenario of service
registration. The configuration contains: a “VM’ (which is a
virtual machine) with output port o; two services with output
ports p1, P2; a ‘Registrator’ (which is a registering component)
with input port i' and output port 0'; a ‘Registry’ with input
port i; and output port 01. In addition, “Service;”, “Servicez”,
“Registry”, “Registrator” are containerized microservices.

The structure in Figure 4 is represented as:

—  service, := (M, 1), and M; = {'working,'};

—  service, := (My, 1), and M, = {'working,'};

- registry := (M, IL.), and M, = {'running'};

— registrator = (M, L), and M, = {1, 2};

- vm:=M,D,and M = {'up'};

- sys

:= (€,0): service,@service,Q@registry@registrator —
vm with @, = (o™, @), @, = (oI, 93™), @1, ¢, €
Mor(WD) €: My X My X M, X Mg > Mor(WD)
ando: My X My X M. X Mg - M.

The morphism (g, 0) shows that the objects (which are
registrator, registry, service; and service;) are embedded in
the object vm. Function a: M; X M, X M, x M; - M could
be defined easily. Considering that e: M; X M, X M, X My —
Mor(WD), and M, has two elements, the function € can
generate two wiring diagrams which are denoted as ¢, and
¢@,. The two diagrams are shown in Figure 4, the main
difference is port i can be connected to port p; or p.. When
port i* is connected to port ps, the situation is represented as a
wiring diagram ¢, ; and for the situation that port i' is
connected to port p2, a wiring diagram ¢, can be defined.
Interfaces of components are defined as:

- I(up") = (vim,yeou);

— I (running’) = (R™, R°%);

_ Is — (Sin’sout);

- L(working,") = (Si", s7t);

- L('working,") = (Si*, Sg%).

(Sin‘ Sfut), (Szin‘sé)ut)’ (Rin’Rout), (Sin' Sout)’ (Vin’ Vout)
are input and output ports of service;, service,, registry,



registrator and vm respectively. Since vm, service; and
service, only have output ports, so Si* = §i* = Vi = ¢, The
connections of ports are summarized as: 9%, 3*t : Vout —
Sfutusé)utusoutURout and Qoin. (pén: SinURin N
sout| |gout| |gout| |Rout, When port i' is connected to port p,
@™ is defined. Similarly, when port i' is connected to port pa,
@i can be given.

3.4 Proxies
}‘ i
VM2 a
[Servicez ii:id Proxy b i 22
o e £ Cy D3 o]
yZi
p

Figure 5. An example of using proxy

In applications, a proxy can be set up for isolating services
from clients, and it can provide a unified accessing gateway
for clients. Basic tasks of this component include: redirecting
requests to different working services and delivering
responses to different clients. Figure 5 shows a simple
demonstration of using a proxy. The figure contains: a
working environment named ‘Env’ with input ports iy, i» and
output port 01; two virtual machines (‘VM;” and ‘“VMy’) with
input ports p, pi, p2 and output ports ps, ps; three
containerized services (which are ‘Proxy’, ‘Service;’ and
‘Service,”) with input ports @, b, e, i, i* and output ports o, d,
c f.

The demonstration is specified as follows: (1) ‘Service:’ is
deployed in “VM;’, and it can be triggered by an input of port
i'; (2) ‘Service;” and ‘Proxy’ are running in ‘VM_y’; (3) inputs
of port iy will be redirected to port i' through ports ps, a, f, ps
and p; (4) inputs of port i will be redirected to port i through
ports p2, b and d; (5) outputs of port o will be send to port o0,
through ports e, ¢ and ps. According to Definition 1, the
structure in Figure 5 is represented as:

- service; := (My, 1), and M; = {'working,'};
- service, := (M,, 1), and M, = {'working,'};
- proxy := (M,,1,), and M, = {'running'};
- vmy = (M, 1"),and M' = {'up,'};
- vm, = (M",I"),and M" = {'up,'};
- env:=(M,I),and M = {'on'}.

All objects are organized as:

. , (€0,90) (€1,01)
service,®service,@proxy —— vm,Q@vm, —— env

where morphism (e, 0,) shows that service;, service; and
proxy are embedded in the object vm; and vmy; morphism
(€1,07) shows that vm; and vm; are embedded in the object
env. The following morphism can be defined:
system := (€, 0): service, @service,@proxy — env
where (€, 0) = (€1, 1) oppn (€9, 0p), and:
- 00:M; X My X My, » M' X M",;
- oM xM" - M,
- €0: My X My X My, - {}, and ¢ = (@™, p°4t);
- e: M x M" - {ap}, and ¢ = (P, hout).
Function o, and o, could be defined easily. Interfaces of
components are summarized as:
- L ('working,") = (Si*, s940);
- L ('working,") = (Si", S34t);
- I(on’) = (E™ E°UY);
_ Ir(rupll) — (Vin’ Vlout);
_ I”(’upz') — (Vin’ Vzout);
- L,('running’) = (P™, P°4).
The ports of components are interconnected, so the
following functions can be given:
_ qoin:Slin|_|52in|_|Pin N Vlinupautuvzinusgut , and
qDout: Vzout N Sémtupout;
_ l/)in: Vlinuvzin N Einuvzout’ and lpout: Eout _, Vzout_

4. DYNAMICS OF MICROSERVICES
This section discusses dynamics of models which are

established in section 3. In this section, an isomorphism is
denoted as =.

Table 1. A working process of containerized microservice in Figure 2

CURRENT STATES OUTPUTS INPUTS NEXT STATES
service db 0o 01 o} io i1 i' | service db
waiting ready null | null null get null null conn ready
conn ready null | open null_ |null]  null open| conn opened
conn opened null | open | connected [null| connected | open | querying | opened
querying opened null |query|connected |null| connected |query| querying | answering
querying answering | null |query| data [null] data |query| disconn |answering
disconn answering | data |close| data |null| data |close| disconn ready
disconn ready data |close null  |null]  null close| waiting ready

4.1 Behaviors of simple microservice

For the microservice in Figure 2, it is supposed that a
procedure of data querying includes the following operations:
(i) opening a database; (ii) selecting data; (iii) closing the
database. Table 1 lists a working process of the containerized
microservice, and the work have the following tasks: (1)
‘Service’ receives a request; (2) the ‘Service’ initiates a
connection to ‘Database’; (3) the ‘Database’ returns the
connection state; (4) the ‘Service’ sends a query command to

the ‘Database’; (5) the ‘Database’ returns data; (6) the
‘Service’ closes the database connection, and responds to the
request.

According to Table 1, interfaces of components in Figure 2
are specified as:
- p={({h )| B W) =
{'null’,’open’, "query', 'close'}};
- Do = (o) 75 8 (0) =
{'null',’ connected’,'data'}};
- sin = {({ip, iy}, 7}, and



o=ty Loetimlty i L=l

{'connected’,'data’,'null’}, ifi=1i

- 54 == {({0o, 04}, 7*")}, and
{'data’,'null'}, if o= o,

w2 (0) :={

{'null',’open’, query’, close'}, if o = 0,

For the object db (which is the model of the component
‘Database’), a dynamical system can be defined as P(My, I;)
=084 94, fs) , Where the state set is S;=
{'ready’, opened’, answering'} ; qq:Sq > My is the
underlying mode function, and f,; := (fi*, f2%) . The
component has three states: ‘ready’, ‘opened’ and
‘answering’. The ‘ready’ state indicates that the component
is ready for work; the database is ‘opened’ after it is
connected by others; and the ‘answering’ state shows that the
database is making a response to its client. For a state s € S,
and an_input c € pin the state update function is

M(s): D" > S, and Din = T2 (i"); specifically,

‘opened’, lfS = ‘ready’,c = ‘open’
‘answering’, if s = ‘opened’,c = ‘query’
‘ready’, if s = ‘answering’,c = ‘close’

s, otherwise
The readout function is f{%:S,; — Dout
54 (0") : specifically,
‘data’, if s = ‘answering’
= {‘connected’, if s = ‘opened’
‘null’, otherwise

The dynamics of the object service (which is the model of
the component ‘Service’) is given by P(M,, I,) = (S, qs, ),
where q:S; = M, is the underlying mode function; S, =
{'waiting’,'conn’,'querying’,'disconn’} is the state set,
and f; := (fi", f2%t). The ‘Service’ has four states. The
‘waiting’ state shows that the component is ready for work;
the ‘conn’ state indicates that the component is opening a
database; the ‘querying’ state shows that the component is
working with a database component; the ‘disconn’ state
indicates the component is sending a response. For a state s €
S, and an input ¢ € ", the state update function is
in(s): sin S,, where Sin = T (iy) X T (i,); specifically,
£ (s)(©)

‘conn, if s = ‘waiting’,c = (‘get’, null’)

4" (s)(c) =

where Dout =

f£ ()

‘querying’, if s = ‘conn’,c = (‘null’,‘connected”)
‘disconn’, if s = ‘querying’,c = (‘null’,‘data’)
‘waiting’, if s = ‘disconn’,c = (‘null’, ‘null’)

s, otherwise

The readout function is f2%:S, — Sout, where Sout =
2% (04) X 2% (0,); specifically,

(‘null’, null’),

(‘null’,’open’),
(‘null’,’query’), if s =‘querying’
(‘data’,’close’), if s = ‘disconn’

For the object container (which is the model of the
component ‘Container’), it has interfaces CI" = {({L}, Té")}
and C°% :={({o},72**)} . A dynamical system on the
morphism (¢, 0): service®db — container can  be
summarized as P(e,0)(S,q,f) :=(S,r,g), where the state
set is S=S5,XS;; q=qsX%Xqy is the underlying mode
function, and o: M, X M; — M,. The state update function is
fin:= fin x fin and the readout function is fo% = £o% x

if s =‘waiting’
if s ="‘conn’

fo(s) 1=

foHe. The function r is defined by gogq
qsXqq

, 1.8, Sg XS,

— M, X Md 5 M,. Function e can be detailed as follows:
- = (‘working’, ‘running’);
- EEMOﬂM@@xﬂwwoxﬂwwdeﬂwwx
- Em(m) T2 (1) X 8% (09) X T*(01) X TS (0") -
7§ (i) X 75" (i) X 78" (iy).
Function e°“t(m) shows that port o is depended on port 0o,

01, Or 0'. Since port o is connected to port 0g, SO outputs of
port o are same as outputs of port 0o, S0 T2%(0) = 7% (0,)

can be get. Function ei*(m) can be explained as follows:
inputs of i are same as inputs of port ip; outputs of o; are
same as inputs of port i*, and outputs of o are same as inputs
of port i1 Therefore, 7¢"(i) = i (iy) , T8 (0y) = TH(")
and T3*(0") = t*(i,) can be given.

Until now, P(e,0)(S,q,f):=(S,r,g) can be defined
according to Definition 2, and it is a dynamical system on the
model of the microservice in Figure 2.

4.2 Interoperation of microservices

For Figure 3, the ‘DB’ can provide data persistence
functions for others. It is supposed that the procedure of
accessing ‘DB’ includes the following steps: (i) opening a
database; (ii) selecting data; (iii) closing the database. Table
2 lists a working process which contains the following tasks:
(1) “Service’ is triggered; (2) the ‘Service’ initiates a
connection to ‘DB’; (3) the ‘DB’ returns the connection state
to the ‘Service’; (4) the ‘DB’ receives a query command; (5)
the ‘DB’ returns data; (6) the ‘Service’ closes the database
connection, and responds to a request. According to the
process, interfaces of ‘Service’ and ‘DB’ are detailed as
follows.

- s = {({iy iy}, 72}, and

T AL

{'connected’,'data’,'null'}, ifi=1i,

- §oU == {({og, 0,},7¢*")}, and
{'data’,'null’}, if o =0,

out «—

5 (0):= {{ "null’, 'open query’, ‘close'}, if o =0,
- D= () ) =

{'null','open’, query’, close 1}

- Do == {({o'}, rg“)| T5* (o) =
{'null','connected’,'data'}}.

Let dynamical systems P(M,, ) and P(My,1;) have the
same definitions which are summarized in section 4.1. For
the containers, interfaces of ‘Container;’ and ‘Container;’ are
specified as:

"= {({plv p4}! Tin)} ’ and Cout

= {({pin} 1)}
{{pout} Té’“t)}-

Denote P(ey,00)(S,q,f):=(S,r,g) as a dynamical
system on the morphism (e,, 0,), where S = S, X S, is the
state set; g = q, X q4 is the underlying mode function, and
0o: Mg X My —» M; X M,. The state update function is £ :=
fin x fin and the readout function is foUt := f04t x fout,

The function r is defined by og,0q , ie, S, XS,

qsXxq . .
== Mg X My 3 M; X M,. Function €, can be detailed as

follows:

- m = (‘working’, ‘running’);

- eg*t(m): 18% (0g) X % (01) X TS# (0") -
¥ (p2) X 17 (P3) X T3 (Pour);

{({pZI pS}' T]l.)ut)}v
- , and C9M =




€' (M): 71" (p1) X T{" (Pa) X 75" (Pin) = 78" (i) X

(i) X T @E).

Table 2. A working process of interoperating services in Figure 3

CURRENT STATES OUTPUTS INPUTS NEXT STATES
service db 0o | 01 o} 0 io i1 i’ i service db
waiting ready null| null null null | get null null | get conn ready
conn ready null | open null null |null]  null open | null conn opened
conn opened  |null |open |connected| null [nulljconnected|open| null | querying | opened
querying opened | null|query|connected| null |null{connected |query| null | querying | answering
querying | answering |null|query| data null |nulll data |query| null | disconn |answering
disconn answering |data|close| data data |null] data |close| null | disconn ready
disconn ready data|close| null data |null]  null close| null | waiting ready

Function eg*f(m) shows that outputs of ‘Container;’ are
same as outputs of ‘Service’, and outputs of ‘Container,’ are
same as outputs of ‘DB’. So 7" (p,) = 2% (0y) ,
TP (ps) = 18 (01) . and T3 (Poue) = T8**(0) can be

given. Function ei*(m) shows that inputs of ‘Service’ are
same as inputs of ‘Container;’, and inputs of ‘DB’ are same
as inputs of ‘Containery’. So ti*(p;) = t*(ip), T(py) =
(iy), and Ti*(p;,) = T8 (i") can be get. The dynamical
system  P(eg,00)(S,q,f):=(S,r,g) can be defined
according to Definition 2.

Interfaces of ‘VM’ are V™ = {({i}, )} and Vo :=
{({o}, t°%%)}. Dynamical system on the morphism (¢;, ;) is
defined as P(e1,0¢)(S,7,g) :=(S,t,h), where § = S, X S,
is the state set; r is the underlying mode function; a;: M; X
M, - M and g := (g, g°**). The function t is defined by
opor, 1., Sg XS4 1>M1 x M, 2 M. Function €, can be
detailed as follows:

m' = (‘ony’,‘ony’);

7t (m): 17 (p2) X T (P3) X 78" (Pour) —

~

~

.:out(o);

€1 (m"): T (i) X 13 (Poue) X 79" (p3) X
9 (02) = 1" (p1) X 11" (P4) X 3" (Pin)-

Function 2%t (m") shows that outputs of ‘“VM’ are same as
outputs of port pz, so t°%(0) = % (p,) = T (0y) .
Function e*(m") shows that inputs of port p; are same as
inputs of port i, so T™(i) = ti"(p,); inputs of port p, are
same as outputs of Pout, SO TS (Poye) = Ti™(p,); and inputs
of port pi, are same as outputs of ps, 50 75" (p;,) = 7% (ps).

Until now, P(eq,01)(S,1,g) :=(S,t,h) can be defined
according to Definition 2, and dynamics of the morphism
(€,0): service®db — vm can be checked.

4.3 Registering microservices

For Figure 4, it is supposed that ‘Service:” and ‘Servicey’
is able to share their working states, so their interfaces are
specified as:

Sin = {(@,D|!: @ > set, set € Set};
SPH = {{pa} T O (p1) = {0k, "failed'}};
Sin = {(@,D|!: @ — set, set € Set};
S3U0 = {({p2}, 1818 (p2) = {0k’ "failed'}}.

‘Service;” and ‘Service;” have no input ports, and !: @ —
set is a special function that it sends an empty set @ to a
given set. A dynamical system P(My, 1,) := (51, q4, f1) can
be defined on the object service;, where q,:S; = M, is the
underlying mode function; S; = {'error’, 'no_error'} is the

set of states, and f; := (£, f°*%). It is obvious that the
service has two different states: ‘error’ and ‘no_error’.
Function q,: S; = M, can be defined easily, since M; has one
element. The state update function is fi™ := idg,:S1 = S;.

The readout function is /2%t S; — S2%¢; specifically,
outson . |OK, if s ="no_error’
P (s) = {‘failed', if s = ‘error’

Table 3. An example of registering microservices in Figure 4

CURRENT OUTPUTS INPUTS | NEXT STATES
STATES
registr | regist |p| p2 | o' |01 | i1 | i' | registr | regist
ator ry 1 ator ry
(ok, 1) | record |o|fail | ok2 | do | ok2 | ok | (ok,2) | record
ing |k|ed ne ing
(ok, 2) | record |o|fail | oki | do | oki | fail | (failed, | record
ing |k|ed ne ed 1) ing
(failed, | record | o | fail |faile| do |faile| ok | (ok, 2) | record
1) ing |kjed]| d2 |[ne| do ing

Dynamical system P(M,,1,) :=(S,, q,, f») for the object
service, is defined similarly as P(My,1;). In Figure 4, the
work of service registration is performed by the component
‘Registrator’. A working process is listed in Table 3, and it
contains the following steps: (1) ‘Registrator’ collects state of
‘Service;’, and reports last state of ‘Service,’; (2) the
‘Registrator’ collects state of the ‘Service,’, and reports last
state of the ‘Service:’; (3) the ‘Registrator’ collects state of
the ‘Service:’, and reports last state of the ‘Service,’. The
‘Registrator’ is defined as (M, I), where M, = {1,2} and
I;: My —» Ob(WD). For the component, mode 1 and mode 2
have the same interfaces, so I;(1) = I;(2) = (§™,S5°%),
where

- St = {({i"}, T8 (@) = {0k, "failed'}};
§o4 = {({o'}, 7¢*)Izg* (0") =
{'ok,', failed,',"ok,', failed,'}}.

Let P(M,, L) := (Ss, qs, f;) be a dynamical system of the
object registrator, where the state set is S :=
{'ok’,'failed'} x My ; the underlying mode function is
qs:{ok/, failed'} x My - My, and f, := (fi", f2%) . The
update function is £m(v,)(¥") = (v, (imod 2) +1) ,
where v',v € {‘ok’, failed’} and i, ((i mod 2) +1) € M;.

The readout function is f24t: S, —» Sout ;. specifically,

‘ok{’, ifv="ok',i=2
outr.. ~ . ) 'failedy’, if v="failed,i =2
fs (U' l) - lOkZ', lf v = ‘Ok',l' =1
‘failed,’, if v="failed,i=1

Interfaces of ‘Registry’ are detailed as follows:




- R = {(f) )| ) =
{'ok,','failed,',"ok,’", failed,'}};
RO = {({o13, TR 1% (01) = {'done’}}.

A dynamical system on the object registry is P(M,,I,)
:=(S,,q, f), where S, = {‘recording’} is the state set;
q,:Sy, = M, is the underlying mode function, and f,
= (™, £,°4%). The state update function is £*(s): R — S,.,
where £*(s)(r):=s with s€ S, and r € t¥*(i;) . The
readout function is £,°%¢(s):= ‘done’.

The last component is ‘VM’. Let Vin:=
{(@,D]: @ - set, set € Set} and Vout := {({0}, 79%)} be its
interfaces. For
(€, 0): service,Qservice,@registry Qregistrator - vm,
let P(e,0)(S,q, f) := (S,7,g) be a dynamical system, where
the state set is§ = S5; X S, X S, X S; the underlying mode
function IS q=¢q; X g, XqrXqs:S; XS, XS, XS5 -
M; X My X M, X Mg; and o: M; X M, X M, X Mg = M. The
state update function is £ == fi" x fi* x £ x f£i* and the
readout function is fOUuf := fOUt x foul x fout x fout The
function r is defined by o o q, i.e., S 4 M, X My X M, X M,

5 M. € can be detailed as follows:

- my = (‘working,’, 'working,’, ‘running’, 1);
m, = (‘working,’, ‘working,’, ‘running’, 2);
€21t (my), €4t (m,): 17 (py) X T34 (py) X
T$*(0") X 1" (01) - TP (0);

€n(my), €M (my): ! X 9" (py) X 15 (p,) X
T8 (0") X T8 (0y) = ! X ! X T (i") X T (iy).

Function e°t shows that port o is depended on ports pi1, p,
01, and o'. In fact, outputs of port o are same as outputs of
port 01, so Tg**(0) = 19%(0,) can be given. Function ein
shows that ports i' and iy are depended on p1, p2, 01, and 0". In
the case of mj, outputs of port p1 are same as inputs of i,
therefore 0% (p;) = t*(i") and t{*(i;) = 1% (0’) can be
get. In the case of my, outputs of port p, are same as inputs of
i', 50 9% (p,) = i*(i") and T2 (i;) = 2% (0") can be given.

Until now, P(e,0)(S,q,f):=(S,r,g) can be defined
according to Definition 2, dynamics of the morphism
(€,0): service;®service,@registryQregistrator - vm
can be checked.

4.4 Accessing services

Table 4. A process of accessing services in Figure 5

CURRENT STATES INPUTS AND OUTPUTS NEXT STATES
service service rox output port | ¢ d f ° service service rox
! 2 | proxy input port a b e i i' ! 2 | Proxy
output null | null | null | null
ready ready free ready ready set
input cmd | null | null | null | null
output null | null { cmd | null
ready ready set1 executing ready free
input null { null | null | null | cmd
output null { null | null | null
executing ready free ready ready setz
input null | req | null | null | null
output null | req | null | null
ready ready setz ready answering | setz
input null { null | null | req | null
output null | req | null | resp
ready answering | setz ready answering | putz
input null | null | resp | req | null
output resp [ null | null | resp
ready answering | putz ready ready free
input null [null {resp |null |null

>

In Figure 5, interfaces of ‘Service;
are specified as:
S = {({i'}, t™) |t (") = {emd’, null’}};
Sout .= {(@,N|!: @ - set, set € Set};
S5 = {({, Tt (D) = {'req’, null'}};
S8 1= {({0}, T8)|z¢" (0) = {Tesp’, mull'});
P :={({a b e}, tt")};
POt = {({c, d, £}, 18°0)}

, ‘Service,” and ‘Proxy’

Table 4 lists a working process which contains the
following steps: (1) a request is received from port a; (2)

‘Proxy’ redirects the request to port i'; (3) ‘Service:” executes,
and a new request is received from port b; (4) the ‘Proxy’
redirects the request to port i; (5) ‘Service;’ executes and
returns a response; (6) the ‘Proxy’ redirects the response to
port 01.

According to Table 4, a dynamical system on the object
servicey is P(My, 1) := (S, qy, f1), where £, := (fi™, f2*t),
q1:S; » M, and S; = {'ready’, executing'}. The state set
S; shows that the ‘Service:” has two states: ‘ready’ and
‘executing’. Function q,:S; - M; can be defined easily,
since M; has only one element. For a state s € S; and an



input ¢ € SI*, the state update function is f(s): SI* - S,
where Si* = tin(i"); specifically,
‘executing’, if s =‘ready’,c = ‘cmd’
fi(s)(c) ={‘ready’, if s = ‘executing’,c = null’
s, otherwise

The readout function is f°%:S; — SP¥t, so SP¥t = set
with set € Set.

Let P(M,, 1,) := (S, q, f>) be a dynamical system of the
object service,, where £, := (", £7“), qp:S, > M,, and
S, = {'ready’,‘answering’}. Function gq,:S, — M, can be
defined easily. For a state s € S, and an input ¢ € Si*, the
state update function is £ (s): Si* - S,, where Si* = i (i);
specifically,

‘answering’, if s = ‘ready’,c = ‘req’

7(s)(c) := ['ready', if s ="'answering’,c = ‘null’

s, otherwise
The readout function is f%:S, —» S9*t, where S9%t =

2% (0); in particular,
£oU () = {‘resp’, if s ='‘answering’
2 ’ ‘null’, otherwise
Dynamical system of the ‘Proxy’ is defined as P(Mp,lp)
:=(S,,qp f,) , Where the state set is S, =
{'free','set,’, set,’,'put,'}; the underlying mode function
i qp: S, = My, and f, == (fy", f,*). The component ‘Proxy’
has four states. The state ‘free’ indicates that the component
is ready for work. State ‘set;” shows that the component is
redirecting a request to ‘Service;’, and ‘set,” shows that the
component is redirecting a request to ‘Service,’. ‘put,” means
that the ‘Proxy’ is delivering a ‘Service;’ response. For a
state s € S,,, the state update function is fpi”(s):S{," - Sy,
where Si* = tf*(a) x T5*(b) x T} (e); in particular,
S (s)(©)
‘set,’, if s="'free’, c = (‘cmd’, null’,'null’)
‘free’, if s ="'sety’, c = (null’,'null’,'null’)

=1 ‘sety’, if s =‘free’, c = (‘null,'req, ‘null’)
‘put,’, if s ="set,’, c = (‘null, null’,’resp”)
‘free’, if s ="put,, c = (‘null’,'null’,’resp")
\ s, otherwise

The readout function is f%:S, — Sgut, where Sgut =
T34 () x T8 (d) X T8*E(f); in particular,
(‘null,'null’,'emd”), if s ='sety’
(‘null’,'req’, null’), if s ="set,’
(‘resp’, null’, null’), if s = ‘put,’

(‘null, null’, ' null’), otherwise

Interfaces of “VM;” and “VM;’ are detailed as follows:

- vm={(fphin)} . and VU= {(8,)]10
set,set € Set};

- VZLn = {({pl' pZ}' TIl/'g)} ' and
{({p3; p4}' Tl(}Ith)}'

Let P(€y,00)(S,q,f) :=(S,7,g) be a dynamical system
on the morphism (€,,0,), where S =S5; X5, XS, is the
state set; g = q; X q, X q,, is the underlying mode function,
and oo: My X My X M,, > M" x M". The update function is
fir=ftx finx fi* and readout function is fout :=
fOHE X L4 x f,P4E The function r is defined by g ¢ g, i.e.,

q1Xqz2Xqp
51 X8, XS,

fpout (S) =

out ._
yout =

T M, x My x My, 3 M’ x M. Function
€, €an be detailed as follows:

- m = (‘working,’, ‘working,’, ‘running’);,

- €6 (m): Tg" (0) x Tp*(c) x TR (d) X T3 (f) -
73 (3) X 105 (pa);

- €5 (m): T/ (p) x T8 () x 1**(d) x Tp**(f) x
T3 (p1) X T3 (p2) X 7§ (0) - (i) X T (i) X 7§ (a) X
(b)) x T (e).

Function €3**(m) shows that outputs of port ps are same
as outputs of port c, and outputs of port ps are same as
outputs of port f. So 794t (ps) = 8% (c) and 194 (p,) =
734 (f) can be get. Function €i*(m) shows that inputs of
port i' are same as inputs of port p; inputs of port a, b are
same as inputs of port ps1, p2 respectively; and inputs of port e,
i are same as outputs of port o, d respectively. So t5*(a) =
() . (D) 2 Th(p) L wi(P) =), TE(e) =
2% (0), and T (i) = t3*¢(d) can be get. P(&y,0)(S,q, f)
:= (S, 1, g) can be defined according to Definition 2.

Interfaces of ‘Env’ are defined as: E™ := {({il, ir}, Tén)}
and E°% := {({0,},79%")}. A dynamical system on the
morphism (e,, g;) is defined as P(€;,0,)(S,7, g) := (S, t, h),
where S = §; X S, X S, is the state set; r is the underlying
mode function; g;: M’ x M"" - M and g = (g, g°“*). The
function t is defined by oyor , e, 55 X§5,XS§,

5 M’ x M" 3 M. Function €, can be detailed as follows:

- = Cupy upy);

- 2" (m): 193" (3) X 193 (p4) = 2% (01);

- et (m"): T (iy) X T (i) X T35 (p3) X T95"(pa) =
5 (p1) X T3 (p2) X T3 (p).

Function e*t(m") shows that outputs of ‘Env’ are same as
outputs of port ps, so T2%(o0;) = T9% (p3) can be get.
Function e®(m’) shows that inputs of port p are same as
outputs of port ps, i.e. T (p) = 9%t (p,); inputs of port py,
p2 are same as inputs of port iy, i, respectively, so 7% (p;) =
T (iy) and 7% (p,) = t(i,) can be get.

Until now, P(e;,01)(S,7,9) :=(S,t,h) can be defined
according to Definition 2, and dynamics can be checked.

5. A BRIEF DISCUSSION ABOUT APPLICATION
IMPLEMENTATIONS

Conceptions or components, which are discussed in
section 3 and 4, can be implemented by using software tools.
For constructing a basic application environment, Vagrant
(https://www.vagrantup.com) can be used for defining a
configurable working environment. VirtualBox
(https://www.virtualbox.org) or other products can be
installed and configured as virtual machines in a working
environment, and instances of software containers can be
deployed and managed in virtual machines. For applications,
many open source projects can be adopted and applied. For
example, Registrator (https://gliderlabs.com/registrator/latest/)
is able to provide registration functions for containerized
microservices, and it supports different pluggable registries;
Consul (https://www.consul.io) is a persistence system, and it
can be set up as a registry for storing states of services; nginx
(https://nginx.org) or other servers can be used as a reverse

proxy.



6 CONCLUSIONS

This paper uses the category of mode-dependent networks
and dynamical systems to model structures and functions of
containerized microservices. Formal models are established
around some issues of microservice-oriented applications.
The results and relevant discussions show that structural and
functional models of containerized microservices can be
formed by using the category-based tools. Therefore, the
modelling tools are applicable to modelling microservice-
oriented applications, and they are able to contribute to
clearly revealing important technical features of applications.
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