/4

>

NEF International Information and
“IET

Engineering Technology Association

&2 AMSE

-

Advances in Modelling and Analysis B
Vol. 61, No. 2, June, 2018, pp. 106-112

Journal homepage:http://iieta.org/Journals/AMA/AMA_B

A novel key management mechanism using elliptic and Diffie-Hellman for handling users in cloud

environment

K. Santhi Sri*", N. Veeranjaneyulu?

! Department of CSE, Vignan’s Foundation for Science Technology & Research, Vadlamudi, Guntur 522213, Andhra Pradesh,

India

2 Department of IT, Vignan’s Foundation for Science Technology & Research, Vadlamudi, Guntur 522213, Andhra Pradesh,

India

Corresponding Author Email: srisanthi@gmail.com

https://doi.org/10.18280/ama_b.610209 ABSTRACT

Received: 17 April 2018
Accepted: 5 June 2018

Keywords:
cloud computing, elliptic curve, data owner,
cloud user, data storage

Cloud computing provides many number of services to the users but the major and crucial
service is cloud storage. Cloud storage is one of the most popular services in cloud
computing environment. But the data stored in cloud will have a problem of protecting the
data from the third party and also address the unauthorized access. For solving such issues
encryption provides a better solution but access given to the cloud users is a problem. In
order to address this problem we propose a group key management technique using Diffie-
Hellman and elliptic curve cryptograph. Which handles the user authentication and also give

the group access, and role based access to the user.

1. INTRODUCTION

There has been a creating model in the present conditions to
store data in the cloud with the enthusiastic addition in the
measure of cutting edge data, for instance, customers' near and
dear data to greater activities expecting to go down databases
or store recorded data. Cloud data storing can be particularly
engaging for customers with sporadic limit demands, requiring
an unassuming accumulating level or a negligible exertion,
whole deal record. By outsourcing customers' data to the
cloud, authority communities can focus more on the diagram
of abilities to upgrade customer experience of their
organizations without worrying over resources for store the
creating measure of data. Cloud can moreover give on ask for
advantages for limit which can assist master associations with
decreasing their help costs. In addition, disseminated capacity
can give a versatile and supportive way forClients to catch
their information from anyplace on any device. In any case, a
few late reviews [1-2] demonstrate that 88% potential cloud
buyers are stressed over the protection of their information,
and Security is regularly referred to as the best deterrent for
cloud reception. There are diverse sorts of Infrastructures
related with a cloud [3]. An open cloud is a cloud which is
made accessible to the general people, and assets are
controlled in a compensation as-you-go way. A private cloud
is an inside cloud that is gathered and worked by a solitary
connection. The connection has full control of the private
cloud, and the private cloud can't be developed to by outside
parties. Consequently a private cloud is routinely thought to be
more secure and trusted.A current review [4] demonstrates that
almost half, 43% of all organizations report using private mists
and 34% of organizations say they will start to utilize some
type of private cloud in the following six to a year.In this
paper, we address the issue of secure data storage of
individuals by a large cloud. Open cloud is confined by no less
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than one server cultivates consistently passed on
topographically in different territories. Customers don't know
where their data is secured and there is a strong perception that
customers have lost control over their data after it is exchanged
to the cloud. To empower customers to control the passage to
their data set away in an open cloud, sensible access control
courses of action and frameworks are required. The passage
systems must farthest point data access to only those arranged
by the data proprietors. These methodologies ought to be
approved by the cloud. In various current dispersed stockpiling
structures, data proprietors need to acknowledge that the cloud
providers are trusted to keep unapproved customers from
getting to their data.
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Figure 1. Cloud storage architecture

In role based access control (RBAC) demonstrate, parts are
mapped to get to consents and clients are mapped to proper
parts. For example, clients are doled out participation to the
parts in view of their duties and capabilities in the association.
Authorizations are allocated to qualified parts rather than
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singular clients. Besides, in RBAC, a part can acquire consents
from different portions, thus there is a various level structure
of parts. Since being first formalized in 1990's, RBAC has
been generally utilized as a part of numerous frameworks to
furnish clients with adaptable access control administration, as
it permits get to control to be overseen at a level that compares
intently to the association’s arrangement and structure.

In this paper, we propose a novel group key administration
calculation in view of elliptic bend and Diffie-Hellman. We
plan a protection saved distributed storage framework system,
in view of which we characterize the security dangers to the
cloud information. We propose a gathering key administration
calculation for the scrambled cloud information offering to the
dynamic gathering. The plan is actualized in light of the
calculation and does not rely upon any trusted substance or the
security impart.

1.1 Cryptographic key management overview

In this area, we audit the two general classes of
cryptographic keys, list the most normally utilized key writes,
recognize the key states and graph the subsequent progress
outline. We at this point depict the most critical key
administration capacities (likewise alluded to as key lifecycle
activities) and rundown the nonspecific security necessities
related with these capacities.

1.2 Key types

Cryptographic keys fall into two general classifications:

1. Secret key: A key that is by and large used to 1) perform
encryption/decoding utilizing symmetric cryptographic
calculations; as well as 2) to give information trustworthiness
utilizing message validation codes or an encryption method of
task that additionally gives information uprightness. A
mystery key is additionally called a symmetric key, since a
similar key is required for encryption and unscrambling or for
trustworthiness esteem age and uprightness confirmation.

2. Public/Private Key Pair: A couple of scientifically
related keys utilized as a part of private, public key
cryptography for confirmation, computerized mark, or key
foundation. As the name demonstrates, the private key is
utilized by the proprietor of the key match, is kept mystery,
and ought to be ensured constantly, while the general
population key can be distributed and utilized be the
depending gathering to finish the convention or upset the tasks
performed with the private key.

From these general classifications one can decide the most
regularly utilized key composes in a distributed computing
condition. It is not necessarily the case that a cloud execution
might not have extra kinds of keys.

1. Public/Private Authentication Key Pair: This key
match is utilized by one gathering to validate to the next
gathering. Its run of the mill utilize involves consolidating an
arbitrary test with the endorser produced irregular number and
marking the outcome for the advantage of the challenger who
wishes to confirm the private-key holder. Cases of utilization
incorporate customer validated Transport Layer Security,
Virtual Private Network confirmation, and keen card-based
logon. A confirmation key match is for the most part utilized
as a part of a system situation and is by and large utilized for
long haul utilize.

2. Public/Private Signature Key Pair: The private key of
the key match is used by one social event to deliberately sign
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a message/data, while the relating open key is used to affirm
the stamp. Instances of the use of a check key join are stamped
Secure/Multipart Internet Mail Extensions messages, stamped
electronic chronicles, and stamped code. In a few executions,
a key match might be utilized for both verification and mark
capacities. A mark key match is by and large utilized as a part
of a system domain and is for the most part utilized for long
haul utilize. It might likewise be utilized to produce and check
marks on put away information.

3. Public/Private Key Establishment Pair: This key
match is utilized to safely build up a key between parties.
Cases of the utilization of a key match for key foundation are
encoding the symmetric key for S/MIME payload
encryption/decoding and scrambling the irregular mystery to
be sent from a TLS customer to a server. It is suggested that
key foundation key sets be unmistakable from validation and
mark key sets. In any case, it is perceived that a few gadgets,
for example, web servers utilize a similar key match for key
foundation and validation. A key foundation key match is
generally utilized as a part of a system domain, yet some use
for put away information is likewise observed and can be
imagined. A key foundation key match is for the most part
utilized for a pre-characterized period for encryption (e.g., up
to 3 years), yet is utilized for unscrambling for whatever length
of time that the classification of the information should be
ensured.

4. Symmetric Encryption/Decryption Key: A symmetric
key is utilized to scramble and decode information or
messages. For information in-travel, a symmetric
encryption/decoding key may have a short life, commonly for
each message (e.g., SIMIME message) or for every session
(for instance a TLS session). For put away information, the
symmetric existence of the encryption/decoding key has a
tendency to be the length of the classification of the
information should be secured.

5. Symmetric Message Authentication Code Key: A
symmetric key is utilized to give confirmation to the
trustworthiness of information.

6. Symmetric Key Wrapping Key: A symmetric key is
used to scramble a symmetric key or private key. A Key
Wrapping Key is also called a Key Encrypting Key.

1.3 Different states of the key

A symmetric key or open/private key consolidate can
encounter the going with states. It isn't really the case that a
key organization execution won't not have additional states. Of
course, a key organization execution may have a subset of
these states.

« Generation: A symmetric key or open/private key match
is made when required.

* Activation: A symmetric key or private key is sanctioned
when it is required to be used. An open key is activated when
it is made available or on the date exhibited in its related
metadata.

* Deactivation: A symmetric key or private key is
deactivated when it is never again required for applying
cryptographic confirmation to data. Deactivation of these keys
may be trailed by devastation or archived. An open key isn't
deactivated. It may end

» Suspension: A key may be suspended from use for a
combination of reasons, for instance, a dark status of the key
or due to the key proprietor being quickly away. Because of
individuals when all is said in done key, suspension of the



sidekick private key is passed on to the depending parties. This
may be granted as an "On hold" disavowal reason code in a
CRL and in an Online Certificate Status Protocol (OCSP)
response

* Expiration: A key may slip by in view of the complete of
its crypto period [refer RFC 4949]. By virtue of an open key,
an end date is appeared in the related metadata.

* Destruction: A key is pulverized when it is never again
required.

 Archival: A key might be chronicled when it is never
again required for typical utilize, however might be required
after the key's crypto period. A case for mystery or private
keys is the conceivable decoding of chronicled information. A
case for open keys is the check of chronicled marked archives.

 Revocation: A repudiation is expressly expressed as for
open keys; be that as it may, the disavowal likewise applies to
the relating private key. Renouncement data is safely
conveyed to the depending parties, for instance, as CRLs or
OCSP reactions, on account of X.509 open key testaments.
Mystery keys are additionally "denied™, regularly by including
them on records, for example, a traded off key rundown.

1.4 Key management - generic security requirements

The following are general key administration security
prerequisites:

1. Gatherings performing key administration capacities are
legitimately validated and their approvals to play out the key
administration capacities for a given key are appropriately
confirmed.

2. All key administration orders and related information are
shielded from imitating, i.e., source verification is performed
earlier executing a sum on.

3. All key administration charges and related information
are shielded from undetected, unapproved alterations, i.e.,
trustworthiness security is given.

4. Mystery and private keys are shielded from unapproved
exposure.

5. All keys and metadata are shielded from parodying, i.e.,
source confirmation is performed before getting to keys and
metadata.

6. All keys and metadata are shielded from undetected,
unapproved adjustments, i.e., uprightness insurance is given.

7. At the point when cryptography is utilized as an assurance
component for any of the over, the security quality of the
cryptographic system utilized is in any event as solid as the
security quality required for the keys being overseen.

2. LITERATURE SURVEY

Nabeel et al. familiar an achievable course of action with
meet various impediments in light of the all-inclusive
community key cryptosystem [15]. In rapidly, the beforehand
specified works simply consider a specific circumstance. With
the ascent of web of things (IoT), the security threats have
drawn extending thought. To suit various conditions and
higher necessities (acted by the rational applications) to PS
structure, distinctive countermeasures were proposed, for
instance, [9] and. Meanwhile, to light up the consistently
creating security threats of PS system in new conditions,
different plans were similarly proposed.

Diro et al. proposed a lightweight arrangement by using
elliptic twist cryptography to ensure security in dimness based
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PS structure [20]. A sheltered PS system that gives customer
data security by using different leveled inside thing encryption
was proposed by Rajan et al. [21].

Beligianni et al. presented an answer that defended
purchaser security in astute networks [22]. As a result of the
brain boggling condition, more sensible courses of action
ought to be abused. Additionally, the security perils, (for
instance, the assention ambush) still need to pay more
contemplations [13]. The differential assurance advancement
is a fitting other option to guarantee fog based PS structure
security. Thriving with the advancement of enormous data and
10T, differential insurance transforms into a hot area of
research [19, 28-31].

Dwork and Roth analyzed the differentially private
procedures for instrument diagram and machine learning in
[28]. Dwork kept an eye on the importance of differential
insurance and gave an examination to the differential security
backwoods [29].

An arrangement based approval conspire [24] which can be
keep running as an Infrastructure as a Service display with a
specific end goal to secure the clients security by guaranteeing
that they can set their own particular protection approaches so
as to shield the client information from unapproved get to. The
OASIS cloud approval [25] has arrangements for the
administration of approvals in the cloud benefit conveyance
models. It keeps up a log of where the clients are and the points
of interest of the gadgets that are being utilized by them.

Dell [27] information security/encryption has took into
account ensuring the different client information that is being
put away on an outer drive or media. Programming and
equipment based encryption plans are conveyed. The
fundamental favourable position being that the client
intercession isn't required to authorize strategies and they are
anything but difficult to convey and oversee also. Dell
additionally has utilized the Transparent File Encryption in
which a control over the different clients getting to the
information is kept up. In this strategy a white rundown of
clients are made will's identity given the entrance to
administrations and to share records. The checking of the use,
examining of occasions and report creation and the workload
of the consistence is likewise diminished.

The Wouala cloud [28] accommodates the encryption of
information in PCs before sending or exchanging it to the
cloud. This guarantees just the client approaches the
information and not even the supplier. A Hierarchical
Attribute Based Encryption technique has been proposed in
[29] where fine grained get to control and furthermore elite is
accomplished. A predicate encryption strategy is proposed in
[30] utilizing different inquiry activities and protection of the
clients is additionally guaranteed. This technique empowers
the proprietors to control their own information and its
lifetime.

Online Tech [31] has offered answers for give cloud
security by encoding the information by strategies, for
example, Full Disk Encryption which scrambles the
information put away on a hard plate amid the booting activity
and Whole Disk Encryption which scrambles the information
very still utilizing the Advanced Encryption Standard
calculation. A bit locker secret word is scrambled that
guarantees that the information is protected if the gadget has
been stolen. The Linux circle encryption is utilized to encode
the information which exists in the bit. The primary preferred
standpoint being that the apportioned information can be
scrambled.



3. PROPOSED METHOD

The proposed method works initially when the cloud user
wants to access the data from the data owner, he needs to get
permission from the data owner. So, the proposed solution
uses Elliptic Curve Diffie-Hellman method for adding a
member in to the authorized list and also if any authorized
person wants leave from the group it will handle.

From the authorized user all the users does not have the same
permissions that is access roles, based on the user necessity
theusers can have

e Readonly

o Write

e Read and write

e Download

Authorized group members will get these kind of roles form
the data owner by sending the requests.

Eliptic curve and Diffie-Hellman based computation
mechanism for secure communication of cloud users and data
owner.

Basic terminology

T={E (Fp), n, e, T, C, p, mi, Py (K¢, Pr (Ki)}

E (Fp): Elliptic curve equation

O: Order of the group

e, f: Curve coefficients

C: Group or cluster generator point (Cx, Cy)

P: Prime base pointp e E(Fp)

mi: i-th group member i € [1,n]

Pu (Ke): Public keyof mi calculated through scalar
multiplication operation

Pr (Ki): Private Secret key of mi, (a random integer)

Initially we are discussing with two party communication
that is data owner and an cloud user how they compute their
keys using elliptic curve dDiffie-Hellman.

Algorithm: Elliptic Curve Diffie- Hellman
Step 1: Oc « Pi(Ke) and Os— Pi(K5)
Step 2: Calculate
Oe— Pu(Ke)
Or— Py(Ky)
Pu(Ke) «— P(Ke) * C
Pu(Kf) « Py(Ks) * C
Step 3: O sends Py(Ke) Ot
Step 4 .0+—Ky(O
Kk(On)«Pi(Ks) * Pu(Ke)
Step 5 :Orsends Py(Ks) Oe
Step 6 ;Oe—>Kk(Oe) %
Kk (Oe)—Pr(Ke) * Pu(KY)
Step 7 :Ki(Oer)— Ki(Oe) = Ki(Oy) else got problem in
computation.

The above algorithm creates secret key for two gathering
interchanges. Give us a chance to expect dataowner Ne and Nf
needs to convey safely through a mystery key. Right off the
bat, Ne and Nf arbitrarily chooses private keys Pr (Ke), keys
Pr (Kf) separately. Next, the two groups create open keys
utilizing Pu(Ke) and Pu(Kf) gather generator point and trading
their open keys into each other after that the two hubs compute
secret keys Kk(Oe) and Kk(Of) independently lastly, both
must produce square with comes about.

Algorithm: Joining of new user in to the group
Step 1: Oc— Pr(Ko)
Step 2 :0c— Pu(Ko)
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Pu(Ke) — P(K) * C
Step 3:Ogm  sends Pu(Ke), Pu(Ks),Ki(Oe )
Step 4 : Calculate
Oc— Pu(Kc,e)Pu(Kc,e) «— Pr(Kc) * Pu(Ke)
Oc— Pu(Kc,f)Pu(Kc,f) «— Pr(Kc) * Pu(Kf)
Oc— Kk(Ke,f,c)Kk(oe,f,c) — Pr(Kc) * Kk(oe,f)
Step 5 :O. broadcasts intermediate key to Oe,Os
Oc sendsPy(Kcs) Oe
Step 6 : Calculate
Oe— Kk(oe,f,c)Kk(Oe,f,c) «— Pr(Ke) * Pr(Kc) * Pu(Kf)
O— Kk(oe,f,c)Kk(oe,f,c) — Pr(Kf) * Pr(Kc) * Pu(Ke)

Oc

The above calculation indicates joining of new client into
the multicast group. Assume, if a client Oc needs to participate
in a group. In the first place client needs sends join ask for
message to information proprietor. Information proprietor will
allow consent to new client Oc. client Oc chooses one private
key Pr (Kc) and create open key Pu(Kc). Information
proprietor sends all the moderate keys to new hub Oc. In the
wake of accepting all the keys from information proprietor, Oc
goes about as another group part and information proprietor
again registers the all the new keys for group interchanges. At
long last information proprietor communicate the keys into
outstanding group individuals. Those perform calculations on
got keys and produce another group key.

Algorithm: Joining of n new users into the group
Round i€ [0, n-2]|

Ni G * (JIP«(INk)| k€[0.1] k£€[04]), G * Si(No..._.... ) Nin

Now G*8WNo. i1 _n1) N

The above algorithm represents a huge number of users
wants join in a group so need to create all their keys and need
to compute back the group key.

Algorithm: Leaving a user from the multicast group
Step 1 :0,quit REQ Ogm
Step 2 :Ogm(— new rr(KRgm
Step 3 : Calculates
Ogm—Pu(Kgm)
pu(Kgm)<— new Pr(Kgm) *C
Step 4 :Og4m broadcasts intermediate key values to all
group nodes.
Step 5 : Nodes generates group key using their P;.
The above calculation talks about how a client leaves from the
group. Hub O1 need to leave from a group first client sends
quit request for (QUItREQ) to information proprietor Ogm.
Group manager concede consent and changes his private key.
Next, Group administrator ascertains open key, moderate keys
and communicate to all group members. Group individuals
produce group key by utilizing their private keys.

Role based accessing algorithm:

From the authorized user all the users does not have the
same permissions that is access roles, based on the user
necessity that permissions are
Read only
e Write
e Read and write
e Download



Authorized group members will get these kind of roles form and proposed mechanism ECDH. Figure-3 shows proposed

the data owner by sending the requests. method gives the good computation time than all other existing
works.

Algorithm of role generation ()
User sends request to data owner
Request = user credentials + permission type
Data owner verifies the user credential
If(User==1) g o
{

Grant the permission 1

}

Else oo

{

Deny the permission II II I

}
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In this segment we first present experimental results of the Figure 3. Computation time for adding a group of users at a
Encryption algorithm, secrecy preserving mechanism and time
group key management method. We then present an
experimental comparison between the existing approach of
CP-ABE, PGKM and proposed method of ECDH. The
analyses were performed on a machine running UBUNTU
14.04 LTS with an Intel Corei3 CPU 2.50 GHz and 4 GB
memory. Just a single CPU was utilized for calculation. Our
model framework is executed in JAVA.

5. RESULTS AND DISCUSSIONS -
This section present results and discussions about the Il II II I
1 3 5 a 15 18 -

adding a user to group, adding group of users to the group,
removing a user from the group and authenticating a user and ol of Lsers
giving access permissions to the user.
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Figure 4. Time for removinga user from Grop

Figure-4 shows the computation time for removing a user

from the group of users belongs to existing group that is group
size varying from one member to twenty one members and
|| | here we compare three such mechanisms those are CP-ABE,

W
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PGKM and proposed mechanism ECDH. Figure-4 shows
proposed method gives the good computation time than all
other existing works.
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Figure 2. Time for adding one by one user to the group
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Figure-2 shows the computation time for adding a single
user or one by one user to the existing group that is group size
varying from one member to twenty one members and here we ™
compare three such mechanisms those are CP-ABE, PGKM
and proposed mechanism ECDH. Figure-2 shows proposed
method gives the good computation time than all other existing
works.

Figure-3 shows the computation time for adding a group of #— Computation tirme CP-ABE == Computation Lime PGRM —— Comgutation time ECDH
users at the same time to the existing group and group size
varying from one member to twenty one members and here we Figure 5. Computation time for users authorization
compare three such mechanisms those are CP-ABE, PGKM

Computal
]
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Figure-5 shows the computation time for authorization of
user and giving the access privileges to the user. We compare
three such mechanisms those are CP-ABE, PGKM and
proposed mechanism ECDH. Figure-5 shows proposed
method gives the good computation time than other existing
works.

6. CONCLUSION

The proposed method works initially when the cloud user
wants access the data from the data owner. He needs to get
permission from the data owner. The proposed solution uses
Elliptic Curve Diffie-Hellman method for adding a member
into the authorized list and also if any authorized person wants
leave from the group it will handle. The results show that the
proposed method is better in handling group of users than
other two mechanisms like CP-ABE and PGKM.
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