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This study presents a residual-monitoring framework resident in a programmable logic
controller (PLC) for leak detection, location indication, and severity assessment in a
cascade-controlled coupled-tank process. A compact 4-6-4-2 multilayer perceptron
(MLP) with 68 trainable parameters was trained offline using leak-free data and deployed
in a Siemens S7-1200 PLC to estimate nominal upper- and lower-tank levels. Cascade
proportional—-integral (PI) control ran every 50 ms, while neural monitoring operated every
500 ms. The selected MLP required only 0.84 ms mean and 0.92 ms maximum inference
time, providing ample computational margin. Measured—predicted residuals were
processed using exponential moving average (EMA) filtering, adaptive baseline
thresholds, stable-condition verification, and persistence confirmation. Calibrated two-
channel residual signatures indicated leak location, while operating-region-dependent
boundaries classified severity as Small, Medium, or Large. Independent test data yielded
upper- and lower-tank root mean square error (RMSE) values of 0.1618 and 0.1612 cm.
Experiments at 13 and 17 cm comprised 140 trials. Binary detection achieved 92.86%
accuracy, 92.50% sensitivity, and 95.00% specificity. Among 111 confirmed leaks,
conditional location and severity accuracies were 92.79% and 90.99%. End-to-end
location and severity accuracies over all 120 leak trials were 85.83% and 84.17%, while
82.50% received both correct labels. The exact seven-class accuracy was 84.29%. Mean
true-positive alarm delays were 4.57 +£0.71sat 17 cm and 4.83 £0.84 sat 13 cm.

1. INTRODUCTION

Leakage remains a persistent concern in industrial fluid

characteristics are relevant to interconnected liquid-storage
and transfer applications in wastewater treatment, chemical
processing, food processing, and related industries [12].

systems, water-distribution networks, storage facilities, and
process plants because it can compromise operational
reliability, increase  maintenance  demand, cause
environmental losses, and reduce process efficiency [1-4]. In
particular, even minor leakage may progressively increase
energy demand, disturb normal operating behavior, and create
subtle deviations that are difficult to distinguish during on-line
operation [5, 6]. Therefore, timely leak detection is important
for limiting fluid losses, supporting safe and reliable plant
operation, and reducing the risk of unplanned maintenance or
production interruptions [6-8].

Within this context, coupled-tank systems (CTS) are widely
used as representative benchmark processes in liquid-level
control and fault-diagnosis studies because they exhibit
nonlinear flow behavior, inter-tank coupling, disturbance
sensitivity, and multivariable interactions that resemble
practical fluid processes [9-12]. More specifically, these
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However, parameter variations and hydraulic disturbances can
adversely affect level regulation and closed-loop stability,
making reliable fault monitoring particularly important [12,
13]. Accordingly, leak-flow estimation and fault diagnosis
have been investigated to improve monitoring performance
and support safe operation of coupled liquid processes [14,
15].

From an implementation perspective, programmable logic
controllers (PLCs) are widely used in industrial automation
because of their robustness, modularity, deterministic cyclic
execution, and reliable operation in industrial environments
[16]. PLC-based systems are commonly employed for process
control, liquid-level regulation, communication-enabled
monitoring, and real-time implementation [17, 18].
Algorithms deployed on PLCs must comply with scan-cycle
timing and limited memory and computational resources [19,
20]. In response to these implementation constraints, recent
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studies have demonstrated the feasibility of PLC- and edge-
PLC-based fault diagnosis and embedded neural-network
inference for nonlinear processes [20-22].  These
developments motivate implementing lightweight leak-
monitoring functions directly within the industrial control
layer.

From a diagnostic perspective, conventional leak-detection
methods commonly use pressure and flow measurements,
model-based estimation, acoustic sensing, and decision-rule-
based monitoring [23-25]. Pressure- and acoustic-signal-based
methods can provide sensitive indications of leakage,
particularly for small fault conditions [23, 25]. However, their
practical application may be affected by measurement noise,
non-stationary signals, signal-processing requirements, and
additional sensing infrastructure [25, 26]. In addition,
variations in operating conditions and production loads can
reduce the reliability of fixed decision rules and complicate
leak detection under transient conditions [27, 28]. To address
these limitations, machine-learning (ML) and Al techniques
have increasingly been applied to leak detection,
classification, localization, and leak-size estimation. Artificial
neural network (ANN)-based approaches have been used for
pipeline leak diagnosis [29], while support vector machine
(SVM)-based methods have been reported for leak detection
in cylindrical storage tanks [30]. Long short-term memory—
fully convolutional networks (LSTM-FCNs) have been
developed using high-frequency pressure measurements for
water-network leakage diagnosis [31], and physics-informed
neural networks have been applied to multiphase leak
detection, localization, and size estimation [32].
Convolutional neural network (CNN)-based methods have
also been investigated for pipeline leak detection and
localization [33]. Moreover, hybrid deep-learning approaches
combining wavelet denoising with LSTM-transformer models
[34] or acoustic-emission signals with CNN-LSTM
architectures [35] have demonstrated the value of temporal
and time-frequency information. In addition to these deep-
learning approaches, time-domain statistical features [36] and
acoustic-emission analysis [37] have likewise been used to
enhance leak-sensitive signal representation. Related work has
also investigated neural-network-based dynamic threshold
generation for fault detection in interacting-tank processes
[38].

Despite these advances, applying data-driven leak diagnosis
to CTS remains challenging because nonlinear inter-tank flow,
parameter sensitivity, measurement uncertainty, and operating
variations complicate accurate state estimation [9-13]. In this
context, observer- and residual-based approaches address this
issue by comparing measured process outputs with estimated
system behavior. High-gain observer theory has been
extensively studied for nonlinear state estimation [39],
whereas extended Kalman filtering, dual-observer schemes,
and neuro-fuzzy Kalman-filtering methods have been applied
to leakage and fault diagnosis in fluid and pipeline systems
[40-42]. At the implementation level, ANN-based fault
diagnosis has also been demonstrated on a real level-control
system connected through an industrial fieldbus network [43].
However, the reported studies pursue different objectives and
impose different implementation burdens. Recent coupled-
tank and liquid-level studies emphasize control, fault
estimation, or laboratory diagnosis [14, 15], whereas PLC and
edge-PLC studies establish that embedded intelligent
functions are feasible but do not integrate the complete leak-
monitoring chain considered here [20-22]. Deep models using
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pressure or acoustic data offer strong pattern recognition but
typically require labelled fault datasets and an external or
dedicated inference path [29, 31-35]. Classical nonlinear
observers retain a clear physical interpretation but require
explicit hydraulic models, reliable parameters, and observer
tuning [39-42]. Therefore, the unresolved system-automation
gap is the integration of resource-bounded PLC-resident
nominal prediction, residual generation, transient-aware
confirmation, location indication, severity assessment, and
operator visualization while the same controller continues
deterministic closed-loop operation.

To address this gap, this paper proposes a residual-based
leak detection and severity monitoring framework using a
PLC-embedded neural observer for a coupled-tank system.
Specifically, a compact multilayer perceptron (MLP) is trained
offline using normal operating data and deployed as PLC-
resident structured control language (SCL) logic to predict the
upper- and lower-tank levels during operation. These
predictions provide reference values for identifying deviations
from normal system behavior. Subsequently, leak-sensitive
residuals are obtained from the differences between measured
and predicted levels. The decision logic combines exponential
moving average (EMA) filtering, baseline-derived thresholds,
stable operating-condition verification, and temporal
confirmation to improve robustness against measurement
noise and transient changes. These measures help distinguish
persistent leak-related deviations from temporary operating
fluctuations. Following leak confirmation, residual magnitude
is used to classify leak severity, while a calibrated signature
formed from the signed and magnitude residual channels
provides an upper- or lower-tank location indication.
Importantly, the complete monitoring function operates
concurrently with cascade proportional—integral (PI) control,
analog signal acquisition, and human—machine interface
(HMI)-based alarm handling rather than as an external post-
processing module. This arrangement allows leak monitoring
to be integrated directly into the existing PLC control
environment. Accordingly, the main contributions of this work
are summarized as follows:

(1) Development and PLC deployment of a compact leak-
free-data MLP observer for real-time prediction of coupled-
tank levels under explicit execution and memory constraints.

(2) Integration of nominal prediction, residual filtering,
adaptive baseline thresholds, stable-condition verification, and
temporal confirmation as an auditable PLC-resident
monitoring chain.

(3) Co-scheduling of cascade control at 50 ms and leak
monitoring at 500 ms within the same PLC, with HMI-based
diagnostic outputs and no external inference computer.

(4) Integrated detection, upper/lower location indication,
and physically calibrated Small/Medium/Large severity
assessment within one lightweight automation module.

(5) Experimental validation on a physical coupled-tank
system using separate calibration and repeated-event datasets,
with conditional and end-to-end metrics reported explicitly.

The remainder of this paper is organized as follows. Section
2 presents the experimental platform, the PLC
implementation, and the neural observer in detail. Section 3
describes the residual-based monitoring method. Section 4
reports the experimental results and the performance
evaluation, while Section 5 concludes the study and outlines
future work.



2. SYSTEM DESCRIPTION AND PLC-BASED
NEURAL OBSERVER DESIGN

2.1 Coupled-tank system description

For experimental validation, a real-time Quanser coupled-
tank system was used to investigate nonlinear level dynamics,
hydraulic coupling, and leak-monitoring performance. As
shown in Figure 1, the platform includes vertically connected
upper and lower tanks, a variable-speed pump, level sensors, a
Siemens S7-1200 PLC, an HMI, an SMI1234 analog
input/output (I/O) module, and a VoltPAQ-X1 signal-
conditioning interface. Water is pumped to the upper tank and
then flows to the lower tank through the interconnecting path,
producing coupled nonlinear behavior. Both tank levels are
continuously measured and transmitted to the PLC.

Upper tank

Upper level sensor
Upper leak location HMI
Lower tank PLC
Pump Analog module
Lower level sensor Signal conditioner

Lower leak location

Reservoir

Figure 1. Real-time Quanser coupled-tank systems (CTS)
experimental platform

Within this platform, the PLC performs cascade PI control,
signal acquisition, neural-observer inference, residual
evaluation, and leak-monitoring logic. The HMI displays the
measured and estimated levels, control variables, residuals,
and alarm states. Dedicated upper- and lower-tank leak ports
were used to introduce controlled disturbances and assess the
ability of the proposed PLC-resident framework to distinguish
persistent leakage from normal closed-loop operation. From
an automation perspective, control and diagnostic functions
are executed as separate PLC tasks while using common
process signals. The 50 ms control loop remains solely
responsible for pump actuation, whereas the 500 ms
monitoring task updates residuals, alarm status, leak location,
and severity for HMI supervision. Hence, diagnostic
processing does not interfere with the control action.
Moreover, all monitoring calculations are performed within
the PLC, avoiding reliance on external asynchronous
computation.

2.2 PLC-based residual monitoring architecture

Figure 2 illustrates the PLC-based architecture used to
integrate cascade-level control, neural-level prediction, and
residual-based leak monitoring for the coupled-tank platform
described in Section 2.1. The Siemens S7-1200 PLC performs
two coordinated functions: a cascade PI control layer for
closed-loop level regulation and a residual monitoring layer
for leak assessment. Importantly, the monitoring function
operates in parallel with the control task and does not modify
the underlying control structure. The coupled-tank process
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operates in continuous time, where /4, (¢) and /;(¢) denote the
upper- and lower-tank liquid levels, respectively. After signal
conditioning and analog acquisition, the level measurements
are sampled by the PLC and represented in discrete time as

hy (k) = hy (kTs) (1

hy(k) = hy(kTs) 2)
where, Ty is the sampling period and £ is the discrete-time
index. The PLC-generated pump command u;(k) is converted
through the analog output interface to drive the pump.
Accordingly, the hydraulic behavior of the coupled-tank
process can be expressed using mass-balance relationships:

dh,

“ dt(t) = qp(t) — quu(®) — quu (O 3)
dh

A cf) = qu(®) = 4o(8) = qu () (4)

where, 4, and 4; are the cross-sectional areas of the upper and
lower tanks, respectively; g,(¢) is the pump inflow; g..(¢) is the
inter-tank flow; and ¢,(¢) is the lower-tank outlet flow. The
terms qr.(f) and gp/(f) represent leak flows from the upper and
lower tanks. For gravity-driven flow through a small leak
opening, the leak flows are represented by

qLu(t) = CdaLuV Zghu(t) (5)
qu(t) = Cqay/2gh (1) (6)

where, Cy is the discharge coefficient, g is the gravitational
acceleration, and ar, and az; are the equivalent leak areas.
Under normal operation, these terms are negligible. By
contrast, when a controlled leak is introduced, the additional
level-dependent outflow changes the nominal hydraulic
response and causes deviations between the measured and
predicted tank levels. In the cascade PI layer, the outer loop
regulates the lower-tank level according to the reference /gy(k).
The outer-loop error is given by
eo(k) = hy (k) — hy (k) %)

The outer PI controller generates the intermediate reference
u,(k) for the upper tank. The inner-loop error is then calculated
as

ei(k) = uo(k) — hy (k) (®)

The inner PI controller produces the pump command u(k).
This cascade arrangement regulates the lower-tank level while
accounting for the coupled hydraulic response of the upper
tank. Meanwhile, the residual-monitoring layer receives
buffered process and control variables from the PLC. To
ensure causal execution and temporal alignment, the neural
observer uses closed-loop variables from the preceding
monitoring instant. The observer input vector is therefore
defined as:

x(k—1) =

leo(k — Dey(k — Dy (k — Duy(k — DT ©)
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Figure 2. PLC-based residual monitoring architecture for the coupled-tank system

After normalization using the stored training parameters,
the delayed input vector is processed by the PLC-embedded
MLP to generate the one-step-ahead nominal tank-level
estimates at the current monitoring instant:

E(k“f =1 = fup(x(k — 1);0) (10)
where, ® denotes the stored MLP weights and biases. The
notation h(klk—1) indicates that the tank levels at monitoring
instant k are predicted using information available at instant

k—1. For compactness, A(klk—1) is denoted by A(k) hereafter.
The observer output is expressed as:

i) = [ (OR GO] (1n
where, h, (k) and h,(k) are the predicted upper- and lower-
tank levels, respectively. The detailed MLP structure, model
selection, training procedure, and PLC deployment are
presented in Sections 2.3-2.5. Based on these estimates, the
measured and predicted levels are compared to generate the
residual vector:

r(k) = h(k) — h(k|k — 1) (12)

where
h(k) = [hy (k) (k)]" (13)

and
r(k) = [, (O ()]" (14)
Thus, the individual residuals are obtained as

1 (k) = hy (k) = Ty (el = 1) (15)
(k) = (k) — 7, (k|k — 1) (16)

where, r,(k) and ri(k) are the residuals associated with the
upper and lower tanks, respectively. During leak-free
operation, the MLP estimates both tank levels with limited
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mismatch, whereas leakage introduces sustained residual
deviations through additional outflow. The monitoring logic
therefore evaluates filtered residuals against baseline
thresholds under stable conditions and confirms persistent
exceedance over a prescribed interval. After confirmation,
residual magnitude determines severity, while the calibrated
two-channel signature indicates the leak location on the HMI.

2.3 Lightweight multilayer perceptron neural observer
design

The neural observer is implemented as a lightweight MLP
to estimate the nominal upper- and lower-tank levels during
closed-loop operation. Instead of directly classifying leaks, it
generates nominal level estimates for residual calculation. A
compact architecture is adopted to preserve deterministic PLC
execution alongside signal acquisition, cascade PI control,
residual processing, and HMI communication. As shown in
Figure 3, the network comprises an input layer, two hidden
layers, and an output layer, with the general configuration
expressed as

M:in, — Ny — My, — M, 17)
where, nx, nu1, ni2, and n, denote the numbers of neurons in the
input, first hidden, second hidden, and output layers,
respectively. In this work, n, = 4 corresponds to the closed-
loop variables {e,(k—1), ei(k—1), u,(k—1), ui(k—1)}, whereas n,
= 2 represents the predicted upper- and lower-tank levels. The
hidden-layer dimensions are evaluated during the offline
model-selection procedure in Section 2.4. Within this
formulation, for each network layer, the pre-activation vector
and layer output are calculated as

zD k) = wDaU-D (k) 4+ b (18)

aD (k) = ¢ (z0(0)) (19)
where, WY and b are the weight matrix and bias vector of
layer j, respectively. The vector zV)(k) represents the weighted-
sum, or pre-activation, vector formed from the output of the
preceding layer.
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Figure 3. Lightweight multilayer perceptron (MLP) neural observer architecture

The vector a®)(k) denotes the output of layer j, and ¢(*) is
the activation function. Hyperbolic tangent activation is
applied in the hidden layers to represent the nonlinear relation
between the closed-loop variables and the coupled-tank levels.
The input to the first hidden layer is defined as:

a® (k) = x, (k) (20)
where, x,(k) is the normalized observer input. Each input

variable is normalized using the statistics obtained from the
normal training data:

Xn,i (k) =m,ie{1,... Q1)

, n.)
X,

where, xi(k) is the i-th input variable, while x.; and oy are its
corresponding mean and standard deviation. Because the
observer performs continuous level estimation, the output
layer uses a linear activation function. The normalized
predicted-level vector is obtained as:
hy(k) = W®a@ (k) + b® (22)
where, W® and b® are the output-layer weights and biases.
The predicted values are then converted to physical level units
as:
hi(k) = hyi (K)o + i € (w0, 13 (23)
where, un; and op; are the output normalization parameters for
the corresponding tank level. Accordingly, the total number of
trainable parameters is:
N, = (e + Dnyq + (g + Dy + ( + Dy, (24)
Based on these considerations, the final architecture was
selected based on prediction accuracy, nominal residual
variation, parameter count, and PLC implementation
feasibility. The resulting estimates, h,, (k) and h;(k), were

then used for residual generation and subsequent leak
detection, location indication, and severity classification.

2.4 Offline training and model selection

Offline training was performed using leak-free closed-loop
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data collected from the physical Quanser CTS. The lower-tank
reference alternated between 13 and 17 cm every 200 s for 10
cycles. PLC variables were logged via Modbus TCP at 250 ms
and downsampled to the 500-ms monitoring interval. Each
input—target pair consisted of x(k—1) and A(k), separated by
one monitoring interval. To preserve temporal separation and
prevent data leakage, complete set-point segments were
divided into training, validation, and test sets in proportions of
approximately 70%, 15%, and 15%, respectively. Moreover,
inputs and targets were standardized using statistics obtained
exclusively from the training set. All models used tanh hidden
layers, a linear output layer, Adam optimization (y = 0.001, L,
= 10, a batch size of 512, and 200 training epochs. The
validation set was used for architecture selection, whereas the
test set was reserved for final evaluation.

For architecture comparison, four lightweight MLP
configurations were considered: 4-4-4-2, 4-6-4-2, 4—-6-6-2,
and 4-8-8-2. These structures provided increasing
representation capacity while remaining suitable for PLC
implementation. Their performance was assessed using root
mean square error (RMSE), mean absolute error (MAE),
residual standard deviation (SD), coefficient of determination,
parameter count, multiply—accumulate (MAC) count,
nominal-trial alarm flags, false alarm rate (FAR) and PLC
execution time.

N
1 . 2
RMSE, = Nk (hi(k)—hi(k)) (25)
=1
1 N
MAE; = Nkzllhi(k) — ()| (26)
1 N
0 = m;(mm—mz @n
N . _A. 2
P Wy (hik) = Ry o8)

Zgzl(hi(k) - Zi)z

where, i € {u, [}, N is the number of testing samples, 4:(k) and



h;(k) are the measured and predicted levels, respectively, r/(k)
is the residual, 7; is the mean residual, and h; is the mean
measured level. RMSE and MAE characterize the magnitude
of the prediction error, whereas o,.; describes the dispersion of
the nominal residual and is therefore relevant to threshold
stability and leak sensitivity. The coefficient R? indicates how

well the estimated trajectory follows the measured level over
the evaluated operating range. Accordingly, the observer
architecture was selected by considering prediction accuracy,
nominal residual behavior, model size, and practical PLC
deployment requirements rather than relying on a single
performance index.

Table 1. Validation performance and PLC-oriented screening of candidate multilayer perceptron (MLP) observers

(a) Prediction performance

Model  Structure Parameters R?C/IHSI;E" R(IZI n?)E ! Bélc?nlgu 1\(1?11];:[ (g;:l‘) (carr’r:) R% R?
MLP-1 4442 50 0.228127  0.232573  0.121108  0.114612  0.244950  0.253841  0.980136  0.985299
MLP-2  4-6-4-2 68 0.162588  0.160264  0.065678  0.067562 0.161564  0.152640  0.992199  0.990798
MLP-3  4-6-6-2 86 0.187706  0.140030  0.114662  0.064343  0.173697  0.138392  0.989603  0.992975
MLP-4  4-8-8-2 130 0.226297  0.137595  0.107930  0.049567  0.219289  0.133816  0.984889  0.993217
(b) PLC-oriented implementation screening
Model MACs Normal Flags FAR (%) Inference Mean/Max (ms) Selection
MLP-1 40 0/20 0.0 0.57/0.60 Not retained
MLP-2 56 0/20 0.0 0.84/0.92 Retained
MLP-3 72 0/20 0.0 0.99/1.04 Not retained
MLP-4 112 0/20 0.0 1.31/1.33 Not retained

Note: MACs = multiply—accumulates, FAR = false alarm rate.

Based on these evaluation criteria, Table 1(a) summarizes
the validation results of the four candidate observers. MLP-2
achieved the lowest upper-tank RMSE, MAE, and residual
standard deviation while maintaining competitive lower-tank
performance. Its validation RMSE values were 0.163 and
0.160 cm for the upper and lower tanks, respectively, with
R2=10.992 and R? = 0.991. More specifically, compared with
MLP-1, the addition of 18 parameters reduced the upper- and
lower-tank RMSE values by approximately 28.7% and 31.1%,
respectively. By comparison, although MLP-3 and MLP-4
slightly improved selected lower-tank metrics, they required
86 and 130 parameters without providing consistent gains
across both outputs. MLP-2 was therefore selected as the most
balanced architecture, combining improved nominal
prediction and reduced residual variation with a compact 68-
parameter structure suitable for PLC implementation and
maintenance. After the architecture was fixed, MLP-2 was
evaluated on the independent test set and achieved upper- and
lower-tank RMSE values of 0.1618 and 0.1612 cm,
respectively. Its trained weights, biases, and normalization
parameters were subsequently exported for PLC deployment
as described in Section 2.5.

Table 1(b) further presents the PLC-oriented screening of
the four candidate observers. MAC counts were derived from
the dense-layer dimensions, while inference times were
measured on the PLC under identical execution conditions. No
confirmed false alarms were observed in the 20 normal
screening trials for any candidate. These nominal screening
trials were separate from the 20 Normal trials included in the
final 140-event performance evaluation. The measured
mean/maximum inference times increased with network
complexity, from 0.57/0.60 ms for MLP-1 to 1.31/1.33 ms for
MLP-4, while remaining well below the 500 ms monitoring
interval. MLP-2 required 56 MACs and achieved a measured
inference time of 0.84/0.92 ms. Consequently, it offered the
most balanced trade-off among prediction accuracy, residual
stability, model complexity, and PLC execution cost, whereas
the larger MLP-3 and MLP-4 increased computational burden
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without consistent improvement across both tank outputs.

2.5 Multi-rate PLC deployment and real-time prediction
workflow

After offline training, the selected 4—6—4—2 MLP observer
was deployed in the Siemens S7-1200 PLC using fixed
weights, biases, and normalization parameters. The observer
operated in inference mode only, without online adaptation.
To preserve deterministic control execution, a multi-rate
structure separated control and monitoring functions. Within
this structure, the cascade PI controller ran every 7. = 50 ms
for signal acquisition, engineering-unit conversion, control
calculation, pump-command update, and variable buffering. In
parallel, the observer and monitoring task ran every 7,, = 500
ms using the latest buffered variables to perform MLP
inference, predict both tank levels, and calculate the residuals.

At each monitoring cycle, the buffered closed-loop
variables e,(k—1), e{k—1), u,(k—1) and u(k—1) were normalized
using the parameters obtained from the training subset. The
normalized vector was propagated through the embedded
MLP using the stored weights and biases. The output values
were then denormalized to obtain h,, (k) and h;(k)in physical
level units. These predictions were compared with the
measured tank levels to generate (k) and ri(k), which were
subsequently processed by the residual-based leak-monitoring
method described in Section 3.

Overall, Algorithm 1 summarizes the multi-rate PLC
execution. The implementation used a Siemens SIMATIC S7-
1200 CPU 1212C AC/DC/Rly. With the selected 68-parameter
4-6-4-2 MLP, the complete application occupied 239,533
bytes of load memory (11.42%) and 19,349 bytes of work
memory (25.19%), leaving approximately 1.86 MB and 57.45
kB available, respectively. Direct runtime measurements on
the PLC showed that the selected MLP required an average
inference time of 0.84 ms, with a maximum of 0.92 ms. This
execution time is substantially shorter than the 500 ms
monitoring interval, indicating that neural inference imposes



only a small computational burden within the multi-rate
implementation. Even the largest candidate network evaluated
in Table 1(b) required a maximum inference time of only 1.33
ms. These results confirm that the selected observer can be
executed with substantial timing margin while the 50 ms
cascade-control task and 500 ms monitoring task remain
separately scheduled.

Algorithm 1. Multi-rate PLC execution of the embedded
neural observer

1: Input: Ay, (k), by (k), hi (k)

2: Output: ui(k), hy (k), hy(k), ru(k), r(k), FL(k), Loc(k),
S(k), A(k)

3: Load cascade PI, MLP, and normalization parameters
4: Initialize control, observer, HMI and monitoring-
decision variables

5: Set fast control task period 7, = 50 ms

6: Set monitoring task period 7, = 500 ms

7: Fast task (every T.)

8: Acquire upper- and lower-tank level signals %.(k.),
hi(ke)

9: Convert raw analog signals into engineering units

10: Compute outer-loop and inner-loop errors e (k.), ei(kc)
11: Execute cascade PI control and update pump
command u;(k)

12: Send ui(k.) to the analog output module

13: Store the latest Ay, hu, hu, €0, €, to, and u;in the PLC
data buffer

14: Monitoring task (every 7,,)

15: Read the latest buftered Ay, hu, hi, e, i, to, ui

16: Construct the delayed observer input vector

x(k-1) =[e,(k-1), & (k-1), u,(k-1), u,k-D]

17: Normalize x(k—1) using the stored training parameters
18: Execute MLP forward propagation using stored W and
b

19: Denormalize the MLP outputs to obtain the one-step-
ahead

nominal estimates h, (k|k — 1)and h,(k|k — 1)

20: Compute residuals 7,(k) and ri(k)

21: Execute Algorithm 2 using r,(k), r(k), hy (k), and
ui(k)

22: Update HMI observer variables, alarm state, leak
location, and severity levels.

3. RESIDUAL-BASED LEAK MONITORING

The PLC-embedded MLP observer provides nominal
upper- and lower-tank level estimates during closed-loop
operation. The monitoring layer converts measured—predicted
deviations into residual features, suppresses short-term
fluctuations, and confirms alarms only when abnormal
responses persist under stable conditions. This supervisory
logic operates independently of the cascade PI controller and
does not modify the control command. Figure 4 summarizes
the resulting monitoring sequence.

3.1 Residual features and filtering

The signed residuals r,(k) and r/(k) are obtained from Eqgs.
(12)«(16). For subsequent decision making, two
complementary residual representations are retained for each
tank. Specifically, the magnitude residual is used for
abnormality detection, whereas the signed residual is retained
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for subsequent location interpretation. The magnitude residual
is defined as:

i (k) = ()N, i € {w, 1} (29)

To suppress short-duration fluctuations, an EMA is then

applied to reduce noise and isolated prediction mismatch:

rpi(k) = ary (k) + (1 —a)ry;(k — 1) (30)

where, r7i(k) is the filtered magnitude residual and « is the

smoothing coefficient. In parallel, the signed residual is

filtered as:

ryi (k) = ar (k) + (1 - )y (k — 1) (31)

where, 7, (k) preserves the direction of the observer mismatch.

Importantly, this additional signal is not used to trigger a leak

alarm. It is retained only to support location indication after

leak confirmation. From an implementation perspective, the

two-filter form requires one stored state per channel and
therefore remains suitable for cyclic PLC execution.

Residual preprocessing

m Measured tank levels hy(k), h(k)

= Predicted levels from PLC-embedded
MLP observer hy(k), hy(k)

v

Resid/\ual generation n
1u() = hu(k) ~hy(k)  ri(k) = hi(k) ~hi(k)
v

Residual preprocessing
residual magnitude calculation and signed
residual retension

v
EMA filtering
1K) = armi(k) +(1-a)rii(k—1)
noise suppression

v

Adaptive baseline thresholding
baseline statistics and threshold update
THi(k) = max[u,i(k) + Kot i(K), THmin]
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Confirmation timer
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Figure 4. PLC-resident workflow for residual-based leak
detection, location indication, and severity monitoring




3.2 Adaptive baseline thresholding

Despite residual filtering, a fixed residual limit is vulnerable
to drift in sensor noise, observer mismatch, and operating
conditions. The decision boundary is therefore obtained from
slowly varying baseline statistics. Let up, (k) and os,(k) denote
the baseline mean and standard deviation of ry(k). During
stable, non-alarm operation, the mean and variance are
updated according to:

tp,i (k) = (1 = By, (k — 1) + Bry (k) (32)

op (k) = (33)
2
1- [’))Ug,i(k -+ ﬁ[rf,i(k) - ,ub,i(k)]
where, £ is selected substantially smaller than o so that the
baseline follows gradual nominal changes without tracking
short residual excursions. Based on these statistics, the channel
threshold is then calculated as:

TH;(k) = max{u;(k) + K;0p,;(k), THmin} (34)
where, K, controls the trade-off between sensitivity and false-
alarm resistance and TH, prevents the threshold from
collapsing under very low-noise conditions. To prevent
baseline contamination, baseline updates are suspended
whenever a channel is in candidate or confirmed alarm state.
Consequently, a persistent leak-induced residual cannot be
absorbed into the nominal baseline.

3.3 Stable-condition verification and leak confirmation

In addition to adaptive thresholding, the residual decision is
disabled during substantial reference changes or rapid pump-
command adjustment. For this purpose, the corresponding
variations are

Ahgy (k) = |hsp(k) — hsy(k — 1) 35)
Auy(k) = lu; (k) —uy(k — 1) (36)

and the stable-operation condition is expressed as
St(k) = (Ahg, (k) < &,) A (Au; (k) < &,) (37)

where, ¢, and ¢, are the setpoint and pump-command stability
limits, respectively. Furthermore, a short warm-up interval is
also imposed after PLC initialization or manual reset. Let
Ready(k) = 1 only after the baseline has been collected for 7,
seconds. Accordingly, a leak candidate is formed only when
the monitoring layer is ready, the process is stable, and the
relevant filtered magnitude residual exceeds its threshold:
C;(k) = Ready(k) A St(k) A [rr;(k) > TH;] (38)
Once a candidate condition is established, the confirmation
timer accumulates only while Ci(k) remains true:

TC,i(k - 1) + Tml
01

Teuk) = { (k) =0

(39)

where, T, is the monitoring period. After the prescribed
persistence interval, the channel decision and latched flag are
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then given by:
1, T,;(k) =T.pps
D.(k) = { ci confirm 40
(k) 0, otherwise (40)
B 0, Reset(k) =1
FLi(k) = {FLi(k —1) v D;(k), otherwise “h)

Taken together, this combination of stability gating,
baseline freezing, and persistence confirmation rejects
transient residual peaks while preserving sensitivity to
sustained deviations. Finally, the overall leak condition is
obtained as:

FL(k) =FL,(k) Vv FL,(k) (42)
3.4 Calibrated
classification

location indication and severity

Following leak confirmation, because the tanks are
hydraulically coupled, a leak at one tank can affect both
residual channels. Consequently, a location decision based on
a single residual magnitude is not sufficiently reliable across
all operating conditions. To address this ambiguity, the
location module uses a calibrated residual signature collected
during controlled-leak tests. Specifically, for each operating
region g, defined from the reference-level band, the signature
vector is formed as:

q000) = [0, 75,00, 7 (), 77, GO (43)

Based on the controlled-leak data, offline calibration stores
the mean signatures cy,cand c; ¢ for upper- and lower-tank leak
conditions, together with a diagonal scaling matrix W, derived
from the corresponding feature variation. At each confirmed
event, the squared distances to the two location signatures are

T :
di(k) = [qk) = ¢ ] Wyla(k) —¢;4)j €U, L} (44)
Accordingly, the location output is defined as:
_ (Upper, dy(k) < d,(k) _
Loc(k) = {Lower' o S Pl =1 @9

For FL(k) = 1, the leak location is assigned to the calibrated
prototype producing the smaller scaled distance. Under the
present experimental conditions, this nearest-signature
decision is appropriate because the experiments consider
mutually exclusive upper- and lower-tank leaks. Algorithm 3
summarizes the procedure. In parallel with location indication,
severity is evaluated only after confirmation. For this purpose,
the severity metric is the largest filtered residual among
confirmed channels.

Toeo (k) = max {17, (0) |y =, 0 € u, 13} (46)
The severity boundaries are stored by location and operating
region because controlled-leak responses may vary with the
reference level. Let THs¢q and THy ¢, denote the calibrated
Small-to-Medium and Medium-to-Large boundaries for
location class £ and region g. The severity state is then



Normal, FL(k) =0
Small, Tsen (K)<THg 1 g

Medium, THsg < Teer (K)<THp g
Large, Toev(k) = THy 19

S(k) = (47)

where, ¢ is the indicated location. Finally, the operator-
oriented alarm vector is:

A(k) = [FL(k)Loc(k)S(k)]" (48)

Algorithm 2. PLC residual-monitoring sequence

: Input: r.(k), ri(k), hsp(k), uik), Reset(k)

: Output: FL(k), Loc(k), S(k), A(k)

: Update Ready(k) after the warm-up duration T,

: Evaluate stable S(k) from Eqgs. (35)—(37)

: for each tank 7 € {u, [} do

21 i(K) <= [ridk))|

: Update r¢i(k) and r, (k) using Eqgs. (30)—(31).

2 if Ready(k) A S k) A ~ FLi(k —1) A rpdk) < THi(k —1)
then

9: Update (k) and oy, (k) using Eqs.(32)—(33)

10: else

11: Hold the baseline statistics

12: end if

13: Compute Ty (k) using Eq. (34)

14: Set Ci(k) using Eq. (38) and update 7. (k) using Eq.
(39).

15: Set Di(k) using Eq. (40) and update FLi(k) using Eq.
(41)

16: end for

17: FL(k) < FL(k) v FL(k)

18: Loc(k) < Algorithm 3: LocationClass(FL(k), q(k),
g(h))

19: S(k) < Algorithm 4: SeverityClass(Fr(k), Loc(k),
rsev(k), g(k))

20: A(k) < [FL(k), Loc(k), S(k)]" and update HMI tags

0 I N AW~

Algorithm 3. Calibrated location indication
: Input: FL(k), q(k), g(k), cug, cLg, We

: Output: Loc(k).

. if FL(k) = 0 then

: Loc(k) <~ Normal

else

: Compute dy(k) and dr(k) using Eq. (44)
: if du(k) < di(k) then

: Loc(k) < Upper

: else

10: Loc(k) < Lower

11: end if

12: end if

Algorithm 4. Severity classification

1: Input: FL(k), Loc(k), rru(k), rri(k), g(k), calibrated
severity table.

2: Output: S(k).

:if FL(k) = 0 then

: S(k) < Normal

: else

 Fsen(k) <= max {ryi(k)|rLigy =1}

: Read THy g and THy ¢ gusing Loc(k) and g(k).
2 if reen(k) < THs,¢q then

: S(k) < Small

O 001N \n W
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10:
11:
12:
13:
14:
15:

else if 7..(k) < THy g then
S(k) < Medium

else

S(k) < Large

end if

end if

For operator interpretation, the HMI displays filtered
residuals, adaptive thresholds, stability status, confirmation
timers, and channel flags. Algorithm 2 executes the complete
monitoring sequence, while Algorithms 3 and 4 perform
location indication and severity classification, respectively.
Severity classes were defined from measured leak outflow
rather than universal safety limits. Across the tested operating
regions, Small, Medium, and Large leaks corresponded to
approximately 0.054-0.062 L/min, 0.081-0.092 L/min and
0.107-0.123 L/min, respectively. Small events support routine
trending and planned inspection, Medium events warrant
higher maintenance priority, and Large events require prompt
operator assessment and plant-specific corrective action.
These labels are diagnostic rather than safety-interlock
commands and should be recalibrated when the vessel, liquid,
sensing configuration, or operating range changes.

4. EXPERIMENTAL RESULTS AND PERFORMANCE
EVALUATION

To evaluate the complete PLC-resident framework, the
proposed monitoring scheme was assessed on the physical
Quanser coupled-tank platform. The Siemens S7-1200 PLC
executed cascade PI control at 7. = 50 ms and performed
neural estimation, residual analysis, alarm confirmation, leak-
location indication, and severity assessment at 7, = 500 ms.
Meanwhile, process data were recorded through Modbus TCP
at 250 ms for subsequent metric calculation and figure
preparation. Importantly, all control and leak-decision
functions were completed online in the PLC.

4.1 Experimental setup and leak-test conditions

The test bench comprised the Quanser coupled-tank
process, VoltPAQ-X1 interface, Siemens S7-1200 PLC,
SM1234 analog 1/0 module, and HMI. For real-time
supervision, Figure 5 shows the monitoring interface used to
display measured and estimated levels, residual signals,
thresholds, alarm status, indicated leak location, and severity
class.
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ei | -0.01 TH 0.20) g 7
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M F——% std
uo [18.59 —+] 0.0000 o 0.00
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@®ru [ 13.18528
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Figure 5. Real-time PLC monitoring human—machine
interface (HMI)



Prior to validation, the selected 4—6—4-2 MLP was trained
on leak-free 13—17 cm data, after which its weights, biases,
and normalization parameters were fixed in the PLC.
Subsequently, tests were conducted at lower-tank setpoints of
13 and 17 cm, representing two calibrated hydraulic operating
regions. The reported performance is therefore bounded to
these setpoints, the stated controller and sensor configuration,
and one controlled leak at a time. Accordingly, the results
should not be extrapolated as evidence of unchanged accuracy
over the full tank range. Controlled upper- and lower-tank
leaks were introduced using the grooved plug in Figure 6, with
Small (S), Medium (M), and Large (L) conditions defined by
2, 3, and 4 screw turns, respectively. Each test comprised
nominal operation, leak initiation, and sustained leakage.
Table 2 summarizes the leak classes and measured flow
ranges, while Table 3 lists the PLC monitoring parameters.
Section 4.7 states the data and recalibration required for other
operating regions.

Figure 6. Adjustable grooved leak plug

Table 2. Leak conditions and measured leak-flow ranges

Leak Screw Measured
Label Location Severity Rotation Leak Flow
(turns) (L/min)
0 - Normal 0 0.00
1 Upper Small 2 0.055-0.062
tank
2 Upper e dium 3 0.081-0.091
tank
Upper
3 o Large 4 0.107-0.120
4 Lower g nan 2 0.054-0.062
tank
5 Lower  y fedium 3 0.081-0.092
tank
Lower
6 o Large 4 0.108-0.123

Table 3. Common PLC monitoring and decision parameters.

Parameter Description Value
T. Cascade PI task period 50 ms
Tn Observer and monitoring task period 500 ms
Tlog Modbus TCP logging interval 250 ms
a EMA smoothing coefficient 0.2
B Baseline adaptation gain 0.002
Ko Adaptive-threshold multiplier 4.0

THmin Minimum residual threshold 0.1 cm
o Setpomt—cljz}nge llr.l’ll‘[ fqr stable- 0.02 cm
condition verification
Pump-command-change limit for stable- o
Eu iy > . 0.1%
condition verification
Baseline warm-up duration before
Tw Lo E 40s
monitoring is enabled
Tconfirm Alarm confirmation time 20s
Operating-region index selected from the 13 or 17
g(k) !
lower-tank reference cm
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For hydraulic characterization, leak-flow ranges in Table 2
were obtained from QL = 60AV/At. Each leak condition was
repeated three times at 13 and 17 cm for hydraulic analysis and
calibration of the residual signatures and severity boundaries.
To maintain separation between calibration and testing, these
trials were excluded from the event-level dataset, in which
each of the seven classes was tested ten times per operating
point. With T}, = 500 ms, Tconfirm = 2.0 s corresponded to four
consecutive monitoring cycles. Notably, Ti,, was used only for
data recording, while g(k) was selected from Ay, € {13, 17}
cm.

4.2 Nominal observer tracking and transient rejection

To examine nominal tracking under transient operation,
Figure 7 presents a representative leak-free reference change
from 17 to 13 cm. This case was selected because it produced
the larger closed-loop deviation and therefore provided a
demanding assessment of nominal prediction and transient
rejection. As shown in Figure 7(a), the upper- and lower-tank
levels responded at different rates because of cascade control
and hydraulic coupling, while the PLC estimates, %, (k) and
h;(k), reproduced the main trends and converged toward the
new operating condition. Despite this agreement, temporary
measured—predicted deviations occurred during the rapid
response, particularly in the upper-tank channel.
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:
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10k Stable Transicnt Stable
nominal rejected restored
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(b) stable-condition verification

Figure 7. Representative nominal 17-to-13 cm transition

More importantly, Figure 7(b) shows how stable-condition
verification prevented these nominal deviations from
triggering false alarms. Immediately after the setpoint change,
| | Ahg | exceeded &, while the control action caused
repeated | Au; | excursions beyond &,. Consequently, St(k)
became false, and residual-based decisions were inhibited
throughout the transient interval. Monitoring was considered
continuously stable only after approximately 50.5 s, when both
conditions remained satisfied.



For clarity, the shaded regions in Figure 7 indicate the initial
stable period, rejected transient interval, and restored stable
condition. Taken together, the results show that reference-
induced level and residual excursions were rejected as normal
closed-loop transients rather than interpreted as leakage. Once
stability was restored, residual evaluation and baseline
adaptation resumed, while EMA filtering and persistence
confirmation further suppressed short-duration threshold
crossings. Similarly, the reverse 13-to-17 cm transition
exhibited comparable behavior; however, the 17-to-13 cm
case is presented because it produced the larger transient
deviation. The 17-to-13 cm and reverse 13-to-17 cm steps
provided the available sudden-reference tests, producing both
controller action and residual excursions. During these
transients, the stability gate suspended alarm accumulation
and baseline adaptation until the setpoint and pump-command
variations returned within their limits. Normal sensor noise
was inherently included in the baseline statistics, whereas no
additional noise injection or independent pump-voltage
disturbance was applied. Therefore, robustness to prescribed
noise levels, pump degradation, supply disturbances, and
simultaneous setpoint/leak events remains outside the present
validation scope.

4.3 Closed-loop hydraulic responses under controlled
leakage

Following the nominal transient assessment, Figures 8 and
9 present representative measured-level responses at sy, = 17
cm. For comparison across operating regions, the same seven
operating conditions were also tested at 13 cm. However, only
the 17 cm results are shown to avoid repetitive figures.
Nevertheless, results from both operating points are used
subsequently for residual calibration and performance
evaluation. The leak was introduced at approximately 17 s
while the cascade PI controller remained active. During the
initial nominal interval, before leak initiation, all measured
responses remained within narrow nominal bands. After leak
initiation, Figure 8 shows that an upper-tank leak directly
reduced %, because the additional outflow occurred before the
inter-tank flow path. The reduction increased with leak
severity. In contrast, a lower-tank leak reduced the regulated
lower-tank level and caused the outer PI controller to increase
the upper-tank reference and pump command. Consequently,
hy increased above its nominal value. Thus, the opposing
response directions result from the disturbance location and
the compensating action of the cascade controller. Consistent
with the upper-tank behavior, Figure 9 shows the
corresponding lower-tank responses. A lower-tank leak
directly reduced /; below the reference before the controller
restored the required inter-tank inflow. Conversely, for an
upper-tank leak, the controller compensated for the upstream
loss by increasing the pump command. Under the applied
controller tuning, this compensation produced a temporary
positive deviation in /; before the level returned toward its
reference. For both leak locations, larger screw openings
resulted in greater deviations and stronger recovery actions.

To quantify these responses, for each condition, RMSE,
integral absolute error (IAE) and maximum absolute deviation
were averaged over three post-leak trials using the unfiltered
250 ms data. Across the evaluated conditions, as shown in
Figure 10, all indices increased with leak severity. Lower-tank
leaks produced the largest 4, deviations because the outer PI
controller increased the upstream level to compensate for the
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loss, whereas /; deviations remained smaller due to direct level
regulation.
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Figure 10. Measured-level deviation indices under controlled
leakage at i, =17 cm

Although the leak conditions appear distinguishable in
Figures 8 and 9, the measured levels alone do not provide a
robust online alarm variable. These figures compare
synchronized experiments with a known leak-onset time and
an available leak-free reference, whereas the PLC observes
only the current process trajectory. Moreover, the nominal
reference transition in Section 4.2 produces level excursions
that may exceed those associated with a Small leak. In
addition, feedback compensation can also restore /4, close to its
reference despite persistent leakage. Consequently, a fixed
threshold applied directly to 4, or #; would be sensitive to the
operating point, normal transients, hydraulic coupling, and
controller action.



To overcome these limitations, the MLP observer is used to
estimate the nominal upper- and lower-tank levels, &, and h;,
from the closed-loop variables e,, e;, u,, and u;. Accordingly,
these estimates represent the expected leak-free behavior of
the controlled process. The residuals 7, = h, — h, and 1, =
h, — h; then quantify the deviation of the measured levels
from their nominal predictions. Therefore, compared with
direct thresholding of %, and #,, the residuals provide a more
consistent basis for transient rejection, adaptive thresholding,
leak-location indication, and severity classification at both 13
and 17 cm.
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Figure 11. PLC-generated raw and signed exponential
moving average (EMA) residual responses for upper-tank
leaks at A =17 cm
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Figure 12. PLC-generated raw and signed exponential
moving average (EMA) residual responses for lower-tank
leaks at A, =17 cm

4.4 Residual responses, leak separability and threshold
calibration

Following the measured-level responses in Section 4.3, the
observer residuals were examined as leak-sensitive features
for the PLC decision layer. For illustration, Figures 11 and 12
show representative responses at Ay, = 17 cm. The thin traces
denote the raw signed residuals r, and r;, whereas the thicker
traces represent the corresponding EMA-filtered residuals 7,
and r;;. Under nominal conditions, before leak initiation, both
channels remained near their nominal baselines. After leak
initiation, the filtered signals developed sustained responses
whose magnitudes increased from Small to Medium and Large
conditions. For decision purposes, the signed residuals were
retained for location interpretation, whereas leak detection and
severity assessment used the filtered magnitude residuals ryy,
1y and 7, defined in Egs. (30) and (46). In particular, upper-
tank leaks produced a negative upper residual and a dominant
positive lower residual, whereas lower-tank leaks showed the
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opposite pattern. Accordingly, because hydraulic coupling and
cascade-controller compensation affected both channels, leak
location was determined from the combined residual
directions and relative magnitudes rather than from the largest
residual alone.

Based on these residual patterns, Table 4 summarizes the
calibrated location signatures and severity boundaries for the
13 and 17 cm operating regions. For each region g € {13, 17},
the six leak classes: Upper-S, Upper-M, Upper-L, Lower-S,
Lower-M, and Lower-L, were repeated three times, yielding
18 calibration events. Importantly, these trials were conducted
separately from the event-level performance dataset.

For each calibration event e, the EMA-filtered residual
features were evaluated over a steady post-confirmation
interval. Specifically, the interval was selected after alarm
confirmation, while stable operation was maintained and the
residuals showed no sustained growth or decay. Because
settling behavior varied among leak conditions, the interval
was determined separately for each event; however, the same
procedure and number of consecutive samples were used
throughout. Accordingly, the event signature was calculated as

ka2.e
1
Ty = D [ulom(0mom, 0]

€ k=kye

(49)

where, ki . and k. define the steady post-confirmation interval
and N, = ky — ki +1 is the number of monitoring samples in
that interval.

Table 4. Calibrated residual-signature parameters and
severity boundaries at 13 and 17 cm

Calibrated Parameter
Vector
[-0.2975,
0.5151,
0.3040,
0.5151]7
[-0.0008,
—0.5596,
0.0721,
0.5597]"
[33.5168,
TR -
53.4445]1"
[0.0181,
1.3694,
0.1709,
1.3694]7
[0.0708,
—0.0309,
0.2145,
0.1067]7
[144.8806,
wn ST

1.9238]"

Calibration
Parameter

THs,tg
(cm)

THu,eg
(cm)

cu,13 2.48 3.34

0.68 0.86

CL,13

2.75 3.70

CuU,17

0.77 0.99

cL17

After event-level signatures were obtained, the prototype
vectors cyg and ¢, were obtained by averaging the event
signatures of the corresponding upper- and lower-tank
calibration trials within operating region g. To avoid class
imbalance, the three severity classes and their three repetitions
were assigned equal weight. Thus, each prototype represented



the overall residual response of its corresponding leak location
rather than that of a single severity condition. Initially, equal
nominal importance was assigned to the four residual features.
Subsequently, differences in their natural variation were
accounted for using the diagonal inverse-variance scaling
matrix

W = di 1 1 1 1 (50)
= lag T 0T 9 2T 5 T o

! Ty 029 Oig Oig

where, cj%g denotes the variance of feature j obtained from the

calibration event signatures in operating region g. As a result,
this normalization prevents features with greater dispersion
from disproportionately influencing the signature-distance
calculation without manually emphasizing a particular
residual channel.

For each calibration event, the peak value of r.(k) was
extracted over the selected steady interval. The representative
severity residual psev.c.co Was calculated as the arithmetic mean
of the three event peaks for severity class ¢ € {S, M, L}, leak
location ¢ € {U, L}, and operating region g € {13, 17}.
Finally, the severity boundaries were defined as the midpoints
between adjacent representative class values:

_ psev,s,[,g + psev,M,f,g
B 2

THs g (51

_ psev,M,{’,g + psev,L,{’,g
h 2

THy g (52)

To ensure an unbiased evaluation, all prototype vectors,
scaling matrices, and severity boundaries were obtained
exclusively from the calibration trials and were fixed before
the 140 repeated event-level tests. Therefore, no calibration
parameter was adjusted using the test confusion matrices or
alarm-delay results.

4.5 Representative PLC detection sequences and repeated-
event performance

After fixing all calibration parameters, the PLC monitoring
framework was evaluated at /g, = 13 and 17 cm using ten trials
for each of seven classes, giving 70 trials per operating point
and 140 trials in total. Throughout each trial, neural inference,
residual processing, threshold evaluation, confirmation
timing, location indication, and severity classification were
executed online in the PLC. Figures 13 and 14 present four
representative detection sequences. In these figures, the green,
yellow, and red regions indicate normal, candidate, and
confirmed leak states, respectively. Specifically, the alarm
delay consists of the threshold-crossing time, #ross, followed
by Teonfim = 2.0 s. At 17 cm, the Lower-M and Upper-L leaks
were confirmed after 4.5 and 4.0 s, while at 13 cm, the Lower-
L and Upper-S leaks were detected after 5.0 and 4.0 s. Overall,
persistent residual deviations were confirmed within a few
seconds while cascade control remained active. Beyond these
representative cases, Table 5 reports the class-level results and
PLC alarm delays. Delay statistics were calculated from
correctly classified location—severity events, while an
additional summary used all true-positive detections to avoid
conditioning the overall delay on classification success.
Across all true-positive detections, the mean alarm delay was
4.57+0.71 sat 17 cm and 4.83 + 0.84 s at 13 cm, based on 56
and 55 confirmed events, respectively. By comparison, the 99
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events with correct location and severity labels yielded 4.46 +
0.57 s and 4.80 = 0.73 s. Thus, restricting the analysis to
exactly classified events introduced only limited delay-
selection bias. As expected, larger leaks were detected faster
because their residuals developed more rapidly, whereas
lower-tank leaks at 13 ¢cm generally required longer detection
due to the lower hydraulic head and cascade-controller
compensation. To summarize the overall classification
performance, Figure 15 presents the seven-class confusion
matrices. Across both operating points, 111 of 120 leak trials
were confirmed, while 19 of 20 Normal trials remained alarm-
free. Accordingly, leak sensitivity, specificity, and binary
accuracy were 92.50%, 95.00%, and 92.86%, respectively.
Among the confirmed leaks, 103 were assigned to the correct
tank and 101 to the correct severity class, giving conditional
location and severity accuracies of 92.79% and 90.99%. For
end-to-end evaluation, the nine missed leaks were counted as
failures, resulting in location and severity accuracies of
103/120 = 85.83% and 101/120 = 84.17%. Moreover, 99/120
= 82.50% received both correct labels. Finally, including the
19 correctly identified Normal trials, the exact seven-class
accuracy was 118/140 = 84.29%.
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Figure 13. Representative PLC detection sequences at kg, =
17 cm

The reported metrics use different denominators.
Conditional location and severity accuracies are based on the
111 detected leaks, whereas end-to-end metrics include all 120
leak trials and treat the nine missed detections as failures,
reducing the corresponding accuracies by 6.96 and 6.82
percentage points. Moreover, most remaining errors occurred



for weaker Small/Medium leaks and at 13 cm, where residual
separation was reduced by lower hydraulic head and cascade
compensation. The exact seven-class metric is more stringent
because a prediction is counted as correct only when the
Normal/leak decision and, for leak cases, both location and
severity match the applied class.
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Figure 14. Representative PLC detection sequences at /i, =

13 cm

Table 5. Event-level detection and classification counts with

associated PLC alarm delays

Correct Delay at Correct Delay at
Leak cl ¢ 17 cm, al ‘ 13 cm,
Condition 1 ;‘ scsn? Mean + 1 ; scsnz: Mean +
SD (s) SD (s)
462 + 475+

Upper-S 8/10 0.35 8/10 0.46
425+ 450+

Upper-M 8/10 027 8/10 0.38
4.00 + 411+

Upper-L 10/10 0.33 9/10 0.33
533+ 5.00 +

Lower-S 9/10 035 8/10 038
450+ 5.50 +

Lower-M 7/10 0.41 8/10 038
4.06 + 5.00 +

Lower-L 8/10 032 8/10 038
Confirmed 4.57 £ 483 +

leaks 36/60 0.71 35/60 0.84
Exact-class 4.46 + 4.80 £

events 50/60 0.57 49/60 0.73
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Figure 15. Seven-class confusion matrices obtained from
repeated PLC leak tests

4.6 Discussion and comparison with representative
diagnosis approaches

As a baseline comparison, measurement- and threshold-
based monitoring provides a simple and computationally
inexpensive solution for leak indication [23-25, 38]. However,
the results in Figures 7-9 show that direct thresholds applied
to tank levels, control errors, or controller outputs are not
invariant under the present closed-loop conditions.
Specifically, nominal reference changes produce temporary
level excursions, whereas cascade PI compensation can return
the regulated lower-tank level toward its reference despite
sustained leakage. Moreover, hydraulic coupling also causes
upper- and lower-tank leaks to influence both measured
channels. Therefore, a threshold selected for weak-leak
sensitivity may become susceptible to normal transients, while
a wider threshold may fail to detect small residual changes.

To mitigate these effects, the proposed framework
addresses this limitation by separating nominal-response
estimation from alarm evaluation. Within this framework, the
MLP observer generates the expected leak-free trajectories
from e (k—1), ei(k—1), u,(k—1), and ui(k—1), and the PLC rule
layer evaluates the remaining measured—predicted mismatch.
Subsequently, EMA filtering and adaptive baseline thresholds
reduce noise and nominal drift, while stable-condition
verification and confirmation timing suppress short transient
crossings. After confirmation, the calibrated two-channel
residual signature is used for location indication, and the
filtered residual magnitude is compared with operating-
region-dependent  severity boundaries. The repeated
experiments achieved a binary leak/no-leak accuracy of



92.86%. Among confirmed leaks, the conditional location and
severity accuracies were 92.79% and 90.99%, respectively.
When evaluated over all 120 leak trials, including
unconfirmed events as failures, the corresponding end-to-end
accuracies were 85.83% and 84.17%, while 82.50% received
both correct location and severity labels.

The proposed approach also differs from direct data-driven
classifiers. Edge-PLC and embedded ANN studies have
demonstrated that learned models can operate close to the
industrial control layer [20-22], while ANN and deep-learning
methods can capture complex leak patterns from labeled
pressure, acoustic, or time-series data [29, 31-35]. In
comparison, as summarized in Table 6, these approaches offer
strong pattern-recognition capability but generally require
representative fault datasets and provide less transparent alarm
decisions. In the present framework, the neural network is used
only to reconstruct the nominal leak-free response, whereas
detection, confirmation, location, and severity assessment
remain within explicit PLC logic. As a result, this separation
reduces dependence on extensive labeled leak data and allows
the thresholds, timers, residual signatures, and severity
boundaries to be inspected through the PLC program and
HMI. Table 6 also contrasts the proposed framework with
nonlinear observer-based diagnosis. High-gain observers
provide an established basis for nonlinear state estimation
[39], whereas Kalman-filter, dual-observer, and neuro-fuzzy
observer methods support model-based residual generation,
fault estimation, and uncertainty treatment [40-42]. These
approaches provide strong theoretical interpretation but

generally require an explicit process model, reliable hydraulic
parameters, and additional observer or covariance tuning. In
contrast, the proposed neural observer reduces this modeling
burden by learning the nominal closed-loop response from
experimental data while retaining the measured-versus-
predicted residual interpretation commonly used in observer-
based diagnosis.

From an implementation perspective, the multi-rate
structure separates the 50 ms cascade-control task from the
500 ms monitoring task, while the 250 ms Modbus TCP stream
is used only for data logging and figure preparation. For a fair
comparison, the parameters and decision thresholds of the two
baseline methods were determined from the available
nominal/calibration data and were fixed before evaluation on
the 140 repeated-event trials. No threshold was adjusted using
the final test results. All three strategies were implemented
using PLC-compatible logic and evaluated under the same
experimental conditions. Within this architecture, Table 7
compares the proposed method with two PLC-compatible
baseline methods using results from the same 140
experimental trials conducted on the physical coupled-tank
testbed. Direct level-deviation thresholding has the lowest
computational cost but yields the lowest binary accuracy and
the highest false-alarm rate. Using MLP-2 with a fixed
residual threshold improves detection performance, whereas
the proposed adaptive residual logic further reduces false
alarms and achieves the highest binary accuracy with only a
modest increase in execution time.

Table 6. Positioning against representative leak- and fault-diagnosis approaches

Approach R((;s;jtl;cth Input Signals Detection Method PLC Deployment Main Limitation
Pipelines Sensitive to
Measurement/threshold and Pressure, flow, Fixed/dynamic signal .Slmp1§ PLC logic operatmg.transmons,
. . . is possible. Often a coupling, and
[23-25, 38] interacting acoustic, or level threshold .
tanks separate monitor feedback
compensation
. . Possible, subject to . -
High-gain nonlinear Nonlme_ar Plant input, Model-based state model and Requires an explicit
tank/fluid measured states, and L . . process model and
observer [39] estimation and residuals execution . .
process model parameters . observer-gain design
complexity
Kalman, dual, neuro-  Pipeline and  Pressure/flow/state State/residual estimation Usually host/.edg.e Higher modelling,
] . . . implementation; parameter,
fuzzy observers [40 fluid measurements plus with covariance or e, s .
o PLC feasibility is covariance, and
42] systems model data auxiliary observers .
case dependent tuning burden
Plg:;i:res’ Some edge-PLC Needs representative
Direct ML diagnosis networks Labelled pressure, ANN/SVM/CNN/LSTM demonstrations; fault data. Decisions
20,29, 31 _% 5] and ? acoustic, image, or classification or many are can be opaque or
» industrial time-series data localization standalone computationally
faults pipelines heavy
Cascade- Fully PLC-resident Calibration is
e(k-1), el(k-1), Leak-free MLP nominal Y operating-region
controlled .. with controller, ;
Proposed framework uo(k—1), ui(k—1) and observer plus explicit . . dependent; validated
coupled- timing logic, and

tank process

measured tank levels

residual rules

HMI outputs

for single leaks at 13
and 17 cm

Table 7. Same-dataset comparison of PLC-compatible leak-detection strategies

Binary Accuracy

False-Alarm Rate

Mean Alarm

Execution Per Monitoring

Method (%) (%) Delay (s) Cycle (ms)
Direct level-deviation threshold 81.43 15.0 5.86+£1.42 0.03
Fixed residual threshold + MLP-2 88.57 10.0 4.42+£0.93 0.86
Proposed adaptive residual logic + 92 86 50 470 +0.79 1.05

MLP-2
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4.7 Scope, recalibration requirements, and limitations

The demonstrated scope is limited to the 13 and 17 cm
operating points, fixed cascade-controller settings, the
installed sensors and pump, water as the working fluid and
single upper- or lower-tank leaks within the measured flow
ranges of Table 2. Because the observer is trained on nominal
closed-loop behavior, its validity depends on representative
leak-free data. Accordingly, performance after changes in
operating range, sensors, pump dynamics, controller tuning, or
under simultaneous leaks has not been established.

For deployment beyond the calibrated conditions, a
structured recalibration is required. First, leak-free data should
be collected over the intended operating regions and reference
transitions. Next, normalization parameters, prediction errors,
and nominal residual distributions should be re-evaluated
using temporally separated validation data. Region-specific
baseline statistics and minimum thresholds should then be
established from alarm-free operation. Subsequently,
representative controlled leaks should be used to update the
location signatures and severity boundaries. Finally, all
parameters should be fixed before independent repeated-event
validation. This procedure should be repeated after any
material change in the hydraulic or control configuration.

In addition, the present location rule assumes a single
dominant leak. Simultaneous leaks may produce mixed
residual signatures and therefore require an uncertainty-aware
decision state rather than a forced Upper/Lower label. Future
validation should also consider sensor-health monitoring,
controlled noise and pump disturbances, gradual leak
development, and combined setpoint—leak events.

5. CONCLUSIONS AND FUTURE WORK

This study developed a PLC-resident leak-monitoring
framework that combines nominal neural prediction with
transparent residual-based decision logic for a cascade-
controlled coupled-tank process. In particular, the selected 4—
6—4-2 MLP was trained exclusively on leak-free closed-loop
data and deployed in a Siemens S7-1200 PLC as a nominal
level observer. Rather than using the neural network as a direct
fault classifier, the framework retained explicit filtering,
adaptive thresholding, stability verification, persistence
confirmation, location indication, and severity classification
within the PLC program. Accordingly, this separation
provides an interpretable monitoring structure while reducing
dependence on extensively labeled leak datasets.

Experimental results at 13 and 17 cm support the feasibility
of the approach under the evaluated conditions. Across 140
repeated trials, the binary leak/no-leak accuracy was 92.86%,
while the exact seven-class accuracy was 84.29%. When
missed detections were treated as failures, the end-to-end
location and severity accuracies were 85.83% and 84.17%,
respectively. Moreover, mean true-positive alarm delays
remained below 5 s at both operating levels. From an
engineering perspective, these results indicate that measured—
predicted residuals can reveal persistent hydraulic changes that
may be partially masked by cascade-controller compensation.
In addition, the longer delays observed for some lower-tank
leaks at 13 cm show that detection performance depends on
hydraulic head, disturbance location, and closed-loop response
rather than on leak size alone.

At the implementation level, the multi-rate structure
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demonstrated that neural inference and residual monitoring
can coexist with deterministic PLC control. Cascade PI control
remained in the 50 ms task, whereas observer inference and
leak decisions were executed every 500 ms. The selected 4—6—
4-2 MLP required only 0.84 ms mean inference time, with a
maximum of 0.92 ms on the PLC. This execution time was
substantially below the 500 ms monitoring interval,
confirming sufficient computational margin for real-time
deployment. Consequently, the framework should be
interpreted as a practical proof of feasibility for lightweight
PLC-based monitoring rather than as a universally calibrated
solution. Nevertheless, its current performance is supported
only for the two evaluated operating regions, fixed controller
settings, the tested sensor configuration, and mutually
exclusive upper- or lower-tank leaks. Therefore, deployment
over different operating ranges would require representative
nominal data together with recalibration or scheduling of the
residual signatures and severity boundaries.

Looking ahead, future work should evaluate wider reference
ranges, different controller tunings, external hydraulic
disturbances, sensor drift, and gradual leak development. In
particular, simultaneous or spatially ambiguous leaks will
require an uncertainty-aware location mechanism capable of
representing mixed residual signatures. Furthermore, adaptive
operating-region scheduling, online severity recalibration,
confidence measures for ambiguous decisions, and direct leak-
rate estimation should be investigated before extending the
method to larger and more complex industrial fluid systems.
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NOMENCLATURE
Ay cross-sectional area of the upper tank, cm?
Ap cross-sectional area of the lower tank, cm?
A operator-oriented alarm vector containing
leak flag, location, and severity
Auvs, Aum,  upper-tank Small, Medium, and Large leak
Aur alarm outputs
Ars, Atm,  lower-tank Small, Medium, and Large leak
AL alarm outputs
aru equivalent upper-tank leak-opening area, cm?
ar equivalent lower-tank leak-opening area, cm?
a? (k) output vector of neural-network layer j
b? bias vector of neural-network layer j
(o discharge coefficient
) leak-candidate condition for residual channel
i
calibrated mean residual-signature vector for
Cug . . .
an upper-tank leak in operating region g
calibrated mean residual-signature vector for
CLg . . .
a lower-tank leak in operating region g
du(k) scaled squared distance to the calibrated
upper-tank leak signature
) scaled squared distance to the calibrated
lower-tank leak signature
Di(k) confirmed decision for residual channel i
eo(k) outer-loop control error, Ag(k) — hi(k), cm
ek inner-loop control error, u,(k) — hu(k), PLC
! engineering unit
. nonlinear mapping implemented by the MLP
mee()
observer
FLi(k) latched leak flag for residual channel i
FL(k) overall leak flag
gravitational acceleration in the hydraulic
g model, cm-s™2
) operating-region index selected from the
g reference-level band
hu(?) continuous-time upper-tank liquid level, cm
hi(t) continuous-time lower-tank liquid level, cm
hu(k) sampled upper-tank liquid level, cm
hi(k) sampled lower-tank liquid level, cm
hp(k) lower-tank level reference or setpoint, cm
Bin lower-tank reference level shown in the
e experimental figures, cm
(k) MLP-predicted nominal upper-tank level, cm
hu(k) MLP-predicted nominal lower-tank level, cm
(k) normalized predicted upper-tank level
R, (k) normalized predicted lower-tank level
h(k) measured tank-level vector [A,(k), hi(k)]T, cm
h) Bredicted nominal tank-level vector [R,(k),
hi(k)]T, cm
h; mean measured level of tank i, cm
i tank or residual-channel index, i € {u, [}
J neural-network layer index or location-



np1
N2
ny

p sev,c,(,g

qp(t)
Gui?)

qo(0)

qL?)
qu(?)

(0)3

q(k)
ru(k)
ri(k)
r(k)
Fmi(k)
r1i(k)
7s,i(k)

v sev(k)

T
R-2
Ready(k)
Reset(k)
S(k)

St(k)
t

tCr()SS

Atdet

Ti og
T,

T confirm

T.i(k)

signature index, depending on context
discrete-time monitoring index

fast control-task sample index
adaptive-threshold standard-deviation
multiplier

leak-location output: Normal, Upper, or
Lower

MLP structure designation n,—nu1—nm—n,
number of samples used for metric
calculation

total number of MLP weights and biases
number of MLP input neurons

number of neurons in the first hidden layer
number of neurons in the second hidden layer
number of MLP output neurons
representative peak severity residual averaged
over the three calibration events for severity
class ¢, leak location ¢, and operating region
g, cm

pump inflow to the upper tank, cm?*-s™*
inter-tank flow from the upper tank to the
lower tank, cm?3-s™

normal outlet flow from the lower tank,

Cm3 . S*l

upper-tank leak flow, cm?3-s™!

lower-tank leak flow, cm3-s™!
experimentally measured leak-flow rate,
L-min!

residual-signature vector [r ., 751, F'ru, 711]T, CM
signed upper-tank residual, A,(k) — h.(k), cm
signed lower-tank residual, Ai(k) — hi(k), cm
residual vector [r,(k), ri(k)]", cm

magnitude residual |ri(k)|, cm

EMA -filtered magnitude residual, cm

EMA -filtered signed residual, cm

severity residual selected as the largest
filtered residual among the confirmed
channels, cm

mean residual of tank channel i, cm

coefficient of determination for tank i

monitoring-readiness state after baseline
warm-up

manual or PLC reset command

severity output: Normal, Small, Medium, or
Large

stable-operating-condition state

continuous time, s

time from leak introduction until the filtered
residual crosses its threshold, s

total alarm delay from leak introduction to
confirmed alarm, s

PLC signal-sampling period in the discrete-
time representation, s

cascade PI control-task period, ms
neural-observer and residual-monitoring task
period, ms

Modbus TCP logging interval, ms

baseline warm-up duration before monitoring
is enabled, s

required persistence time for leak
confirmation, s

accumulated confirmation time for residual
channel i, s
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adaptive detection threshold for residual

TH(k) channel i, cm
THin minimum allowable residual threshold, cm
calibrated Small-to-Medium severity
THsg boundary for location ¢ and operating region
g, cm
calibrated Medium-to-Large severity
THyeg boundary for location ¢ and operating region
g, cm
() outer PI controller output and intermediate
° upper-tank reference, PLC engineering unit
() inner PI controller output and pump
! command, PLC engineering unit
W() weight matrix of neural-network layer j
W diagonal scaling matrix for signature
£ comparison in operating region g
(k) i-th unnormalized MLP input variable,
! variable-dependent units
Xn,i(K) i-th normalized MLP input variable
x(k) MLP input vector [e,, e;, o, u;]T, mixed PLC
units
Xn(k) normalized MLP input vector
Z9(k) pre-activation vector of neural-network layer j
Greek symbols
u EMA smoothing coefficient for magnitude
and signed residuals
B baseline-statistics adaptation gain
Ahyy(k) irb;folute change in the lower-tank setpoint,
Aui(h) absglute .changfz in the pump command, PLC
engineering unit
AV collected leak-water volume used for flow
measurement, L
At collection interval used for leak-flow
measurement, s
ch setpoint-change limit for stable-condition
verification, cm
cu pump-command-change limit for stable-
condition verification, PLC engineering unit
n Adam learning rate
complete set of trained MLP weights and
biases
' training-set mean of MLP input i, variable-
Hi dependent units
o training-set standard deviation of MLP input
o i, variable-dependent units
i training-set mean of output level i, cm
ohi training-set standard deviation of output level
i, cm
adaptive baseline mean of the filtered
#o k) magnitude residual, cm
o5.i(6) adaptive baseline standard deviation of the
! filtered magnitude residual, cm
o standard deviation of the nominal residual for
& tank i, cm
o() hidden-layer activation function
¢ indicated leak-location class, £ € {U, L}
Subscripts
u upper tank or upper residual channel
/ lower tank or lower residual channel



ul
Lu
Ll

SEES N

SEev

gta

NOOQQ ~

outer cascade-control loop or lower-tank
outlet, depending on context

inner cascade-control loop or generic tank-
channel index

pump

upper-to-lower inter-tank path
upper-tank leakage

lower-tank leakage

residual magnitude

filtered magnitude residual

filtered signed residual

adaptive residual baseline

normalized variable

setpoint

severity-related residual

small severity or Small-to-Medium boundary
medium severity or Medium-to-Large
boundary

large severity or lower-tank location,
depending on context

upper-tank location

operating region

severity class, c € {S, M, L}
leak-location class

Superscripts and notation

0
T

neural-network layer number
matrix or vector transpose
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h estimated or MLP-predicted value
x sample mean

Ax change between consecutive samples
Abbreviations

Al Artificial intelligence

ANN Artificial neural network

CNN Convolutional neural network
CPU Central processing unit

CTS Coupled-tank system

EMA Exponential moving average
FAR False alarm rate

HMI Human—machine interface

/0 Input/output

IAE Integral absolute error

LSTM Long short-term memory

LSTM- Long short-term memory—fully convolutional
FCN network

MAE Mean absolute error

ML Machine learning

MLP Multilayer perceptron

PI Proportional—integral

PLC Programmable logic controller
RMSE Root mean square error

SCL Structured control language

SD Standard deviation

SVM Support vector machine





