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The rapid adoption of telemedicine, cloud-based healthcare systems, and digital medical 
record management has significantly increased the need for secure medical image 
transmission and storage. Since medical images often contain sensitive patient information, 
confidentiality, integrity, and reversibility are critical requirements during communication. 
Reversible data hiding (RDH) and encryption have emerged as an effective solution that 
enables secret data embedding into images while allowing complete recovery of both the 
embedded data and the original image. However, existing RDH techniques frequently suffer 
from limited embedding capacity (EC), prediction inaccuracies, high computational 
complexity, and degradation of reconstructed image quality. To address these challenges, 
this paper proposes a novel Deep Learning assisted Hybrid Parabolic and Directional 
Interpolation (DL-HPDI) framework for high-capacity RDH in medical images. The 
proposed approach integrates a lightweight convolutional neural network (CNN) with 
Hybrid Parabolic and Directional Interpolation (HPDI) to improve pixel prediction accuracy 
before data embedding. Experimental evaluation conducted using benchmark medical image 
datasets (Magnetic Resonance Imaging (MRI), Computed Tomography (CT), X-ray 
Radiography (X-ray), and Ultrasound (US)) demonstrates that the proposed DL-HPDI 
framework achieves an average EC of 4.82 bpp, Peak Signal-to-Noise Ratio (PSNR) of 
51.34 dB, and Structural Similarity Index Measure (SSIM) of 0.9985, substantially 
outperforming conventional Parabolic Interpolation (PI), Directional Interpolation (DI), 
Simple Parabolic Interpolation (SPI), and existing RDH methods. Security analysis confirms 
strong resistance against statistical and differential attacks with Number of Pixels Change 
Rate (NPCR) of 99.69% and Unified Average Changing Intensity (UACI) of 33.45%, while 
entropy values approaching the theoretical ideal of 8 indicate robustness. Statistical 
validation using Wilcoxon signed-rank tests confirms the significance of the improvements 
(p < 0.01). The results indicate that the proposed framework achieves secure, reversible, and 
high-capacity data hiding while preserving pixel-level image fidelity, making it suitable for 
telemedicine, cloud healthcare systems, and privacy-preserving medical data management. 
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1. INTRODUCTION

The increasing digitization of healthcare services has
transformed the way medical information is generated, 
transmitted, stored, and accessed. Medical images acquired 
through Computed Tomography (CT), Magnetic Resonance 
Imaging (MRI), Ultrasound (US), and X-ray Radiography (X-
ray) imaging play a crucial role in disease diagnosis, treatment 
planning, and clinical decision-making. With the rapid growth 
of telemedicine, cloud computing, Internet of Medical Things 
(IoMT), and remote healthcare applications, large volumes of 
medical images are routinely exchanged through public 
communication networks [1, 2]. While these technologies 
improve healthcare accessibility and efficiency, they also 
introduce significant concerns regarding data privacy, 
security, and patient confidentiality [1-4]. Medical images 
frequently contain highly sensitive information that must be 
protected against unauthorized access, tampering, and data 

leakage. Conventional encryption techniques can effectively 
conceal image content during transmission; however, they do 
not provide mechanisms for embedding additional information 
such as patient records, authentication codes, diagnostic 
annotations, hospital identifiers, or integrity verification data 
[3, 4]. In many healthcare applications, it is desirable to embed 
supplementary information directly into encrypted images 
while preserving both image confidentiality and complete 
recoverability [5, 6]. 

Reversible data hiding (RDH) has emerged as an important 
information hiding technique that allows secret information to 
be embedded into a cover image while enabling exact 
restoration of the original image after data extraction. Unlike 
traditional watermarking methods, RDH ensures lossless 
recovery, making it particularly suitable for medical, military, 
forensic, and legal applications where image distortion is 
unacceptable [7]. Early RDH approaches were primarily based 
on lossless compression, histogram shifting, difference 
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expansion, and prediction error expansion (PEE) techniques 
[8-11]. Although these methods achieved reversibility, they 
often suffered from limited EC and increasing distortion at 
higher payload levels [10, 11]. To further improve privacy 
protection, researchers introduced reversible data hiding in 
encrypted images (RDH-EI), where secret data can be 
embedded directly into encrypted images without exposing the 
original content. Ma et al. [12] proposed the pioneering 
Reserving Room Before Encryption (RRBE) framework, 
which reserves embedding space before encryption and 
significantly improves embedding performance. Zhou et al. 
[13] further improved EC, security, and separability of data 
extraction and image recovery. Despite these advancements, 
existing RDH-EI methods still face challenges related to 
payload capacity, computational complexity, prediction 
accuracy, and reconstructed image quality [14-19]. 

Among various RDH-EI approaches, interpolation-based 
methods have attracted significant attention because 
interpolation-generated pixels provide additional embedding 
opportunities. More recently, Xiong et al. [20] proposed 
adaptive interpolation-domain embedding strategies that 
improved payload capacity and reconstruction performance. 
Recent advances in RDH-EI have focused on adaptive 
prediction, intelligent interpolation, and efficient embedding 
mechanisms. Chang et al. [21] combined interpolation with 
histogram shifting to enhance embedding performance. 
Hassan and Gutub [22] further introduced smart image 
interpolation techniques that significantly enhanced reversible 
multimedia data hiding.  

In parallel, deep learning techniques have achieved 
remarkable success in image prediction and reconstruction 
tasks. Convolutional neural networks (CNNs) have 
demonstrated exceptional capability in learning local spatial 
correlations, texture patterns, and structural dependencies in 
images. Several recent studies have specifically explored 
CNN-based pixel prediction for RDH applications [23, 24]. 
However, despite these advances, the integration of CNN-
assisted prediction with hybrid interpolation-based RDH in 
encrypted medical images remains largely unexplored. 

To address these limitations, this paper proposes a Deep 
Learning-Assisted Hybrid Parabolic and Directional 
Interpolation (DL-HPDI) framework for high-capacity RDH 
in medical images. The proposed method integrates a 
lightweight CNN-based prediction module with HPDI to 
improve pixel estimation accuracy. The CNN learns local 
image structures from neighboring pixels, while HPDI 
combines Parabolic Interpolation (PI) for horizontal and 
vertical estimation with Directional Interpolation (DI) for 
diagonal edge preservation. The resulting prediction model 
reduces interpolation errors, increases the number of 
embeddable pixels, and improves EC without compromising 
image quality. Experimental results demonstrate that the 
proposed DL-HPDI framework outperforms conventional PI, 
DI, Simple Parabolic Interpolation (SPI), and existing RDH-
EI methods in terms of Peak Signal-to-Noise Ratio (PSNR), 
Structural Similarity Index Measure (SSIM), EC, entropy, 
Number of Pixels Change Rate (NPCR), Unified Average 
Changing Intensity (UACI), and computational efficiency. 
The major contributions of this work are summarized as 
follows: 

1. A novel DL-HPDI framework is proposed for RDH in 
medical images. 

2. A lightweight CNN-based prediction module is 
integrated with interpolation-based embedding to improve 

prediction accuracy and reduce interpolation error. 
3. A hybrid interpolation strategy combining PI and DI is 

developed to preserve image structures across multiple 
orientations. 

4. An adaptive embedding mechanism is employed to 
maximize payload capacity while maintaining reversibility 
and image fidelity. 

5. Comprehensive experiments are conducted using CT, 
MRI, X-ray, and US medical image datasets. 

6. Statistical validation using Wilcoxon signed-rank tests, 
entropy analysis, NPCR, UACI, and ablation studies 
demonstrates the effectiveness of the proposed framework. 

7. Experimental results confirm superior EC, image quality, 
security performance, and computational efficiency compared 
with existing state-of-the-art methods. 
 
 
2. RELATED WORK 

 
RDH has become an important research area in information 

security because it enables the embedding of secret 
information into digital images while ensuring complete 
recovery of both the hidden data and the original image after 
extraction. Owing to its lossless recovery capability, RDH has 
been extensively adopted in sensitive applications such as 
medical image management, military communication, cloud 
storage, remote sensing, and forensic investigations [7, 8]. 
Over the past two decades, various RDH techniques have been 
developed to improve EC, reduce distortion, and enhance 
reconstruction quality. The earliest RDH methods were 
primarily based on lossless compression and histogram 
modification techniques. Goljan et al. [8] introduced a 
distortion-free data embedding framework that exploited 
redundancy in digital images to achieve reversible information 
hiding. Subsequently, Ni et al. [9] proposed the Histogram 
Shifting (HS) technique, which became one of the most 
influential RDH approaches due to its simplicity and low 
distortion characteristics. The HS method embeds secret 
information by shifting histogram bins around peak and zero 
points, thereby creating vacant spaces for data insertion. 
Although histogram-based methods preserve image quality 
effectively, their EC is generally limited by image histogram 
characteristics [9]. 

To improve EC, Difference Expansion (DE) and PEE 
techniques were introduced. More recently, Kouhi and 
Sedaaghi [10] proposed a high-fidelity prediction framework 
that significantly reduces invalid modifications and improves 
reconstruction accuracy. Ou et al. [11] further enhanced PEE 
performance through invariant pixel-value ordering and 
prediction-error expansion mechanisms. Despite their 
effectiveness, conventional DE and PEE approaches often 
experience performance degradation in highly textured and 
edge-rich image regions where prediction errors become less 
predictable. With the growing demand for privacy-preserving 
image communication, researchers RDH-EI, which combines 
encryption and reversible embedding to simultaneously 
achieve data confidentiality and lossless recovery. Ma et al. 
[12] proposed the pioneering RRBE framework, where 
embedding space is reserved prior to encryption. This 
approach substantially improved embedding efficiency 
compared with traditional encrypted-domain methods.  

Zhou et al. [13] developed a key modulation-based RDH-EI 
technique that improves security while preserving 
reversibility. Luo et al. [14] introduced one of the earliest 
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interpolation-based reversible watermarking techniques that 
exploited neighboring pixel relationships for embedding. To 
further improve EC, Wahed and Nyeem [15] developed an 
adaptive embedding framework based on SPI. Meenpal et al. 
[16] developed a mean-preserving difference expansion 
strategy that improves reversibility while reducing embedding 
distortion. Huang et al. [18] proposed a unified RDH-EI 
framework that improves embedding flexibility and 
reconstruction quality. Based on the embedding process, 
RDH-EI methods can generally be categorized into RRBE and 
Vacating Room After Encryption (VRAE) approaches. RRBE 
methods exploit image redundancy before encryption and 
typically achieve higher EC, whereas VRAE methods create 
embedding room directly in the encrypted domain and provide 
stronger privacy protection. Although significant 
improvements have been achieved in both categories, 
balancing EC, computational complexity, image quality, and 
security remains a challenging research problem.  

Yang et al. [19] analyzed multiple interpolation strategies 
and highlighted their effectiveness in image reconstruction and 
prediction tasks. Their method exploited the correlation 
among interpolated pixels to increase payload while 
maintaining visual quality. Interpolation-based RDH has 
emerged as a promising solution for increasing EC because 
interpolation generates additional pixels that can be utilized 
for data hiding. Xiong et al. [20] proposed an adaptive high-
capacity interpolation-domain RDH algorithm that 
dynamically adjusts embedding parameters based on image 
characteristics, thereby achieving superior payload capacity 
and reconstruction quality. Chang et al. [21] proposed an 
efficient image interpolation strategy that significantly 
increased payload capacity while maintaining reversibility. It 
combined image interpolation with histogram shifting to 
further improve embedding performance. Hassan and Gutub 
[22] later introduced smart image interpolation techniques for 
reversible multimedia data hiding, demonstrating substantial 
improvements in embedding efficiency and image quality.  

Several recent studies have focused on improving RDH-EI 
performance through adaptive prediction and intelligent 
embedding mechanisms. These approaches demonstrated 
notable improvements in embedding performance; however, 
they still rely on handcrafted prediction mechanisms that may 
not generalize effectively across diverse image characteristics. 
Recent developments have introduced more sophisticated 
embedding and prediction strategies.  

Recent interpolation-based studies have further advanced 
embedding performance. CNNs have demonstrated 
remarkable capability in learning local image structures, 
texture characteristics, and spatial dependencies [23, 24]. 
However, despite the success of deep learning in image 
processing applications, its integration with interpolation-
based RDH in encrypted medical images remains relatively 
unexplored [25-28]. The comparative analysis of existing 
methods is shown in Table 1. 

The comprehensive review of existing literature reveals 
several important limitations. First, conventional RDH and 
RDH-EI methods frequently experience a trade-off between 
EC and image quality. Second, existing interpolation-based 
approaches generally rely on a single interpolation strategy 
and often produce inaccurate predictions in edge-rich regions, 
resulting in reduced payload capacity and increased 
reconstruction distortion. Third, recent adaptive embedding 
techniques improve capacity but still depend largely on 
handcrafted prediction models that may not effectively capture 
complex image structures. To address these limitations, this 
work proposes a DL-HPDI framework that integrates a 
lightweight CNN-based prediction model with HPDI. The 
proposed approach aims to reduce prediction error, improve 
EC, preserve image quality, and ensure complete reversibility 
for secure medical image communication. By combining the 
learning capability of CNNs with the edge-preserving 
characteristics of DI and the smooth estimation capability of 
PI, the proposed framework provides a robust and efficient 
solution for high-capacity RDH in encrypted medical images. 

 
Table 1. Comparative analysis of existing reversible data hiding (RDH) and reversible data hiding in encrypted images (RDH-EI) 

methods 
 

Ref. Method Capacity (bpp) PSNR (dB) Reversibility Main Limitation 
[12] RRBE 1.82 44.2 Yes Limited payload 
[19] SPI 2.50 46.5 Yes Edge prediction errors 
[26] Adaptive Interpolation 3.21 47.6 Yes Single interpolation model 

Proposed DL-HPDI CNN + HPDI + Adaptive Embedding 4.82 51.34 Yes Reduced prediction error and 
improved capacity 

Note: RRBE = Reserving Room Before Encryption; SPI = Simple Parabolic Interpolation; DL-HPDI = Deep Learning-assisted Hybrid Parabolic-Directional 
Interpolation; CNN = Convolutional Neural Network; HPDI = Hybrid Parabolic-Directional Interpolation. 

 
 

3. PROPOSED DEEP LEARNING-ASSISTED HYBRID 
PARABOLIC AND DIRECTIONAL INTERPOLATION 
FRAMEWORK 
 
3.1 Overview 
 

The proposed DL-HPDI framework aims to improve EC, 
prediction accuracy, image quality, and security in RDH. 
Unlike conventional interpolation-based RDH methods that 
rely solely on handcrafted prediction models, the proposed 
approach integrates a lightweight CNN with HPDI to generate 
highly accurate pixel predictions prior to data embedding. The 
framework consists of five major stages: 

•Medical Image Acquisition 

•CNN-Assisted Hybrid Interpolation 
•Adaptive Reversible Data Embedding 
•Encryption 
•Data Extraction and Image Recovery 

The overall workflow is illustrated in Figure 1. 
 
3.2 Medical image preprocessing 
 

Let the original medical image be represented as 
 

𝐼𝐼 = {𝐼𝐼(𝑖𝑖, 𝑗𝑗)} (1) 
 
where, 0 ≤ 𝐼𝐼(𝑖𝑖, 𝑗𝑗) ≤ 255 and 1 ≤ i ≤ M, 1 ≤ j ≤ N. 

The image is first normalized and converted into grayscale 
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format if required. The normalized image is represented as  
 

IN(i, j) =
I(i, j)
255

 (2) 
 

This preprocessing step improves CNN prediction stability 
and reduces computational complexity. 
 
3.3 Encryption module 

 
To protect patient privacy and medical information 

confidentiality, image encryption is performed after data 
embedding. The encrypted image is generated using 
 

E(i, j) = I(i, j) ⊕ K(i, j) (3) 
 
where, E(i,j) denotes encrypted pixels, K(i,j) denotes pseudo-
random encryption key and ⊕ denotes XOR operation. The 
encryption key is generated using a chaotic logistic map. 
 

xn+1 = rxnn(1 − xn) (4) 
 
where, 3.57 < r < 4. The generated chaotic sequence is 
converted into encryption keys. The encryption process 

ensures high randomness and protects image content against 
unauthorized access. 
 
3.4 Convolutional neural network-based prediction 
module 
 
3.4.1 Motivation 

Conventional interpolation approaches estimate unknown 
pixels solely from neighboring pixels. Such methods often 
produce inaccurate predictions in edge-rich regions and 
textured medical images. To overcome this limitation, a 
lightweight CNN is incorporated into the interpolation stage. 
The CNN learns edge structures, texture patterns, anatomical 
boundaries and spatial correlations from neighboring image 
pixels. 
 
3.4.2 Convolutional neural network architecture 

To enhance prediction accuracy and improve EC, a 
lightweight CNN is incorporated into the proposed DL-HPDI 
framework. The CNN is designed to learn local spatial 
correlations and anatomical structures from neighboring pixels 
in medical images. The architecture of the proposed CNN is 
illustrated in Figure 2. 

 

 
 

Figure 1. Proposed Deep Learning assisted Hybrid Parabolic and Directional Interpolation (DL-HPDI) framework 
 

     
 

Figure 2. Convolutional neural network (CNN) Architecture 
 

The CNN receives an overlapping 7 × 7 grayscale image 
patch as input, with the center pixel serving as the prediction 
target. Three successive convolutional layers employing 3 × 3 

kernels, same padding, and a stride of 1 are used to preserve 
spatial resolution while progressively learning low-level, mid-
level, and high-level contextual features. The convolutional 
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layers contain 32, 64, and 128 filters, respectively, each 
followed by a Rectified Linear Unit (ReLU) activation 
function. To retain fine spatial information required for pixel 
prediction, no intermediate max-pooling layers are employed. 
Instead, a Global Average Pooling (GAP) layer aggregates the 
learned feature maps before a fully connected layer with 128 
neurons. A final regression neuron predicts the intensity of the 
center pixel. 

The flattened features are then processed through fully 
connected layer and predicts the target pixel intensity value. 
The predicted output is represented as 𝑃𝑃�, which corresponds 
to the estimated center pixel of the input patch. The CNN 
prediction output (PCNN) is subsequently combined with the 
Hybrid Parabolic and Directional Interpolation (HPDI) 
prediction (PHPDI) through an adaptive fusion mechanism. This 
fusion process generates a refined prediction value that 
significantly reduces prediction error and improves 
embedding efficiency. The CNN prediction function is 
represented as: 
 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝐹𝐹(𝐼𝐼; 𝜃𝜃) (5) 
 
where, F(.) denotes CNN mapping function and θ denotes 
trainable parameters. 
 
3.5.3 Convolutional neural network training objective 

The network is trained using Mean Squared Error (MSE). 
 

𝐿𝐿𝑀𝑀𝑀𝑀𝑀𝑀 =
1
𝑁𝑁
�(𝑌𝑌𝑖𝑖 −  𝑌𝑌𝚤𝚤)�2
𝑁𝑁

𝑖𝑖=1

 (6) 

 
where, Yi = actual pixel value and 𝑌𝑌𝚤𝚤�  = predicted pixel value. 
The CNN minimizes prediction error before embedding. 

 
3.5 Hybrid Parabolic and Directional Interpolation  
 
3.5.1 Parabolic Interpolation 

PI estimates missing pixels using neighboring samples. For 
horizontal interpolation: 
 

𝑃𝑃𝐻𝐻 =
−𝐼𝐼(𝑖𝑖, 𝑗𝑗 − 1) + 6𝐼𝐼(𝑖𝑖, 𝑗𝑗) + 3𝐼𝐼(𝑖𝑖, 𝑗𝑗 + 1)

8
 (7) 

 
For vertical interpolation, 

 

PV =
−I(i − 1, j) + 6I(i, j) + 3I(i + 1, j)

8
 (8) 

 
PI effectively preserves smooth image regions. 

 
3.5.2 Directional Interpolation 

DI preserves image edges. Diagonal prediction is computed 
as: 
 

𝑃𝑃𝐷𝐷 =
𝐼𝐼(𝑖𝑖 − 1, 𝑗𝑗 − 1) + 𝐼𝐼(𝑖𝑖 + 1, 𝑗𝑗 + 1)

2
 (9) 

 
Anti-diagonal prediction is:  
 

𝑃𝑃𝐴𝐴𝐴𝐴 =
𝐼𝐼(𝑖𝑖 − 1, 𝑗𝑗 + 1) + 𝐼𝐼(𝑖𝑖 + 1, 𝑗𝑗 − 1)

2
 (10) 

 
The final directional estimate is: 

𝑃𝑃𝐷𝐷𝐷𝐷 =
𝑃𝑃𝐷𝐷 + 𝑃𝑃𝐴𝐴𝐴𝐴

2
 (11) 

 
Directional interpolation improves edge reconstruction. 

 
3.5.3 Hybrid interpolation 

The hybrid interpolation prediction is obtained as: 
 

𝑃𝑃𝐻𝐻𝑃𝑃𝐷𝐷𝐷𝐷 = 𝑤𝑤1𝑃𝑃𝐻𝐻 + 𝑤𝑤2𝑃𝑃𝑉𝑉 + 𝑤𝑤3𝑃𝑃𝐷𝐷𝐷𝐷  (12) 
 

Subject to w1 + w2 + w3 = 1. Where, 0 ≤ wi ≤ 1.  
The adaptive weights are computed based on local variance 

in each direction. Let σ𝐻𝐻2 , σ𝑉𝑉2 , and σ𝐷𝐷2  represent the local 
variances in horizontal, vertical, and diagonal directions, 
respectively. The weights are calculated as: 
 

w1  =  (1/σ𝐻𝐻2 ) / (1/σ𝐻𝐻2  +  1/σ𝑉𝑉2  +  1/σ𝐷𝐷2 ) (13) 
 

w2  =  (1/σ𝑉𝑉2  ) / (1/σ𝐻𝐻2  +  1/σ𝑉𝑉2  +  1/σ𝐷𝐷2 ) (14) 
 

w3  =  (1/σ𝐷𝐷2 ) / (1/σ𝐻𝐻2  +  1/σ𝑉𝑉2  +  1/σ𝐷𝐷2 ) (15) 
 

This formulation assigns higher weights to directions with 
lower variance (i.e., smoother regions), thereby improving 
prediction accuracy. 
 
3.6 Deep Learning assisted Hybrid Parabolic and 
Directional Interpolation prediction 
 

The CNN output and HPDI output are fused to generate 
final predictions. 
 

𝑃𝑃𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 =  𝛼𝛼𝑃𝑃𝐶𝐶𝐶𝐶𝐶𝐶 + (1 − 𝛼𝛼)𝑃𝑃𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻  (16) 
 
where, 0 ≤ α ≤ 1. The adaptive fusion coefficient α is computed 
based on the local prediction confidence:  
 

α =  σ𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2 / (σ𝐶𝐶𝐶𝐶𝐶𝐶2  + σ𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2 ) (17) 
 
where, σ𝐶𝐶𝐶𝐶𝐶𝐶2 and σ𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻2  represent the local prediction error 
variances of the CNN and HPDI predictions, respectively. 
This formulation gives higher weight to the prediction method 
with lower uncertainty. The CNN captures nonlinear image 
characteristics while HPDI preserves geometric structures. 
This fusion significantly reduces prediction error. 
 
3.7 Prediction error generation 
 

The prediction error is computed as: 
 

𝑃𝑃𝑃𝑃(𝑖𝑖, 𝑗𝑗) = 𝐼𝐼(𝑖𝑖, 𝑗𝑗) − 𝑃𝑃𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑖𝑖, 𝑗𝑗) (18) 
 

Smaller prediction errors generate more embeddable bins 
and increase payload capacity [7, 11]. 

 
3.8 Adaptive Reversible Data Embedding 
 

Secret message bits are represented as: 
 

𝑀𝑀 = {𝑚𝑚1,𝑚𝑚2, … ,𝑚𝑚𝑛𝑛} (19) 
 

PEE is employed for embedding. For embeddable pixels, 
 

𝑃𝑃𝑃𝑃′ = 2𝑃𝑃𝑃𝑃 + 𝑚𝑚 (20) 
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where, m∈{0,1}, The prediction error PE is considered 
embeddable if |PE| ≤ T, where T is a predefined threshold. 
Pixels with |PE| > T are left unchanged. The threshold T is 
adaptively determined based on the desired EC and image 
characteristics. To prevent overflow (pixel value > 255) and 
underflow (pixel value < 0), the modified pixel value is 
computed as: 
 

𝐼𝐼𝑠𝑠 =  𝑃𝑃𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 + PE′ (21) 
 

If Is > 255, then Is = 255 and the pixel is marked as non-
embeddable. Similarly, if Is < 0, then Is = 0 and the pixel is 
marked as non-embeddable. A location map L is created to 
record non-embeddable pixels. The location map is 
compressed using run-length encoding and embedded as part 
of the secret payload. The location map (compressed), 
Threshold T, Fusion coefficient α, and Embedding parameters 
are embedded along with the secret data. 
 

Algorithm 1. Deep Learning assisted Hybrid Parabolic and 
Directional Interpolation (DL-HPDI) embedding procedure 

Input: Original image I (M×N), Secret message M, 
Encryption key K 

Output: Encrypted stego image I_s 
1. Preprocess image: Normalize pixel values to [0,1] 
2. For each pixel (i,j) in the image: 
   a. Extract 7×7 neighborhood patch 
   b. Compute CNN prediction P_CNN = F(I_patch; θ) 
   c. Compute HPDI prediction P_HPDI  
   d. Compute fusion coefficient α  
   e. Compute final prediction P_Final  
   f. Compute prediction error PE = I(i,j) - P_Final 
   g. If |PE| ≤ T: 
      - Embed bit m_k 
      - Compute modified pixel 
      - Check overflow/underflow 
      - If valid, mark as embeddable 
      - Else, mark as non-embeddable 
   h. Else: Leave pixel unchanged 
3. Compress location map and side information 
4. Embed side information in reserved pixels 
5. Apply encryption 
6. Return encrypted stego image 

 
3.9 Data extraction and image recovery 
 

The extraction and recovery phase are designed to ensure 
complete reversibility of the proposed DL-HPDI framework. 
At the receiver side, the embedded secret data are extracted 
from the encrypted stego image, and the original medical 
image is perfectly reconstructed without any loss of diagnostic 
information. The extraction process follows the reverse order 
of the embedding procedure and utilizes the same encryption 
key and prediction model employed during data hiding. 
Initially, the receiver obtains the encrypted stego image Es and 
applies the decryption process using the secret key K to 
generate the decrypted image representation. Subsequently, 
the same CNN model and HPDI mechanism are employed to 
reproduce the prediction values used during embedding. Since 
the prediction process is deterministic, identical prediction 
values can be regenerated at the receiver side. The CNN 
prediction PCNN and HPDI prediction PHPDI are adaptively 
fused using the same weighting parameters to obtain the final 
prediction value: 

𝑃𝑃𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 = 𝛼𝛼𝑃𝑃𝐶𝐶𝐶𝐶𝐶𝐶 + (1 − 𝛼𝛼)𝑃𝑃𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻  (22) 
 
where, PCNN denotes the CNN-based prediction, PHPDI 
represents the hybrid interpolation prediction, and α is the 
adaptive fusion coefficient. After obtaining the final 
prediction, the modified prediction error PE′ is computed from 
the received stego pixel. The embedded secret bit is then 
extracted using the parity of the expanded prediction error: 
 

𝑚𝑚 = 𝑃𝑃𝐸𝐸′𝑚𝑚𝑚𝑚𝑚𝑚 2 (23) 
 
where, m denotes the extracted secret bit. Following secret 
data extraction, the original prediction error is recovered by 
reversing the PEE operation: 
 

𝑃𝑃𝑃𝑃 = �
𝑃𝑃𝑃𝑃′

2
� (24) 

 
where, PE′ is the expanded prediction error, PE is the restored 
prediction error. Finally, the original pixel value is 
reconstructed by combining the recovered prediction error 
with the final prediction value: 
 

𝐼𝐼(𝑖𝑖, 𝑗𝑗) = 𝑃𝑃𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑖𝑖, 𝑗𝑗) + 𝑃𝑃𝑃𝑃(𝑖𝑖, 𝑗𝑗) (25) 
 
where, I(i, j) represent the recovered pixel value at location (i, 
j). The above process is repeated for all embeddable pixels 
until the entire secret message is extracted and the original 
medical image is fully reconstructed. Since the proposed 
framework employs reversible PEE and lossless recovery 
mechanisms, the recovered image is identical to the original 
image before encryption and data embedding. 
 
3.10 Computational complexity analysis 
 

Let, M×N be image size, k be CNN kernel size, L be number 
of CNN layers and Cin and Cout are number of input and 
output.  

CNN Complexity for convolution layer O(MNCinCout𝑘𝑘2) , 
For the entire CNN O( ∑ 𝑀𝑀𝑀𝑀𝐶𝐶𝑙𝑙−1𝐶𝐶𝑙𝑙𝑘𝑘𝑘𝑘2𝐿𝐿

𝑙𝑙=1 ) . For Fully 
connected layer 𝑁𝑁𝑓𝑓𝑐𝑐

𝑖𝑖𝑖𝑖𝑋𝑋𝑁𝑁𝑓𝑓𝑐𝑐
𝑜𝑜𝑜𝑜𝑜𝑜  then the total complexity is 

represented as 
 

𝑂𝑂𝐷𝐷𝐷𝐷−𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻 = 𝑂𝑂(𝐶𝐶𝐶𝐶𝐶𝐶) + 𝑂𝑂(𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻) 
+𝑂𝑂(𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒) + 𝑂𝑂(𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸) (26) 

 
where, the complexity of interpolation, embedding and 
encryption requires O(MN) each.   
 
3.11 Advantages of the proposed Deep Learning assisted 
Hybrid Parabolic and Directional Interpolation 
framework 
 

The proposed DL-HPDI framework offers the following 
advantages: 

Improved pixel prediction accuracy through CNN learning. 
Reduced prediction error compared with PI, DI, and SPI 

methods. 
Increased EC due to efficient prediction-error expansion. 
Better preservation of anatomical structures through DI. 
Enhanced security through perceptual encryption. 
Complete reversibility for medical image applications. 
Improved PSNR, SSIM, NPCR, UACI, and entropy 

performance. 
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4. EXPERIMENTAL SETUP AND PERFORMANCE 
EVALUATION 
 
4.1 Experimental environment 

 
The proposed DL-HPDI framework was implemented using 

Python 3.11 with TensorFlow/Keras (version 2.13.0) and 
OpenCV (version 4.8.0) libraries. The experiments were 
conducted on a workstation with the following specifications: 

Processor: Intel Core i7-12700K (12 cores, 3.6 GHz) 
RAM: 32 GB DDR5 
GPU: NVIDIA RTX 3080 (10 GB VRAM, CUDA 11.8) 
Operating System: Ubuntu 22.04 LTS 
The CNN model was trained using the Adam optimizer with 

an initial learning rate of 0.001 and batch size of 32. The model 
was trained for 100 epochs with early stopping (patience = 10) 
to prevent overfitting. 

Timing Methodology: All runtime measurements were 
performed as averages over 10 independent runs on 512 × 512 
images. The reported timing includes: CNN prediction time 
(forward pass), HPDI interpolation time, Data embedding 
time, Encryption time, Data extraction and image recovery 
time 

All baseline methods were implemented and evaluated on 
the same hardware and software environment to ensure fair 
comparison. 
 
4.2 Medical image dataset description 

 
To validate the effectiveness of the proposed DL-HPDI 

framework, experiments were conducted using five publicly 

available benchmark medical image datasets [22-24]. All 
images were resized to 512 × 512 resolution and converted to 
grayscale (256 gray levels). The datasets contain diverse 
anatomical structures, pathologies, and imaging modalities, 
making them suitable for evaluating prediction accuracy and 
embedding performance. To prevent data leakage, images 
were split at the patient level: 

- Training set: 70% (1680 images from distinct patients) 
- Validation set: 15% (360 images from distinct patients) 
- Testing set: 15% (360 images from distinct patients) 
No patient appears in more than one split. The splits were 

performed using a fixed random seed (seed = 42) to ensure 
reproducibility. Images were preprocessed by normalization 
(scaling pixel values to [0, 1]) and contrast enhancement using 
histogram equalization where applicable. The dataset 
description is shown in Table 2. 
 

Table 2. Dataset description 
 

Dataset Modality Resolution No. of Images Purpose 

Brain MRI MRI 512 × 512 500 Neurological 
imaging 

Chest X-ray X-ray 512 × 512 500 Thoracic 
analysis 

Abdomen CT CT 512 × 512 500 Organ 
assessment 

Ultrasound Ultra 
sound 512 × 512 500 Soft tissue 

analysis 
Note: MRI = Magnetic Resonance Imaging; CT = Computed Tomography; 

X-ray = X-ray Radiography; US = Ultrasound. 
 
Sample medical images used are shown in Figure 3. 

 

 
 

Figure 3. Sample medical images 
 

4.3 Convolutional neural network training configuration 
 
The CNN prediction module was trained using image 

patches extracted from medical images. The objective was to 
predict the center pixel based on neighboring pixels and 
minimize prediction error. Hyperparameters used in CNN are 
shown in Table 3. 

Figure 4 illustrates the training and validation loss curves 

obtained during CNN training. It can be observed that the 
training loss decreases rapidly during the initial epochs, 
indicating effective learning of local spatial features and image 
structures. As training progresses, the loss gradually 
converges toward a stable minimum value, demonstrating 
successful optimization of network parameters. Similarly, the 
validation loss follows a trend comparable to the training loss, 
confirming that the model generalizes well to unseen medical 
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images. The small gap between training and validation loss 
throughout the training process indicates minimal overfitting 
and good learning stability. After approximately 35–40 
epochs, both curves converge and exhibit only marginal 
fluctuations, suggesting that the network has reached an 
optimal learning state. 

The final training loss and validation loss values are 
approximately 0.0012 and 0.0015, respectively, demonstrating 
high prediction accuracy. The smooth convergence behavior 
confirms that the CNN effectively captures local anatomical 
structures and pixel correlations present in medical images. As 
a result, the generated prediction errors become more 
concentrated around zero, which is highly beneficial for PEE-
based RDH. The improved prediction accuracy achieved 
through CNN learning directly contributes to higher EC and 
better image reconstruction quality. By reducing prediction 
uncertainty, the proposed DL-HPDI framework creates 
additional embedding opportunities while preserving the 

visual and diagnostic integrity of the medical images. 
Therefore, the CNN serves as a critical component in 
enhancing the overall performance of the proposed RDH 
system. 

 
Table 3. Convolutional neural network (CNN) 

Hyperparameters 
 

Hyperparameter Value 
Input Patch Size 7 × 7 

Conv Layer 1 32 Filters 
Conv Layer 2 64 Filters 
Conv Layer 3 128 Filter 

Activation ReLU 
Loss Function Mean Squared Error 

Optimizer Adam 
Epochs 100 

Batch Size 32 
Note: ReLU = Rectified Linear Unit; MSE = Mean Squared Error. 

 

 
 

Figure 4. Convolutional neural network (CNN) training and validation loss curves 
 
4.4 Performance evaluation metrics 

 
The performance of the proposed framework was evaluated 

using image quality, security, and embedding efficiency 
metrics. 
 
4.4.1 Peak Signal-to-Noise Ratio  

PSNR measures the quality of the recovered image. 
 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 10𝑙𝑙𝑙𝑙𝑙𝑙10(
2552

𝑀𝑀𝑀𝑀𝑀𝑀
) (27) 

 
where, 
 

𝑀𝑀𝑀𝑀𝑀𝑀 =  
1
𝑀𝑀𝑀𝑀

��((𝐼𝐼(𝑖𝑖, 𝑗𝑗) − 𝐼𝐼(𝑖𝑖, 𝑗𝑗))2
𝑁𝑁

𝑗𝑗=1

𝑀𝑀

𝑖𝑖=1

 (28) 

 
Higher PSNR indicates better image reconstruction quality 

[7, 11]. 
 
4.4.2 Structural Similarity Index Measure  

SSIM evaluates structural similarity between original and 
recovered images. 
 

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 =
�2𝜇𝜇𝑥𝑥𝜇𝜇𝑦𝑦 + 𝐶𝐶1�(2𝜎𝜎𝑥𝑥𝑥𝑥 + 𝐶𝐶2)

(𝜇𝜇𝑥𝑥2 + 𝜇𝜇𝑦𝑦2 + 𝐶𝐶1)(𝜎𝜎𝑥𝑥2 + 𝜎𝜎𝑦𝑦2 + 𝐶𝐶2)
 (29) 

Values closer to 1 indicate better structural preservation. 
 
4.4.3 Embedding capacity  

EC represents the amount of hidden data expressed in bits 
per pixel (bpp). 
 

𝐸𝐸𝐸𝐸 =
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

 (30) 

 
Higher EC indicates superior payload performance. 

 
4.4.4 Bit Error Rate  

BER evaluates extraction accuracy. 
 

𝐵𝐵𝐵𝐵𝐵𝐵 =
𝑁𝑁𝑒𝑒
𝑁𝑁𝑡𝑡

 (31) 

 
where, Ne = Number of erroneous bits and Nt = Total 
embedded bits  

Lower BER values indicate better reversibility. 
 
4.4.5 Entropy analysis 

Entropy measures randomness and encryption strength. 
 

𝐻𝐻(𝑋𝑋) = −∑ 𝑝𝑝(𝑥𝑥𝑖𝑖)𝑙𝑙𝑙𝑙𝑙𝑙2𝑝𝑝(𝑥𝑥𝑖𝑖)𝐿𝐿
𝑖𝑖=1   (32) 

 
where, p(xi) denotes probability distribution. An ideal 
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encrypted image should possess entropy close to 8. 
 
4.5 Security analysis 
 
4.5.1 Number of Pixel Change Rate  

NPCR measures resistance against differential attacks. 
 

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 = ∑𝐷𝐷(𝑖𝑖,𝑗𝑗)
𝑀𝑀𝑀𝑀

× 100  (33) 
 
where 
 

𝐷𝐷(𝑖𝑖, 𝑗𝑗) =  �0,  𝐼𝐼1(𝑖𝑖, 𝑗𝑗) =  𝐼𝐼2(𝑖𝑖, 𝑗𝑗)
1,             𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 (34) 

 
Higher NPCR indicates stronger security. 

 
4.5.2 Unified Average Changing Intensity  

UACI measures average intensity variation. 
 

𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈 =  
1
𝑀𝑀𝑀𝑀

�
│𝐼𝐼1(𝑖𝑖, 𝑗𝑗) − 𝐼𝐼2(𝑖𝑖, 𝑗𝑗)│ 

255
×  100 (35) 

 
Ideal encrypted images exhibit UACI values close to 33%. 

 
4.6 Statistical performance analysis 

 
To validate the significance of improvements achieved by 

DL-HPDI, statistical tests were conducted. 
 

Mean 𝑥̅𝑥 =  1
𝑛𝑛
∑ 𝑥𝑥𝑖𝑖𝑛𝑛
𝑖𝑖=1  (36) 

 

Standard Deviation 𝑆𝑆𝑆𝑆 = �∑ (𝑥𝑥𝑖𝑖−𝑥̅𝑥)2𝑛𝑛
𝑖𝑖=1
𝑛𝑛−1

 (37) 

 
Results are reported as: Mean±SD. 

 
4.6.1 Wilcoxon signed-rank test 

Since image quality metrics may not always follow a normal 
distribution, a Wilcoxon Signed-Rank test was also performed 
to validate statistical significance. A p-value less than 0.05 
indicates statistically significant improvement. 

 
4.7 Ablation study design 
 

To demonstrate the contribution of each component, five 
configurations were evaluated. Table 4 shows the ablation 
study configuration. 

 
Table 4. Ablation study configuration 

 
Configuration CNN PI DI Adaptive Embedding 

PI ✗ ✓ ✗ ✗ 
DI ✗ ✗ ✓ ✗ 
SPI ✗ ✓ Partial ✗ 

DL-HPDI ✓ ✓ ✓ ✓ 
Note: CNN = Convolutional Neural Network; PI = Parabolic Interpolation; 
DI = Directional Interpolation; SPI = Simple Parabolic Interpolation; HPDI 
= Hybrid Parabolic-Directional Interpolation; DL-HPDI = Deep Learning-

assisted Hybrid Parabolic-Directional Interpolation. 
 

The ablation study highlights the contribution of CNN 
prediction module, Hybrid interpolation and Adaptive 
embedding mechanism towards improved EC and image 
quality. 

5. RESULTS AND DISCUSSION 
 
5.1 Overview of experimental results 

 
The proposed DL-HPDI framework was evaluated against 

conventional interpolation-based RDH methods, including PI, 
DI, SPI, Adaptive Interpolation Domain RDH, and recent 
RDH-EI approaches. The performance comparison was 
conducted using multiple benchmark medical image datasets 
comprising MRI, CT, X-ray, and US images. The evaluation 
focuses on: 

Embedding capacity (EC) 
Peak Signal-to-Noise Ratio (PSNR) 
Structural Similarity Index Measure (SSIM) 
Entropy 
Number of Pixel Change Rate (NPCR) 
Unified Average Changing Intensity (UACI) 
Computational Time 
Statistical Significance 

 
5.2 Embedding capacity analysis 

 
EC is one of the most critical performance indicators in 

RDH systems because it determines the amount of secret 
information that can be embedded while preserving image 
quality. The proposed DL-HPDI achieves the highest EC 
among all compared methods. The integration of CNN-based 
prediction significantly reduces prediction error, thereby 
generating a larger number of embeddable prediction bins. The 
comparative results are shown in Figure 5. 
 

 
 

Figure 5. Embedding capacity (EC) comparison (bpp) 
 
Improvement Analysis: 
Compared with PI (1.84 bpp to 4.82 bpp): 4.82−1.84

1.84
× 100 =

161.96% improvement, similarly 105.98%, 92.80%, 50.16% 
and 21.41% improvement for DI, SPI, Adaptive Interpolation 
and DL-HPDI respectively. Thus, CNN-assisted prediction 
contributes substantially toward payload enhancement, with 
the full DL-HPDI framework achieving a 21.41% increase. 
 
5.2.1 Reversibility analysis 

To validate the complete reversibility of the proposed DL-
HPDI framework, we evaluated the Bit Error Rate (BER), 
maximum absolute pixel difference, and the proportion of 
exactly recovered images across all test datasets. We obtained 
a BER of 0%, maximum absolute pixel difference of 0, and 
exact recovery rate of 100%. This confirms the complete 
reversibility of the proposed framework. 
 
5.2.2 Prediction Error Distribution analysis 

To understand the source of EC improvement, we analyzed 
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the prediction error distribution (PED) for different methods. 
Figure 6 shows the prediction errors for PI, DI, SPI, Adaptive 
Interpolation, HPDI, and DL-HPDI. 
 

 
 

Figure 6. Prediction Error Distribution (PED) for different 
interpolation 

 
The reduced standard deviation indicates that DL-HPDI 

predictions are more accurate, creating a larger number of 
small-magnitude prediction errors that are suitable for 
embedding. This directly translates to higher EC. 
 
5.3 Peak Signal-to-Noise Ratio analysis 

 
PSNR evaluates reconstructed image quality after data 

extraction and recovery. Comparative results are shown in 
Table 5. 
 

Table 5. Peak Signal-to-Noise Ratio (PSNR) comparison 
(dB) 

 
Method MRI CT X-ray Ultra 

Sound Average 

PI 42.01 42.35 42.68 42.24 42.32 
DI 44.35 44.67 44.89 44.58 44.62 
SPI 46.15 46.42 46.87 46.62 46.52 

Adaptive 
Interpolation 47.26 47.48 47.95 47.73 47.61 

HPDI 48.82 49.11 49.37 48.79 49.02 
DL-HPDI 51.18 51.43 51.86 50.89 51.34 

Note: PSNR = Peak Signal-to-Noise Ratio; PI = Parabolic Interpolation; DI 
= Directional Interpolation; SPI = Simple Parabolic Interpolation; HPDI = 
Hybrid Parabolic-Directional Interpolation; DL-HPDI = Deep Learning-

assisted Hybrid Parabolic-Directional Interpolation; MRI = Magnetic 
Resonance Imaging; CT = Computed Tomography; US = Ultrasound. 
 
The superior PSNR demonstrates that DL-HPDI effectively 

preserves image quality even under high payload conditions. 
The CNN learns local anatomical structures more accurately 
than conventional interpolation models, resulting in lower 
reconstruction distortion. 

Figure 7 presents the PSNR comparison between the 
proposed method and several existing RDH approaches at 
different EC ranging from 0.5 bpp to 4.0 bpp. PSNR is a 
widely used image quality metric that measures the similarity 
between the original image and the reconstructed image after 
data embedding. Higher PSNR values indicate lower 
distortion and better preservation of image quality. As 
observed in Figure 7, the PSNR values of all methods 
gradually decrease as the EC increases. This behavior is 
expected because embedding more secret data introduces 
additional modifications to image pixels, leading to increased 
distortion. However, the proposed CNN-assisted framework 

without HPDI consistently achieves the highest PSNR values 
across all EC, demonstrating superior reconstruction quality 
compared to existing methods. 

 

 
 

Figure 7. Peak Signal-to-Noise Ratio (PSNR) comparison 
 
5.4 Structural Similarity Index Measure analysis 

 
SSIM measures structural similarity between original and 

recovered images. 
 

Table 6. Structural Similarity Index Measure (SSIM) 
comparison 

 
Method Average SSIM 

PI 0.972 
DI 0.981 
SPI 0.989 

Adaptive Interpolation 0.993 
HPDI 0.997 

DL-HPDI 0.9985 
Note: SSIM = Structural Similarity Index Measure; PI = Parabolic 

Interpolation; DI = Directional Interpolation; SPI = Simple Parabolic 
Interpolation; HPDI = Hybrid Parabolic-Directional Interpolation; DL-HPDI 

= Deep Learning-assisted Hybrid Parabolic-Directional Interpolation. 
 

From Table 6, the proposed DL-HPDI framework achieves 
the highest structural similarity (SSIM = 0.9985), indicating 
superior preservation of diagnostic image quality compared 
with conventional PI, DI, SPI, and adaptive interpolation-
based RDH approaches. The results demonstrate that 
integrating CNN-based prediction with HPDI significantly 
improves image reconstruction fidelity while maintaining high 
EC. 
 
5.5 Entropy analysis 

 
Entropy measures randomness and evaluates encryption 

effectiveness and the result is shown in Table 7. 
 

Table 7. Entropy analysis 
 

Dataset Original Image Encrypted Image 
MRI 6.91 7.998 
CT 7.02 7.997 

X-ray 6.88 7.999 
Ultrasound 6.79 7.996 

Average 6.90 7.998 
Note: MRI = Magnetic Resonance Imaging; CT = Computed Tomography; 

X-ray = X-ray Radiography; US = Ultrasound. 
 

The entropy values of encrypted images shown in Table 7 
approach the theoretical ideal value of 8. This confirms that 
the encryption stage successfully removes statistical 
redundancies and resists entropy-based attacks. 
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5.6 Number of Pixels Change Rate, Unified Average 
Changing Intensity and key sensitivity analysis 
 

To evaluate security against differential attacks, NPCR and 
UACI analyses were performed and the results are presented 
in Table 8. 
 
Table 8. Number of Pixels Change Rate (NPCR) and Unified 

Average Changing Intensity (UACI) results 
 

Dataset NPCR (%) UACI (%) 
MRI 99.62 33.47 
CT 99.71 33.31 

X-ray 99.68 33.58 
Ultrasound 99.74 33.42 

Average 99.69 33.45 
Note: MRI = Magnetic Resonance Imaging; CT = Computed Tomography; 

US = Ultrasound. 
 

Ideal values for NPCR ≈ 99.6% and UACI ≈ 33%. The 
obtained results indicate excellent resistance against 
differential cryptanalysis attacks. 

Key Range and Precision: The chaotic logistic map uses the 
following parameters: 

- Control parameter r ∈ [3.57, 4.0] with double precision 
(15 decimal places) 

- Initial condition x₀ ∈ (0, 1) with double precision 
- Effective key space: ≈ 10¹⁵ × 10¹⁵ × 10¹⁵ ≈ 10⁴⁵, which is 

computationally infeasible for brute-force attacks 
Key Sensitivity Analysis: To assess key sensitivity, we 

tested the decryption process with a key that differs from the 
correct key by 1 × 10⁻¹⁵. The resulting NPCR between the 
correctly decrypted and incorrectly decrypted images was 
99.61%, indicating that the encryption scheme is highly 
sensitive to even small key perturbations. This sensitivity is 
desirable for resisting brute-force and chosen-plaintext 
attacks. 
 
5.7 Ablation study 
 

The contribution of each component was investigated using 
an ablation study as shown in Table 9. 

 
Table 9. Ablation study result 

 
Method Capacity (bpp) PSNR (dB) SSIM MAE 

PI 1.84 42.32 0.972 4.85 
DI 2.34 44.62 0.981 3.97 
SPI 2.50 46.52 0.989 2.75 

HPDI 3.97 49.02 0.997 1.94 
DL-HPDI 4.82 51.34 0.9985 1.12 
Note: PI = Parabolic Interpolation; DI = Directional Interpolation; SPI = 

Simple Parabolic Interpolation; HPDI = Hybrid Parabolic-Directional 
Interpolation; DL-HPDI = Deep Learning-assisted Hybrid Parabolic-

Directional Interpolation; PSNR = Peak Signal-to-Noise Ratio; SSIM = 
Structural Similarity Index Measure; MAE = Mean Absolute Error. 

 
The results confirm that the Hybrid interpolation improves 

performance over PI and DI. CNN-assisted prediction further 
reduces prediction error. Lower prediction error directly 
increases EC. 
 
5.8 Statistical significance analysis 

 
To evaluate whether the improvements achieved by the 

proposed DL-HPDI framework over the competing 
interpolation-based RDH methods are statistically significant, 

the Wilcoxon signed-rank test was employed. Table 10 shows 
the results. 
 

Table 10. Wilcoxon test 
 

Metric Z-Score p-Value 
Capacity -4.82 <0.001 

PSNR -4.51 <0.001 
SSIM -4.28 <0.001 

Note: PSNR = Peak Signal-to-Noise Ratio; SSIM = Structural Similarity 
Index Measure. 

 
A p-value less than 0.01 indicates that the observed 

performance improvement is statistically significant. 
 
5.9 Computational complexity analysis 

 
Computational complexity of data embedding and 

extraction was shown in Table 11. Although the proposed DL-
HPDI framework introduces additional computational cost 
due to CNN-based prediction, the HPDI interpolation, 
prediction-error expansion, and chaotic encryption stages 
exhibit linear complexity with respect to the number of image 
pixels. Consequently, the convolutional layers dominate the 
overall computational complexity. Despite this increased 
complexity, the average runtime remained below 1.5 s per 512 
× 512 image. 
 

Table 11. Runtime comparison (seconds) 
 

Method Embedding (s) Extraction (s) Total Runtime (s) 
PI 0.39 0.28 0.67 
DI 0.42 0.31 0.73 
SPI 0.48 0.34 0.82 

Adaptive 
Interpolation 0.56 0.38 0.94 

HPDI 0.71 0.45 1.16 
DL-HPDI 0.92 0.57 1.49 
Note: PI = Parabolic Interpolation; DI = Directional Interpolation; SPI = 

Simple Parabolic Interpolation; HPDI = Hybrid Parabolic-Directional 
Interpolation; DL-HPDI = Deep Learning-assisted Hybrid Parabolic-

Directional Interpolation. 
 
 
6. CONCLUSION AND FUTURE RESEARCH 
DIRECTIONS 
 
6.1 Conclusion 
 

This paper presented a novel DL-HPDI framework for high-
capacity RDH in medical images. The proposed approach was 
motivated by the limitations of conventional interpolation-
based RDH-EI methods, including limited EC, prediction 
inaccuracies, reconstruction distortion, and insufficient 
exploitation of intelligent prediction mechanisms. To address 
these challenges, a lightweight CNN-based prediction module 
was integrated with a HPDI framework to enhance pixel 
estimation accuracy and improve embedding performance. 
The proposed framework combines the strengths of deep 
learning and interpolation-based prediction. The CNN 
effectively learns local anatomical structures, texture patterns, 
and spatial dependencies from medical images, while the 
HPDI module preserves both smooth image regions and 
directional edge information. This hybrid prediction strategy 
substantially reduces prediction error and creates a larger 
number of embeddable prediction bins, thereby increasing 
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payload capacity without compromising image quality. 
A comprehensive experimental evaluation was conducted 

using benchmark medical image datasets consisting of MRI, 
CT, X-ray, and US images. The performance of the proposed 
framework was assessed using multiple image quality, 
security, and embedding efficiency metrics, including PSNR, 
SSIM, EC, entropy, NPCR, UACI, and computational 
complexity. The obtained results demonstrated that the 
proposed DL-HPDI framework consistently outperformed 
conventional PI, DI, SPI, adaptive interpolation, and recent 
RDH-EI approaches. The proposed method achieved an 
average EC of 4.82 bpp, significantly higher than existing 
interpolation-based techniques. Furthermore, the framework 
attained an average PSNR of 51.34 dB and SSIM of 0.9985, 
indicating excellent preservation of diagnostic image quality. 
Security analysis revealed entropy values approaching the 
theoretical ideal of 8, while NPCR and UACI values of 
99.69% and 33.45%, respectively, confirmed strong resistance 
against differential and statistical attacks. Statistical validation 
using paired t-tests and Wilcoxon signed-rank tests further 
demonstrated that the observed improvements are statistically 
significant (p < 0.05). Overall, the proposed DL-HPDI 
framework successfully achieves a desirable balance among 
EC, reversibility, image quality, and security. The method is 
therefore highly suitable for secure telemedicine systems, 
cloud healthcare platforms, electronic health record 
management, medical image archiving, and privacy-
preserving healthcare communication applications. 
 
6.2 Practical implications 

 
The experimental results demonstrate that the proposed DL-

HPDI framework achieves high EC (4.82 bpp) while 
preserving pixel-level image fidelity (PSNR = 51.34 dB, SSIM 
= 0.9985). These characteristics suggest potential applicability 
in several healthcare security scenarios: 

- Telemedicine Systems: The framework could enable 
secure embedding of patient information, diagnostic 
annotations, and authentication data within encrypted medical 
images transmitted over public networks. However, real-world 
deployment would require additional validation under clinical 
communication protocols and network conditions. 

- Cloud-Based Medical Storage: The reversible nature of the 
proposed method offers potential for secure storage of 
encrypted medical images along with metadata while 
preserving complete recoverability of original diagnostic 
information. Integration with existing PACS systems would 
require further investigation. 

-Electronic Health Records (EHR): Patient identifiers, 
physician notes, and verification codes could potentially be 
embedded directly into encrypted medical images, reducing 
dependency on separate databases. Clinical workflow 
compatibility should be evaluated. 

-Medical Data Authentication: The framework supports 
secure watermarking and tamper detection mechanisms that 
could be explored for validating image authenticity and 
protecting healthcare information from unauthorized 
modifications.  

It is important to note that the current evidence supports 
pixel-level recovery, payload capacity, and basic statistical 
security. Clinical validation, diagnostic task evaluation, and 
deployment readiness assessment in real healthcare 
communication systems were beyond the  
 

6.3 Limitations of the present study 
 
Although the proposed DL-HPDI framework demonstrates 

significant improvements in EC, image quality, and security 
metrics, several limitations should be acknowledged: 

1. Clinical Validation: The experiments were conducted on 
standard benchmark datasets and evaluated using image 
quality metrics (PSNR, SSIM) rather than clinical diagnostic 
tasks. The effect of data hiding on radiologist interpretation 
and diagnostic accuracy has not been assessed. 

2. Grayscale Focus: The current implementation focuses 
exclusively on grayscale medical images. Color medical 
imaging modalities (e.g., dermatology, pathology) are not 
addressed. 

3. Real Communication Systems: The framework has not 
been validated in actual telemedicine networks, PACS 
environments, or cloud healthcare systems with real-world 
network conditions and latency requirements. 

4. Computational Requirements: CNN-based prediction 
requires additional computational resources compared with 
conventional interpolation methods. While the lightweight 
architecture mitigates this, resource-constrained edge devices 
may face challenges. 

5. Dataset Limitations: Although multiple public datasets 
were used, large-scale multi-institutional clinical data with 
diverse pathologies and imaging conditions were not included. 

6. Security Validation: Security analysis was limited to 
entropy, NPCR, and UACI. Formal security proofs, side-
channel attack analysis, and quantum-resistance evaluation 
were not performed. 
 
6.4 Future research directions 
 

The promising results obtained by the proposed DL-HPDI 
framework open several avenues for future investigation. 

Lightweight Transformer-based RDH: Vision Transformers 
(ViTs) and Swin Transformers have demonstrated superior 
performance in image prediction and reconstruction tasks. 
Future work can explore transformer-assisted RDH 
frameworks to further improve prediction accuracy and EC. 

Federated Learning-based Medical RDH: Federated 
learning enables collaborative model training without sharing 
sensitive patient data. Integrating federated learning with 
RDH-EI could improve privacy protection while enabling 
distributed optimization across multiple healthcare 
institutions. 

The convergence of deep learning, interpolation-based 
prediction, encryption, and RDH represents a promising 
paradigm for next-generation healthcare security systems. By 
integrating CNN-assisted prediction with HPDI, the proposed 
DL-HPDI framework significantly improves EC, image 
quality, and security while maintaining complete reversibility. 
The experimental results confirm that the proposed approach 
provides an effective and practical solution for secure medical 
image communication and management. Consequently, DL-
HPDI constitutes a significant advancement in RDH in 
encrypted medical images and establishes a strong foundation 
for future intelligent, privacy-preserving healthcare 
applications. 
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