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For most cryptographic algorithms, the secret keys must be permanently stored in non-
volatile memories (NVNs) and used for distinct security operations. This gives rise to power
constraints, location limits and security threats to hardware facilities. To solve the problems,
this paper proposes a novel and reliable current starved inverter (CSI) based on a physical
unclonable function (PUF) architecture (8, 16 and 32 stages), using 45nm complementary
metal-oxide-semiconductor (CMOS) technology. The proposed CSI was simulated on
Spectre Simulation Platform. The results show that its uniqueness, reliability and randomness
were 49.26 %, 98.86 % and 86.12 %, respectively, in the temperature range of -20~80 °C. In
addition, the performance of the proposed CSI was proved to outshine that of existing PUF

architectures in stability and reliability. The research results are significant for the
development of critical security applications.

1. INTRODUCTION

The drastically increasing of smart devices over the past
decade, these devices are strong influences our day to day life
and found in a home, cars, workplaces, etc. Now a day's
People are strongly relying on electronic devices to perform
sensitive tasks such as electronic payments, tag applications,
etc. However, on numerous occasions, a wide verity of
privacy and security related attacks are held over these
electronic devices to steal valuable information. The
traditional private key based-cryptographic paradigms are
very hard to embed into resource-constrained digital devices
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and it requires Non-Volatile Memories (NVM) to store secret
keys, as well as consumes more power. However, on-chip
NVM prone to invasive, semi-invasive, and physical attacks.
Therefore, which are not suitable for resource-constrained
intensive applications. Hence to address above mentioned
problems, to enhance the trustworthiness of the electronic
devices, silicon Physical Unclonable Functions (PUFs) are
emerged to be one of the cost-effective and power-efficient
cryptographic primitive, which can be widely used to
generate hardware cryptographic keys without using hashing
and Finally the obtained keys are used for device
authentication, identification, secret key generation.

Figure 1. Random dopant fluctuation in number

The concept of PUFs has been first proposed by Pappu [1-
3] to provide the desired level of security with a low area
overhead. PUF is a disordered physical entity by utilizing the
uncontrollable tiny process variations during the fabrication
process produces a unique set of secure keys. The minute and
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uncontrollable fabrication mismatches make each IC is
individual from the same wafer (as shown in Figures 1 & 2)
and which can be detected by using the sensing circuits
(whose having multiple interconnects and devices). The type
of mismatches that occurred in each circuit can be divided



into two types, such as global mismatches and local
mismatches. Global mismatches occur during the fabrication
of 1Cs, which is unavoidable and uncontrollable. On the other
hand, local mismatches are inherent and depend on voltage
(V) and temperature (T), respectively. PUF response is
always a characteristic function of Integrated Circuit (IC) and
not possible to clone the exact device with the same
characteristics. Mathematically, PUFs are irreversible (one
way) probabilistic challenge (Ci)-response (Ri) functions and
can be expressed by (1). Due to the physical properties of a
PUF, each set of a challenge can results/triggers the different
set of response bits at each PUF instance and cannot be
measured until the IC is integrated. The stored on chip
physical parameters leads to remarkable security advantages
and More importantly, behavior of each PUF should be
dynamic and unique nature.
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Figure 2. CRP behavior of ICs

In an abstract sense, architectures of the PUFs come in
different flavors. Depending upon the nature of CRPs, PUFs
can be broadly classified into strong PUFs and weak PUFs,
respectively. Strong PUFs are class of PUFs, which have an
exponential number of CRPs with respect to the number of
physical stages and a strong relation between input and
output. Hence the adversary cannot enumerate the CRPs with
a fixed amount of time, and obtained responses are stable
over the wide range of the temperatures. Strong PUFs are
arbiter PUFs [4-6], ring oscillator PUFs [7, 8], etc. On the
other hand, weak PUFs are PUFs have limited number of
CRPs and whose responses strongly depend on
manufacturing variability's and least susceptible to presented
modelling attacks. Weak PUFs are SRAM PUFs, butterfly
PUFs, etc. Even though many numbers of PUF architectures
have been proposed still Reliability is one of the common
problems for all types of PUFs. The response generated from
the PUF is unreliable because factors like temperature (T),
supply voltage (VDD), aging phenomenon, and noise can
lead to flip the output response temporarily. Unlike the
environmental conditions of the device, aging is also an
important phenomenon that permanently alters the response
of the PUF. The primary aging mechanisms mainly caused
due to Negative Bias Temperature Instability (NBTI), Hot
Carrier Injection (HCI), Time-Dependent Dielectric
Breakdown (TDDB) and electromigration [9-10]. In this
paper, we investigated the design of delay-based strong PUFs
in  45-nm complementary  metal-oxide-semiconductor
(CMOS) technologies targeting low-power security
applications. In contrast to the above works, this paper
presents a novel, reliable, and efficient Current Starved
Inverter (CSI) based arbiter PUF circuit for device
authentication.
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The main contributions of the paper include, Estimated the
security metrics of the PUF architecture such as uniqueness,
reliability, and randomness. Measured the reliability of CSI
PUF architecture from the perspective of voltage and
temperature. The experimental results show that the proposed
architecture technique allows the generation of larger and
updated challenge-response pairs (CRP space) compared
with existed arbiter PUF architectures. The rest of the paper
is organized as follows: In section 2 introduces the
background and motivation of the work as well as
conventional and feed-forward arbiter PUFs with their
limitations. Section 3 describes the proposed CSI based PUF
architecture and its operation, Section 4 provides proposed
PUF architecture performance evaluation based on security
metrics and finally, section 5 concludes the paper.

2. BACKGROUND AND MOTIVATION

Reliability is one of the major problems addressed in
various PUF applications. Since PUF outputs mainly depend
on mismatches and different parameters of the PUF
structures, hence generated signatures from each PUF can be
vulnerable to the noisy and temporal variations can leads to
flip the final response. Therefore, to enhance the reliability of
PUFs, several architectures have been proposed in literature
survey [5, 6] at different levels such as system level, model
level, and circuit level. Prior work has been done to improve
the reliability of arbiter PUFs using conventional methods,
including Error correction codes (ECC) or fuzzy extractors,
to correct the flipped responses. In fact the implementation
cost and hardware area overhead relatively high as compared
to the proposed architectures, which occupies more space and
dissipates the power. Besides, using ECC or fuzzy extractors
have been already discussed in the literature [11].

Even a wide verity of strong PUFs, we are mainly focused
on the arbiter based PUFs due to its large number of CRP
databases and complex architecture. The basic concept of
arbiter PUFs was first demonstrated in 2002 [4, 5]. Whose
response was always measured in terms of the timing
difference between two signals. The current open problem for
arbiter PUFs were susceptible to modeling attacks and
reliability. Gassend et al. successfully predicted the arbiter
response using standard Machine Learning (ML) methods,
such as support vector machine (SVM) and perceptrons
method by collecting a large number of CRPs [12-14].
Therefore the attacker can easily clone the PUF architecture.
To make more secure, proposed a feed-forward PUF [15], in
this case, arbiters were placed at the middle of the arbiter
PUF, which will acts as a challenge bit for the further stages
and improves the security by introducing non-linearity's as
the multiple number of arbiters leads to degrade the
reliability of the PUF. Hence, to further enhance the
reliability, proposed a several novel non-linear arbiter PUF
configurations, such as modified arbiter PUFs, logic
reconfigurable feed-forward arbiter PUFs [15], mux/demux
PUF [16], XOR arbiter PUF [17], tristate arbiter PUF [5], etc.
The all proposed arbiter PUFs are still suffering the reliable
issues and also different types of modeling attacks. Hence to
combat the above-mentioned issues and also to reduce the
circuit complexity proposed a novel Current Starved Inverter
(CSI) based PUF architecture.



2.1 Working principle of arbiter PUF

Arbiter PUF is one of the most popular delay-based PUF.
Multiplexer (MUX) is a fundamental building block
(switching element) of the arbiter PUFs. Figure 3 illustrates
the conventional architecture of the N-bit arbiter PUF. It
consists of N number of multiplexers are connected in a row
with each other and an arbiter at final stage of the delay
network. Each stage of the delay network is composed of two
MUXs connected at top and bottom, respectively. The
selection line of each MUX will act as a challenge by
utilizing the intrinsic process variations and crates the small
random delay difference on each stage. The arbiter acts as a

decision element which decides the final response by
comparing the analogy timing difference between two signals
and produces the digital value with the help of the sensing
circuit. If the top input of the arbiter arrives earlier than
bottom input, then the output will be one otherwise, the
output will be considered as a zero. The final response
always depends on the applied challenges and electrical
behavior of the chip. The set of challenges and corresponding
responses are termed to be (CRP), which triggers the use of
authentication mechanisms. Since collecting the large set of a
database (CRP pairs) necessary to analyze the behavior of the
arbiter PUF.
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Figure 3. Schematic of the linear N-stage arbiter PUF

2.2 Mathematical model of arbiter PUF

The functionality of an arbiter PUF can be described with
the help of the additive linear delay model [18-20]. The
overall delays of the signals are modelled by summing the

individual delays of each stage. The final delay difference (Ai)

is the delay difference between upper and lower paths at the
ith stage can be expressed as (2) and corresponding run time
delay at each stage could be either crossed (1) or uncrossed
(0) respectively.
1 .
Ai={Ai"+5io’ o=l =123, n @)
—Ai_1+5i . lfCiZO
where, A;=0 and C=(c,, ¢,,¢5....,c,)€{0,1}" is the challenge
vector and n represents the number of stages in the Arbiter
PUF. The cumulative sum of delay of the nth stage can
expressed as (3)

A,=0T.D (3)

where, @ represents the feature vector expressed as
0=(®, ,05,....0,.1) €{-1,1}™" and D=(d1,d2...d,.,) € R""!
as weight vector respectively. in the stage of the feature

vector holds the challenge bit string (6) and its individual
stages represents the Eqns. (4), (5) and (6), respectively.

0,=0,(C)= H (2C;-1), for i=1,2,3...,n, B, =1

=1
where,

0 1 0 <0
80 +61,+80-5! .
d;= L5 fori=2,3,. . (4)
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The final response bit is determined by arbiter, comparing
the its delay paths and which path is faster, i.e. where A,, is
positive or negative (7)

1, & ¢" D>0

= {-1, & otherwise ()

Lim accurately formulated the linear additive delay model
for arbiter PUF as well as memiristor crossbar PUF by using
the optimization- theoretic approach. The attackers can
derive a liner homogeneous system by collecting a group of
CRPs and which forms a polytope in the space of vector.
Hence to enhance the unpredictability of the arbiter PUFs and
to resist the attacks over the machine learning attacks,
proposed a set of non-liner PUFs such as feed-forward arbiter
PUFs, feed forward MUX PUF overlap structure, feed-
forward MUX PUF cascade structure etc. [20]. Figure 4
depicts the basic architecture of the feed-forward arbiter PUF.
To avoid linearity inserted an arbiter circuit in middle of the
main path. Hence the delay can be depending on one more
additional arbiter PUFs. These structures significantly
resistance the modelling attacks but the reliability of the PUF
has been effected due to the environmental variations. To
achieve the unpredictability and reliability proposed a XOR
arbiter PUFs. The XOR arbiter PUF is composed of a several
independent conventional arbiter PUFs and an XOR gate
respectively. And Figure 5 shows the two stage architecture
of the XOR arbiter PUF. The final response of the XOR gate
is dependents upon applied individual challenges and delays
of two arbiters.



0o
m
i
i

w]
o
o

1
"
2 £ ¥
: . 1 : Oor1
! : 1
v 1 ! =1
1 _'_
‘sz_
é c1
Feed-forwardarbiter PUF
Figure 4. Feed-forward arbiter PUF architecture
=y m
1 —1 1 S
v_L__’_ I_ ]jl_""‘ Dor 1
IT o, | 4@__ AD_‘ O ori
= —) >
™5 Rz
L - (=1
Qori
e

Figure 5. XOR arbiter PUF architecture

3. DIGITALLY
ELEMENT (DPDE)

PROGRAMMABLE DELAY

As per the literature survey authors have designed the
several types of arbiter PUF architectures by choosing the
delay element (switching element) as inverters, multiplexer,
tristate buffer, xor gate etc. to design the delay network [20-
21]. First time we are designed the delay network using the
DPDE such as Current starved inverter (CSI) element by
taking non-linearity's into consideration [22], to enhance the
metrics of the PUF circuit. CSI is core of the arbiter PUF
architecture, which acts like a switch and controls the delay
characteristics of the PUF circuit. More specifically variable
delay elements mainly employed in low power applications
like Digital Delay Locked Loops (DDLL) [23], Digital
Controlled Oscillators (DCO) [24], Phase Locked Loops
(PLL) [25], Duty Cycle Converter (DCC) [26], Pulse Width
Controlled Loops (PWCL), microprocessors,
microcontrollers and also one of the essential building block
in System-on-chip (SOC). The majority of the delay lines are
designed to operate accurately synchronization among the
different digital blocks. There are three different types of
techniques have been proposed to design the variable delay
elements such as shunt capacitor delay element [27, 28],
current starved delay element and variable resistor based
delay element respectively. Shunt capacitor delay element
occupies the large silicon area and suffers from narrow
tuning range. On the other hand, variable resistor based delay
element requires PMOS stack transistors to vary the falling
edge of the output and NMOS stack transistors to vary the
delay of the rising edge of the output. Hence to achieve the
better performance proposed a modified CSI variable delay
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element based arbiter PUF architecture and XOR gate chosen
as an arbiter to detect the final response of the delay network.
Figure 6 shows the proposed CSI delay element and seven
transistor XOR gate respectively.
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Figure 6. Proposed reliable current starved inverter

The proposed CSI consists of total seven transistors, M2
and M3 will acts as the inverter which indirectly controls the
charging and discharging current Ic of the output load
capacitance. Transistors M1 and M4 regulates the delay of
the whole circuit through Vp and Ventrl respectively. The
extra added transistors (M5, M6 and M7) to the regular
inverter makes dominates the threshold voltage which
controls the mobility and counter attacks the negative
temperature coefficient. As the temperature are increases
beyond the certain limit it is going to effect on performance
of the circuit (delay, power). Hence to achieve this
phenomenon we added an extra transistor to the current
starved inverter there by which effectively controls the



voltages of Vp and Vcentrl. The propagation delay of each
stage can be calculated Eq. 8

_CoVad
nlp

(8)

d

where, C, represent the total load capacitance, Vg4 is the total
power supply, nlp is the mean current (Ip=saturation current
and n fixed parameter for a given inverter). the drain current
equation can be expressed by Eq. 9.

_ rCoxW
2L

Ip (Vas-V)? ©)
where, p, Cox W,Vt,L and VGS are the carrier mobility, gate
capacitance, effective channel width, threshold voltage,
channel length and gate to source voltage, respectively. from
the above expressions are temperature parameters V; and p
can be expressed as Eqns. 10 and 11 respectively.

Vi(T)= V(Ty)-o(T-T,) (10)

W(Du(Ty) (£)" 11)

where, T, is the refernce temperature and the temperature

C1,2,3,4....CN=Challenges

coefficient from the range of the 1.2 to 2 k respectively and
V, range from 0.5-3mv/k. As threshold voltage is increases
with decreasing temperature, resulting saturation current is
increases. On the other hand charge carriers are increases
with decreasing temperature, which in turn increases the
drain saturation current. Hence the delay of regular inverter
exhibits an overall positive temperature dependent relation.

3.1 Operation of the DPDE Based Arbiter PUF
Architecture

The proposed 8, 16 and 32 stage CSI arbiter PUF as shown
in Figures 7, 8 and 9. Each stage introduces a fixed amount
of time delay and its Delay can be altered non-linearly
without introducing any external arbiters at the middle of the
architecture and this can be varied mainly due to variations of
the voltage at each and every individual stage. The
architecture consist of two CSI elements at top and bottom
stage and an input pulse signal is given to the two parallel
connected CSI inverters and applied control voltage can acts
as the challenge for the each and every stage. Due to applied
input and control voltage results leads to variations in the
final response and it can be detected by using the arbiter
(XOR) respectively. As long as the number of delay stages
are varied delay can be varied.
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Figure 7. 8 stage CSI based arbiter PUF
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Figure 8. 16 stage CSI based arbiter PUF
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Figure 9. 32 stage CSI based arbiter PUF

449



3.2 Monte Carlo-based design analysis

The PUF design is strongly relies on the device process
variations. To predict the random process variations of
CMOS PUF design can be done using the statistical analysis.
Here we performed a Monte-Carlo (MC) simulation, to
determine PUF design parameters with respect to Gaussian
distribution to assess the performance of the circuit
effectively under different working conditions. Each MC
iteration in the PUF design represents one PUF instance with
unique variations. Large number of iterations were performed
to collect the huge amount of statistical data to estimate
security metrics of a PUF accurately and precisely. To target
the low power security applications, we have performed
comprehensive design analysis under different process nodes.

3.3 Simulation setup

The Proposed PUF design simulations were carried out
cadence virtuoso CMOS 45nm process technology, whose
nominal supply voltages range chosen to be 0.8V to 1.2V
respectively. Applied the 200 iterations using MC analysis
for a PUF circuit to extract the CRPs and to simplify the
variation model, we estimated the process variations of PUF
design under different voltage ranges and observed the effect
of the variations with respect to three sigma plots (mean
&standard deviation). Using the MC analysis we can differ
the slight variations of PUF characteristics and MC analysis
can be performed for the each and every circuit before they
sent to the foundry to estimate the yield. Yield can be
enhanced by each and every PUF circuit by making
necessary design modifications to meet the required target.
Obtained values represents the actual variations of the silicon
since process variations mitigates on different levels of the
design. Since scaling down the technology being effectively
enhances the process parameters.

3.4 Statistical metrics for PUF performance

3.4.1 Uniqueness

Uniqueness is a quantitative index to distinguish the total
number of PUF responses produced by different instances.
Average Inter-chip Hamming Distance (HDAvg) used to
evaluate the uniqueness of a specific PUF design to assess
the PUF responses easily over the K different devices. Ideally,
the normalized HDAvg of a PUF design should be 50 %. If
the responses of a two PUF instances compared with same
challenge, it implies that half of the response bits are

different between each other. The uniqueness U
mathematically expressed by Eq. 12.
. _ 2 K-1 vK HD(R;,Rj)
uniquness(U)= KR 2K L Lx100  (12)

Let Ri and Rj be n-bit responses of two different chips i
and j, to the same input challenge 'C' and N indicates the total
number of PUF instances, respectively. To demonstrate the
uniqueness of a proposed CSI PUF designs (8, 16 and 32 bit),
were measured at different instances of PUF using CMOS
45nm technology models. Applied a set of 50 random
challenges with 200 number of samples, at each and every
iteration and whose responses were extracted using Monte-
Carlo analysis. The distribution of the measured maximum
Inter-chip HDAvg shown by Figures 10(a), 10(b) and 10(c)
at different delay stages (8, 16 and 32 stages), respectively.
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Therefore the uniqueness to be calculated from 50 instances
of the PUF by averaging its mean value at an ambient
temperature of 270c.The obtained uniqueness should be close
to ideal value (50 %) p=49.26 % (shown in Figure 10(d)). It
indicates that aspects ratio and delay stages which
significantly impact on the performance of the Inter-chip
HDAwvg of the PUF design.
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3.4.2 Reliability

It is an estimation of Bit Error Rate (BER) of a PUF
response when the same challenge being applied to the PUF

instance under different environmental
temperature, supply voltage variations, etc.

conditions
It can be

like

calculated using Intra-Chip Hamming Distance (HDintra).
Ideally, for a given PUF circuit implemented on any device,
it should be perfectly recreated its output whenever it is
queried with the challenge. Therefore, for device i, its
reliability is can be evaluated by average intra-chip HD of s
response samples, Ri', taken at reference operating condition
for an N-bit response. The average intra-chip HD s

calculated by (13)

_I$s
HDintra_ g ZtZI

HD(RiRy)
N

100

(13)

where, R(i, t)' is the t" sample of Ri'. The percentage figure
of merit for reliability can be defined as

Reliability = 100-Hdintra

In order to estimate the reliability of the PUF, chosen 50
random number of challenges and measured its response at
1V and 270c as reference temperature, and collected set of
challenges being measured by varying the temperature from -
200c to 800c and estimated total number of bits to be flipped.
As the CSI being produces the stable set of response bits and
whose response were accurately estimated by using the soft
response technique by keeping the threshold
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limit to

distinguish the number of '0's and '1's in a given set of the
response. It is evident that the proposed 32 bit CSI based
PUF architecture with stands the wide range of the
temperature and whose reliability is reaches to the ideal value
96.86 % and worst case reliability is 90% respectively. In the
similar passion reliability of the PUF has effect on supply
voltage variations, hence impact of the supply voltage was
measured by changing the voltage range from 0.8v to 1.2v
respectively. Figures 11 and 12 depicts the average reliability
of CSI PUF against temperature and supply voltage. If the
level of the reliability being degraded enormously such that it
can be rectified by adapting low-overhead techniques. But
this protocol violates the physical nature of the PUF and
effects the area of the design.

To estimate stability of the PUF responses applied a
threshold limit to classify the stable '0" and stable '1'. The
threshold limit should be taken in terms of a intervals such as
(0~3.0) for '1' and (0~-3.0) chosen to be a '0' respectively.
To evaluate number of '0" and '1's applied the random set of
challenges and whose responses were measured based on the
distribution of samples over the sample space. Initially
measured the reliability of PUF instance at 270c as a
reference temperature and applied the 200 number of samples
by the keeping the measured response as constant 11(a) and
varied the temperature dynamically as shown in Figures
11(b), 11(c), 11(d) and 11(e) respectively. From the obtained
results measured average Intra-die hamming distance reaches
the ideal value (96.86 %). The overall reliability of 32-stage
CSlI inverter PUF with respect to voltage and temperature
shown by Figures 12 and 13, respectively.
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3.4.3 Uniformity

It can be used to measures the distribution of '0's and '1's in
a given response of a PUF. Ideally, for each PUF, the
response should contain equal proportion of '0's and '1's. The
ideal value of uniformity is 50 %. Obviously, the challenge
randomization module does not affect the uniformity of the
arbiter PUF, since it only changes the challenges input to the
arbiter PUF without affecting its delay characteristics. The
uniformity of the ith PUF instance can be expressed by [14].

uniformity==~ Y2, R;; x100% (14)

Let R;; measures the Ith bit from PUF instance-i. As far as
challenge is kept constant, uniformity should be constant. Its
uniformity can be obtained by averaging the all PUF
instances of a given type.

Figure 14 depicts the average uniformity of the 32-stage
CSI based PUF architecture for the 50 instances over 200
iterations and its uniformity should be 43.16 % respectively.

Table 1 indicates the performance comparison of various
types of PUFs with respect to technology aspect and Table 2
represents security metrics comparison arbiter PUFs with
proposed CSI based PUF, respectively.

40 1
30 -
20 1
10 1

0 1
Output bit value

Figure 14. Estimation of uniformity (% '0" and '1")

Table 1. Performance comparison of various PUF implementations

[8]* [1] [11] Proposed work*
PUF type Current mirror  Ring oscillator SRAM CSI
Process(nm) 180 65 65 45
Architecture Analog digital analog digital
-40~ -20~
T ture(” -20 ~150 -20~80
Typical conditions emperature(‘c) 120 85
Supply voltage(v) 1.62~1.98 1.17~1.23 1.0~1.4 0.8~1.2

*_-simulation results

Table 2. Performance comparison of various arbiter PUFs

PUF type Uniqueness (%) | Reliability (%) Randomness (%)
Original mux 44.2 94.20 65.50
Feed forward overlap 47.5 91.30 77.6
Feed forward separate 48.75 89.30 84.2
Feed forward cascade 48.1 90.10 80.6
Mux-Demux 41.9 92.90 59.6
CSI based PUF 49.26 96.86 86.12

4. CONCLUSION

Over the past decade, PUFs provide a promising solution
to many hardware problems such as counterfeiting, device
authentication, and identification, etc. Transistor-based
design provides a larger freewheel to the designer as
compared to semi-custom design and enhances the process
variations. The security metrics of PUF can be achieved more
authentically after the fabrication of PUF circuits. In this
paper, we have investigated the novel CMOS CSI based
arbiter PUF were more area-efficient as compared to the
existing arbiter PUFs, enhanced the security metrics like
uniqueness and reliability. Hence the proposed PUF has
chosen to be the best alternative for other PUFs and deserve
for security application. Our future work directs towards the
fabrication of the proposed PUF and designs a security
protocol using proposed PUF.
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