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The increment of Electric Vehicle Supply Equipment (EVSE) in the world witnesses an 

exponential rise due to the issues that relate to the traditional energy sources. However, 

the current unprecedented rise in EVSE has been accompanied by a series of problems in 

the power grid. The control center of EVSE plays the main role in monitoring and 

controlling the various activities of such infrastructure. The communications network of 

the EVSE infrastructure is the cornerstone that transfers the data from the different parts 

of the EVSE infrastructure into/from control center. This work suggests an enhanced, 

robust and secure communications network to handle the requirements of the different 

applications of EVSE by fog computing and the CHACHA20-POLY1305 security 

algorithm. Three different scenarios are offered in this work. The results of the third 

scenario that was enhanced using fog computing indicate that the maximum end-to-end 

delay is less than 0.11 msec and the received data reliability is more than 99.99%. 

Moreover, the data of the third scenario is secured in terms of confidentiality and integrity 

using a lightweight algorithm. 
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1. INTRODUCTION

Electric Vehicle Supply Equipment (EVSE) is one of the 

landmarks of the transition to clean and renewable energy in 

the current era [1]. The main function of EVSEs relates to 

delivering the electric power to the electric vehicles (EV) 

battery from the smart power grid [2]. Hence, it converts the 

alternating current of the source into DC current to charge the 

battery of an EV battery. The role of EVSEs is essential and 

may have a very significant impact on the stability of the 

electrical power system, in particular with the widespread use 

of charging stations [3]. In this context, it is vital to monitor 

and control the activities of such infrastructure. The control 

center of EV infrastructure is the entity that receives data from 

EVSEs and organizes the control and monitoring process [4]. 

If there is a fault or the power grid suffers from instability, then 

the control center could make a decision to isolate some of the 

electrical power lines or power off some of the EVSE stations 

[5]. This process requires a powerful communications network 

that could assimilate the various data from the different parts 

of EVSE infrastructure. Moreover, the candidate 

communications network of EVSE's infrastructure should 

guarantee two crucial points. The EVSE includes many 

services and applications, each one of them has specific 

requirements. Consequently, the communications network 

should meet the requirements of such applications. The second 

point is the capability of communications networks to 

scalability of EVSEs that leads to a significant rise in the 

volume of data transferred within the communications 

network [6, 7]. Another critical point that may form a burden 

on the communications network is how to secure the 

transferred data of this vital infrastructure [8]. As a result, 

another overhead that should be assimilated by the 

communication networks [9]. 

Most previous related works regarding the communications 

network of EVSE infrastructure addressed these issues 

unilaterally. In terms of the communications network, Kilic 

[10] proposed a method for reliable communication between

EVs and charging stations with respect to the ISO 15118

protocol. Zhang et al. [11] handled one application of EVSE;

hence, the authors established a communication system

between EVs and charging piles based on power line

communication (PLC). The authors exploited transport layer

security to protect the data of the International Organization

for Standardization’s ISO 15118 standard communication

between EVs and EVSE after introducing the communication

requirements of this standard. Lee [12] targeted the EV

charging process and proposed impulse noise cancelation for

scooter charging using magnetic in-band communication.

Oumaima et al. [13] employed bi-directional communication

between EVs and the charging system using the ISO 15118

communication protocol. The authors integrated the

mentioned protocol with the electric vehicle communication

controller and the supply equipment communication

controller. Hence, they established the communication system

between EVs and dedicated charging piles based on PLC.

Sanjay Moulik et al. [14] introduced a scalable solution for

real-time EV routing applications according to Vehicle-to-
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Grid incentives. It is noted that previous related work either 

addressed a specific communication standard, dealt with the 

intranet of EV, or handled special types of applications in 

terms of communication networks.  

On the other hand, the research [15] proposed a transfer 

learning framework for cyber-physical attack detection in EV 

infrastructure to improve both accuracy and scalability. 

Georgios et al. [16] introduced the concept of blockchain to 

secure the data of the EV communications network. Mohanty 

et al. [17] introduced a unitary framework that merges a 

federated multi-task transformer with a digital twin that is 

enhanced by reinforcement learning to perform privacy-

preserving EV scheduling. Porter et al. [18] developed ISO 

15118–20 EV protocol for charging systems. It is clear that 

previous literature dealt with the security issues without 

enhancing the performance of such networks. To fill the 

research gap of the previous related works, this work aims to 

propose an enhanced and secure communications network for 

EVSE infrastructure. This work suggests fog computing to 

improve the performance of the proposed communications 

network and secure the suggested network using 

CHACHA20-POLY1305 security algorithm at the application 

layer.  

2. FOG COMPUTING

In general, there are two main approaches relating to 

processing the data. The first one is in a centralized fashion; 

hence the data is sent to the data center for the process [19]. 

The second kind of data processing is a decentralized method. 

In such a type, the data never waits for a single point for 

processing. Fog and edge computing are examples of this type. 

In edge computing, the place of processing nears the source of 

the data with poor and simple capability regarding the 

processing. Whilst fog computing is another type of 

decentralized computing [20]. In this type, the place of 

computing is located between the source of the data and the 

destination. The capabilities of fog computing are stronger 

than edge computing in addition to the capability of 

assimilation of more data [21].  

However, fog computing mitigates the load on the public 

network that represents the backbone of the global network. 

Furthermore, it may enhance the privacy of the data if it is 

combined with suitable procedures to protect the data, see 

Figure 1 [22]. 

Figure 1. Centralized and decentralized computing 

3. CHACHA20-POLY1305

CHACHA20-POLY1305 is a method to protect the 

confidentiality and the integrity of the data [23]. This security 

mechanism requires two phases. On the one hand, the first 

phase includes the CHACHA20 algorithm, hence this 

algorithm serves as a lightweight stream cipher. The main 

function of CHACHA20 is encryption. However, it relies on 

straightforward arithmetic process to generate a keystream 

(256 bits) [24]. Such simple algorithm could be implemented 

by software in an efficient way without accelerated hardware, 

which represents a privilege compared to other algorithms that 

require acceleration in terms of hardware [25]. On the other 

hand, the second phase is the algorithm of POLY1305 that 

represents a code for message authentication. Such algorithm 

employs to verify the data [26].  

4. METHODS AND MATERIALS

4.1 Model assumptions 

The adopted model addressing a typical case includes ten 

EVSEs on a site to charge the EV cars. Each EVSE charges an 

EV at a nominal time, during this process, the EVSE sends 

various signals for monitoring and control to the control 

center. These signals describe the charging process between 

EV and EVSE, including the current, voltage, frequency, 

power, status of EV battery, in addition to the signals that 

relate to protection purposes such as opening and closing the 

circuit breaker to protect the EVSE [27]. Table 1 describes the 

signals that are sent from EVSE to the control center in 

addition to the model assumptions and the main assumptions 

of the model. Figure 2 explains the layout of the adopted 

model. 

Table 1. Model assumptions 

Item Description 

No. of Electric Vehicle Supply 

Equipment (EVSE)  
10 

Local network cable Fast ethernet 

Backbone network cable Fiber optic cable 

No. of switches  2 

No. of gateway routers  2 

EVSE load  Full 

Data of the Signals (Bits/sec) 

Current, Voltage Each one is 5.76 k 

Frequency 160  

Power 80 

Status  16 

Circuit breaker 128 

Protection 5.12 k 

General Status of EVSE 32 

In terms of the communications network, each EVSE is 

connected to the switch of the local site via fast ethernet cable 

(> 100Mbps). The local switch connects to the public network 

via a gateway router. EVSE sends the data to the control center 

through the backbone network via Fiber optic cable (> 1 

Gbps). This work assumes that all EVSEs send the data to the 

control center simultaneously to represent the full load (worst 

case). It is worth to mention this work employs Riverbed 

modeler to model the communication network and collect the 

data, where the simulation time is 10 minutes.  

4.2 Threats model 

This section aims to discuss the threat model of the adopted 

system. In terms of cybersecurity, the vulnerabilities of the 

proposed communication network that serves EVSE can be 

divided into three parts: confidentiality, integrity, and 

availability [28]. In the industrial system, the integrity of the 
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data that is sent from the sender to the receiver is very critical 

because such data represents the cyber mirror of the physical 

system and any manipulation in the integrity of the data may 

lead to a misunderstanding of the suitable actions. As a 

consequence, the system may break down severely and may 

break the availability of the system. In this context, any 

attacker may exploit the weakness of the system at the level of 

application layer to modify the data of current, voltage, power, 

status, or protection to intentionally cause serious harm [29]. 

The current work focuses on the integrity of the system. 

 

 
 

Figure 2. Adopted model architecture layout 

 

4.3 Adopted scenarios 

 

This work introduces three different scenarios to the 

adopted model. 

 

4.3.1 First scenario 

Heavy load based on cloud scenario (S1): In this scenario, 

each EVSE transmitter sends the data of current, voltage, 

power, status, circuit breaker, protection, etc., to the control 

center via a public network, where all EVSE send the data at 

the same time as the worst case (Full load). 

 

4.3.2 Second scenario 

Network based on fog computing (S2): this scenario offers 

the concept of fog computing to process the data instead of 

sending the data to the control center directly. The fog 

computing processes the data in real time, then sends the 

information to the control center lightly. This mechanism 

mitigates the data load on the public network, see Figure 3. In 

this scenario, the middle center of fog computing receives the 

mentioned data in Table 1 (the data of the EVSE site). Then, 

the fog computing machine processes the data simultaneously 

and sends a data log to the control center, including the main 

information of the received data. For instance, the suggested 

specifications of fog processing machine are ARM Cortex-

M4, 100 MHz. These specifications represent an available 

solution with a suitable cost with respect to the adopted 

assumptions [23]. 

 

4.3.3 Third scenario 

Secured network scenario (S3): This scenario is similar to 

the second scenario in addition to security level using a 

security algorithm that mixes between CHACHA20 and 

poly1305 to protect the data at the level of application layer. 

The adopted algorithm consists of nonce that represents 

unique identification, padding, and tags for the purpose of 

authentication [25]. Such an algorithm is lightweight, and it is 

suitable to implement in terms of software. The algorithm will 

add a slight overhead in terms of data and a little delay for 

processing at the application layer. For instance, the overhead 

delay of the CHACHA20 and poly1305 per every 1400 bytes 

is about 400 µsec based on the adopted specifications of the 

machine of fog computing [23]. 

 

 
 

Figure 3. The second scenario, fog computing 

 

 

5. RESULTS AND DISCUSSION 

 

This section explains the feasibility of the suggested 

communications network in terms of delay and traffic metrics. 

In the context of delay, this work states two types of delay, the 

delay at the level of the datalink layer (ethernet) and the delay 

of End-to-End delay at the application layer. On the other side, 

the adopted traffic is the traffic sent and the traffic received. 

However, the suggested communications network is 

successful in handling the requirements of the EVSE 

applications in cases where the traffic sent is equal or very near 

to the traffic received and the threshold value of delay should 

be less than or equal to the requirements of the hard real time 

protection application [28]. 

 

 
 

Figure 4. The delay at the data link layer  

 

Figure 4 demonstrates the behavior of the data link layer 

delay (ethernet delay) with the simulation time (ten minutes). 

This figure explains the delay from the data link layer at the 

sender to the data link layer at the receiver. Such delay 

describes the delay of the wired network for the three 

scenarios. It is noted the delay of the first scenario (without 

engaging the fog computing) is bigger than other scenarios due 
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to the two main factors. The first is the long physical path of 

the whole data between the senders of the data and the 

destination (control center). The second is the expected 

congestion at the cloud network hence the public network is 

common among many individual networks. While employing 

the fog computing will reduce the size of transferred data 

between the main source of the data and the control center. In 

terms of the third scenario, it is clear that the delay of S3 is 

bigger than that of S2. This is related to the overhead data of 

CHACHA20-POLY1305 algorithm. 

 

  
 

Figure 5. End-to-end delay of S1 

 

Figure 5 addresses another type of delay. End-to-end delay 

is the delay from the application layer at the sender to the 

application layer at the destination. This delay describes the 

behavior of the applications themselves. It is worth to 

mentioning that Figure 4 combines all adopted scenarios for 

the case of data link layer delay. However, in the case of End-

to-end delay (at the application layer), there is a clear 

difference between S1 on one hand, with S2 and S3 on the 

other hand in terms of delay values. For the purpose of 

explanation, the End-to-End delay of S1 is split into one 

figure, while the End-to-End delay of S2 and S3 is explained 

in another figure. 

Regarding Figure 5, it is clear that the delay fluctuates 

between 100.1092 msec to 100.109 msec. In other words, it 

exceeds the level of 100 msec. Such delay breaks the delay 

requirements of a specific type of application, in particular the 

protection application where the hard real-time delay should 

never exceed 3 msec [29].  Hence, the protection application 

is responsible for addressing the appropriate action if there is 

a fault current that may return to the charging station in some 

cases and will lead to physical damage. Therefore, the 

protection application (in this case a circuit breaker) should 

isolate the source of the fault current in 3 msec. Consequently, 

Figure 5 illustrates that the first scenario fails to handle the 

requirements of all adopted applications of EVSE in terms of 

delay. 

Figure 6 demonstrates the End-to-End delay of the second 

(S2) and third scenarios (S3). This figure explains a great 

improvement in terms of the delay at the level of the 

application layer compared to the first scenario. In other 

words, S2 and S3 could meet the requirements of all adopted 

applications in particular the protection application where the 

offered delay by these scenarios is less than 3 msec. 

It noted that the End-to-End delay of S3 is bigger than S2 

by about (0.0126 ms) due to the overhead data of the security 

algorithm. The main significance of the third scenario is the 

capability of providing a robust level of security without 

breaking the requirements of applications in terms of End-to-

End delay. 

 

 
 

Figure 6. End-to-end delay of S2 and S3 scenarios 

 

Traffic sent and traffic received with the simulation time is 

illustrated in Figure 7 regarding the first scenario. There is data 

loss in this scenario of about 1k byte/sec, which means the 

received data reliability is about 95%. 

 

 
 

Figure 7. The traffic of the first scenario 

 

Figures 8 and 9 explain the traffic sent and traffic received 

in the second and third scenarios. The significance of the 

mentioned figures relates to explaining that suggested 

scenarios (S2 and S3) never break the received data reliability 

of the adopted applications of EVSE. Moreover, the suggested 

scenarios could improve the received data reliability up to 

99.99%, while the received data reliability of S1 is about 95%.  

It is obvious that the traffic sent is equal to the traffic 

received, which means the received data reliability is more 

than 99.99%. Hence, the fog computing could compensate the 

issue of the received data reliability in the first scenario 

because the fog computing could process the data in the 

middle of the path between the source and destination rather 

than sending the data to the control center for processing. In 

summarize, the suggested communications network of the 

third scenario could handle the requirements of EVSE 

applications in addition to secure the transferred data at the 

application layer. 
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Figure 8. Traffic of the second scenario 

Figure 9. Traffic of the third scenario 

6. FEASIBILITY AND POTENTIAL ISSUES

This section discusses the limitations and potential issues 

regarding this work that aims to offer a secure and enhance 

communication network to serve EVSE infrastructure. 

Firstly, this work discusses a simulation model hence the 

practical implementation will face real challenges regarding 

the interoperability issues in the proposed model. In terms of 

the second scenario, although fog computing could enhance 

the performance of the adopted model from the delay and 

reliability points of view. However, it suffers from the physical 

capabilities in the case of expansion hence, the adopted model 

serves ten charging stations. Therefore, the expansion phase 

requires developing the capability of fog computing machine 

or involving other machines, which leads to an increase in the 

cost of the model. Furthermore, introducing one machine as a 

fog computing solution may lead to the issue of one point 

failure. 

On the other hand, employing the algorithms of 

CHACHA20 and poly1305 offers an attractive choice to 

protect the data of the adopted model (third scenario) because 

the proposed model focuses on the application layer threats, 

but cannot submit one solution to all issues that relate to the 

threats model of the whole system because this algorithm 

could protect the application layer partially. A complete 

countermeasure against EVSE threats model and 

vulnerabilities may require five-layer hybrid defense.  

7. CONCLUSIONS

This research paper offered three scenarios of 

communication networks to capture the requirements of EVSE 

infrastructure. The first scenario fails to meet the requirements 

of EVSE applications in terms of End-to-End delay and 

received data reliability; hence, the delay exceeds 100 msec 

while there are 1k bytes as lost bytes in the network because 

of the congestion at the backbone network. The suggested 

communications network using fog computing could 

assimilate the data of EVSE applications from end-to-end 

delay and received data reliability points of view; hence, the 

delay is less than 0.123m sec and there is no packet loss. In 

addition, the employed security algorithm that is used to 

secure the data of the third scenarios does not break the 

requirements of EVSE applications in terms of End-to-End 

delay and packet loss. The future work will concentrate on 

some points such as involving the mobility of the system, 

heavy load, expansion, and dealing with deep countermeasures 

against the issues of cybersecurity. 
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