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Reliable and interoperable healthcare data sharing remains challenging due to disjointed
systems, insufficient trust, and strict regulatory standards such as the Health Insurance
Portability and Accountability Act (HIPAA) and the General Data Protection Regulation
(GDPR). Traditional centralized methods often fail to ensure compliance and efficiency
in diverse healthcare environments. This study proposes an integrated artificial
intelligence (Al) and blockchain framework to address these issues. Al enables intelligent
data preprocessing, predictive analytics, natural language processing (NLP)-based
harmonization, and anomaly detection, while blockchain ensures decentralized,
immutable record-keeping with smart contracts for automated approval management. The
framework introduces an interoperability layer that supports standards-based sharing of
electronic medical records across platforms. Experimental evaluation under a simulated
environment indicates improved system performance, with reduced transaction delays and
throughput of approximately 50-150 transactions per second (TPS) depending on
workload conditions. Cross-platform compatibility achieves over 95% success rate, NLP
harmonization attains an F1-score of 0.93, and anomaly detection mitigates more than
95% of simulated security incidents. These results demonstrate the potential of the
proposed framework to enhance privacy, compliance, and trust compared to standalone
blockchain-only and Al-only approaches, highlighting the benefits of Al-enhanced smart
contracts and a unified interoperability interface.

1. INTRODUCTION

The telemedicine [1] landscape faces challenges due to

telehealth development, such as scalability concerns, privacy
risks, and the absence of unified interoperability standards
across healthcare systems [8]. Existing approaches often

fragmented data repositories, information systems, and
inconsistent standards, which delay effective data
interoperability [2]. Additionally, rigorous regulations such as
the General Data Protection Regulation (GDPR) [3] and the
Health Insurance Portability and Accountability Act (HIPAA)
[4] complicate seamless data exchange. To address these
challenges [5], various approaches across diverse healthcare
environments and datasets have been explored.

Recent studies highlight emerging technologies that support
intelligent data preprocessing, natural language processing
(NLP), predictive analysis, and anomaly detection, improving
data standardization and enabling better healthcare decisions
[6]. Blockchain technology provides a decentralized and
immutable ledger, ensuring transparency, trust in data, and
automated regulatory compliance via smart contracts [7].
However, research from 2019-2025 highlights limitations in
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address either data intelligence or security independently, with
limited integration and insufficient validation of combined
frameworks under realistic conditions.

To address these gaps, this article proposes an integrated
artificial intelligence (Al)-blockchain framework that
combines intelligent data processing, predictive insights, and
secure, verifiable data sharing. An advanced interoperability
layer facilitates standardized communication across Al and
blockchain platforms, protecting patient privacy while
fostering collaboration among healthcare institutions.

The main contributions of this study are as follows:

Design of a unified Al-blockchain architecture integrating
NLP-based data harmonization and secure blockchain-based
data exchange.

e Implementation of an interoperability layer compliant

with fast healthcare interoperability resources (FHIR)
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and health level seven (HL7) standards for cross-
platform healthcare data sharing.

e Incorporation of anomaly detection mechanisms to
enhance system security and trust.

e Experimental evaluation comparing the proposed
framework with Al-only and blockchain-only baseline
models under simulated conditions.

The remainder of the paper is organized as follows: Section

2 reviews related work from 2019-2025, grouped into
blockchain in healthcare data exchange, Al in healthcare
interoperability, and Al-blockchain synergy studies. Section 3
presents the methodology and proposed framework, including
Al modules for data harmonization and anomaly detection,
blockchain layers for secure transaction management,
interoperability layers adhering to FHIR and HL7 standards,
and privacy-preserving mechanisms. Section 4 details the
experimental setup, datasets, tools (Python,
TensorFlow/PyTorch, Solidity, Hyperledger SDK), and
evaluation metrics for Al and blockchain performance.
Section 5 discusses results, including performance graphs,
security simulations, and interoperability success rates.
Section 6 concludes the study and outlines future research
directions, such as potential integration with Internet of
Medical Things (IoMT) devices, exploration of quantum-
resistant blockchain algorithms, and multi-hospital pilot
studies.

2. RELATED WORK
2.1 Blockchain in healthcare data exchange

Over the last five years, blockchain technology has evolved
from a theoretical construct in healthcare informatics into a
viable infrastructure for secure health information exchange
(HIE) [9, 10]. Initial deployments were often confined to pilot
studies focusing on immutability and auditability; however,
more recent work has shifted toward operational
interoperability, granular consent management, and alignment
with widely accepted standards such as HL7 FHIR [11, 12]. A
comprehensive 2024 review noted that patient-centric
permissioning mechanisms embedded in blockchain systems
are gaining traction, particularly in architectures that integrate
standardized payloads [13]. Nevertheless, scalability
assessments and detailed economic analyses, such as
transaction cost modelling, remain limited, indicating that
many existing solutions are not yet validated for large-scale
deployment.

Recent engineering studies have attempted to address these
limitations. For example, a 2025 domain-specific security
survey examined blockchain implementations across four
major healthcare application areas, including electronic health
record exchange [14], supply chain management [15], clinical
trials [16], and IoMT [17] networks and concluded that
permissioned ledgers [18] e.g., Hyperledger Fabric are
preferable in regulated contexts where throughput,
governance, and compliance take precedence over open
participation. Similarly, a blockchain-based personal health
record (PHR) [19] framework proposed in 2025 demonstrated
improved traceability and tamper evidence through on-chain
access control and off-chain encrypted storage. Yet, semantic
harmonization with FHIR resource definitions and
terminologies [20] was left largely to integrators, highlighting
a lack of built-in interoperability support in blockchain-centric
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designs.

An emerging counterpoint in the literature is a growing
skepticism toward “blockchain-by-default” approaches. A
2024 tertiary review proposed a decision framework for
determining when blockchain genuinely reduces trust and
coordination costs compared with conventional public key
infrastructure and federated application programming
interface (API) models [21]. This is particularly relevant in
cross-border health data flows where legal uncertainties and
operational overheads can outweigh cryptographic guarantees
[22]. Perspectives published in Blockchain in Healthcare
Today also stress that the transformative impact depends not
solely on cryptographic primitives but equally on governance,
standards alignment, and incentive design, areas in which
empirical evidence remains limited [23, 24]. Overall, while
blockchain solutions provide strong security and auditability,
they often lack integrated mechanisms for semantic
interoperability and comprehensive performance validation. In
summary, current blockchain-based healthcare solutions
demonstrate strong data integrity and security but exhibit
limitations in interoperability, scalability, and real-world
validation, which motivates the need for integrated approaches
[25].

2.2 Al in healthcare interoperability

Parallel to blockchain developments, Al, particularly NLP
and large language models (LLMs), is being actively deployed
to improve healthcare interoperability [26, 27]. The most
common applications include automated schema mapping,
code normalization, and transformation of wunstructured
clinical notes into structured, FHIR-compliant data
representations [28]. Several 2024-2025 studies have shown
that task-optimized LLMs can outperform traditional NLP
pipelines in extracting problem lists and medication data,
achieving higher exact-match scores across diverse datasets
[29]. However, accuracy varies considerably depending on
note styles, institutional coding practices, and local
terminologies, indicating limited generalizability across
heterogeneous healthcare systems.

A state-of-the-art scoping review of FHIR implementations
[28] identified recurring technical pitfalls, including version
fragmentation, profile drift, and the lack of authoritative
mappings for complex composite resources such as Care Plan
and nested Observation hierarchies. Complementing this, the
FHIR Workbench study of 2025 introduced a benchmark suite
to assess model comprehension of FHIR resources and
constraints [30]. The findings revealed that while LLMs could
memorize resource shapes, they struggled with enforcing
conformance nuances, cardinality rules, and slicing when
confronted with long-context dependencies, highlighting
limitations in strict standards compliance.

Beyond LLM-based extraction, Al has been integrated into
interoperability pipelines through federated learning (FL)
[31], enabling model training across distributed datasets
without centralizing patient information. Recent surveys
highlight FL’s potential to maintain data locality while
achieving competitive model accuracy, but also note persistent
challenges such as non-independent and identically distributed
(non-1ID) data [32], fairness among participating sites, and the
absence of rigorous, standardized privacy audits.

Despite these advances, Al-driven interoperability studies
rarely report operational performance metrics such as service-
level agreement adherence in live interfaces, handling of



model drift, or adaptation to periodic updates in clinical
terminologies [33]. Furthermore, standardized benchmarks
that couple syntactic validation with clinical utility measures,
such as the downstream impact of mapping errors on decision
support, remain underdeveloped. Overall, Al-based
approaches significantly improve semantic interoperability
but lack robust mechanisms for data security, auditability, and
trust, especially in decentralized healthcare environments.

2.3 Al-blockchain synergy studies

The convergence of Al and blockchain in healthcare is a
relatively new but rapidly expanding research area [34]. Most
existing frameworks focus on secure model orchestration,
consent enforcement, and verifiable provenance in multi-
institutional collaborations [35]. Blockchain-anchored FL is
one prominent approach: here, global model updates are
logged on-chain, often using verifiable aggregation and
reputation-weighted contributions to mitigate poisoning
attacks [36]. Designs for IoMT [37] networks have employed

zero-knowledge proofs (ZKPs) and commit reveal schemes to
preserve privacy while safeguarding traceability; however, the
associated latency and throughput trade-offs are often not
quantitatively evaluated.

Smart-contract-driven consent management represents
another active subfield [38]. Legal-technology [39] studies
have proposed encoding granular permissions and revocation
policies directly into smart contracts that interface with FL
orchestration. While this approach aligns well with
contemporary consent frameworks, it raises questions about
reconciling blockchain’s immutability with the legal right to
erasure, often necessitating off-chain storage of sensitive data
with on-chain proofs. In a related development, a 2025
explainable federated blockchain system [40] incorporated
privacy-preserving training alongside explainable Al features,
enabling participating sites to audit shifts in model behaviour.
Although conceptually promising, this work lacked direct
operational benchmarks against simpler FL setups with
centralized verifiability, limiting its practical comparability.

Table 1. Summary of recent studies in blockchain, Al, and Al-blockchain synergy for healthcare interoperability

Study Theme

Core Techniques

Reported Advantages Noted/Implied Gaps

Shojaei et al. [8]; Cihan
et al. [16]; Thakur et al.
[23]; Arbabi et al. [24]

Basarkod [14]

Blockchain—Exchange

Blockchain—Exchange

Leeetal. [19] Blockchain—Exchange

HL7/FHIR alignment,
permissioned ledgers

Consensus comparisons;
threat models
On-chain access control +
off-chain storage

Patient-centric control,
tamper-evidence

Small pilots; limited
cost/scalability data

Clear security taxonomy;
domain coverage

Few empirical cross-
consensus benchmarks
Limited semantic

Traceability; audit trails o
harmonization strategy

Nazi and Peng [26];
Bhattarai [29]
Amar et al. [20]; Tabari
et al. [28]

Idrissi-Yaghir et al. [30]

Liu et al. [21]; Naithani
etal. [31]; Luetal. [32]
Liu et al. [21]; Chaganti
etal. [36]
Rastogi [7]; Merlec et
al. [38]
Bhardwaj and
Sumangali [40]

LLM-enhanced NLP to
FHIR
Tooling review;
implementation patterns
LLM comprehension
tasks for FHIR
Cross-site FL; non-IID
handling
Verifiable aggregation;
audit logs
Automated, enforceable
consent

XAI + privacy-preservin
Synergy P Fl}j p &

Al-Interoperability
Al-Interoperability
Al-Interoperability
Al-Interoperability
Synergy

Synergy

Higher exact-match on
key fields
Identifies pitfalls,
version drift
Task suite for rigorous
testing
Privacy-preserving
model training
Tamper-evident FL
lifecycle
Strong legal-tech
framing
Greater transparency for
sites

Variability across sites;
conformance edge cases
Lacks standardized

performance benchmarks
Long-context conformance

remains hard

Sparse formal privacy/attack

audits; fairness

Added latency/throughput

overheads, unquantified
Revocation/erasure vs.
immutability tension

Missing ops SLOs vs. simpler

baselines

Note: artificial intelligence (Al); health information exchange (HIE); health level seven (HL7); fast healthcare interoperability resources (FHIR); personal health
record (PHR); large language model (LLM); language processing (NLP); federated learning (FL); non-independent and identically distributed (non-IID); Internet

Table 2. Comparative analysis of related work

of Medical Things (IoMT); explainable artificial intelligence (XAl); service-level objective (SLO).

. Blockchain . Interoperability
Study Technique Used Type AT Algorithm Standard Key Advantages
Smitha et al, Blockchain for EMR Private N/A HL7 Data 1mmqub1hty,
[41] auditability
Li & Xu [42] AI-der@n d.ata Public Transformer-based FHIR Improved ;emantlc
harmonization NLP mapping
Kumar et al. Alfblock.cham Consortium FL HL7/FHIR Secure multl‘—mstltutlon
[43] hybrid sharing
Zhang et al. [44] SmaTt contract Private Anomaly detection FHIR Reduced fraud and errors
optimization
Proposed Hybrid A'I— Consortium Transformer + HL7 + FHIR Enhancefi interoperability,
framework blockchain anomaly detection privacy, trust

Note: artificial intelligence (Al); electronic medical record (EMR); health level seven (HL7); natural language processing (NLP); fast healthcare interoperability
resources (FHIR); federated learning (FL).

Recent integrative reviews emphasize the need for
comparative studies that measure tangible benefits such as

reductions in integration time, total cost, and data quality
improvements over traditional API gateways and consent



registries [45]. The consensus is that while blockchain—Al
integration  offers  strong  theoretical  guarantees,
comprehensive empirical validation under realistic workloads
remains limited. Thus, existing Al-blockchain synergy studies
provide conceptual and architectural advances but lack end-to-
end evaluation of performance, scalability, and
interoperability in unified frameworks [46].

2.4 Comparative analysis

A synthesis of selected recent works is presented in Tables
1 and 2. The comparison spans core techniques, reported
advantages, and noted gaps, providing a consolidated view of
the current research landscape.

While both blockchain and Al have independently
advanced healthcare interoperability, their combined use still
occupies a nascent but promising research niche. Current
studies tend to validate isolated aspects, such as security,
accuracy, or consent, without delivering holistic evaluations
encompassing performance, cost, governance, and clinical
utility. Moreover, limited experimental validation and a lack
of standardized benchmarking make it difficult to assess real-
world applicability. The gap presents a clear opportunity for
integrated frameworks, such as the one proposed in this study,
to demonstrate end-to-end performance, interoperability, and
security improvements under controlled experimental
conditions.

3. METHODOLOGY / PROPOSED FRAMEWORK

Al-Blockchain-Based Healthcare Data
Exchange Framework

fh @ & @

Hospitals Clinics Laboratory IoMT dev.

De-identified patient records, diagnostic data,
imaging, lab results

1 ”
Data Ingestion

Blockchain Layer

{ ETL pipelines J Consensus
l Mechanism
A Hyperiedger Fabric,
Al Module ] Ethereum

NLP / Data

R Nodes
Harmonization

Hospital nodes
Cloud nodes
Regulatory nodes

O

Anomaly Detection

Predictive Analytics Smart Contracts

I

) Automated consent

and regulatory con-
pliance enforcer

N

Security & Privacy

Encryption (AES, RSA) l

Zero-Knowledge Proofs 5 R
Differential Privacy End Users / Adpsones

2 L &3

Patient Insurance
agency

End Users / Applications

J

Figure 1. Al-blockchain based health care data exchange
framework

This section presents the design and implementation details
of the proposed Al-driven blockchain framework for secure
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and interoperable healthcare data exchange. The methodology
integrates advanced Al techniques with blockchain-enabled
distributed ledger technology (DLT) [47-49] to address
interoperability, security, privacy, and trust challenges in
healthcare data sharing. The architecture comprises four core
layers: the Al module, the blockchain Ilayer, the
interoperability layer, and the security/privacy mechanisms,
with defined interactions for data processing, validation, and
secure exchange across components.

3.1 System architecture

The proposed architecture shown in Figure 1 is a modular,
multi-layered framework that seamlessly integrates Al-based
data processing with blockchain-enabled transaction
management. The system workflow involves data ingestion,
Al-based preprocessing, secure blockchain validation, and
standardized data exchange through interoperability
interfaces.

1. Al module

e NLP for Data Harmonization: Utilizes transformer-
based models (e.g., BERT, BioBERT) [50] to
semantically standardize unstructured clinical notes,
laboratory reports, and imaging metadata into
interoperable formats (FHIR, HL7). These models are
fine-tuned on domain-specific healthcare datasets to
improve mapping accuracy and consistency.

e Anomaly Detection for Security: Employs
unsupervised models such as Isolation Forests and
autoencoders to identify irregular transaction patterns,
indicating potential cyber threats or fraudulent
activities. Feature inputs include transaction frequency,
access patterns, and data modification behaviour.

2. Blockchain layer

e Consensus Mechanism: Implements a practical
byzantine fault tolerance (PBFT) protocol for
permissioned settings, certifying high throughput and
reduced latency compared to Proof of Work (PoW)
models [51]. The PBFT network is configured with a
set of validator nodes participating in consensus under
controlled experimental conditions.

e Node Types: Differentiates between validator nodes

responsible for consensus and observer nodes for

auditing and analytics. Validator nodes process
transactions, while observer nodes monitor system
performance and maintain audit logs for clarified roles.

. Interoperability layer

Standards Compliance: Integrates FHIR and HL7

standards for consistent, structured, and semantically

rich data exchange [12].

e API Gateway: Exposes RESTful and gRPC APIs for
secure integration with hospital information systems
(HIS), electronic health records (EHR), and
telemedicine platforms54. The APl layer ensures
standardized input-output data formats between Al and
blockchain modules are added for integration clarity
[52].

4. Security and privacy mechanisms

e Encryption: Uses AES-256 for symmetric encryption
of patient data, and RSA-4096 for public—private key
management [53].

e Zero-Knowledge Proofs (ZKPs): Validate data
ownership and consent without revealing sensitive
content [54].

o W



e Differential  Privacy:  Applies  noise-injection
techniques to aggregated analytics to prevent patient re-
identification [55].

These mechanisms collectively ensure confidentiality,

integrity, and privacy preservation across all stages of data
processing and exchange.

3.2 Technical choices

Al Algorithms:

e Data Harmonization: Transformer
(BioBERT, Clinical BERT).

e Security: Isolation Forests for anomaly detection, and
FL for privacy-preserving training. FL enables
distributed model updates without sharing raw patient
data.

Blockchain Platform:

e Permissioned: Hyperledger Fabric for enterprise-grade
scalability and granular access control.

e Public: Ethereum or Polygon for decentralized patient-
consent management with lower transaction costs.

Smart Contract Design:

e Contracts enforce consent rules, define interoperability
formats, and enable automated auditing. The modular
smart contract structure supports updates and
minimizes security vulnerabilities through controlled
access logic.

architectures

3.3 Mathematical models

The following equations provide a conceptual
representation of system performance and security behaviour
and are used to describe relationships between key parameters
rather than as fully validated analytical models.

3.3.1 Security analysis

Let Pattack represent the probability of a successful
malicious intrusion that bypasses both Al-driven anomaly
detection and PBFT consensus. If the two mechanisms act as
independent safeguards, the residual probability of attack is
given in Eq. (1):

P < (L —Al) x (1 — BPBFT) (1)
where, aAl is the detection accuracy of the anomaly detection
model, where a higher a4l reduces the likelihood of
undetected intrusions, and SPBFT is the fault tolerance of the
consensus protocol, typically SPBFT =~ 0.67 for Byzantine
systems.

PPBFT: Byzantine fault tolerance threshold of the
consensus protocol. For PBFT, the system tolerates up to
[(n—1)/3] malicious nodes, corresponding to SPBFT = 0.67.
This means PBFT ensures correctness as long as fewer than
one-third of the replicas are compromised.

3.3.2 Latency and throughput
The transaction latency Lt is modelled as shown in Eq. (2):

Lt = LAl + LBC + LNet 2)

where, LAI is Al preprocessing time, LBC is blockchain

validation time, and LNet is network propagation delay.
Throughput 7 is defined as in Eq. (3):
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T =ntx / Lt 3)

where, ntx is the number of transactions processed in time Lz.

3.3.3 Trust score calculation

The trust score 7S for each participating node is computed
as in Eq. (4):

TS = WG + WR + WA “4)

where,

e (;= compliance with standards;

e R, =reliability (uptime and availability);

e 4;=anomaly-free transactions;

And w;, w;, and w; are weight coefficients determined by
system governance, which can be adjusted based on system
priorities and policy requirements.

4. EXPERIMENTAL SETUP AND EVALUATION

To rigorously validate the proposed Al-driven blockchain
framework for secure and interoperable healthcare data
exchange, a systematic experimental setup was designed. This
section details the dataset selection, implementation tools,
evaluation metrics, and baseline comparisons used to assess
the effectiveness of the framework under -controlled
experimental conditions.

4.1 Dataset description

Experiments were conducted using both publicly available
and simulated de-identified healthcare datasets to ensure
compliance with privacy regulations such as HIPAA and
GDPR. Specifically:

e MIMIC-IV [56]: A publicly accessible, large-scale
critical care database containing anonymized patient
health records, compliant with the FHIR standard.

o Synthetic FHIR Dataset [57]: Generated to test
scalability under varying data volume and complexity,
with controlled variations in record size and transaction
load.

e HL7-based Clinical Test Data [58]: Derived from
simulated HIS to  evaluate  cross-platform
interoperability.

The datasets included structured (EHR records, lab results)
and unstructured data (clinical notes, radiology reports),
thereby allowing a comprehensive evaluation of both NLP-
based Al modules and blockchain transaction management.
Experiments were conducted across multiple runs to ensure
consistency of results.

4.2 Implementation tools and development environment

The proposed system was implemented in a hybrid
environment  integrating Al  modules, blockchain
infrastructure, and interoperability protocols. The key tools
and technologies included:

e  Programming and Al Frameworks: Python 3.11 with
TensorFlow 2.x and PyTorch 2.x for model
development; Hugging Face Transformers for NLP-
based data harmonization [59].

e Blockchain Infrastructure: Hyperledger Fabric v2.5 for
permissioned blockchain experiments, Ethereum (Go-



Ethereum client) for public network testing, and
Solidity for smart contract development [60].

e Interoperability API Layer: Custom REST APIs
supporting FHIR R4 and HL7 v2.x standards [46].

e Security Libraries: PyCryptodome for advanced
encryption standard (AES) and Rivest—Shamir—
Adleman (RSA) encryption, and ZoKrates for ZKP
generation [61].

e Development and Deployment Environment: Ubuntu
22.04 LTS servers with 64 GB RAM, NVIDIA A100
GPUs for Al training, and Docker-based
containerization for blockchain node orchestration
[62].

The blockchain network was deployed with multiple nodes

under a permissioned configuration to simulate real-world
healthcare data exchange scenarios.

4.3 Evaluation metrics

The evaluation employed multi-dimensional metrics to
measure the framework’s performance across Al accuracy,
blockchain efficiency, interoperability, and security
robustness [63]:

1. Security metrics:

e Attack Resistance: Measured by the framework’s
ability to withstand simulated replay, Sybil, and data-
tampering attacks, evaluated through controlled attack
injection scenarios.

e Encryption Strength: Evaluated using key entropy and
brute-force resistance benchmarks.

2. Interoperability metrics:

e Standard Compliance Rate: Percentage of records
successfully transformed into valid FHIR/HL7 formats.

e Cross-Platform Success Rate: The proportion of

transactions  successfully = exchanged  between

heterogeneous healthcare systems.
. Al Performance metrics:

Accuracy, Precision, Recall, F1-score: For NLP-based

entity recognition and anomaly detection models.

e Data Harmonization Latency: Average time taken to
transform raw input data into a standard-compliant
format.

4. Blockchain performance metrics:

e Transaction Latency: Average end-to-end time from
transaction submission to confirmation.

e Throughput: Measured in transactions per second
(TPS).

e Transaction Cost: Evaluated in terms of computational
and energy overhead, as well as gas fees (for
Ethereum).

All metrics were computed under identical experimental

settings to ensure fair comparison across baseline models.
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4.4 Baseline comparison models

To contextualize the framework’s performance, results

were compared against three baselines:

e Blockchain-Only Model: A Hyperledger Fabric
implementation handling healthcare data transaction
without Al-based preprocessing.

e Al-Only Interoperability Model: Al-driven data
harmonization and exchange without blockchain-
backed immutability and security guarantees.
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e Existing Hybrid Frameworks: State-of-the-art Al-
Blockchain healthcare platforms from recent literature
(2019-2024), including MedRec and FHIRChain,
adapted for benchmarking.

All baseline models were implemented or simulated under

comparable dataset conditions and system configurations to
ensure consistency in evaluation.

4.5 Experimental procedure

e Data Ingestion: Raw EHR and clinical datasets were
ingested through the interoperability API layer.

e Al-Driven Preprocessing: NLP modules standardized
the data format, detected anomalies, and enriched
metadata tags.

e Blockchain Transaction Processing: The harmonized
data was encapsulated in blockchain transactions,
validated by consensus protocols, and securely stored
on-chain/off-chain (via IPFS).

e Cross-System Data Exchange: The processed and
verified data was exchanged between participating
healthcare nodes, testing interoperability performance.

Each experiment was executed under varying transaction

loads to evaluate system scalability and performance under
different conditions.

4.6 Experimental scope clarification

The reported results in this study are based on simulated and
controlled experimental conditions. The findings reflect
system performance under the defined setup and may vary in
real-world deployments depending on network scale, data
heterogeneity, and operational constraints

4.7 Baseline comparisons

To rigorously assess the efficacy of the proposed Al-
Blockchain synergy framework, a comparative analysis was
conducted against three baseline categories: blockchain-only
models, Al-only interoperability solutions, and existing hybrid
frameworks. The results highlight the relative positioning of
the proposed approach in terms of security, interoperability,
scalability, and computational efficiency.

The baseline model comparison for Al-Blockchain
healthcare data exchange frameworks reveal distinct strengths
and limitations across the considered approaches. Blockchain
models use Ethereum or Hyperledger with consensus
mechanisms such as PBFT or PoW for implementing
distributed ledgers. These models offer decentralized trust,
immutability, and data integrity, but lack intelligent data
preprocessing and exhibit limited semantic interoperability
under large-scale deployment.

Al-only interoperability solutions utilize NLP and FL for
data harmonization and exchange, providing strong semantic
adaptability but lacking tamper-proof auditability and
decentralized trust mechanisms.

Existing hybrid frameworks integrate Al and blockchain
with FHIR-based APIs to provide intelligent processing and
secure data exchange. Despite this advantage, they are often
domain-specific, have limited scalability, suffer from
suboptimal transaction throughput, and incur high
implementation costs.

The proposed Al-Blockchain synergy framework enhances
this approach by integrating Al preprocessing, secure



blockchain exchange, and FHIR/HL7 API interoperability.
Utilizing transformers for NLP harmonization, anomaly
detection, FL, smart contracts on Hyperledger, and encryption
with ZKPs, this framework achieves improved semantic
interoperability, enhanced security and privacy, and better
cross-platform compatibility under the evaluated conditions.
Its primary challenge lies in the initial setup complexity and

the computational resources required to operate both Al and
blockchain nodes effectively.

A consolidated view of the comparative analysis is
presented in Table 3, which outlines the strengths and
limitations of each model category in relation to the proposed
framework.

Table 3. Baseline model comparison for Al-blockchain healthcare data exchange framework

Model Core Components

Techniques Used

Strengths

Limitations/Gaps

Blockchain-only Distributed ledger for

Hyperledger Fabric,
Ethereum, consensus

High data integrity, strong
immutability, decentralized
trust

Excellent semantic
interoperability; improved
adaptability to
heterogeneous sources
Combines intelligent
processing with immutable
storage; supports secure
sharing

Lacks intelligent data
preprocessing; poor semantic
interoperability; higher latency
under large-scale deployment
Lacks a tamper-proof audit
trail; security is dependent on
centralized storage; potential
single-point failure
Often domain-specific; limited
scalability; suboptimal
transaction throughput; high
implementation cost

models healthcare data mechanisms (PBFT, PoW)
Al-only Al-driven data NLP for format
interoperability harmonization and standardization, ontology
solutions exchange mapping, FL
Existing hybrid AI + blockchain ML/NLP + smart contracts
frameworks integration + FHIR-based APIs
Proposed Al- Al preprocessing + Transfc‘)rm.e rs for NLP
. 4 harmonization, anomaly
blockchain secure blockchain :
detection, FL, smart
synergy exchange + FHIR/HL7 contracts on Hyperledger.
framework API interoperability yp £t

encryption with ZKPs

High semantic
interoperability, strong
security and privacy,
scalable architecture, cross-
platform compatibility

Initial setup complexity;
requires computational
resources for Al and
blockchain nodes

Note: artificial intelligence (Al); practical byzantine fault tolerance (PBFT); Proof of Work (PoW); natural language processing (NLP); federated learning (FL);
machine learning (ML); fast healthcare interoperability resources (FHIR); application programming interface (API); health level seven (HL7); zero-knowledge
proof (ZKP).

5. RESULTS AND DISCUSSION

The Results and Discussion section highlights the
experimental outcomes of the proposed Al-Blockchain
framework for secure and interoperable healthcare data
exchange, focusing on performance metrics, security
evaluations, and interoperability assessments.

The performance analysis indicates that the AI-Blockchain
synergy framework demonstrates improved efficiency
compared to baseline models under the evaluated experimental
conditions. As depicted in Tables 4 and 5 and Figures 2 and 3,

latency remains lower under high transaction volumes due to
Al-driven preprocessing that minimizes data formatting
overhead. The system achieves approximately 50 TPS under
peak tested loads, representing a roughly 20% improvement
over existing hybrid frameworks (with abstract). NLP-based
harmonization in the Al module achieves an F1-score of 0.923
for transforming clinical records into FHIR-compliant
formats. Blockchain supports immutable record-keeping,
auditability, and distributed trust, while smart contracts
facilitate flexible access control and consent management.

Table 4. Evaluation metrics and baselines

Metric Description Proposed Framework  Blockchain-Only  AI-Only
Latency (ms) Average transaction confirmation 120 200 180
Throughput (tx/sec) Number of transactions processed per second 150 120 130
Accuracy (%) Artiﬁciaﬁ intelligen_ce (AI) prediction or 95 N/A 9
armonization accuracy

F1-score Balance of precision and recall 0.93 N/A 0.90
Interoperability success rate (%) Cross-platform standard compliance 98 85 90

Privacy score Data confidentiality and encryption strength 0.96 0.88 0.90

Table 5. Security breach simulation

Blockchain-Only  AI-Only

Proposed Framework

Attack Type
Data tampering High
Unauthorized access Medium
Replay attack High
Ransomware Medium

Medium Low
Medium Very Low
N/A Low

Medium Low

The results presented in Table 4 are obtained under
controlled experimental settings, ensuring consistent
comparison across all evaluated models.

The evaluation metrics demonstrate that the proposed
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framework achieves lower latency (120 ms) compared to
blockchain-only (200 ms) and Al-only (180 ms) models,
indicating improved transaction efficiency. Similarly,
throughput improvements are observed; however, throughput



values may vary depending on network configuration and
transaction load conditions.

The interoperability success rate of 98% reflects the
effectiveness of integrating Al-based data harmonization with
standardized FHIR/HL7 protocols, while the privacy score of
0.96 is derived from encryption strength, access control
robustness, and resistance to simulated attacks.

Result Analysis Comparison Across Frameworks
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Figure 2. Result analysis comparison across frameworks
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Figure 3. Security risk comparison across attack types

Table 5 presents the results of security breach simulations.
The qualitative labels (High, Medium, Low) represent relative
vulnerability levels based on the success rate of simulated
attacks under controlled conditions. The proposed framework
consistently demonstrates lower vulnerability across attack
types due to the combination of Al-based anomaly detection
and blockchain immutability. These results indicate improved
resilience; however, they are based on simulated attack
scenarios and may vary in real-world deployments.

Figure 4 depicts the relationship between transaction
volume and latency for Blockchain-only, Al-only, and the
proposed Al-Blockchain framework. The X-axis shows
transaction counts (100, 200, 500, 1000), and the Y-axis
represents average latency in milliseconds.

The results indicate that the hybrid framework consistently
maintains lower latency as transaction volumes increase.
While all models show moderate differences at smaller
volumes (100-200 transactions), the Blockchain-only and Al-
only models’ latency rises sharply at higher loads, reaching
200 ms and 180 ms, respectively. In contrast, the proposed
framework sustains around 120 ms at 1000 transactions. This
trend suggests improved scalability under increasing workload
conditions, although further large-scale validation is required.

Figure 5 compares the interoperability success rates of
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Blockchain-only, Al-only, and the proposed AI-Blockchain
framework. The X-axis represents system type, and the Y-axis
shows success rates in percentage. The proposed framework
achieves an approximately 98% success rate under the tested
conditions, surpassing the Blockchain-only model (85%) and
the Al-only model (90%). This improvement highlights the
effectiveness of combining Al-driven data harmonization with
blockchain's secure and standardized architecture. These
results indicate improved cross-platform data exchange
capability; however, performance may depend on data
heterogeneity and system integration constraints.

Privacy score comparison of Blockchain, Al, and the
proposed Al-Blockchain framework is shown in Figure 6. The
X-axis represents system types, and the Y-axis represents the
privacy score ranging from 0 to 1.

Latency vs Number of Transactions
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The results indicate that the AI-Blockchain hybrid
framework achieves a score of 0.96, outperforming the Al-
only model (0.90) and Blockchain-only model (0.88). The
privacy score is computed based on encryption robustness,
access control mechanisms, and resistance to simulated data
leakage scenarios. This suggests enhanced privacy
preservation capabilities, although real-world compliance
validation remains necessary.

Figure 7 presents Al performance metrics for the Al-only
and proposed Al-Blockchain framework. The X-axis
represents model types, and the Y-axis represents performance
scores. The results indicate that the proposed framework
achieves 95% accuracy and an F1-score of 0.93, compared to
the Al-only model (92% accuracy and 0.90 Fl-score). This
improvement is attributed to integrated preprocessing and
validation mechanisms within the hybrid framework.
However, these improvements are dependent on dataset
characteristics and model training conditions.
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Figure 7. Al performance comparison

Limitations include high computational costs for Al training
and anomaly detection, potential latency in high-volume
networks, and regulatory challenges for cross-border
healthcare data exchange. Additionally, the current evaluation
is based on simulated environments, which may not fully
capture real-world deployment complexities.

The implications suggest that Al-Blockchain integration
can enhance secure healthcare data sharing; however, practical
deployment requires careful consideration of scalability,
computational resources, and regulatory compliance.
Strategies such as model pruning, edge Al, and layered
blockchain architectures offer potential solutions to these
challenges.

6. CONCLUSIONS

This article demonstrates the integration of Al with
blockchain technology to address challenges in secure and
interoperable healthcare data exchange. The results indicate
that the proposed framework achieves an approximately 98%
interoperability success rate, a privacy score of 0.96, Al
prediction accuracy of 95% with an Fl-score of 0.93, and
throughput of approximately 50-150 TPS under evaluated
conditions. This research shows that blockchain enables
immutable record-keeping, verifiable audit trails, and
automated consent management, while Al enhances data
harmonization, predictive accuracy, and decision support
capabilities. However, this work is subject to limitations
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related to computational overhead, network scalability, and
regulatory constraints in cross-border healthcare data
exchange. Overall, the proposed Al-Blockchain framework
demonstrates the potential to support secure, patient-centric,
and interoperable healthcare systems under controlled
experimental settings. Despite these promising contributions,
the framework requires further validation in large-scale, real-
world environments. Looking forward, the framework holds
significant potential for facilitating cross-border healthcare
data exchange and can serve as a foundation for future
research focusing on scalability optimization, real-world
deployment validation, and alignment with global healthcare
regulations.
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NOMENCLATURE

Symbol / Term

Al

DLT
NLP
FL
PBFT
PoW

FHIR

Description

Artificial Intelligence

Distributed Ledger Technology
Natural Language Processing
Federated Learning

Practical Byzantine Fault Tolerance
Proof of Work

Fast Healthcare Interoperability
Resources
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HL7
IoMT
EHR
HIE
API
ZKP
AES
RSA
TPS

Lt

LAI
LBC
LNet

T

ntx
Pattack
oAl
BPBFT
TSi

G
R;
Aj

Wi, W2, W3

Health Level Seven Standard
Internet of Medical Things
Electronic Health Records

Health Information Exchange
Application Programming Interface
Zero-Knowledge Proof

Advanced Encryption Standard
Rivest—Shamir—Adleman Encryption
Transactions Per Second

Total Transaction Latency

Latency Due to Al Preprocessing
Blockchain Validation Latency
Network Propagation Delay
Throughput

Number of Transactions Processed
Probability of Successful Attack
Accuracy of AI Anomaly Detection
Fault Tolerance of PBFT Consensus
Trust Score of Node I

Compliance Score

Reliability Score

Anomaly-Free Transaction Score
Weight Coefficients for Trust Score
Calculation





