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risks

Medical appointment management systems are essential tools for improving efficiency,
coordination, and service quality in healthcare organizations. These platforms handle
highly sensitive information, including personal and clinical data, making them
vulnerable to internal misuse, human error, and external cyber threats. Inadequate security
controls may compromise the confidentiality, integrity, and availability of information,
potentially disrupting operations and undermining patient trust. This study aims to design
and implement structured information security strategies for such systems based on the
ISO/IEC 27001 standard. It adopts the Information Security Management System (ISMS)
framework, focusing on systematic risk identification, qualitative and quantitative risk
assessment, and risk treatment through Annex A controls. Additionally, it incorporates
contingency planning, business continuity, secure backup policies, encryption, access
control, and continuous improvement supported by the Plan-Do-Check-Act (PDCA)
cycle. The results show a substantial reduction in identified risks, with most reaching
acceptable levels, while some residual risks require continuous monitoring. A quantitative
evaluation revealed improvements between 15% and 40%, with an average increase of
22.7%. Key indicators include 98% backup success, 100% encryption coverage, full
access compliance, and 99.95% system availability, demonstrating enhanced security and

operational resilience.

1. INTRODUCTION

In the digital era, online medical appointment systems have
become essential tools to facilitate healthcare, offering
patients and professionals an efficient, accessible, and fast
platform for managing their consultations. However, the
management of medical information involves a high degree of
sensitivity, as it includes personal and clinical data that require
strict protection measures to prevent unauthorized access, loss,
or improper manipulation. Therefore, the implementation of
information security in these systems is crucial to ensure the
confidentiality, integrity, and availability of data, protect
patient privacy, and comply with current legal regulations [1-
3]. This process involves adopting recognized regulatory
frameworks such as ISO/IEC 27001, applying robust
technologies, and fostering an organizational culture
committed to security [4], which helps mitigate risks and
strengthen trust in digital health services [5].

The absence of a well-structured security system can lead to
multiple negative consequences, ranging from identity theft
[6], exposure of confidential information, and misuse of data,
to non-compliance with legal regulations such as personal data
protection laws in the healthcare sector. In addition, the loss of
user trust and the deterioration of institutional reputation can
have irreversible effects [7-9]. This risk increases particularly
in environments with low cybersecurity awareness, lack of
internal policies, and absence of technical controls [10].

One of the most serious risks arising from the lack of
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security in medical appointment systems is identity theft.
When a platform lacks strong protection mechanisms such as
encryption, multi-factor authentication (MFA), or access
controls, it becomes vulnerable to data breaches [11].
Attackers can obtain personal information such as full names,
identification numbers, addresses, phone numbers, emails,
health insurance numbers, and even details about diagnoses or
treatments. With this data, criminals can impersonate patients
to access other healthcare services [12-14], request controlled
medications, conduct financial fraud, or illegally open bank
accounts and lines of credit [15]. Similarly, the impersonation
of medical personnel can facilitate more complex fraudulent
activities, such as issuing false prescriptions or gaining access
to internal institutional systems [16]. Furthermore, such
incidents not only affect direct victims but also compromise
the credibility of the healthcare system, increase operational
costs due to internal investigations, and impact regulatory
compliance in data protection [17-20]. For these reasons,
identity theft prevention should be considered a priority in the
implementation of any information security strategy in
healthcare environments.

Trust is a fundamental element in the relationship between
patients and healthcare providers, especially when managing
sensitive information through digital platforms such as
medical appointment systems [21]. A security incident, such
as a data breach or unauthorized access, can severely
undermine this trust, generating fear and resistance toward the
use of digital technologies for health management [22-25].
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When patients perceive that their personal data are not
adequately protected, they may choose to avoid online
systems, preferring traditional methods that, although less
efficient, provide a greater sense of control and security [26].
This distrust not only limits the adoption of technological
innovations that could improve medical care and patient
experience, but also impacts the reputation of healthcare
providers [27], reducing user loyalty and satisfaction. In the
long term, loss of trust may result in lower engagement levels,
reduced availability of data for clinical analysis, and a decline
in the overall quality of digital healthcare services.

Despite the growing adoption of information security
frameworks such as ISO/IEC 27001 in healthcare
environments, existing studies mainly focus on general
implementations or theoretical approaches, without
specifically addressing the requirements and operational
challenges of online medical appointment systems. In
particular, there is limited integration between risk assessment,
control implementation, system architecture, and their
validation in real-world operational contexts tailored to these
platforms.

Furthermore, many approaches do not explicitly evaluate
how security controls mitigate critical risks such as identity
theft, unauthorized access, or service disruption, nor how these
controls influence user trust in digital health services.

In this context, this study aims to fill this gap by proposing
and implementing an Information Security Management
System (ISMS) specifically adapted to a medical appointment
system. The novelty of this research lies in the integration of a
structured risk management process, the application of
ISO/IEC 27001-based controls, the incorporation of system
architecture design, and the evaluation of their effectiveness in
mitigating risks within a real operational environment.

This approach not only strengthens data protection but also
provides a practical and replicable model for other digital
healthcare systems.

2. LITERATURE REVIEW

This section reviews the literature, addressing the
theoretical foundations that underpin this article. It also
analyzes the background of previous research, with the aim of
demonstrating how various authors show that the application
of information security is effective in protecting data and
improving digital systems.

2.1 Background

Secure information management in medical appointment
systems is essential to protect sensitive patient data and ensure
trust in digital health services. In this context, the existing
literature can be grouped into three main approaches: (i)
implementations based on standards such as ISO/IEC 27001,
(i1) technical security controls, and (iii) organizational
practices and human factors.

First, several studies analyze the implementation of ISMSs
based on ISO/IEC 27001. These works highlight benefits such
as improved risk management, regulatory compliance, and
strengthened organizational reputation [28, 29]. Additionally,
recent research shows that the adoption of ISO 27001:2022
significantly enhances the cybersecurity posture of
organizations across different sectors [30]. However, other
studies indicate that many organizations remain at
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intermediate levels of ISMS maturity, suggesting challenges
in achieving full implementation and the need to apply
continuous improvement approaches such as the PDCA cycle
[31]. Overall, these studies agree on the importance of the
standard, but differ in terms of implementation level and
evaluation in real-world contexts.

Second, another group of studies focuses on technical
security controls, such as data encryption, authentication
mechanisms, and access control. These studies consistently
emphasize that such controls are essential to ensure the
confidentiality, integrity, and availability of medical
information [32, 33]. However, they also highlight that,
despite  their recognized importance, the practical
implementation of these mechanisms in healthcare
environments remains challenging, particularly in specific
systems such as medical appointment platforms, where the
integration of multiple technologies may introduce additional
vulnerabilities.

Third, several studies highlight the importance of
organizational and human factors in information security. It
has been shown that continuous staff training, security culture,
and user behavior directly influence the effectiveness of
security policies [34, 35]. Furthermore, user perception of
security has been identified as a key factor influencing trust
and adoption of digital health systems [36]. Nevertheless, a
gap persists between the recognized importance of information
security and the actual implementation of formal controls
within organizations [37].

Overall, the reviewed studies can be clearly grouped into
three main categories: (i) ISO/IEC 27001-based management
implementations, (ii) technical security control approaches,
and (iii) organizational and human-centered practices. ISO-
based studies primarily focus on governance, compliance, and
risk management frameworks, while technical approaches
emphasize mechanisms such as encryption, authentication,
and access control. On the other hand, organizational studies
highlight the role of user behavior, training, and security
culture in ensuring effective protection.

Despite these contributions, most existing works address
these aspects in isolation, lacking a comprehensive integration
of management standards, technical controls, and human
factors within a single operational system. Furthermore,
limited research evaluates these elements in real-world
implementations, particularly in specific platforms such as
medical appointment systems.

This gap highlights the need for an integrated and
practically validated approach, which is addressed in this
study.

2.2 Theoretical bases

2.2.1 Information security

Information security is the set of principles, policies, and
controls designed to protect data from unauthorized access,
improper alteration, or accidental loss. Its main purpose is to
ensure confidentiality, integrity, and availability of
information, which are fundamental pillars in any
organizational environment. Nowadays, with digital systems
managing large volumes of data, its application has become
essential [38]. This discipline encompasses both technical
measures, such as encryption and access controls, and
administrative strategies, such as internal regulations and staff
training. It also includes the identification and management of
risks that may affect information assets. Information security



is not limited to the technological sphere but also involves
processes and people. Its proper implementation reduces
vulnerabilities and prevents security incidents. It also
contributes to compliance with legal regulations related to data
protection. In the healthcare sector, for example, it is key to
safeguarding sensitive patient information [39-42]. In short, it
is a strategic element in ensuring trustworthiness and
continuity of digital services.

2.2.2 Risk management

Risk management is a systematic process aimed at
identifying, analyzing, and controlling events that may affect
the achievement of an organization's objectives [43]. Its main
purpose is to reduce the probability of threats occurring and
minimize the impact of possible negative consequences [44].
This approach allows organizations to anticipate adverse
situations rather than reacting only after they have already
occurred. Risk management involves assessing vulnerabilities,
estimating exposure levels, and prioritizing preventive actions.
It also requires the design of strategies for mitigating,
transferring, accepting, or eliminating risk, depending on its
nature and level of criticality [45]. It is not limited to the
financial sphere, but also applies to areas such as technology,
health, information security, and business management. A key
component is decision-making based on objective analysis and
reliable data. In addition, it fosters an organizational culture
focused on prevention and continuous improvement. Its proper
implementation contributes to institutional stability,
sustainability, and resilience [46]. In short, risk management
is a strategic tool for protecting resources and ensuring the
achievement of organizational goals.

2.2.3 Continuous improvement

In summary, the literature reviewed shows that the
implementation of ISMSs, especially under the ISO 27001
standards and their updates, constitutes a fundamental pillar to
protect sensitive information in digital medical environments
[47]. Critical elements such as ongoing training, effective
access controls and encryption are recurrently highlighted as
factors that strengthen security and trust in these systems [48].
However, challenges persist in the comprehensive adoption of
these regulatory frameworks and their alignment with the
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specific needs of each organization, underscoring the need to
continue investigating adaptive and effective implementation
strategies. In this way, strengthening the security of medical
appointment systems not only ensures regulatory compliance
[49-51], but also protects patient privacy and improves the
quality of digital health service.

3. METHOD

This section describes the methodology adopted to
implement information security within a medical appointment
management system, in alignment with the ISO/IEC 27001
standard. It outlines the structured approach followed to
identify, assess, and mitigate technological risks, as well as to
establish appropriate security controls. The methodology
integrates risk management, policy development, control
implementation, and continuous improvement processes to
ensure the confidentiality, integrity, and availability of
information. Through this framework, the organization
strengthens its ISMS and enhances the protection of sensitive
medical data.

3.11S027001

Information security encompasses various management
strategies that are analyzed through the ISO 27000 series. This
series provides the technical requirements needed to mitigate
the risks of security breaches [52]. In particular, ISO 27001
enables the assessment of security risks that may threaten
organizations, helping them to meet their functional and
strategic objectives. Companies apply this standard to
organize, implement, develop, monitor, review and manage
information security, ensuring data integrity, confidentiality
and availability. A key approach of ISO 27001 is the PDCA
cycle, which facilitates the continuous improvement of
information security management processes. This systematic
approach not only accelerates management processes but also
ensures that security measures are effective and adaptable to
the changing needs of the organization [53], as shown in
Figure 1.

RISK TREATMENT PLAN

& A.5.15 Access Control

© A.5.15 Physical Security and Infrastructure
[ A.5.29 Business Continuity

£ A.5.30 Backup Policy (Automated Policies)

k= RESIDUAL RISKS
(ALL LOW/ACCEPTED)

€2 A.6.15 Human Resources Security

& A.5.15 Access Control

@ A.5.15 Physical Security and Infrastructure
E5 A.5.29 Business Continuity

ISMS COMPLIANCE ASSESSMENT
& IMPROVEMENT
& A.5.15 Access Control

O7A5 15 Physical Security and Infrastructure E5 A.5.30 Backup Policy (Automated Policies)

[ A.5.29 Business Continuity

% A.5.30 Backup Policy (Automated Policies)
i?] A.5.30 Legal and Regulatory Compliance
€2 A.6.15 Human Resources Security

(@] A.5.30 Legal and Regulatory Compliance
&2 A.6.15 Human Resources Security

RESIDUAL RISKS (ALL LOW/ACCEPTED)

CONTINUOUS IMPROVEMENT

Figure 1. ISO 27001



3.2 Inventory of information assets

The inventory of information assets is an essential step in
the implementation of an ISMS, as it allows to identify,
classify and adequately protect all the elements that contain or
process critical information for the organization. This
inventory categorizes assets such as data, software, hardware,
networks, backup media, auxiliary equipment, facilities and
personnel, with specific examples for each type. Its
importance lies in the fact that it facilitates the identification
of risks, allows specific security controls to be assigned
according to the criticality of each asset and guarantees
traceability and control over the information, thus ensuring its
confidentiality [54], integrity and availability.

Table 1 presents a structured inventory of information assets
within the organization, identifying for each one its code,
name, type, responsible party, location, and primary use. This
includes digital assets such as the patient database and
automatic backups, software assets such as the web-based
appointment scheduling application, critical hardware such as
computers, routers, switches, and the UPS system, as well as

documentation and user credentials. This classification allows

for the assignment of clear responsibilities, knowledge of
where assets are located, and understanding of their
operational function, facilitating risk management and the
application of appropriate security controls according to their

criticality.

Table 1. Inventory of information assets

Asset ID Asset Name Asset Type Owner Location Primary Use
A001 Patient Database Informgtlon / System Administrator Central Server .MaQagement ofp atient
Digital histories and appointments
A002 Appomtt.nen.t Web Software Development Area Cloud / External .Scheduhng and
Application Hosting appointment management
A003 Reception Computers Hardware Technical Support Front Desk Patient registration and
system access
A004 Security Policies Documentation CISO Shared Folder Securlty.comp liance
Manual guidance
. Information / Cloud + External .
A005 Automatic Backups Digital Backup Manager Drive Information recovery
A006 Router and Switches Hardware Network Department Comn;{lg:;latlons System connectivity
A007 User Credentials Conﬁden.tlal Help Desk / Security Access Control Access control
Information Team System
A008 Power Backup System Hardware Infrastructure Server Room System continuity during
(UPS) Department power outages

3.3 Medical appointment system architecture

The proposed medical appointment management system is
based on a layered architecture designed to ensure scalability,
security, and reliability. The system is structured into five
main layers: user interface, API Gateway/backend, security
layer, database layer, and external services, as shown in Figure
2.

The user interface layer consists of a web application
developed using modern frameworks such as React or
Angular, providing an intuitive and accessible interface for
patients, doctors, and administrative staff. This layer is
responsible for handling user interactions and forwarding
requests to the backend through secure communication
channels.

The API Gateway/backend layer represents the core of the
system and is responsible for processing business logic and
managing system operations. It integrates key security
mechanisms such as MFA and role-based access control
(RBAC), ensuring that only authorized users can access
specific functionalities. In addition, a security middleware
component is implemented to validate incoming requests,
manage sessions, and detect anomalous behaviors.

The security layer includes protection mechanisms such as
firewalls, intrusion detection and prevention systems
(IDS/IPS), and centralized logging and monitoring tools.
These components enable real-time threat detection and
support incident response processes in accordance with
ISO/IEC 27001 requirements.

The database layer stores sensitive patient information in
encrypted form, ensuring data confidentiality and protection

against unauthorized access. It also incorporates backup
mechanisms and audit logs to guarantee data integrity,

availability, and traceability.

Patients ’ ‘ Doctors ’ ‘ Admins

[ [ [
v

FRONTEND - Web App (React/Angular)

'

API GATEWAY / BACKEND

Authentication (MFA)

Appointment Module

[
( Authorization (RBAC)
[
[

Security Middleware

v

SECURITY LAYER

- Firewall - IDS/IPS - Logging & Monitoring

v

DATABASE LAYER
- Encrypted Patient DB - Backup System - Audit Logs

.

EXTERNAL SERVICES
- Email/SMS APl - Cloud Hosting

Figure 2. System architecture
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Finally, the system integrates external services such as
cloud hosting infrastructure and email/SMS APIs, which
support system scalability, availability, and communication
with users.

Overall, this layered architecture enables the effective
implementation of ISO/IEC 27001 security controls across all
system components, ensuring a robust, secure, and resilient
medical appointment management system, as shown in Figure
2.

Additionally, secure communication between layers is
enforced through TLS 1.3 encryption, and sensitive data at rest

is protected using AES-256 encryption, ensuring compliance
with modern security standards.

3.4 System modules

To facilitate the understanding of the internal structure of
the proposed system, it is organized into several functional
modules. Each module is responsible for specific tasks and
contributes to both the functionality and security of the system.
The main modules and their respective functions are
summarized in Table 2.

Table 2. System modules description

Module Description Security Function
Authentication Module Manages user login and identity verification Multi-Factor Authentication (MFA)
Authorization Module Controls access based on user roles Role-Based Access Control (RBAC)

Appointment Module =~ Handles appointment scheduling and management Access validation
Security Middleware Filters and validates incoming requests Threat detection and prevention
Logging and Monitoring Records system activities Auditing and incident detection
Database Module Stores and retrieves patient data Data encryption and integrity protection
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prevent attacks
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Figure 3. System interaction flow

As shown in Table 2, each module performs a specific
function to ensure the secure and efficient operation of the
system. The integration of authentication, authorization, and
monitoring mechanisms strengthens the system’s ability to
prevent unauthorized access and detect potential threats. To
provide a detailed understanding of how the system operates
during execution, the interaction flow between its components
is illustrated in Figure 3. The process begins when a user
accesses the system through the web interface. The request is
securely transmitted via HTTPS to the backend API, where it
is initially processed by the authentication module. This
module verifies the user’s identity using a MFA mechanism.

3.5 Attack scenarios and mitigation measures

To strengthen the technical perspective of the proposed
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system, several potential cybersecurity attack scenarios were
analyzed. These scenarios were selected based on common
threats affecting healthcare information systems and their
potential impact on confidentiality, integrity, and availability.
For each identified threat, corresponding mitigation strategies
were defined and implemented within the system architecture.
The analyzed attack scenarios and their respective
countermeasures are summarized in Table 3.

As shown in Table 3, the implementation of layered security
mechanisms significantly reduces both the likelihood and
impact of these attacks. In particular, the use of MFA and
RBAC strengthens protection against unauthorized access,
while secure coding practices mitigate injection attacks.
Furthermore, backup and recovery strategies enhance system
resilience against data loss incidents such as ransomware.



Table 3. Attack scenarios and mitigation strategies

Attack Scenario Description

Impact

Mitigation Strategy

Unauthorized Use of stolen credentials to
Access access the system
L. Malicious input used to
SQL Injection manipulate database queries
Ransomware
Attack Malware encrypts system data

Exposure of patient data

Data leakage or
corruption

System unavailability

Multi-Factor Authentication (MFA), Role-Based Access
Control (RBAC), account lockout mechanisms
Input validation, prepared statements, parameterized
queries
Regular backups, network segmentation, disaster
recovery plans

3.6 System interaction flow

If authentication is successful, the request proceeds to the
authorization module, which evaluates user permissions based
on RBAC. If this stage fails, access to the system is denied.
Once authorized, the request is forwarded to the appointment
module, where the corresponding operation is executed, such
as creating, updating, or retrieving appointment data. Before
reaching the core functionality, the request passes through a
security middleware layer, which performs validation, filters
malicious inputs, and detects potential threats. Subsequently,
the system interacts with the database module to securely store
or retrieve information. All relevant activities are recorded by
the logging and monitoring module, enabling traceability and
supporting audit processes. Finally, the system may interact
with external services, such as email or SMS APIs, to send
notifications to users. The processed response is then returned
to the user through the interface. As shown in Figure 3, this
structured interaction flow ensures secure, controlled, and
efficient processing of user requests, while maintaining system
integrity and data protection.

3.7 Residual risk

Residual risk is defined as the level of risk that persists after
the implementation of controls or mitigation measures, and
represents the actual exposure that an organization still faces.
Unlike initial risk, residual risk considers the effectiveness of
the controls implemented, allowing a more accurate
assessment of the security environment. Mathematically, it is
expressed by the formula (1) where (RR) is the residual risk,
(Ri) is the initial risk calculated as IxP (impact per
probability), and (Ec) is the overall effectiveness of the
implemented controls, in a range from 0 to 1. This formula
provides a quantitative basis for risk management decision
making.

RR=Rix(1-Ec) @)

This extended formulation enhances the traditional risk
model by incorporating the effectiveness of implemented
controls, providing a more realistic and less simplistic
representation of the risk environment. By considering
mitigation capacity, the model allows a more accurate
estimation of residual risk and supports better decision-
making in information security management.

3.8 Risk evaluation criteria

To ensure consistency and reduce subjectivity in risk
assessment, standardized scales were defined for assigning
impact (I) and probability (P) values, aligned with ISO/IEC
27001 best practices. These scales are established on a range
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from 1 to 5, where each level represents a specific degree of
severity or likelihood. The assignment of these values is based
on a combination of predefined criteria, expert judgment, and,
where available, historical security incident data from similar
systems. Table 4 presents the impact evaluation scale,
considering factors such as the effect on confidentiality,
integrity, availability of information, regulatory compliance,
and service continuity. This structured definition of scales
ensures consistency, repeatability, and reduces subjectivity in
the risk evaluation process.

Similarly, Table 5 presents the probability scale, which
evaluates the likelihood of occurrence of a threat based on the
system’s operational context.

Table 4. Impact evaluation scale

Value Impact Level Description
Minimal impact without affecting
! Very Low operations or data confidentiality
Minor impact with limited effect,
2 Low :
quickly recoverable
3 Moderate Slgmﬁcant. impact w1_th partial
service disruption
Severe impact affecting critical
4 High processes and compromising
sensitive data
Critical impact involving data loss,
5 Very High legal non-compliance, and severe

reputational damage

Table 5. Probability scale

Value Probability Level Description

Highly unlikely event, with no

1 Very Low .
known prior occurrences.

) Low Unlikely evegt, occurring
sporadically.

3 Moderate Possible even_t; has occurred
occasionally.

4 High Likely event; occurs with some

frequency.
5 Very High Very frequent event or almost certain
to occur.

3.9 Risk level classification

Based on the values of impact (I) and probability (P), the
initial risk level (Ri) is calculated by multiplying both factors
(Ri = 1 x P). This result allows risks to be classified into
different levels, facilitating their prioritization and supporting
decision-making in the implementation of security controls.

Table 6 presents the risk level classification, establishing
ranges that help identify the criticality of each risk and define
appropriate treatment actions.



Table 6. Risk level classification

Range (Ri=1%xP) Risk Level Impact Description Recommended Action
1-5 Low Minimal risk with limited impact Accept and monitor
6-10 Moderate Manageable risk with moderate impact Implement additional controls
11-15 High Significant risk affecting key processes Prioritized mitigation
16 - 25 Critical Severe risk with high organizational impact Immediate action and strict controls

3.10 Example of risk evaluation and calculation

To enhance the understanding of the risk assessment
process, a practical example is presented using an asset from
the medical appointment system.

First, the selected asset is the patient database (A001),
which contains highly sensitive personal and clinical
information. Subsequently, a relevant threat is identified, such
as unauthorized access to the system.

For the risk evaluation, two criteria are used: impact (I) and
probability (P), both measured on a standardized scale from 1
to 5, where 1 represents a very low level and 5 represents a
very high level.

Impact (I): A value of 5 is assigned, as the exposure of
medical data would severely compromise patient privacy,
legal compliance, and the organization’s reputation.

Probability (P): A value of 4 is assigned, considering that
attacks are likely to occur in the absence of robust security
controls. The initial risk is calculated as follows: Ri=1x P =
5 x4 =20.

To reduce this risk, the following security controls are
implemented: database encryption, MFA, and RBAC.

These controls are aligned with the best practices defined in
ISO/IEC 27001 and aim to reduce both the probability and
impact of the identified threat.

The effectiveness of the implemented controls (Ec) is
estimated at 0.7 (70%), based on expert evaluation and
expected control performance according to ISO/IEC 27001
guidelines, based on their level of implementation and
expected mitigation capability. The residual risk is calculated
as follows: RR=Ri x (1 —Ec)=20 x (1 —-0.7)=6.

This result indicates that the risk is reduced from a High
level (20) to a Moderate level (6), demonstrating that the
implemented controls significantly improve the system’s
security posture. However, continuous monitoring and
periodic reassessment are still required to ensure sustained risk
control.

4. RESULTS

This section presents the main results obtained during the
development of the study, focusing on the design of a
contingency plan derived from the identified technological
risks. The plan was structured based on a prior risk assessment
that evaluated vulnerabilities and their potential impact on
operations. It is aligned with the requirements of the ISO/IEC
27001 standard and supports the implementation of an ISMS.
The risk treatment plan is used to define and implement
actions to reduce the risks identified in an organization,
seeking to reduce their impact or probability of occurrence to
acceptable levels; it allows prioritizing measures, assigning
responsibilities and ensuring compliance with standards such
as ISO 27001.

4.1 Risk assessment

The Risk Identification and Analysis Matrix evaluates the
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main technological risks by linking each identified threat to its
corresponding vulnerability. Each risk is coded (e.g.,
AMEQ001) and assessed based on its probability of occurrence
(P) and impact (1), using a standardized scale from 1 to 5, as
defined in the methodology. The resulting risk value is
calculated using the expression (R =P x I), which enables the
classification of risks into different levels according to their
severity. Based on this evaluation, risk levels are categorized
as Medium, High, or Critical, following predefined
classification ranges. Critical risks (R > 16) require immediate
attention due to their potential to significantly affect system
operations, compromise sensitive data, or lead to regulatory
non-compliance. High risks (R = 11-15) represent significant
threats that must be prioritized for mitigation, while Medium
risks (R = 6-10), although less severe, still require appropriate
control measures to prevent escalation.

Table 7 presents the systematic assessment of 26
technological risks identified within the organization,
establishing a clear relationship between each risk and its
associated vulnerability. The results indicate that a significant
proportion of the risks are classified as Critical and High,
reflecting a considerable level of exposure prior to the
implementation of security controls. These risks include
hardware failures, power outages, unauthorized access,
regulatory non-compliance, malware threats, unencrypted data
transmission, and the absence of a business continuity plan.

This distribution highlights the need for a structured and
proactive approach to risk management, as promoted by
ISO/IEC 27001, in order to reduce potential impacts on
operational continuity, data protection, and organizational
reliability. Although a smaller number of risks fall within the
Medium category, they still represent relevant operational
concerns and must be addressed through appropriate
preventive and corrective controls. Overall, this matrix serves
as a strategic tool for prioritizing mitigation actions and
guiding the implementation of an effective ISMS.

4.2 Risk treatment plan

Table 8 details the implementation of the risk treatment
plan, showing that each identified threat was addressed
through specific corrective and preventive actions aligned with
the controls established in ISO/IEC 27001. It specifies the type
of treatment applied (mitigation), the description of the action
plan, the associated regulatory control, the responsible area,
and the residual risk assessment.

The results indicate that, following the implementation of
technical, organizational, and administrative measures, most
risks were reduced to low and acceptable residual levels,
achieving a closed status. This demonstrates a systematic and
effective risk management approach aimed at strengthening
information security and ensuring the continuous
improvement of the ISMS.

However, a limited number of risks remain at a moderate
level due to their inherent nature and dependence on external
factors, such as infrastructure reliability and the evolving
landscape of cyber threats. These risks are considered



acceptable within the organization's risk tolerance but require
continuous monitoring and periodic reassessment to ensure
their impact remains under control over time.

Furthermore, the results reflect a controlled implementation

defined conditions and aligned with ISO/IEC 27001
requirements. Therefore, while all identified risks were
addressed, not all can be completely eliminated, reinforcing
the importance of continuous improvement within the ISMS.

scenario, in which security measures were applied under

Table 7. Risk assessment

ID RISK Risk Vulnerability P) (V) R (NR)
AMEO001 Lack of software license Lack of inventory and management 4 4 16  Critical
AMEO002 Hardware failures Obsolete or poorly maintained equipment 5 4 20 Critical
AMEO003 Power outage No energy backup 5 5 25 Critical
AME004 Unauthorized access Authentication/authorization failure 4 4 20 Critical
AMEO005 Internet connection failure Single provider with no backup 3 4 12 High
AME006 DNS hijacking Unsecured or unmonitored DNS 5 5 16 High
AMEO007 Lack of backups Lack of policies and testing 4 4 16 High
AMEOQ08 Untrained staff Lack of training 3 4 12 High
AMEO009 Accidental data alteration Misconfigured permissions 3 4 12 High
AMEOQ10 Uncontrolled physical access Unmonitored facilities 3 5 15 High
AMEO11  Duplicate or overlapping appointments Lack of logical validations 4 3 12 High
AMEO012 Outdated software Inadequate patching 5 3 15 High
AMEO013 Weak passwords Poor password policy 4 4 16  Critical
AMEO14 Lack of incident reporting Informal or nonexistent processes 5 4 20  Critical
AMEO015 Non-compliance with LOPD/GDPR Processing without legal basis 5 5 25  Critical
AMEO016 Single provider dependency No backup or clear contract 5 5 25  Critical
AMEO017 Uncontrolled BYOD use No policies or control 4 4 16  Critical
AMEO018 Malware or ransomware No active protection or alerts 4 4 16  Critical
AMEO019 Uncertified medical software Unvalidated or pirated software 4 5 20  Critical
AMEO020 Outdated policies Lack of periodic review 3 4 12 Medium
AMEO021 Unencrypted data transmission No encryption in transit 4 5 20 High
AMEO022 Loss of mobile devices No encryption or remote control 4 4 16 High
AMEO023 Poor permission management Poorly defined roles 5 4 20 High
AMEQ024 Log failures Not centralized or reviewed 3 4 12 High
AMEO025 Uncontrolled printed documents Visible or poorly stored papers 4 3 12 High
AMEO026 No continuity plan (BCP/DRP) Plan does not exist or is untested 4 4 16 Critical
Table 8. Risk treatment plan
ID RISK  Treatment Description of Action Plan Controls Responsible Residual  Acceptable Status
Perform a complete software
AMEO001 Mitigate inventory and ensure license A.5.31 Legal / IT LOW YES CLOSED
renewal and control.
Establish a preventive maintenance
AME002 Mitigate plan and replacement of critical A5.17 Infrastructure MEDIUM YES CLOSED
equipment.
AME003  Mitigate ~ [nstall and test UPS and generators; 5 | Infrastructure LOW YES  CLOSED
conduct periodic drills.
Implement multi-factor
AME004 Mitigate authentication, define roles, and A5.15 IT Security LOW YES CLOSED
monitor access.
AME00S ~ Mitigate ~ Contractalternative providersand —— 5 g Network LOW YES  CLOSED
configure load balancing.
AME006  Mitigate ~ mplement DNSSEC, monitor DNS 5, Network MEDIUM  YES  CLOSED
records, and alert on changes.
Define backup policy, automate
AMEO007 Mitigate backups, and conduct regular A.5.30 Backup / IT LOW YES CLOSED
restoration tests.
AME00S  Mitigate ~ Dcsign an annual training program ¢ 3 HR / CISO LOW YES CLOSED
and assess staff knowledge.
AME009  Mitigate ~_Lmplement change control system 5 |, DBA / Dev LOW YES  CLOSED
and review changes before applying.
AMEOI0  Mitigate ~ (nstall cameras, access controls, and 5 1o ppocical Security  LOW YES CLOSED
visitor logs.
AMEOIl  Mitigate ~ Reviewand improve system logicto 51y QA /Dev LOW YES CLOSED
avoid overlapping appointments.
AMEOI2  Mitigate ~ |mplement automatic update policy 5 1 Systems LOW YES  CLOSED
and monitor patches.
AMEO13  Mitigate Establish password policy and A5.15 IT Security LOW YES CLOSED
enforce mandatory 2FA.
AMEOQ14 Mitigate Create formal procedures and A.5.24 CISO / Help Desk LOW YES CLOSED
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platforms for incident reporting and
tracking.
Conduct compliance audits and

AMEO15 Mitigate : S
update privacy policies.
AMEO16 Mitigate Negotiate SLA. contracts and define
alternative providers.
o Define and enforce BYOD policy
AMEO017 Mitigate with MDM tools.
. Implement antivirus solutions and
AMEO18 Mitigate train staff on phishing.
o Validate and approve software with
AMEO19 Mitigate official certification.
AME020 Mitigate Establish ar}nual calendar for policy
review and updates.
AMEO021 Mitigate Implement au?omatlc encryption on
emails and files.
AME022 Mitigate Conﬁgqre MDM pohc1es. for
encryption and remote wipe.
AME023 Mitigate C01'1duct sem.lallmual audits and
adjust permissions as needed.
AME024 Mitigate .Cer.ltrahze logs find define
monitoring and alerting procedures.
AME025 Mitigate Establish documer}t handhr.lg and
secure destruction policies.
AME026 Mitigate Develop a continuity plan and

conduct drills regularly.

A.5.31 Data Protection LOW YES CLOSED
A.5.19 Procurement / IT LOW YES CLOSED
A.5.22 IT Security LOW YES CLOSED
A.5.20 IT Security MEDIUM YES CLOSED
A.5.31 Technology LOW YES CLOSED
A5 CISO / I.SMS LOW YES CLOSED
Committee
A.5.25 IT Security MEDIUM YES CLOSED
A.5.22 IT Mobility LOW YES CLOSED
A5.15 User LOW YES CLOSED
Administration
A5.12 IT Audit LOW YES CLOSED
A.5.10 Archive / Legal LOW YES CLOSED
A5.29 Business LOW YES  CLOSED
Continuity

4.3 Information Security Management System compliance
assessment and improvement summary

The ISMS Compliance Assessment and Improvement
Summary is a process that allows verification of the extent to
which the ISMS complies with established policies,
objectives, and controls. It consists of measuring key
indicators, comparing the initial situation with the results after
the implementation of improvements, and analyzing the level
of progress achieved. Its purpose is to identify gaps, strengthen
information security, and ensure continuous improvement of
the system.

Table 9 presents the assessment of ISMS compliance using
quantifiable indicators associated with each security policy,
comparing the initial situation (“Before”) with the results after
the implementation of improvements (“After”). The results
show consistent and significant progress across all evaluated
indicators. A quantitative analysis reveals that the
implementation of the ISMS led to improvements ranging
from 15% to 40%, with an average increase of approximately
22.7% across all indicators. The most notable improvements
were observed in risk management processes and physical
security controls, both increasing from 60% to full compliance
(100%), representing a 40% improvement. Similarly, database
encryption and access control reached full compliance levels,
strengthening the protection of sensitive information. In
addition, critical operational indicators such as backup success
rate improved from 80% to 98%, while system availability
increased to 99.95%, exceeding the defined target. User-
related metrics, such as patient satisfaction, also showed a
significant increase from 75% to 92%, indicating a positive
perception of system reliability. Overall, these results
demonstrate that the implementation of the ISMS not only
improved compliance with security policies but also
significantly enhanced the system’s operational performance
and security posture. This quantitative evidence supports the
effectiveness of the proposed approach and reinforces its
applicability in real-world healthcare environments.
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4.4 Comparative analysis using an approach that does not
rely on the Information Security Management System

To strengthen the evaluation of the proposed approach, a
comparison was conducted between the implemented ISMS
based on ISO/IEC 27001 and a baseline scenario without a
structured information security framework. In the baseline
scenario, risk management is performed informally, without
clearly defined policies, standardized controls, or continuous
monitoring mechanisms. As a result, risk identification is
incomplete, control implementation is inconsistent, and
incident response is primarily reactive. In contrast, the
proposed ISMS introduces a structured approach that includes
formal risk assessment, security controls, continuous
monitoring, and ongoing improvement. This enables proactive
risk management and compliance with internationally
recognized standards. Table 10 presents a comparative
analysis between the non-ISMS approach and the proposed
ISMS-based model. As shown in the table, structured ISMS
implementation improves risk management practices,
enhances control effectiveness, and strengthens compliance
with security standards.

The comparison highlights the advantages of the ISMS-
based approach over the unstructured model. In particular,
standardized controls and continuous monitoring enhance the
organization’s ability to identify, assess, and mitigate risks.
Furthermore, the transition from a reactive to a proactive
security model improves incident prevention and strengthens
regulatory compliance, especially in environments requiring
strict protection of sensitive data, such as healthcare systems.

In this context, adopting an ISMS aligned with ISO/IEC
27001 not only reduces risk levels but also improves overall
security posture, operational resilience, and trust in digital
services. Finally, while the ISMS approach enhances security
conditions, its  effectiveness depends on  proper
implementation, continuous monitoring, and periodic updates,
reinforcing the principle of continuous improvement inherent
to the standard.



Table 9. Evaluation and improvement of Information Security Management System (ISMS) compliance

Policy / Objective Indicator Formula Target Before  After
Backup and recovery Backup success rate (Successful backups / Total scheduled ~— 959, 0% 98%
systems backups) x 100
Risk Management % of system tests performed (Tests carrltzcslt;))u tx/l"f)(())tal planned 100% 60% 100%
. . . . . : — ono
Database creation Patient satisfaction with (Sum of satisfaction scores / Number > 90 A> 75% 92%
database of respondents) satisfaction
. o . (Encrypted records / Total patient o o o
Database security % of encrypted patient records records) x 100 100% 70% 100%
General access security Access compliance rate (Authorized users with correct access 100% 85% 100%
policies / Total users) x 100
Disaster recovery plans System uptime (%) (System actlt\i/;;nie 1/ OTootal planned >=99.9% 98%  99.95%
Physical and % of physical security (Implemented controls / Total o o o
environmental safety controls implemented required controls) x 100 100% 60% 100%
Policies on use of % of licenses up to date (Renewed licenses / Total licenses) x 100% 0% 100%
software licenses 100
Table 10. Comparison between non-ISMS approach and resilience of digital healthcare systems [30]. From an

ISMS-based approach

Aspect Non-ISMS Proposed ISMS
Approach Approach
Risk Informal and Structured and
Management reactive proactive
Security Undefined or Defined and
Controls inconsistent standardized
Monitoring Limited or absent Cont} fuous
monitoring
Compliance Low or not Aligned with
guaranteed standards
Risk Level Medium-High Low (after treatment)
Incident . Preventive and
Reactive
Response controlled

Note: ISMS = Information Security Management System

5. DISCUSSIONS

The results obtained confirm that the implementation of an
ISMS based on ISO/IEC 27001 enables a transformation of
security from a reactive approach to a structured, systematic,
and proactive one. This shift not only involves the adoption of
technical controls, but also the integration of organizational
processes focused on continuous risk management. In this
regard, the findings are consistent with previous studies that
highlight the importance of mechanisms such as encryption,
access control, and continuous training as fundamental pillars
for protecting information in healthcare environments [29].
Beyond the improvement of specific indicators, these results
demonstrate that the coordinated application of controls
strengthens security governance and reduces exposure to
critical threats. From a risk management perspective, the
adoption of a structured approach made it possible to identify,
assess, and treat risks systematically, which aligns with the
findings [31, 34], where the strategic value of ISO 27001 in
organizational decision-making is emphasized. In this context,
risk reduction should not be interpreted as its complete
elimination, but rather as its control within acceptable levels,
in accordance with ISO/IEC 27001 best practices.
Furthermore, the application of the continuous improvement
cycle (PDCA) demonstrates that information security is a
dynamic and evolving process. Continuous improvement
allows controls to adapt to technological changes and
emerging threats, which is essential to ensure the operational
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organizational perspective, the results also indicate that the
success of ISMS implementation largely depends on
institutional commitment and the development of a strong
security culture. This is consistent with studies [32, 37], which
emphasize that the effective adoption of security standards
requires not only technological infrastructure but also strategic
alignment and active staff participation. On the other hand, it
is observed that strengthening security positively influences
the perception of system reliability, which is consistent with
the study [35], where it is established that information
protection directly impacts user trust in digital healthcare
services. This aspect is particularly relevant in contexts where
the management of sensitive data requires high levels of
credibility and transparency. However, this study presents
several limitations that should be considered. First, the ISMS
implementation was carried out in a specific environment,
which limits the generalizability of the results to other
organizations with different technological and operational
characteristics. Second, the risk assessment was based on
internally defined criteria, which introduces a certain degree
of subjectivity, although structured guidelines aligned with
ISO/IEC 27001 were applied. Additionally, the measurement
of indicators was conducted in the immediate post-
implementation phase, without a longitudinal analysis to
assess the sustainability of controls over time in the face of
evolving threats. Likewise, the study did not include a formal
external audit, meaning that the results reflect technical and
methodological implementation rather than official
certification of the standard. Finally, although improvements
in user perception were identified, no inferential statistical
models were applied to establish causal relationships between
ISMS implementation and user satisfaction. Furthermore, the
evaluation of the proposed system was conducted over a
relatively short observation period. While the results
demonstrate improvements in security and risk management,
the long-term stability and sustainability of these
improvements cannot yet be fully confirmed. Future work will
focus on conducting longitudinal evaluations to assess the
performance of the implemented controls over extended
periods, considering evolving threat scenarios and system
scalability. Additionally, continuous monitoring and periodic
reassessment will be essential to ensure that the security
posture remains effective over time. This will enable a more
robust validation of the proposed ISMS model and strengthen
its applicability in dynamic healthcare environments.



6. CONCLUSION

This study presented a structured and technically grounded
approach to improving information security management in
healthcare systems through the integration of ISO/IEC 27001
principles, risk-based analysis, and a modular system design.
The proposed model was successfully applied to a medical
appointment system, enabling the systematic identification,
assessment, and mitigation of security risks within a real
operational environment. The results demonstrate significant
improvements in both security performance and system
reliability. A quantitative evaluation showed an average
improvement of approximately 22.7% across key indicators,
with several controls reaching full compliance after
implementation. These results are supported by a descriptive
statistical analysis of pre- and post-implementation indicators,
providing objective validation of the observed improvements.
These findings confirm that the proposed model effectively
enhances risk management processes and strengthens the
protection of sensitive healthcare data. From an engineering
perspective, the modular architecture and structured
implementation facilitate scalability, interoperability, and
adaptation to similar healthcare contexts, particularly in small
and medium-sized organizations with limited resources. This
positions the proposed model as a practical and replicable
solution for real-world ISMS deployment. However, several
challenges remain, including integration with legacy systems,
user adoption, and the need for continuous monitoring to
address evolving cybersecurity threats. Additionally, the study
is limited by its short-term evaluation context, which may not
fully capture long-term system behavior and stability. Future
work will focus on extending the model through long-term
validation, the incorporation of automated monitoring
mechanisms, and the integration of more advanced risk
evaluation techniques to further improve accuracy and
robustness. Overall, this study contributes not only a validated
implementation framework but also a practical reference
model that bridges the gap between theoretical ISMS
guidelines and real-world healthcare system requirements.
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