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Virtual Reality (VR) streaming systems require ultra-low latency and high throughput to 

maintain immersive user experiences, yet these requirements make them highly 

vulnerable to cyberattacks such as Distributed Denial-of-Service (DDoS) and Man-in-the-

Middle (MitM). This creates a fundamental challenge in balancing strong security 

mechanisms with strict real-time performance constraints. This paper presents a latency-

aware analytical framework and secured VR streaming architecture that quantitatively 

models the trade-off between cybersecurity and system performance under adversarial 

conditions. The proposed approach integrates transport layer security (TLS) 1.3/ 

Datagram TLS (DTLS), AES-256 encryption, and HMAC-based authentication within a 

VR streaming pipeline, and introduces a unified model that captures the effects of attack 

amplification and defense efficiency on end-to-end latency and application goodput. To 

validate the model, a controlled simulation of a 5-minute VR session over a Wi-Fi 6 

environment is conducted, including a DDoS-style traffic flooding scenario. The 

evaluation compares four configurations: baseline, under attack, secured, and optimized 

secured. Results show that while attacks significantly increase latency and degrade 

throughput, the secured architecture maintains stable performance with only moderate 

overhead (≈30–32 ms latency), and the optimized configuration further reduces latency to 

approximately 25 ms while preserving security guarantees. Unlike existing VR security 

approaches that focus on isolated attack detection or privacy protection, the proposed 

framework provides a quantitative and system-level perspective on the security–

performance trade-off. The model can support the design and optimization of real-world 

VR streaming systems, enabling secure and responsive operation in emerging immersive 

applications. 
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1. INTRODUCTION

Virtual Reality (VR) rises, technology creates revolutionary 

changes across gaming sectors, together with education and 

healthcare, as well as remote collaboration. The core 

performance requirements for VR platforms involve 

maintaining ultra-low latency better than 20 ms while ensuring 

high-throughput streaming of 25–50 Mbps for delivering high-

resolution stereoscopic content. The requirements of VR 

systems make them prone to network disruptions caused by 

minor delays as well as packet loss because they function as 

naturally sensitive systems. Research shows that any 

transmission delay longer than 20 milliseconds results in 

motion sickness and weakens user satisfaction [1]. The 

combination of being open and maintaining high bandwidth 

makes VR streaming systems prone to numerous cyber threats. 

The integrity and confidentiality, together with the availability 

level of VR sessions becomes hacked due to Distributed 

Denial-of-Service (DDoS) and Man-in-the-Middle (MitM) 

attacks, plus TCP Reset and Replay attacks, as shown in 

Figure 1. The lack of built-in protocol-level protections, along 

with real-time sensitivity in VR environments, makes these 

threats particularly dangerous when UDP is used for fast 

streaming. Research findings show that AR/VR platforms 

allow hacker applications to detect secret user inputs like hand 

motions and spoken instructions without requiring specific 

permission access [2, 3]. Integration of contemporary security 

protocols such as transport layer security (TLS) 1.3, AES-256, 

and HMAC into VR systems and Datagram TLS (DTLS) adds 

computation overhead, which threatens to breach performance 

thresholds necessary for immersive experiences. Current 

platforms need to choose between security for speed, or they 

apply generic protections that do not match VR-related real-

time requirements [4-9]. 

Researchers have identified particular areas lacking 

knowledge regarding VR content delivery security and 

privacy: i) The research needs better methods to establish end-

to-end encryption, which must secure VR streaming sessions 
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effectively without compromising streaming quality. ii) The 

absence of timely attack identification methods exists, which 

specifically detect and counteract both network-based and 

content-level attacks during VR streaming operations. iii) The 

shortage of authentication techniques exists that operate 

securely with minimal resources required for VR equipment. 

iv) The verification of VR content integrity in real time 

represents a straightforward problem with limited research 

addressing this topic to prevent unauthorized modifications or 

attack injections.  

 

 
 

Figure 1. Illustrative threat surface for Virtual Reality (VR) streaming in a metaverse setting 

 

Recent research on VR security has addressed multiple 

aspects, including attack identification, privacy risks, and 

protection mechanisms. A number of studies have focused on 

emerging attack vectors in immersive environments. For 

example, previous studies have demonstrated various security 

and privacy vulnerabilities in AR/VR environments. Virtual 

keystrokes can be inferred using Wi-Fi channel state 

information through the VR-Spy attack [5]. Application-level 

exploitation risks in VR environments have also been reported 

through the “Man-in-the-Room” attack [9]. In addition, 

software-based side-channel vulnerabilities have been 

identified in AR/VR systems [2]. Research has further shown 

that VR motion data can be exploited to infer more than forty 

personal attributes, raising significant privacy concerns [10]. 

To mitigate such risks, differential privacy techniques have 

been proposed [11]. Furthermore, comprehensive analyses 

have summarized authentication challenges and broader 

privacy issues in VR environments [12]. Despite these 

contributions, most existing works focus on either identifying 

attacks or proposing isolated privacy and security solutions, 

without considering their combined impact on system 

performance. In particular, there is a lack of integrated 

approaches that quantitatively evaluate how adversarial 

conditions and security mechanisms jointly influence latency 

and throughput in real-time VR streaming. This limitation 

motivates the need for a unified analytical framework that 

captures the trade-off between security and performance, as 

proposed in this work. 

This paper presents a latency-aware framework for secure 

VR streaming that explicitly models the trade-off between 

cybersecurity mechanisms and real-time performance under 

adversarial conditions. The core contribution is a unified 

analytical model that captures the impact of attacks and 

defenses on latency and goodput through the introduction of 

attack amplification and residual impact factors. In addition, 

the work integrates standard security mechanisms within a VR 

streaming architecture and validates the model through a 

controlled simulation of a 5-minute session, providing 

practical insights into optimizing security while preserving 

immersive performance. Unlike conventional networking 

studies that primarily focus on throughput and latency 

optimization, this work adopts a security and safety 

engineering perspective for VR streaming systems operating 

under adversarial conditions. In immersive environments, 

latency is not merely a performance metric but a safety-critical 

parameter, as delays beyond acceptable thresholds can lead to 

motion sickness, disorientation, and degraded user experience. 

Therefore, cyberattacks such as DDoS, MitM, and replay 

attacks are interpreted not only as threats to confidentiality and 

integrity, but also as indirect safety risks due to their impact 

on real-time responsiveness. In this context, the proposed 

analytical model provides a unified framework in which 

performance degradation reflects risk severity, while security 

mechanisms represent risk mitigation effectiveness, thereby 

aligning the study with the principles of safety and security 

engineering. 

This paper is structured as follows. Section 1 presents the 

related work and background and identifies the key research 

gaps in the VR domain. Section 2 describes the proposed 

system model and overall architecture, and details the security 

design and threat considerations. Section 3 reports the 

experimental results and provides a security/performance 

analysis. Section 4 summarizes the five-minute performance 

snapshot, and Section 5 compares the proposed approach with 

related studies. Finally, the paper concludes with a summary 

of findings and directions for future work.
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2. SECURITY MODEL  

 

Figure 2 illustrates the main phases of a VR session 

lifecycle. The process begins with the discovery phase, where 

the client locates the server via UDP broadcast. This is 

followed by the handshake phase, during which session 

parameters and cryptographic capabilities are negotiated. In 

the initialization phase, configuration parameters and 

connectivity tests are exchanged to ensure readiness for 

streaming. Finally, the streaming phase handles the continuous 

transmission of video frames from server to client, along with 

control and pose feedback in the reverse direction. Each of 

these stages represents a potential attack surface, particularly 

during handshake and streaming. 

VR systems threats are discussed, the attack tends to extract 

user-typed secrets from multi-user VR applications; By 

extracting those secrets, an attacker may get access to the 

following types of sensitive data: 

a. The use of payment systems in VR applications that 

store credit card information makes these applications 

susceptible to unauthorized financial data access. 

b. The passwords and authentication data used in VR 

applications work as protection for private accounts, 

yet this makes them an attractive target for attackers 

who try to gain unauthorized access. 

c. Private Conversations within multi-user VR expose 

business and personal sensitive information to attackers 

who may intercept this confidential information [13-

15]. 

The threat modeling procedure consists of several stages; 

starting with identifying and understanding the possible 

threats to a specific system, following that countermeasures 

must be defined to mitigate the threats. Because the system is 

vulnerable to attacks, this approach helps evaluate security 

risks and responses. Its difficult task to expect possible threats 

and analyze every single part of the system for different 

security aspects by following the Confidentiality, Integrity, 

Availability (CIA) model, which provides the basis for 

researchers to identify certain attacks. The primary objective 

is to secure communication exchanges [16]. 

 

 
 

Figure 2. Session lifecycle assumed by the proposed model: 

discovery, handshake, initialization, and streaming 

 

2.1 The threat model 

 

In this part, we are focusing on attacks perpetrated against 

VR content delivery. Threats against VR can take many forms 

and originate from different sources. The results of our survey 

on the possible attacks against drone swarm [17-25] and the 

results are summarized in Table 1. 

 

Table 1. Threat model 

 
Attack Name Description 

Man-in-the-Middle 

(MitM) 

An attack on communication pathways 

can occur when attackers steal 

information or modify exchanged 

content between two parties after they 

fail to detect the breach, which 

undermines privacy standards and 

disrupts data integrity. 

Distributed Denial 

of Service (DDoS) 

The massive traffic from floods causes 

VR content servers to slow down or stop 

their real-time operations. 

Replay Attack 

An attacker gains unauthorized access to 

session requests previously recorded as 

stream start requests for fraudulent 

activity. 

TCP Reset Attack 

Attackers can break ongoing 

connections between two parties by 

using saved forged TCP RST (reset) 

packets. 

TLS Downgrade 

Attack (SSL 

Stripping) 

The attacker manipulates connections to 

make them operate on less secure 

protocols, thus exposing affected data to 

interception risks. 

 

Among all security concerns resulting from SSL/TLS 

misconfiguration, the MitM attack ranks as one of the most 

common threats. Malicious third parties intercept both client 

and server communication, which they may modify as well. A 

hacker intercepting sensitive API data containing usernames, 

passwords, and other private information will create 

devastating results, which prove most dangerous for industries 

such as finance and healthcare due to their strict privacy 

standards [17, 18]. 

The DDOS attack mechanism aims to disable VR content 

delivery platforms by sending continuous waves of traffic 

from multiple points, thus creating server system downtime, 

authentication failure, and network delays during service 

outages. VR demands fast response and large bandwidth for 

instant deliverables, which makes DDoS attacks significantly 

reduce performance quality until users experience nausea and 

dissatisfaction. Cyber attackers take advantage of excessive 

bandwidth to disable servers and APIs that affect multiplayer 

server connections and cloud delivery of content. Available 

solutions for defense against such threats consist of Content 

Delivery Networks (CDNs) together with rate-limiting 

technology and AI-driven anomaly detection systems, as well 

as redundant server infrastructure. Different security measures 

are implemented to distribute network traffic and protect 

against failures while safeguarding system availability 

throughout attacks [18, 19]. 

The authentication and encryption deficiencies of the 

SECS/GEM protocol allow attackers to perform replay 

attacks, which makes them retransmit captured legitimate 

host-manufacturing equipment messages to trick both parties 

at any point in time. The attack presents a critical risk to 

Industry 4 operations because it involves the cybercriminal 

gaining host privileges and sending fake commands.  Request 

packets to terminate valid sessions and seize control of the 

network. Time-based validation technologies should be 
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deployed immediately because they protect against undetected 

replay attacks [20, 21]. 

Spoofed ACK packets containing invalid sequence numbers 

sent to both points of an established TCP connection can be 

used to perform the TCP RESET attack because of the 

vulnerability in TCP protocols. The exchange of mismatched 

ACK packets leads to an unending storm of useless traffic 

between the connected parties. Such continuous traffic loops 

cause virtual network systems instability and disconnect to 

perform Denial-of-Service (DoS). The improper management 

of unforeseen ACK numbers represents the main vulnerability 

that lets a low-resource attacker create substantial 

amplification damage [22]. 

TLS downgrades occur because attackers abuse the 

unsecured nature of ClientHello messages exchanged during 

TLS protocol handshaking. The initial ClientHello message 

constitutes a vector for attack in SDNs utilizing optional TLS, 

since attackers can modify it to force both controller and 

switch to an insecure TLS version and weak cipher suites. 

Encryption is vulnerable to exposure of critical command data, 

such as routing rules, before being applied because of the 

weakened security. An attacker modifies protocol parameters 

while communication is in progress by lowering the TLS 

version from 1.2 to 1.0, which drives sessions to adopt 

insecure encryption principles. The approach creates 

vulnerabilities despite an organization's deployment of TLS 

1.3 because fallback compatibility is typically permitted in 

systems [23-25]. 

Figure 3 highlights the critical points where attacks may be 

injected during the VR session. During the initiation phase, 

attackers may perform MitM or replay attacks by intercepting 

or reusing handshake messages. In the streaming phase, threats 

such as delay injection, packet manipulation, or session 

hijacking can disrupt real-time communication. These 

insertion points motivate the need for continuous protection 

mechanisms across all phases of the session. 

 

 
 

Figure 3. Attack points along Virtual Reality (VR) session phases (initiate, streaming, terminate) 

 

2.2 Security analysis and countermeasures 

 

The proposed network security model must accommodate 

multiple objectives to protect data validity, along with secrecy 

and confidentiality, as well as data inalterability. Evaluation of 

recommended security solutions demonstrates their 

effectiveness in addressing the predicted threats. No other 

machinery is at as much risk as VR monitors since their 

operation depends on fast connections combined with 

extensive bandwidth, thus making them susceptible to 

operational failings and system information breaches. The 

model implements transport-layer security enhancements to 

provide disruption-free, secure, efficient VR content 

transmission that protects user anonymity and prevents service 

breakdowns from unauthorized actors through these security 

solutions: 

 Secure Connection Establishment 

 Protection Against Network Flooding 

 Low-Latency Optimization 

 Authentication & Integrity Verification 

After mentioning the possible attacks that could attack our 

proposed system, along with the network security model that 

explains in detail the adopted security protocols and features, 

we can now examine and evaluate the suggested 

countermeasures against potential threats. Table 2 displays the 

possible attacks and adopted countermeasures against these 

attacks [26-29]. 

 

Table 2. Suggested security model and countermeasures 

 
Attack Name Against Security Countermeasures 

MitM Attack 
VR Clients & 

Servers 

TLS 1.3, AES-256, mutual 

auth, and DNSSEC 

DDOS 

VR Content 

Servers / 

Streaming APIs 

rate limiting, and cloud 

DDoS protection 

Replay Attack 

Session 

Establishment, 

Stream 

Initialization, 

Retransmission 

Requests 

Use nonces, timestamps, 

DTLS, and HMAC 

TCP Reset 

Attack 

VR Multiplayer 

Sessions 

Use TLS and sequence 

randomization 

TLS 

Downgrade 

Attack 

VR 

Authentication 

and Encryption 

Enforce TLS 1.3, HSTS, and 

disable old TLS 

Note: MitM= Man-in-the-Middle; DDOS = Distributed Denial of Service; 

TLS = transport layer security; VR = Virtual Reality 
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2.3 The network security model procedures 

 

The delivery of VR content needs high data throughput 

alongside extremely short latency times for users to perceive a 

fully immersive experience. A genuine VR experience 

requires end-to-end latency to remain below 20 ms because 

higher latencies lead to motion sickness in users. The 

experience of users is adversely impacted by Cyberattacks, 

including MitM, DDoS, Replay, and TLS Downgrade attacks, 

which create network delays and packet loss, together with 

unauthorized content modification. The two main variables of 

mathematical security modeling represent attack amplification 

through λ_residual and defense efficiency through µ [30]. 

 

2.3.1 Baseline (unsecured) operation 

The basic VR streaming setup applies no security protocols 

to maintain direct start requests between client and server. A 

direct start request from the client triggers a server response, 

which creates a UDP data stream via Wi-Fi with low latency, 

as shown in Figure 4. 

 

 
 

Figure 4. Baseline (unsecured) Virtual Reality (VR) 

streaming architecture over Wi-Fi: no end-to-end protection 

for application data 

 

Consumer VR systems tend to choose fast performance over 

security measures in their standard design. The measured 

latency stays within 18–21 milliseconds, which satisfies the 

immersive VR standards (<20 ms) involving only a 1-RTT 

startup handshake (~30 ms). Dangerous threats, including 

packet sniffing, session hijacking, and injection attacks, affect 

the system when it operates this way due to its high 

vulnerability. The baseline phase does not provide essential 

security features needed for confidential content transfer 

despite demonstrating optimal performance conditions, and 

the equations model latency and throughput primarily as 

functions of network load, packet size, and transmission delay, 

as in Eqs. (1) and (2) [14]. 

 

𝑇𝑏𝑎𝑠𝑒 = 𝑇𝑑𝑎𝑡𝑎 + 𝑇𝑎𝑐𝑘 (1) 

 

where, 𝑇𝑏𝑎𝑠𝑒  is the Baseline (unsecured) one-way/round-trip 

total latency in seconds. 𝑇𝑑𝑎𝑡𝑎 is the one way forward for 

latency. And 𝑇𝑎𝑐𝑘  is the round-trip acknowledgment latency. 

Baseline throughput (bits/s). 

 

𝑅𝑏𝑎𝑠𝑒 =
(8 𝐿𝑓𝑟𝑎𝑚𝑒)

𝑇𝑏𝑎𝑠𝑒

 (2) 

 

where, 𝐿𝑓𝑟𝑎𝑚𝑒 is the length of the frame in bits.  

 

2.3.2 Secured under attack 

Under the Secured Under Attack scenario, the VR system 

implements encryption solutions that combine the strength of 

TLS 1.3 and AES-256 encryption together with HMAC-based 

authentication, but maintains defense against attacks. Despite 

their active state, these defense systems can never stop attack 

traffic from entering the system, where artificial delays are 

injected. The mathematical model requires the evaluation of 

two primary factors to express this condition, which are: 

Λattack that describes attack amplification as the factor that 

measures how much an attack increases latency or network 

congestion. Systems experience performance degradations 

when delay or congestion rises above a value of 1 for Λattack. 

The defense efficiency factor μdefense, describes how well 

security measures decrease attack impact during operations. 

Partial defense occurs when the efficiency factor ranges from 

0 to less than 1. Malicious traffic and encryption overhead 

cause performance degradation in the system after defenses 

perform their attack severity reduction role. Figure 5 shows 

that acceptable VR timings spanning 33 to 40 milliseconds get 

surpassed while throughput levels drop down to subpar 

immersive rates between 12 and 15 Mbps. This scenario shows 

a dementia system that actively defends itself despite being 

partially exposed to opponent attacks. The system requires 

strong cryptographical backup together with adaptive security 

measures, which change protective strategies in response to 

current attack patterns in real-time [31-33]. 

 

 
 

Figure 5. Example of attacks against an unsecured Virtual 

Reality (VR) streaming section (flooding/DoS, replay, MitM, 

reset/disrupion) 
Note: DoS = Denial-of-Service; MitM= Man-in-the-Middle 

 

Table 3. Attack’s negative impact on Virtual Reality (VR) 

system [34-40] 

 
Attack 

Name 

Attack Mechanism / 

Execution 
Resulting Damage 

MitM 

Attack 

Intercepts the UDP 

handshake, injects fake 

keys, or modifies 

handshake parameters. 

Data tampering, 

unauthorized access, 

and privacy breaches 

DDoS 

Attack 

Sends a large volume of 

UDP packets flooding 

the server 

Latency increase, 

connection drops 

Replay 

Attack 

Captures old "stream 

start" packets, resends 

them to the fake session 

Session hijacking, 

duplication 

TCP Reset 

Attack 

Sends spoofed TCP-RST 

packets mimicking 

legitimate sources 

Abrupt session 

termination, DoS 

TLS 

Downgrade 

Alters ClientHello to 

suggest old TLS 

versions, weak ciphers 

Use of insecure 

algorithms, potential 

decryption 

 

An outline of standard attack methods beyond encryption 

presents data about their negative impact on VR system 

functionality within Table 3 [16-28]. 
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The described operation demonstrates protective measures 

that defend the data, yet remain prone to vulnerability because 

it requires adaptive protection elements to sustain performance 

quality. The VR system should maintain functionality and 

security through real-time monitoring as well as traffic 

shaping and dynamic countermeasures, which can modify its 

response to current threats in the evolving threat environment. 

 

2.3.3 Secured and defended architecture 

Figure 6 presents the secured and defended VR streaming 

architecture. The system consists of three main functional 

layers: (i) secure session establishment, where authenticated 

key exchange is performed; (ii) data protection layer, which 

applies authenticated encryption (AEAD) and integrity 

verification to streaming data; and (iii) edge defense 

mechanisms, including rate limiting and traffic filtering to 

mitigate flooding attacks. Monitoring components provide 

real-time feedback to adapt defense strategies. This layered 

design ensures that confidentiality, integrity, and availability 

are maintained without significantly compromising latency. 

The design is compatible with DTLS 1.3 (for datagram-based 

streaming) or TLS 1.3/QUIC (for encrypted transport with 

congestion control). The analysis incorporates strong defense 

mechanisms that minimize the attack effects to a tiny extent. 

𝜆𝑟𝑒𝑠𝑖𝑑𝑢𝑎𝑙  residual scale. Strong cryptographic protocols result 

in two minor implementation costs, which include processing 

time delays caused by AES and HMAC overheads, and 

minimal bandwidth usage reduction. The model includes 

improved features with μdefense enhanced as well as methods 

for security implementation. 

 

 
 

Figure 6. Secured and defended Virtual Reality (VR) 

streaming: authenticated handshake, applies authenticated 

encryption (AEAD) encryption, integrity checks, and edge 

filtering 

 

 
 

Figure 7. Evaluation workflow: configuration parameters 

drive the analytical model and the numerical simulation to 

produce performance curves 

 

The defense components considered in the model are: 

(1) Handshake and key establishment: a 1-RTT exchange 

to derive session keys.  

(2) Payload protection: AEAD encryption and integrity 

verification; anti-replay via sequence numbers and 

sliding windows.  

(3) Edge availability controls: rate limiting and filtering 

at the AP/server to reduce the effect of flooding and 

malformed traffic.  

(4) Monitoring hooks: per-flow counters and anomaly 

triggers that can adapt the filtering aggressiveness 

[41]. 

Figure 7 illustrates the evaluation workflow that connects 

the analytical model to the simulation environment. 

Configuration parameters are first defined and fed into the 

analytical model to generate expected performance trends. 

These parameters are then used in the simulation to produce 

numerical results, enabling validation of the model through 

comparison with simulated behavior. 

 

 

3. ANALYTICAL PERFORMANCE MODEL 

 

The analytical model constitutes the core contribution of 

this work, while the system architecture and simulation are 

used to contextualize and validate the proposed formulation. 

This section derives a compact model for frame latency and 

application goodput under the four operating conditions. All 

variables are defined with consistent units; time is in 

milliseconds unless otherwise stated. 

 

3.1 Baseline latency and goodput 

 

Let Tbase denote the baseline end-to-end frame latency in the 

unsecured case. We model it as the sum of a data delivery 

component and a (potential) control/feedback component. For 

pure UDP streaming, the feedback term may be negligible; for 

reliable transports or control exchanges, it captures 

acknowledgement and scheduling effects: 

 

𝑇𝑏𝑎𝑠𝑒 = 𝑇𝑑𝑎𝑡𝑎 + 𝑇𝑐𝑡𝑟𝑙 (3) 

 

where Tdata includes transmission, MAC contention, 

propagation, and baseline queueing, and Tctrl captures control-

plane messages relevant to the session (e.g., acknowledgement 

of a configuration update). 

Baseline application goodput Rbase is approximated by the 

delivered payload bits per unit time: 

 

( )8

1000

f

base
base

L
R

T
=  

(4) 

 

where 𝐿𝑓 is in bytes, 𝑇𝑏𝑎𝑠𝑒 is in ms, and 𝑅𝑏𝑎𝑠𝑒 is in bps. 

 

3.2 Attack and security effects 

 

To justify the introduction of the attack amplification factor, 

we consider the impact of network congestion under 

adversarial conditions. In VR streaming systems, latency is 

primarily composed of transmission delay, processing delay, 

and queueing delay. Under normal conditions, queueing delay 

remains limited due to controlled traffic load. However, during 

network attacks such as DDoS flooding or packet injection, the 

effective traffic load increases significantly, leading to buffer 

buildup, medium contention (especially in Wi-Fi 

environments), and retransmission effects. According to 

classical queueing theory and network congestion models, 

delay grows non-linearly with load and can be approximated 
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as a scaled version of baseline latency under moderate-to-high 

utilization conditions. To capture this effect in a tractable 

form, we model the impact of attacks using a multiplicative 

attack amplification factor ( 𝜆𝑎𝑡𝑡𝑎𝑐𝑘  ≥ 1), which scales the 

latency-critical components of the system. This abstraction is 

commonly used in network performance modeling to represent 

congestion-induced delay inflation without requiring full 

queueing system specification. After applying defense 

mechanisms such as filtering and rate limiting, the remaining 

impact of the attack is represented by a reduced residual 

amplification factor (𝜆𝑟𝑒𝑠 ≥ 1). 

Under flooding or congestion-inducing attacks, the baseline 

queueing term increases. We represent the extra congestion 

pressure by an amplification factor Λattack ≥ 1 applied to the 

latency-critical portion of the path. In addition, enabling 

security adds a processing term Dsec that accounts for 

cryptographic operations and defense processing [30, 31]: 

 

𝑇𝑎𝑡𝑡𝑎𝑐𝑘 = (𝑇𝑏𝑎𝑠𝑒 +  𝐷𝑠𝑒𝑐) · 𝛬𝑎𝑡𝑡𝑎𝑐𝑘 (5) 

 

This formulation assumes that the dominant impact of 

attacks is on queueing and contention delay, while propagation 

and processing delays remain relatively stable. The 

multiplicative Λattack captures the fact that under heavy load, 

both transmission and queueing delay can scale up due to 

contention and buffer buildup. 

We further decompose the security overhead into 

cryptographic processing Dcrypto and edge defense delay Ddef: 

 

𝐷sec = 𝐷𝑐𝑟𝑦𝑝𝑡𝑜 + 𝐷𝑑𝑒𝑓 (6) 

 

𝐷𝑐𝑟𝑦𝑝𝑡𝑜 = 𝑇ℎ𝑎𝑛𝑑𝑠ℎ𝑎𝑘𝑒 + 𝑇𝑒𝑛𝑐 + 𝑇𝑎𝑢𝑡ℎ (7) 

 

where, Thandshake is the amortized cost of session setup (e.g., 1-

RTT key exchange distributed over frames), Tenc is 

encryption/decryption time, and Tauth is integrity verification 

(including anti-replay checks). 

 

3.3 Secured-and-defended operation and optimization 

 

In the secured-and-defended case, filtering and rate limiting 

reduce the residual impact of the attack. We model this by a 

residual amplification factor 𝜆𝑟𝑒𝑠 ≥ 1 (ideally close to 1) and a 

defense efficiency factor μ ∈ (0, 1] applied to goodput: 

 

𝑇def = (𝑇𝑏𝑎𝑠𝑒 + 𝐷𝑐𝑟𝑦𝑝𝑡𝑜 +  𝐷𝑑𝑒𝑓) · 𝜆𝑟𝑒𝑠 (8) 

 

𝑅def = 𝑅𝑏𝑎𝑠𝑒 · 𝜇 ·

(
𝑇𝑏𝑎𝑠𝑒

(𝑇𝑏𝑎𝑠𝑒 + 𝐷𝑐𝑟𝑦𝑝𝑡𝑜 + 𝐷𝑑𝑒𝑓)
)

𝜆𝑟𝑒𝑠

 
(9) 

 

The optimized secured configuration reduces D_crypto 

(e.g., by hardware acceleration, session resumption, or lighter-

weight integrity paths) and/or reduces λres by improving 

filtering decisions. 

 

3.4 Model parameters and units 

 

Table 4 lists the key parameters used to generate the 

numerical results. Values represent a Wi-Fi 6 VR streaming 

profile and are treated as illustrative; the model supports re-

parameterization for other deployments. 

 

Table 4. The key parameters used to generate the numerical 

results 

 

Symbol Meaning Unit 
Typical 

Value 

𝑇𝑏𝑎𝑠𝑒 Baseline end-to-end latency ms 10–22 

𝑇𝑑𝑎𝑡𝑎 
Data delivery latency 

component 
ms — 

𝑇𝑐𝑡𝑟𝑙 Control/feedback latency ms — 

𝑅𝑏𝑎𝑠𝑒 
Baseline application 

goodput 
bps — 

S Frame size bytes 
150–250 

kB 

f Frame rate frames/s 72–90 

𝐷𝑠𝑒𝑐 
Total security overhead 

delay 
ms 3–10 

𝐷𝑐𝑟𝑦𝑝𝑡𝑜 
Cryptographic processing 

delay (encryption + 

authentication) 

ms 2–6 

𝐷𝑑𝑒𝑓 
Defense processing delay 

(filtering, rate limiting) 
ms 0–4 

𝑇ℎ𝑎𝑛𝑑𝑠ℎ𝑎𝑘𝑒 
Amortized handshake delay 

per frame 
ms 0–3 

𝑇𝑒𝑛𝑐 
Encryption/decryption 

delay 
ms 1–4 

𝑇𝑎𝑢𝑡ℎ 
Authentication and 

integrity verification delay 
ms 1–4 

𝜆𝑎𝑡𝑡𝑎𝑐𝑘 

Attack amplification factor 

(latency inflation due to 

attack) 

— 1.1–2.0 

𝜆𝑟𝑒𝑠 
Residual attack 

amplification after defense 
— 1.0–1.2 

μ 
Goodput efficiency factor 

under defense 
— 0.8–1.0 

 

 

4. NUMERICAL EVALUATION 

 

To validate the analytical model under realistic conditions, 

a controlled simulation environment was implemented using 

Python to emulate a 5-minute VR streaming session. The 

simulation reflects a Wi-Fi 6-based VR deployment with 

parameters aligned to typical standalone head-mounted 

displays. The VR traffic model assumes a continuous stream 

of compressed video frames with an average frame size of 

150–250 kB and a frame rate of 72–90 frames per second, 

corresponding to a target throughput of approximately 25–50 

Mbps. Each frame is segmented into UDP packets with a 

typical payload size of 1200–1400 bytes to reflect practical 

MTU constraints. Baseline network conditions assume low 

packet loss (<1%) and stable channel conditions. Attack 

scenarios are modeled by injecting additional traffic load to 

emulate DDoS-style congestion and packet interference. The 

attack intensity is represented through the attack amplification 

factor (λattack), varied in the range of 1.1 to 2.0, reflecting 

moderate to severe congestion conditions. After applying 

defense mechanisms, the residual impact is modeled using λres, 

typically ranging between 1.0 and 1.2. Security overhead is 

incorporated based on estimated processing delays for 

TLS/DTLS operations, including handshake amortization (0–

3 ms), encryption/decryption (2–6 ms), and integrity 

verification (1–4 ms). Defense-related delays, such as filtering 

and rate limiting, are modeled as an additional 0–4 ms 

processing cost. The simulation computes per-frame latency 

and application goodput over time, allowing direct comparison 

with the analytical model across four configurations: 

unsecured, under attack, secured and defended, and optimized 
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secured. These parameters are consistent with the analytical 

model and enable reproducible evaluation of the latency–

security trade-off in VR streaming systems. 

We generate latency and goodput curves by evaluating the 

analytical model across a range of load indices that reflect 

increasing contention (e.g., more competing flows, larger 

frames, or higher background traffic). Four configurations are 

compared: 

Unsecured baseline: no end-to-end cryptographic 

protection. 

Under attack: increased congestion pressure (𝛬𝑎𝑡𝑡𝑎𝑐𝑘 > 1) 

without effective filtering. 

Secured + defended (original): encryption, integrity, anti-

replay, and filtering with non-negligible cryptographic cost. 

Secured + defended (optimized): reduced cryptographic 

cost and improved filtering (lower 𝜆𝑟𝑒𝑠). 

Figure 8 reports the modeled end-to-end frame latency. The 

observed latency trends can be explained by decomposing the 

total delay into baseline transmission, congestion-induced 

queueing, and security-related processing overhead. In the 

under-attack scenario, the increase in latency is primarily 

driven by the amplification of queueing delay due to increased 

traffic load, as captured by 𝜆𝑎𝑡𝑡𝑎𝑐𝑘 . This results in buffer 

buildup and medium contention, particularly in Wi-Fi 

environments. In the secured-and-defended configuration, 

latency increases further due to the addition of cryptographic 

processing 𝐷𝑐𝑟𝑦𝑝𝑡𝑜  and defense mechanisms 𝐷𝑑𝑒𝑓  However, 

this increase is controlled and remains within an acceptable 

range for immersive VR. The optimized secured configuration 

reduces latency by minimizing 𝐷𝑐𝑟𝑦𝑝𝑡𝑜  (e.g., through efficient 

encryption or session reuse) and lowering the residual attack 

impact 𝜆𝑟𝑒𝑠 . This demonstrates that careful optimization of 

security mechanisms can significantly improve 

responsiveness without compromising protection. 

 

 
 

Figure 8. Modeled frame latency under normal conditions 

and Distributed Denial-of-Service (DDoS) attack scenarios 

 

Figure 9 shows the corresponding application goodput. The 

goodput behavior reflects the combined effects of bandwidth 

consumption, congestion, and protocol overhead. Under attack 

conditions, goodput degradation is mainly caused by excessive 

competing traffic, which reduces the effective capacity 

available for VR data transmission. In the secured-and-

defended scenario, goodput is further reduced due to 

additional headers, authentication tags, and processing 

overhead introduced by security mechanisms. However, the 

system maintains stability due to effective filtering and rate 

limiting. The optimized secured configuration improves 

goodput by reducing unnecessary processing overhead and 

enhancing traffic filtering efficiency, which increases the 

effective utilization of available bandwidth. This highlights 

the importance of balancing security strength with 

implementation efficiency. 

To relate the load-index curves to a short session trace, 

Figures 10 and 11 provide an illustrative 5-minute snapshot of 

latency and goodput under time-varying conditions. The same 

ordering is preserved: attacks create the largest degradation, 

while the secured design remains stable, and the optimized 

secured configuration improves both metrics. 

The time-based results over the 5-minute session further 

confirm the stability of the proposed model. While attack 

scenarios introduce fluctuations due to dynamic congestion, 

the secured configurations maintain consistent performance. 

The optimized secured model exhibits lower variance, 

indicating improved robustness and adaptability under varying 

network conditions. 

 

 
 

Figure 9. Modeled application goodput versus load index for 

the same four configurations (generated from Eq. (9)) 

 

 
 

Figure 10. Illustrative minute-level latency evolution over a 

5-minute Virtual Reality (VR) session for the four 

configurations 
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Figure 11. Illustrative minute-level goodput evolution 

over a 5-minute Virtual Reality (VR) session for the four 

configurations 

 

To further validate the proposed model under a concrete 

adversarial condition, we introduce a simulated DDoS attack 

scenario within the VR streaming environment. In this 

scenario, the attacker injects a high volume of UDP traffic 

targeting the VR server, emulating a flooding-based DDoS 

attack. The injected traffic increases network congestion, 

leading to buffer buildup, medium contention, and increased 

packet delays, particularly in the Wi-Fi access network. This 

behavior is consistent with real-world volumetric DDoS 

attacks affecting real-time streaming systems. The attack 

intensity is modeled using the attack amplification factor 

𝜆𝑎𝑡𝑡𝑎𝑐𝑘 , which is increased dynamically from normal 

conditions (𝜆𝑎𝑡𝑡𝑎𝑐𝑘 ≈ 1.0) to severe congestion levels (𝜆𝑎𝑡𝑡𝑎𝑐𝑘 

up to 2.0). This reflects the transition from normal operation 

to moderate and high-intensity attack conditions. Figure 8 

illustrates the impact of the DDoS attack on end-to-end 

latency. Under attack conditions, latency increases 

significantly due to amplified queueing delay and channel 

contention. The unsecured system shows the highest 

degradation, exceeding acceptable VR latency thresholds. 

When security mechanisms are enabled, including 

TLS/DTLS encryption, integrity verification, and rate 

limiting, the system demonstrates improved resilience. 

Although latency increases due to cryptographic overhead, the 

secured-and-defended configuration effectively limits attack-

induced congestion, resulting in more stable performance. The 

optimized secured configuration further reduces latency by 

minimizing cryptographic processing overhead and improving 

filtering efficiency, which lowers the residual attack 

amplification factor 𝜆𝑟𝑒𝑠 . As a result, the system maintains 

latency closer to immersive VR requirements even under 

attack conditions. 

Similarly, Figure 9 shows the impact of the DDoS attack on 

application goodput. The attack reduces available bandwidth 

due to excessive competing traffic, while the secured 

configurations maintain higher goodput by filtering malicious 

traffic and preserving legitimate data flow. These results 

confirm that the proposed analytical model accurately captures 

the behavior of VR streaming systems under DDoS attacks and 

demonstrates the effectiveness of the integrated security 

mechanisms. 

As shown in Table 5, existing works primarily address 

specific attack vectors or privacy concerns without integrating 

them into a performance-aware system model. None of the 

reviewed approaches provide a quantitative framework that 

captures how security mechanisms affect latency and 

throughput under adversarial conditions which was covered in 

this work. 

 

Table 5. Comparison with the related works 

 

Work Focus Method 
Considers 

Latency 

Considers 

Attacks 

Quantitative 

Model 

Security–

Performance 

Trade-Off 

Al Arafat et al. [5] Side-channel attack (VR-Spy) 
CSI-based 

detection 
NO YES NO NO 

Vondráček et al. [23] VR malware (MitR) Experimental NO YES NO NO 

Zhang et al. [2] Side-channel leakage Experimental NO YES NO NO 

Garrido et al. [11] Privacy leakage ML inference NO Indirect NO NO 

Sun et al. [10] Differential privacy Statistical NO NO NO NO 

Giaretta [12] Survey 
Literature 

review 
NO Indirect NO NO 

This Work Secure VR streaming under attack 
Analytical + 

Simulation 
YES YES YES YES 

 

 

5. COMPARISION WITH PREVIOUSE WORKS 

 

While prior research has extensively explored security and 

privacy challenges in VR systems, most existing approaches 

focus on isolated aspects, such as attack detection, privacy 

leakage mitigation, or application-level vulnerabilities. These 

works typically do not consider the joint impact of security 

mechanisms and adversarial conditions on real-time system 

performance, which is critical for immersive VR applications. 

In contrast, the proposed work introduces a unified analytical 

framework that explicitly models the relationship between 

security enforcement and performance degradation, 

particularly in terms of latency and application goodput. This 

enables a quantitative understanding of how cyberattacks and 

defense mechanisms interact in real-time VR streaming 

environments. To highlight this distinction, Table 5 provides a 

structured comparison between the proposed approach and 

representative state-of-the-art studies. 

 

 

6. CONCLUSION 

 

This paper presented a secured and defended VR streaming 

architecture along with a unified analytical model for 
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evaluating frame latency and application goodput under 

adversarial conditions. By decomposing system delay into 

baseline transmission, cryptographic overhead, and residual 

attack impact, the proposed model provides a clear framework 

for understanding the trade-off between security and real-time 

performance in immersive environments. The results 

demonstrate that while cyberattacks such as DDoS and MitM 

significantly degrade system performance, the integration of 

appropriate security mechanisms—including TLS/DTLS, 

authenticated encryption, and traffic filtering—can effectively 

mitigate these effects while maintaining acceptable latency for 

VR applications. Furthermore, the optimized configuration 

shows that careful reduction of cryptographic and defense 

overhead can improve both latency and goodput without 

compromising security. From a practical perspective, the 

proposed framework can be used as a design and evaluation 

tool for real-world VR streaming systems, particularly in Wi-

Fi 6 and edge-based deployments. System designers can 

leverage the model to estimate the impact of different security 

configurations, select appropriate protection mechanisms, and 

ensure that immersive performance requirements are met even 

under adversarial conditions. In addition, the model can 

support the development of adaptive security strategies, where 

protection levels are dynamically adjusted based on network 

conditions and detected threats. The findings of this work 

contribute toward enabling secure and responsive VR 

applications in emerging domains such as remote 

collaboration, healthcare, and metaverse platforms. Future 

work will focus on extending the model to incorporate more 

complex network environments, integrating machine learning-

based attack detection, and validating the framework through 

real-world experimental testbeds. 
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