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The rapid growth of the telecommunications sector under globalization has intensified
competition among service providers, particularly in meeting demands for high-speed and
reliable connectivity. Along with this development, safeguarding infrastructure has
emerged as a critical concern. Distribution boxes represent vulnerable components within
telecommunications networks and are frequently targeted for equipment and cable theft.
Such incidents lead to financial losses, service interruptions, and erosion of customer
confidence. This study proposes the design of a security screw to enhance system security,
employing a design thinking (DT) approach that encompasses the stages of empathize,
define, ideate, prototype, and test. Insights obtained from interviews and HMW-based
brainstorming informed the development of a product design referred to as the tri-hole
Screw. The proposed screw employs a customized head design to deter unauthorized
removal using commonly available tools. The experimental results demonstrate that the
proposed screw design cannot be rotated using conventional Phillips and flat-head
screwdrivers, as well as improvised tools. The measured torque resistance ranged from
2.21 to 2.24 Nm, indicating the effectiveness of the design in enhancing resistance against
unauthorized access.

1. INTRODUCTION

The telecommunications industry is developing rapidly and
is fueling competition among service providers.
Telecommunication providers are not only required to provide
high-quality services but also to maintain infrastructure
security to ensure uninterrupted service [1]. The biggest
challenge is the theft of equipment or cables from distribution
boxes. Distribution boxes are crucial points in
telecommunications network distribution, connecting the main
cable to the customer's network. Illegal access to distribution
boxes can potentially lead to theft of copper cables, network
equipment, or even sabotage, which can seriously impact
service continuity [2]. Furthermore, the development of threats
to telecommunications infrastructure is not only in the form of
theft of physical assets, such as copper cables, but also in the
form of network theft through illegal access to distribution
boxes. This method is known as illegal tapping or interception
of communication transmissions, which is the tapping or
illegal connection to a telecommunications network without
permission [3]. This practice can cause greater losses than
material theft because it has the potential to cause customer
data leakage, service theft, and even a decrease in service
quality.

Network theft cases in Indonesia are increasing as the
demand for high-speed internet services increases. Several
operators have reported significant losses due to unauthorized
access to distribution boxes, which not only disrupts service
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performance but also damages the company's reputation [4].
This is important to accurately evaluate possible risks to
infrastructure and facilities that may involve the bypass of
locks and locking hardware [5].

This situation necessitates the need for physical protection
through the use of security screws with special heads that are
difficult to open using standard screwdrivers. Security screws
have unique heads that increase their resistance to wear and
pressure while also making them far more difficult to remove.
The security screws that currently exist include: torx screws,
one-way screws, spanner screws, button head screws,
countersunk screws, flanged button head screws, hex socket
cap screws, and pan head screws [6]. To maintain access and
network security, the Indonesian telecommunications industry
is seeking to design a unique security screw. For this reason,
data and information related to existing security screws are
needed, as well as discussions to design security screws that
are suitable for the telecommunications industry. One of the
methods used to design products is the design thinking (DT)
framework.

DT helps customer to identify their issues and offer data for
improvement ideas, which designers can use to create new
products. DT provides a method for creativity and problem-
solving, also garnered a lot of attention from academics and
practitioners. The core principle behind the DT process is to
keep learning and refining initial concepts [7]. Currently, the
method has been used in learning media design, motorcycle
workshop design, application design, project design, and
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product design [7-11]. This shows that DT is not limited to just
one type of design but can be applied to all types. Therefore,
this research aims to design a security screw to improve the
security system of the telecommunications industry in
Indonesia.

2. LITERATURE REVIEW
2.1 Telecommunications infrastructure

Due to its capacity to transmit data quickly, receive it
instantly, and even cross national borders, telecommunications
are a human communication platform that offers advantages
over other communication platforms. The efficiency and
productivity of the community as a whole will undoubtedly be
impacted by a strong telecommunications infrastructure [12].
At the vanguard of the technological revolution is
telecommunications infrastructure, which is an essential part
of "new infrastructure." While "new infrastructure," fueled by
technology innovation, is becoming more and more important
in the new economy, exemplified by the digital economy,
traditional infrastructure construction has seen declining
marginal utility and returns over time [13]. Due to the
diminishing returns on telecommunications investments, it is
expected that the majority of income in developing nations
will come from investments in telecommunications
infrastructure. From the standpoint of government policy, the
data offer compelling evidence that the development of
economic growth depends on the provision of an effective
telecommunications infrastructure [14].

Numerous attackers with malevolent intent and no
justification may launch assaults against telecommunications
infrastructure. In certain instances, their acts can be motivated
by a desire to produce unlawful gains or complete
communication failure. There are four classifications of
attacks on telecommunications infrastructure, namely; a)
terror attacks; b) technological threats; ¢) criminal attacks; and
d) general threats [15].

(1) Terror attacks are any type of attack has the potential to
seriously impair network services. One is a consequence
of armed conflicts. As a purposeful military tactic,
particularly by terrorists, certain military confrontations
result in the physical damage of telecommunications
infrastructure. This is accurate in areas where there has
been or continues to be a military war of some kind.
Technological threats are referring to dangers posed by
the technologies themselves. The corporate clientele of
telecom firms is primarily linked to these threats. The
threat or attack may occasionally result in significant
financial losses.

Criminal attacks are the players' actions involve using a
variety of deceptive techniques to commit conventional
frauds. Both the telecom providers and their clients are at
risk from these kinds of attacks. Criminal attacks fall into
two  categories:  computer-related  attacks  and
telecommunication cable splicing, PABX hacking, etc.
Unauthorised access to a telecommunications network
can be obtained via splicing into telecommunications
cable. Making illicit relationships is the primary goal of
such behaviour. Because of this, protecting these
connections from unwanted and unauthorised tampering
is very expensive and almost impossible. Because it is so
easily abused, thieves mechanically splice into the wiring
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so they may connect and make free calls, which leads to a
huge cost for a subscriber whose line was regrettably and
illegally utilised. Private Branch Exchange (PABX)
hacking is also a risky illegal activity. Contemporary
branch  exchanges are specialised private-use
communication devices with a wide range of uses. The
administration of this technology necessitates skilled
service professionals, and it permits remote administrator
access over the telephone network. This is made easy by
the fact that many administrators either use an insufficient
password or stick with the default password that was pre-
set by the supplier. An act committed by an experienced
computer user is known as computer crime. In contrast to
terror strikes, this crime entails the theft of a person's or
company's private information rather than the actual
destruction of infrastructure. Sometimes, the player
involved in this behaviour is called a hacker.

General threats are players like special government
agencies are involved in this. It is a type of nation-state-
sponsored hactivism. For example, the Government
agencies are actively attacking telecommunication
operators’ infrastructure and applications to enable
clandestine monitoring. APT stands for Very Advanced
Persistent Threats. APT allows skilled actors to conduct
covert surveillance and remain hidden for extended
periods of time. Phone lines, internet chat, mobile phone
data, and other communication channels are among those
targeted for covert surveillance. Cyberattacks may be
used for covert surveillance between countries. In several
instances, a cyberattack from one country has stopped the
leaders of another from using their mobile devices to
communicate.

Physical security breaches such as cable or device theft
significantly impact telecommunications service. However, by
causing large revenue losses and interruptions to the electrical
supply, cable theft and vandalism have exacerbated the
industry's issues. Vandalism and cable theft have grown to be
serious issues for the power sector in emerging nations. The
literature describes their impact on the social and economic
structure of the country. Cable theft and vandalism not only
damage energy utility suppliers but also consumers, who
ultimately have to pay higher rates to compensate for these
losses. From a socioeconomic perspective, theft and
vandalism of copper cables have resulted in disruptions to
telecommunications networks, accidents, electrical shock
deaths, and burn injuries from maintaining and repairing
damaged substations and copper cables [16]. Therefore,
service providers must adopt multi-layered protection,
including both digital and physical protection.

“

2.2 Security screws

Security screws are a mechanical solution for enhancing the
physical security of a device or infrastructure. Security screws
are designed with heads that require specialized tools for
installation and removal. This design significantly increases
the difficulty for unauthorized parties to open or gain
unauthorized access to protected devices. Some common types
of security screws used in various industrial sectors include the
snake-eye or spanner type, and the pin-in Torx. Each type has
unique characteristics in the shape of the screw head. For
example, a snake-eye or spanner screw has two small holes
resembling the eyes of a snake, so it can only be turned with
tools that have two parallel pins. Another variant, the pin-in



Torx, button head screws, countersunk screws, flanged button
head screws, and hex socket cap screws, see Figure 1.
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Figure 1. Type of security screws

In practice, the use of security screws has been proven to be
able to prevent theft and sabotage, because the perpetrator
must have access to special tools that are rarely freely
available [17, 18]. Therefore, security screws are widely
applied to important infrastructure such as electrical systems,
transportation, electronic equipment, and telecommunications
networks. The application of security screws in the context of
telecommunications distribution boxes not only functions as a
physical barrier, but also as a form of psychological
deterrence, where the perpetrator will think twice before trying
to open the box illegally.

2.3 Design thinking framework

DT is an approach that prioritizes user needs, utilizing tools
from design to drive innovation and integrate solutions
effectively. Combine user’s needs with suitable technology to
create a cohesive solution and a reliable product due to its
ability to deliver effective results [19]. The user centered DT
based approach promotes the successful integration of
technology into society and aids in the creation of more usable
prototypes [20].

DT has the potential to be a useful framework for
implementing DT in school education because it can enhance
learners' experiences, develop competencies in the design and
creation of technological solutions to solve problems, help
students be creative and highly motivated so they can propose
and develop practical and innovative designs, and have
positive results on design outcomes, learning objectives, and
student achievement. Based on the types and causes of
misunderstandings, context specificity, and the abilities,
competencies, and needs of learners, DT offers educators an
organized and formal path that enables them to select the most
appropriate approach for recognizing and removing student
misconceptions [21-23]. From the standpoint of creativity, DT
can combine motivation with creative abilities to produce
future human resources that are capable of serving society
more successfully. From the perspective of innovation, it is a
design methodology that involves developing connections
between stakeholders and decision makers in order to
continuously improve ideas toward novel paths [24, 25].

The literature has suggested a variety of DT process
topologies, ranging from three to six phases. Nonetheless, the
fundamental concept of the many process models is the same.
Only a finer subdivision is displayed by models with
additional phases. Every DT procedure can be divided into
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three primary parts. These are (1) gathering information about
the issue, (2) coming up with ideas, and (3) putting those ideas
to the test [26]. The advancement of DT from a conceptual
cognitive-strategic paradigm to a practical methodological
approach led to the emergence of several influential
frameworks aimed at systematically guiding innovation
activities. Five stages that are widely used in DT were
popularized by Kelly through a human-centered approach,
iterative problem-solving and initial stages of experimentation
to answer complex challenges [27]. The five stages consist of
emphasize, define, ideate, prototype, and test. The emphasize
stage aims to develop an understanding of user needs. This
understanding involves using qualitative and ethnographic
research methods to observe users in their environment from
their experiences and perspectives [28].

Based on the data obtained during the empathy phase, we
developed user personas and articulated key points of view
that collectively represent the aspects most relevant to users.
By employing tools such as empathy maps, insights from
individual interviews were synthesized to generate a
comprehensive understanding of the target population [29]. In
the define phase, all previously obtained insights are
rigorously synthesized and systematically evaluated to
determine their relative importance. This stage aims to
establish a coherent and shared knowledge framework,
culminating in the formulation of a well-defined point of view
(POV) that explicitly specifies the target user and provides a
substantiated rationale for the significance of the identified
issue to the user [29]. During the ideation phase, an extensive
range of novel concepts and potential solutions is
systematically generated and examined. This phase serves as
a critical mechanism for fostering creativity while
simultaneously supplying the foundational inputs required for
prototype development and the subsequent translation of
innovative outcomes into user-oriented applications [28, 30].
In the prototyping phase, which follows ideation, conceptual
propositions are translated into tangible representations,
enabling design teams to rapidly identify shortcomings and
generate new insights through iterative exploration.
Subsequently, the testing phase is dedicated to the systematic
evaluation and continuous refinement of these prototypes,
with the objective of converging on an optimal solution that
effectively addresses the defined problem [30].

3. METHODOLOGY

This study adopts the DT framework, which is structured
into five sequential stages. The first stage, Empathize, employs
empathy mapping to systematically analyze the rising
incidence of device and cable theft within telecommunications
distribution boxes, a phenomenon that has led to service
interruptions and substantial financial losses for network
operators. Within the DT framework, data collection is
conducted using a mixed-methods strategy that combines
semi-structured interviews, questionnaire-based surveys,
systematic field observations, and immersive contextual
inquiry. These methods are employed to capture users’
experiences, behaviors, and needs, thereby supporting the
empathize stage and informing subsequent phases of the
design process [29]. The outcomes of this empathy mapping
process are illustrated in Figure 2, which is described in the
following section:

(1) Says: The Says quadrant captures explicit statements



and verbal expressions articulated by users during data
collection activities.
Thinks: The Thinks quadrant represents users’ implicit
thoughts, beliefs, and cognitive considerations inferred
from interviews and contextual observations.
Does: The Does quadrant documents observable
actions and behavioral patterns exhibited by users in
real or simulated environments.
Feels: The Feels quadrant reflects users’ emotional
responses and affective states associated with their
experiences and interactions within the studied context.
At this stage, interview is carried out with the
telecommunications companies to find out what they need,
think and feel. The study then proceed to the subsequent phase,
referred to as the define stage.

Figure 2. Empathy mapping
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The define stage aims to synthesize insights generated
during the Empathize phase in order to formulate a clear and
user-centered problem definition. This stage plays a critical
role in problem framing, where qualitative user data are
transformed into structured insights that reflect real user needs
and contextual constraints, thereby providing a solid
foundation for the ideation process [31]. An interactive
qualitative approach enables to examine the applicability of
theoretical frameworks within complex real-world contexts
that often deviate from simplified or idealized theoretical
assumptions [32]. Qualitative insights were generated through
structured brainstorming activities, which facilitated the
formulation of a POV by clarifying the core problem to be
addressed. The POV statement encapsulates the design intent
by identifying the most relevant problem to be addressed
during the ideation phase. It is developed through the
reframing of the design challenge into a clear and actionable
problem definition. The formulation of a POV integrates
synthesized user insights, identified user needs, and contextual
understanding derived from the Empathize stage of the
research [33].

Once the design challenge has been articulated through a
POV statement, the research proceeds to the ideation phase by
formulating problem-oriented inquiry statements. These
inquiries are commonly expressed as “How Might We”
(HMW) questions, which function as structured prompts to
translate defined user needs into opportunities for systematic
idea generation. Such questions facilitate exploratory thinking
and support the development of potential solutions in a
focused ideation process [33].

The ideation phase in the DT process involves generating a
wide range of solution concepts based on insights gained from
earlier stages, particularly the empathize and define phases.
This stage emphasizes divergent thinking to explore multiple
potential directions before converging on the most promising
ideas. The goal during ideation is not to immediately decide
on a final solution but to encourage creativity, uncover latent
opportunities, and expand the range of possible options. By
integrating diverse perspectives from stakeholders and
multidisciplinary team members, the ideation phase enhances
the robustness and relevance of subsequent design outputs.
Ultimately, the most promising ideas identified in this phase
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serve as the foundation for developing prototypes and further
refinement in later stages of the research process [34, 35].

The prototype phase involves transforming the most
promising ideas generated during the ideation stage into
tangible representations that can be evaluated. This phase
emphasizes rapid, low-fidelity experimentation to externalize
concepts and make them actionable. The primary objective of
prototyping is not to deliver a finalized solution, but to
facilitate early exploration of design assumptions, usability
issues, and technical feasibility [36]. The prototype developed
in this study is presented as a mock-up representation. The
final phase of this research involves the testing stage.

The test stage involves systematic evaluation of the
developed prototypes through direct engagement with end-
users and relevant stakeholders (telecommunication’s
company). This phase aims to evaluate the effectiveness,
usability, and user acceptance of the proposed solution through
an iterative trial-and-error approach, followed by statistical
validation using Welch t-test. The methodological process
flow is illustrated in Figure 3.

Problems

Research
Objectives

Emphaty Mapping

Brainstorming and
HMW Question

Product Design

Create a Prototype

S

Evaluation

S

Figure 3. Research process flow

4. RESULT AND DISCUSSION

Before initiating the empathize stage of the DT process, the
screw illustrated in Figure 1 was utilized as a baseline
reference to inform the conceptual development of the
proposed product. The comparative analysis of screw types
presented in Table 1 is derived from internationally recognized
standards (ISO 10664; ISO 4762; ISO 898-1) and supported
by Shigley’s Mechanical Engineering Design and the
Machinery’s Handbook, which provide comprehensive
insights into torque capacity, mechanical performance, and



application characteristics of fastening systems [37-41].

A comparative assessment of the six screw types indicates
distinct performance characteristics in terms of functional role,
security level, torque capacity, and application domain. Snake-
eye screws primarily serve as tamper-resistant fasteners,
offering a moderate level of security but limited torque
capability, making them suitable for public infrastructure and
panel applications. Torx screws, on the other hand, are
engineered to deliver high torque transfer with reduced cam-
out, and are therefore widely applied in automotive and
industrial systems, although their security level remains
moderate due to the availability of compatible tools.

In contrast, button head and countersunk screws are not
intended for security purposes; instead, they are designed to
improve surface profile and structural integration, providing
moderate torque performance in general mechanical
assemblies. Flanged button head screws enhance load
distribution and vibration resistance due to the integrated

flange, making them suitable for dynamic environments.
Meanwhile, hex socket cap screws exhibit superior
mechanical strength and high torque capacity, rendering them
ideal for heavy-duty and precision engineering applications,
despite offering minimal resistance against unauthorized
access.

Based on the comparative evaluation results, the snake-eye
screw was selected as the reference configuration in this study,
particularly for the M4 size, due to its representative
performance characteristics and suitability for benchmarking
against the proposed design. This choice was driven by its
inherent tamper-resistant characteristics, aligning with the
primary objective of the proposed design, which is to reduce
the risk of cable and network component theft in distribution
box systems.

Subsequently, the findings derived from field technician
interviews and observational activities conducted during the
empathize stage are systematically summarized in Table 2.

Table 1. Comparative summary of screw types

Screw Type Primary Function Security Level Torque Capacity Typical Application
Snake-eye Tamper resistance Moderate Low Public panels, utility enclosures
Torx High torque transmission Moderate High Automotive, industrial machinery
Button head Low-profile fastening Low Moderate Casings, light mechanical parts
Cgﬁgi[{er Flush surface integration Low Moderate Structural panels, assemblies
Flanged button head Load distribution Low Moderate Vibrating systems, automotive
Hex socket cap High-strength fastening Low Very High Heavy machinery, precision part

Table 2. Empathy mapping of distribution box vandalism issues

No

Empathy
Mapping

Interview Result

2

4

Says

Feels

Does

Thinks

The findings demonstrate that the majority of break-in incidents were executed using commonly available hand tools,
such as Phillips and flat-head screwdrivers and pliers. This indicates that the existing screw-based locking mechanism
offers limited mechanical resistance and can be easily compromised. Consequently, the conventional fastening system is
considered insufficient to provide adequate protection against unauthorized access.

From an affective perspective, field technicians and network operators reported a persistent sense of insecurity, primarily
due to frequent service disruption reports resulting from cable theft and deliberate tampering of distribution boxes. This
recurring operational vulnerability has intensified the perceived urgency for a more specialized mechanical security
system that is not easily duplicated or bypassed by unauthorized individuals.

These findings underscore the necessity of redesigning the protective mechanism to enhance resistance against
intentional interference while simultaneously restoring operator confidence in infrastructure reliability.

At present, the company’s response to customer complaints related to network theft primarily involves repairing the
affected distribution box and restoring it to a secure operational condition. This corrective approach focuses on post-
incident recovery rather than preventive intervention, indicating that mitigation efforts remain largely reactive in nature.
Based on these considerations, the company articulated several key requirements for an enhanced security solution.

1. The mechanism must be resistant to manipulation using conventional tools such as Phillips and flat-head screwdrivers
or pliers.

2. The system should remain operable through authorized company-issued tools, ensuring that access is restricted
exclusively to certified technicians.

3. The proposed solution should not necessitate substantial modifications to the existing distribution box design, thereby
preserving structural compatibility and minimizing implementation costs.

The outcomes of the brainstorming sessions, which

security challenges:

involved network operators, field technicians, and middle
management representatives, led to the formulation of a clear
POV derived from Table 2. The collective insight emphasized
the necessity of developing a security screw with a specialized
head configuration that cannot be disengaged using standard
screwdrivers. Such a design is expected to mitigate
unauthorized access to distribution boxes while maintaining
operational efficiency during authorized maintenance
activities.

By applying the HMW questioning technique, three key
design inquiries were formulated to address the identified

(1) How might a screw head be engineered so that it can
only be disengaged using a dedicated proprietary tool?

(2) How might the proposed configuration ensure
sufficient mechanical strength and resistance against
vandalism or forced manipulation?

(3) How might the geometric profile of the screw head be
optimized to prevent removal using alternative or
improvised tools?

These guiding questions served as a structured foundation

for the subsequent ideation phase, directing the development
of a technically robust and security-oriented fastening



solution.

During the ideation phase, several alternative security screw
head configurations were generated. These included: (1) a
single central recess design (pin-in type), (2) a dual-hole
parallel configuration (spanner-type screw), and (3) a
symmetric three-hole pattern arranged in a triangular
geometry.

Following structured discussion and technical evaluation,
the three-hole screw configuration was selected as the primary
design concept. This decision was based on several
considerations. First, the geometry is inherently incompatible
with conventional screwdrivers, such as Phillips and flat-head
types. Second, it requires a dedicated driver equipped with
three precisely aligned pins, thereby restricting access to
authorized personnel. Third, the triangular distribution of
contact points allows a more uniform torsional load transfer,
enhancing mechanical stability during fastening and removal.
Additionally, the configuration presents greater resistance to
improvised manipulation using commonly available tools.

The three-hole design was therefore assessed as offering a
higher level of security, particularly because the
corresponding removal tool is not widely available in the
commercial market. This characteristic significantly reduces
the likelihood of opportunistic tampering while maintaining
functional accessibility for certified technicians.

The outcomes of the ideation stage were subsequently
translated into a prototype development phase, where the
selected concept was engineered into a functional security
screw. The screw head was designed with three symmetrically
arranged recesses positioned at 120° intervals to ensure
geometric balance and uniform torque distribution. Such
symmetric load transfer is essential to reduce localized stress
concentration and improve mechanical reliability during
fastening operations [40].

The diameter and depth of each recess were carefully
calibrated to enable engagement exclusively with a dedicated
three-pin driver, thereby eliminating compatibility with
conventional screwdrivers. Security fasteners employing
proprietary geometries have been shown to significantly
reduce opportunistic tampering by limiting tool accessibility
[42].

Stainless steel was selected as the primary material due to
its favorable strength-to-weight ratio and intrinsic corrosion
resistance, which enhance durability in outdoor
telecommunication infrastructure exposed to varying
environmental conditions [43].

Furthermore, the threaded section of the screw was
manufactured in accordance with millimeter-based metric
fastening standards currently applied in telecommunications
distribution boxes to ensure dimensional compatibility and
seamless integration without structural redesign [44].

Collectively, these design considerations demonstrate that
the prototype not only fulfills the identified security
requirements but also aligns with established mechanical
design principles and material engineering standards. The
prototype of the proposed tri-hole security screw is illustrated
in Figure 4 and Figure 5.

In addition to developing the tri-hole screw, this study also
designed a dedicated tool for installation and removal. The
specialized three-pin screwdriver developed for this purpose is
presented in Figure 6.
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The developed tri-hole screw was experimentally evaluated
on the distribution box using a trial-and-error approach, and
the resulting performance outcomes are presented in Table 3.
The implementation of the tri-hole screw on the distribution
box is shown in Figure 7.

The testing results indicate that the screw could not be
rotated using conventional Phillips or flat-head screwdrivers,
nor with improvised tools. Furthermore, installation and
removal using the dedicated three-pin driver were performed
efficiently, without causing delays or operational constraints
for technicians.

Table 3. Trial and error result

Screwdriver

No Result Observation
Type
1 Flathead ~ Failedtoopen O engagement with
holes
2 Philips Failed to open No contact points
3 Pozidriv Failed to open Misalignment of tip
4 Torx Failed to open Shape mismatch
5 Hex (Allen) Failed to open No insertion possible
6 Robertson Failed to open No geometric fit
(square)
7 Tri-wing Failed to open Incompatible profile
3 Spanner Failed to open Only twp contact
(snake-eye) points
9  Security Torx  Failed to open .Central pin
interference
10 Clutch Failed to open No alignment
11 Torg-set Failed to open Offse.t geomelry
mismatch
12 Tri-point Failed to open =~ Three-point mismatch
13 Modify Failed to open Insufficient grip
Screwdriver

Figure 7. Application of the tri-hole screw on the distribution
box

The primary function of the proposed screw extends beyond
mechanical fastening to act as a deterrent against criminal
activity. When potential offenders encounter an
unconventional screw head geometry, they are confronted
with increased effort and the need for specialized tools,
thereby prolonging access attempts and elevating the
perceived risk of detection. Such an effect is consistent with
the Crime Prevention Through Environmental Design
(CPTED) framework, which posits that thoughtful design
modifications can reduce criminal opportunities by increasing
the effort required to commit a crime and the likelihood of
apprehension [45].

Beyond the qualitative trial-and-error evaluation of tool
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compatibility, the torque resistance of the snake-eye and tri-
hole screws was quantitatively assessed using a digital torque
tester. Each screw type was tested with a sample size of ten
specimens. The resulting torque data were then subjected to
Welch’s t-test to evaluate the presence of a statistically
significant difference in mean torque resistance between the
two screw configurations. The test results are presented in
Table 4.

Table 4. The results of the torque resistance

No Snake-Eye (SE) Screw  Tri-Hole (TH) Screw
1 1.99 2.20
2 1.77 2.23
3 1.85 2.24
4 1.92 2.23
5 1.75 2.22
6 1.83 2.23
7 1.88 2.21
8 1.93 2.23
9 1.97 2.21
10 1.90 2.23

The mean and standard deviation for each sample were
computed using Egs. (1) and (2). The resulting statistical
values for each sample are presented as follows:

(1

?:1(3”' - w?
n—1

2)

uSE = 1.88 N.m, sSE = 0.0796
UTH = 222 N.m, sTH = 0.0125
The t-statistic was subsequently calculated using Eq. (3) and

evaluated against the critical value from the t-distribution,
where the degrees of freedom were determined using Eq. (4).

_ ul —u2
B s12 22 (3)
Ttz
(L +£)2
df = nl n2
- <512)2 (522)2 4)
nl n2
nl—1Tn2=1

t — statistic = +13.4957,df =9
t — table = 2.262157

At the 95% confidence level, the calculated t-statistic
exceeds the corresponding critical value, confirming the
presence of a statistically significant difference in mean torque
resistance between the snake-eye and tri-hole screws. A
comparative analysis between the snake-eye and tri-hole screw
configurations is presented in Table 5.

The comparison presented in Table 5 highlights the
fundamental differences between snake-eye and the proposed



tri-hole screw in terms of geometric configuration, mechanical
performance, and security characteristics. The tri-hole design
demonstrates superior torque resistance due to its three-point
contact mechanism, which enables a more uniform
distribution of applied forces, as supported by established
mechanical design principles [40]. In contrast, the snake-eye
screw relies on a two-point engagement system, making it
more susceptible to slippage and tool manipulation.

Table 5. Main comparison between snake-eye and tri-hole

No Aspect Snake-Eye Tri-Hole Screw
1 Material Stainless steel Stainless steel
’ Number of 2-holes (180° 3-holes (120°
holes configuration) configuration)
3 Driving 2-pin (gp anner) 3-pin custom driver
tool driver
Higher
Difficulty Moderate (can b © (geometrically
4 manipulated using . . 4
of removal . . incompatible with
improvised tools) .
conventional tools)
Torque 1.75-1.99 N.m 2.21-2.24 N.m
> resistance (two-point contact) (three-point force
P distribution)

In addition to its enhanced security performance, the tri-
hole screw design also offers ergonomic advantages,
particularly for field technicians. The use of a dedicated three-
pin driver facilitates more stable torque transmission and
reduces the likelihood of tool slippage compared to
conventional single- or dual-contact configurations.
Furthermore, the improved contact distribution between the
driver and the screw head enhances rotational control while
minimizing localized stress concentrations during operation.

5. CONCLUSION

This study proposed a tamper-resistant fastening
mechanism in the form of a tri-hole security screw developed
through stakeholder interviews and structured brainstorming
activities. The screw head was designed with three evenly
spaced recesses positioned at 120° intervals to achieve
geometric balance and controlled torque transmission.

The findings indicate that the proposed screw design
effectively resists removal using conventional Phillips and
flat-head screwdrivers, as well as improvised tools commonly
associated with unauthorized access attempts. Furthermore,
the measured torque resistance, ranging from 2.21 to 2.24 Nm,
confirms the mechanical robustness of the design. These
results demonstrate the potential of the proposed configuration
to enhance security in applications such as distribution boxes
and other outdoor enclosures.

The novelty of this research lies in the development of a
security screw specifically designed to enhance the physical
protection of telecommunication distribution infrastructure
while maintaining usability for technicians. From a practical
standpoint, the proposed solution offers a feasible approach for
network operators to reduce infrastructure tampering,
minimize service disruptions, and improve asset protection.

REFERENCES

[1] Mwakatumbula, H.J., Moshi, G.C., Mitomo, H. (2019).

566

(2]

(3]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

Consumer protection in the telecommunication sector: A
comparative institutional analysis of five African
countries. Telecommunications Policy, 43(7): 101808.
https://doi.org/10.1016/j.telpol.2019.02.002

Gunther, R. (2023). Cable theft: A growing problem
around the world. Midea Industrial Tech Company:
CLOUDGLOBALNews. https://clouglobal.com/cable-
theft-a-growing-problem-around-the-world/.

Purpura, P.P. (2013). 18 — Topics of concern. In Security
and Loss Prevention (Sixth Edition), pp. 589-635.
https://doi.org/10.1016/B978-0-12-387846-5.00018-8
Dhanya, D. (2025). Cyberattack risk in Indonesia at
alarming level: Weak law enforcement? TEMPO
English. https://en.tempo.co/read/2037651/cyberattack-
risk-in-indonesia-at-alarminglevel-weak-law-
enforcement.

Wiles, J. (2008). Chapter 6 - Locked but not secure: An
overview of conventional and high security locks. In
Techno Security’s Guide to Securing SCADA, pp. 189-
229. https://doi.org/10.1016/B978-1-59749-282-
9.00006-3

Anonim. (2023). A complete guide to security screws.
UK: RS Components Ltd. https://uk.rs-
online.com/web/content/discovery/ideas-
andadvice/security-screws-guide.

Juniantari, M., Ulfa, S., Praherdhiono, H. (2023). Design
thinking approach in the development of Cirgeo’s World
Media. Jurnal Nasional Pendidikan Teknik Informatika:
JANAPATI, 12(1): 42-55.
https://doi.org/10.23887/janapati.v12i1.55203
Sidhunata, B.M., Gabbatha, M.K., Susilo, N.A.N., Sada,
P.M.L.B., Farabi, B.D., Piolo, S., Singgalen, Y.A.
(2023). Point of Sales (POS) system design using design
thinking framework for motorcycle workshop. Journal of
Information Systems and Informatics, 5(3): 874-886.
https://doi.org/10.51519/journalisi.v5i3.515

Fuada, S., Setyowati, E., Restyasari, N., Heong, Y.M.,
Hasugian, L.P. (2024). UI/UX redesign of SH-UPI app
using design thinking framework. International Journal
on Informatics Visualization, 8(3): 1055-1063.
https://doi.org/10.62527/j0iv.8.3.2094

Dell’Era, C., Magistretti, S., Candi, M., Bianchi, M.,
Calabretta, G., Stigliani, 1., Verganti, R. (2025). Design
thinking in action: A quantitative study of design
thinking practices in innovation projects. Journal of
Knowledge Management, 29(11): 32-58.
https://doi.org/10.1108/JKM-04-2024-0424

Syifa, N.R., Mirzanti, I.R. (2022). Design thinking for
new product development (Leradia case study).
International Journal of Current Science Research and
Review, 5(8): 3041-3050.
https://doi.org/10.47191/ijesrr/V5-i8-29

Rossame, A., Rosadi, S.D., Permata, R.R. (2023). Legal
protection of telecommunication service customers’
personal data as trade secrets in merger and acquisition
processes based on positive law in Indonesia. Journal
Research of Social Science, Economics, and
Management, 3(3): 603-619.
https://doi.org/10.59141/jrssem.v3i3.552

Yang, K.D.,, Li, S.R. (2024). Impact of
telecommunications infrastructure construction on
innovation and development in China: A panel data
approach. Sustainability, 16(14): 6003.
https://doi.org/10.3390/sul 6146003



[14]

[15]

[16]

[17]

(18]

[19]

(20]

(21]

[22]

(23]

(24]

[25]

[26]

(27]

Thoyibah, Q.A.P., Sugiharti, L. (2022). The effect of
telecommunication infrastructure on economic growth in
the six ASEAN countries. MediaTrend, 17(1): 156-167.
http://doi.org/10.21107/mediatrend.v17i1.13640
Agubor, C.K., Chukwudebe, G.A., Nosiri, O.C. (2015).
Security challenges to telecommunication network: An
overview of threats and preventive strategies. In 2015
International Conference on Cyberspace (CYBER-
Abuja), Abuja, Nigeria, pp- 124-129.
https://doi.org/10.1109/CYBER-ABUJA.2015.7360500
Nawaz, F., Kayani, U., Aysan, A.F. (2024). Unraveling
the hidden costs: How cable theft and vandalism fuel
soaring energy tariffs in emerging economies.
International Review of Management and Marketing,
14(6): 255-262. https://doi.org/10.32479/irmm.17443
Vidakovic, M., Vinko, D. (2023). Hardware-based
methods for electronic device protection againts invasive
and non-invasive attacks. Electronics, 12(21): 4507.
https://doi.org/10.3390/electronics 12214507

Anonim. (2025). Tamper-proof fasteners: Design and
functionality.  https://industrial-now.net/tamper-proof-
fasteners-design-and-functionality/.

Bardach, S.H., Perry, A.N., Kapadia, N.S., Richards,
K.E., Cogswell, L.K. Hartman, T.K. (2022).
Redesigning care to support earlier discharge from a
neonatal intensive care unit: A design thinking informed
pilot. BMJ Open Quality, 11(2): 1-6.
https://doi.org/10.1136/bmjoq-2021-001736

Bartoloni, S., Calo, E., Marinelli, L., Pascucci, F., Dezi,
L., Carayannis, E., Revel, G.M., Gregori, G.L. (2022).
Towards designing society 5.0 solutions: The new
Quintuple Helix — Design Thinking approach to
technology. Technovation, 113: 102413.
https://doi.org/10.1016/j.technovation.2021.102413
Almaghaslah, D., Alsayari, A. (2022). Using design
thingking method in academic advising: A case study in
a college of pharmacy in Saudi Arabia. Healthcare,
10(1): 83. https://doi.org/10.3390/healthcare10010083
Balakrishnan, B. (2021). Exploring the impact of design
thinking tool among design undergraduates: A study on
creative skills and motivation to think creatively.
International Journal of Technology and Design
Education, 32: 1799-1812.
https://doi.org/10.1007/s10798-021-09652-y

Atchia, S.M.C., Chummun, D., Luckho, S. (2024). Use
of design thinking as a strategy to identify and clear
students’ misconceptions in photosynthesis: A case
study. Journal of Biological Education, 58(3): 666-683.
https://doi.org/10.1080/00219266.2022.2100452
Bhandari, A. (2023). Design thinking: From bibliometric
analysis to content analysis, current research trends, and
future research directions. Journal of the Knowledge
Economy, 14: 3097-3152.
https://doi.org/10.1007/s13132-022-00920-3

Anton, C., Micu, A.E., Rusu, E. (2022). Introducing the
living lab approach in the coastal area of constanta
(Romania) by using design thinking. Invention, 7(1): 19.
https://doi.org/10.3390/inventions7010019

Rosch, N., Tiberius, V., Kraus, S. (2023). Design
thinking for innovation: Context factors, process, and
outcomes. European Journal of Innovation Management,
26(7): 160-176. https://doi.org/10.1108/EJIM-03-2022-
0164

Casanovas, M.M. (2025). Exploring design thinking

567

(28]

[30]

[31]

[32]

[33]

[34]

[35]

[37]

[38]

[39]

methodologies: A comprehensive analysis of the
literature, outstanding practices, and their linkage to
sustainable development goals. Sustainability, 17(5):
7142. https://doi.org/10.3390/sul 7157142

Minet, A., Wentzel, D., Raff, S., Garbas, J. (2024).
Design thinking in physical and virtual environments:
Conceptual foundations, qualitative analysis, and
practical implications. Technological Forecasting &

Social Change, 207: 123596.
https://doi.org/10.1016/j.techfore.2024.123596
Cuinas, [, Laska-Lesniewicz, A., Znajdek, K.

Kaminska, D. (2023). Exploring the application of
design thinking methodology in cellular communications
network planning and deployment. IEEE Transactions
on Technology and Society, 4(3): 269-278.
https://doi.org/10.1109/TTS.2023.3239261

Kenny, U., Regan, A., Hearne, D., O’Meara, C. (2021).
Emphatising, defining and ideating with the farming
community to develop a geotagged photo app for smart
devices: A design thinking approach. Agricultural
Systems, 194: 103248.
https://doi.org/10.1016/j.agsy.2021.103248

Carlgren, L., Rauth, 1., Elmquist, M. (2016). Framing
design thinking: The concept in idea and enactment.
Creativity and Innovation Management, 25(1): 38-57.
https://doi.org/10.1111/caim.12153

Tridalestari, F.A., Prasetyo, H.N., Wikusna, W. (2021).
How to use design thinking on trash bank process
modeling? Ingenierie des Systemes d’Information,
26(5): 507-513. https://doi.org/10.18280/is1.260511
Dam, R.F., Teo, Y.S. (2026). Stage 2 in the design
thinking process: Define the problem and interpret the
results. IXDF - Interaction Design Foundation.
https://ixdf.org/literature/article/stage-2-in-the-design-
thinking-process-define-the-problem-and-interpret-the-
results.

Leow, M.Q.H., Moosa, A.S., Salim, H., Abdullah, A.,
Lee, Y.K., Ng, CJ., Tan, C.T. (2023). Innovation
workshop using design thinking framework and
involving stakeholders to co-create ideas for
management of asthma. npj Primary Care Respiratory
Medicine, 33: 36. https://doi.org/10.1038/s41533-023-
00357-4

Skywark, E.R., Chen, E., Jagannathan, V. (2022). Using
design thinking process to co-create a new,
interdisciplinary design thinking course to train 21st
century graduate students. Frontiers in Public Health, 9:
777869. https://doi.org/10.3389/fpubh.2021.777869
Altman, M., Huang, T.T.K., Breland, J.Y. (2018).
Design thinking in health care. Preventing Chronic
Disease, 15: 180128.
https://doi.org/10.5888/pcd15.180128

International Organization for Standardization. (1999).
ISO 10664. Hexalobular internal driving feature for bolts
and screws. ISO.

International Organization for Standardization. (2004).
ISO 4762. Hexagon socket head cap screws. ISO.
http://www.fasteners.eu/standards/ISO/4762/.
International Organization for Standardization. (2013).
ISO 898-1. Mechanical properties of fasteners made of
carbon steel and alloy steel-Part 1: Bolts, screws and
studs with specified property classes — Coarse thread
and fine pitch thread. ISO.
https://www.iso.org/standard/60610.html.



[40] Budynas, R.G., Nisbett, J.K. (2020). Shigley’s
Mechanical Engineering Design. 11th edition. McGraw-
Hill Education, New York.

[41] Oberg, E., Jones, F.D., Horton, H.L., Ryffel, H.H.,
McCauley, C.J. (2020). Machinery’s Handbook. 31st
edition. Industrial Press Inc, Connecticut.

[42] Kutz, M. (2018). Handbook of Environmental
Degradation of Materials. William Andrew, New York.

[43] International Organization for Standardization. (2020).
ISO:3506-1: Fasteners — Mechanical properties of
corrosion-resistant stainless steel fasteners-Partl: Bolts,
screws and studs with specified grades and property

568

[44]

[45]

classes. ISO. https://www.iso.org/standard/70045.html.
International Organization for Standardization. (1998).
ISO 68-1. General purpose screw threads — Basic profile
— Part 1: Metric Screw. ISO.
https://www.iso.org/obp/ui/#iso:std:is0:68:-1:ed-
1:vlen.

Cozens, P.M., Saville, G., Hillier, D. (2005). Crime
prevention through environmental design (CPTED): A
review and modern bibliography. Property Management,
23(5): 328-356.
http://doi.org/10.1108/02637470510631483





