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Edge Internet of Things (IoT) gateways have become key convergence points, and 

authentication, cryptographic key management and intrusion detection have to be 

performed simultaneously within strict latency limits. Current security systems in IoT 

analyze the authentication protocols and intrusion detection systems (IDS) separately, 

resulting in the execution latency uncontrollability, timing side-channel vulnerability, as 

well as security compromises in the presence of a large number of devices concurrently. 

This inherent constraint is the focus of this paper: with a latency-security co-design 

framework, a coherent authentication and intrusion detection orchestration represent one 

integrated and timing aware of security pipeline at the IoT edge. The proposed framework 

connects AI-gated behavioral authentication, combined latency-conscious authentication-

IDS scheduling, and a hybrid convolutional neural networks (CNN)-Long Short Term 

Memory (LSTM)-Attention IDS inference engine that mean that cryptographic session 

establishment is one given to devices with IDS-validated devices. Formal analysis proves 

timing side-channel leakage, end to end security latency, authenticating flooding attacks, 

and cryptographic forward secrecy. The results of the extensive experimental assessment 

based on the BoT (Botnet)-IoT dataset and large-scale simulations of the NS-3 show that 

the proposed framework can ensure security latency of 50 ms or less and detectability of 

over 95% and scalability beyond 10,000 coexisting IoT devices. These consequences of 

these results are that latency is a security primitive to the real-world edge IoT 

Deployments. 
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1. INTRODUCTION

The fast growth in the number of Internet of Things (IoT) 

deployments in smart cities, industrial automation, healthcare, 

and intelligent transportation systems has fundamentally 

redefined the distribution of security risk between centralized 

cloud-based deployments and edge IoT deployments [1]. 

These gateways are now multi-purpose security 

implementation locations, and they are in charge of 

authenticating devices, setting up cryptographic keys, 

maintaining sessions, and real-time inference of the intrusion 

for thousands of heterogeneous IoT nodes [2]. In contrast to 

cloud systems, edge gateways have finite computing 

resources, shared execution streams, and hard real-time 

response criteria, which leads the security processes to operate 

on shared processing and memory resources and time 

constraints [3]. This convergence as more devices is packed 

together and the intensity of the traffic flows enables edge 

gateways to become performance bottlenecks in which 

security enforcement and latency cannot be considered as 

independent design issues but instead inherently intertwined 

[4]. Latency is no longer a performance figure in the 

environment but a basic security property. Authentication 

delays are susceptible to flood and resource exhaustion 

assaults and inference backlogs when performing intrusion 

detection generate short-lived blind windows that maleficence 

may depend on to execute covert intrusion [5]. The concurrent 

security activities introduce queuing delay to the security 

processing of an IoT device and the overall security response 

time is the sum of the effects of authentication processing, 

intrusion detection inference and queuing delay caused by 

concurrent security processing of the device. Once this 

cumulative latency reaches application-specific tolerances, the 

gateway goes into a vulnerable state where the authentication 

requests are held up and intrusion detection verdicts are 

delayed, allowing the gateway to make timing-based 

inference, selective denial of service, and IDS evasion attacks 

[6]. In spite of this inherent interconnection, current studies 

consider authentication schemes and intrusion detection 

system (IDS) as separate security levels. Cryptographic 

authentication schemes are usually tested in idealistic 

assumptions of zero concurrent IDS load, whereas IDS models 

do not take into consideration cryptographic handshake 

overhead or authentication bursts and report detection 

precision and inference delays [7]. This individual testing is 

essentially unstable in actual edge implementations, in which 

authentication and IDS detection run in parallel on common 

hardware sources [8]. This scattered design paradigm hides the 

realization of timing side-channels, the underestimation of the 

latency of end-to-end security, and the inability to model 
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cascading security failures that may occur as a result of 

synchronized access requests or adversarial traffic bursts. This 

tends to cause severe performance degradation and security 

leakage of the systems, which seemed safe in isolation, to be 

deployed at scale [9]. 

This paper explicitly covers the lack of latency security co-

design in edge IoT IDS by considering authentication and 

intrusion detection as a time-constrained security pipeline. We 

present a co-located model that explicitly represents and 

manages the interaction between cryptographic authentication 

latency and IDS inference latency at the edge gateway going 

beyond the previous hybrid IDS-first solutions [10]. The core 

of the suggested solution is an AI-controlled login filtering 

mechanism, which conducts a lightweight behavioral 

checking procedure before more expensive cryptographic 

operations, hence preventing the early repression of malicious 

or abnormal authentication requests [11]. Simultaneously, we 

develop a scheduling scheme of latency sensitive 

authentication-IDS operations that dynamically assign 

resources at the edge to maintain the overall security response 

time within a given limit as traffic loads vary, in line with the 

real-time requirements of linked-time constraints as observed 

in recent low-latency IDS research [12]. 

The extensive experimental analysis proves that the 

suggested latency-security co-design can provide consistent 

intrusion detection rates, over 95 percent, with the 

cryptographic security and no apparent timing side-channel 

leakage, outperforming even the previous hybrid and edge-

based IDS models [13]. In addition, the scalability of the 

framework is tested at scales greater than 10,000 parallel IoT 

nodes which confirms that the framework can support limited 

latency and security assurances even when deployed at high 

density, a constraint that has been explicitly mentioned in 

previous surveys of the IoT IDS and federated systems [14]. 

Figure 1 illustrates an edge IoT security architecture in which 

AI-gated authentication, joint scheduling, and intrusion 

detection are integrated at the edge gateway to enforce 

bounded latency and resist flooding, congestion, and timing 

inference attacks. 

Figure 1. System and threat model of the proposed edge IoT framework 

1.1 Contributions 

The most important findings of the paper are as follows: 

• Our co-design framework is the primary latency

security co-design framework of edge IoT gateways

that integrates the process of device authentication and

intrusion detection into a single, timing-aware security

pipeline, as opposed to viewing them as separate layers.

• We model the end-to-end security latency formally as

a coupled-function of authentication latency, IDS

inference latency, and queuing delay and reveal how

uncontrollable latency directly maps to exploitable

security vulnerabilities in the form of timing side-

channels, denial-of-service amplification, and

congestion induced IDS evasion.

• We propose an AI-gated authentication mechanism,

which conducts lightweight screening of behavior

before cryptographic processing, which greatly lessens

the load of malicious authentication, and which does 

not compromise cryptographic guarantees to 

authentication flooding attacks.  

• We develop an autonomous latency-sensitive

scheduling approach that autonomously manages the

scheduling of authentication and IDS inference

activities in common edge resources to ensure finite

security response time and avert IDS starvation amid

adverse and bursty traffic flows.

• We give a strict formal security analysis of resistance

to timing side-channel attacks, authentication flooding,

IDS evasion when there is congestion, and maintenance

of cryptographic forward secrecy when subjected to

real adversarial analysis.

• We experimentally verify the proposed framework in

terms of BoT (Botnet)-IoT dataset and large-scale NS-

3 simulations, and achieve the results of ≤50 ms end-

to-end security latency, >95% intrusion detection
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accuracy, and scalability to 10,000 running IoT devices 

and adversarial load. 

The remainder of this paper is organized as follows. Section 

2 reviews related work on IoT authentication, intrusion 

detection, and edge security. Section 3 describes the system 

and threat models. Section 4 presents the latency model and 

design principles of the proposed framework. Section 5 details 

the proposed latency–security co-design algorithms. Section 6 

provides formal security analysis, and Section 7 evaluates the 

framework through extensive experimental studies. Section 8 

concludes the paper and outlines future research directions. 

1.2 Notation and symbols 

The mathematical symbols used throughout the manuscript 

are summarized in Table 1. These notations are employed in 

the system model, latency analysis, proposed framework, and 

experimental evaluation sections. 

Table 1. Notation and symbols used in the proposed latency–

security co-design framework 

Symbol Description 

𝑇𝑠𝑒𝑐 Total end-to-end security response time 

𝑇𝑎𝑢𝑡ℎ Authentication processing latency 

𝑇𝑖𝑑𝑠 IDS inference latency 

𝑇𝑞𝑢𝑒𝑢𝑒 Queueing delay due to shared resources 

𝑇𝐸𝐶𝐶 ECC handshake computation time 

𝑇𝑠𝑒𝑡𝑢𝑝 Session initialization time 

𝑇𝑟𝑒𝑓𝑟𝑒𝑠ℎ Key refresh overhead 

𝑇𝐶𝑁𝑁 CNN feature extraction latency 

𝑇𝐿𝑆𝑇𝑀 LSTM temporal modeling latency 

𝑇𝑎𝑡𝑡 Attention module latency 

𝑇𝑐𝑙𝑜𝑢𝑑 Cloud communication latency 

𝑇𝑒𝑑𝑔𝑒 Edge processing latency 

𝐷 = {𝑑1, 𝑑2, … , 𝑑𝑁} Set of IoT devices 

𝑁 Total number of IoT devices 

𝐶𝑒 Edge gateway computation capacity 

𝜆 Combined task arrival rate 

𝜆𝑎 Authentication request arrival rate 

𝜇 Effective gateway service rate 

𝜏 Maximum allowable latency bound 

𝑥𝑖 Feature vector of request 𝑖 
𝑓(𝑥𝑖) AI-gate classifier score 

𝜃 AI decision threshold 

𝑔𝑖 Gate decision for request 𝑖 
𝑤𝑎 Scheduling weight for authentication 

𝑤𝑖 Scheduling weight for IDS 

Δ𝑇 
Response-time difference used in timing 

attacks 
Note: intrusion detection systems (IDS); convolutional neural networks 

(CNN); elliptic curve cryptography (ECC); Long Short Term Memory 

(LSTM) 

1.3 Key definitions and terminology 

To enhance clarity and eliminate the need to casually use 

technical terms, the key terms used in this manuscript are 

defined in this subsection. These terms provide a formal basis 

for the proposed framework for latency–security co-design 

and are consistently used in the following sections. By 

defining once the terminology precisely, the inter-relationship 

of latency control, attack resistance, and real-time security 

enforcement becomes more clear in the theoretical analysis 

and experiment interpretation. 

(1) The latency-security invariant is the main principle of

operation of the proposed framework. It ensures the end-to-

end security response time is bounded by a certain tolerable 

threshold under normal traffic loads and even under malicious 

traffic loads such as flooding, congestion or bursting attacks. 

In our study the total security delay is the sum of 

authentication, IDS response, and queueing delay due to the 

shared gateway. That is, the framework assurances is defined 

in Eq. (1): 

𝑇𝑠𝑒𝑐 ≤ 𝜏 (1) 

Violation of this invariant can result in delayed gateway 

authentication, delayed gateway response to an intrusion or 

vulnerability to timing side-channel attacks. So, maintaining 

the latency-security invariant is equivalent to maintaining 

secure and timely gateway operations. 

(2) Coherent latency is a concept of stable, deterministic and

statistically average response-time behavior of repeated 

security operations. Under coherent latency, response time 

variability remains small enough so that an external observer 

cannot discern the state of the gateway, queue lengths, task 

scheduling priorities and transitions of the workload from the 

response times. This notion is relevant in the edge, where 

timing information may leak information to an adversary. In 

practice, coherent latency is characterized by low variance, 

large worst-case bounds and the absence of timing signatures. 

(3) Deterministic security response means that security

decisions such as authentication and security alarms such as 

intrusion detection as well as outcomes such as session 

establishment are made within predictable and guaranteed 

time frames, despite temporary traffic peaks. A deterministic 

security system maintains service availability and timely 

decision-making in the face of changing workloads, even in 

the presence of malicious traffic, unlike best-effort security 

systems, which may not function properly under varying 

loads. This characteristic is vital for IoT critical systems like 

medical monitoring, industrial process control and smart 

transportation systems. 

(4) Using latency as a security primitive means latency is

not merely treated as a performance metric, but a critical 

security property which impacts confidentiality, availability 

and resilience. High latency can induce blind spots for 

detection, exacerbate DoS attacks and introduce timing side 

channels. As a result, latency control is at least as important as 

ensuring authentication or IDS accuracy. The proposed 

framework is based on this perspective, and optimises security 

functions across security and latency constraints. 

The above definitions show that the proposed framework 

not only reduces latency. On the contrary, it enables a security 

framework where limited latency, lack of timing variability, 

and attack resilience are enforced simultaneously via 

integrated authentication, scheduling and intrusion detection 

at the edge gateway. 

2. LITERATURE REVIEW

In this section, previous studies that are most closely related 

to this paper are reviewed, and they are grouped into four 

categories namely edge-based IDS, IoT authentication 

mechanisms, latency-aware security frameworks, and co-

design limitations. As opposed to traditional surveys, the 

discussion also highlights the reason why the current strategies 

do not solve the latency security coupling problem as this 

paper describes [15].  
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2.1 Edge-based intrusion detection systems 

There has been a considerable amount of literature devoted 

to the implementation of the IDS at the IoT edge in order to 

minimize the detection latency and bandwidth usage [16]. The 

initial edge IDS systems were based on simple statistical 

models and rule-based systems in order to suit devices with 

limited capabilities. More recent research has used deep 

learning models, such as convolutional neural networks 

(CNNs), recurrent neural networks (RNNs), and hybrid CNN- 

Long Short Term Memory (LSTM) models [17] to enhance 

detection accuracy to more complicated attack patterns. 

Let 𝑇ids denote the latency of an edge IDS inference. Past 

researches downplay the effect of 𝑇ids  based on an implicit 

assumption that, in general authority, IDS inference is the most 

critical factor in the security response time. This assumption 

however does not take into consideration the execution of task 

of authentication and session management, which uses the 

same edge resources. Consequently, the measured end-to-end 

security response time is likely to be lower than the reported 

latency is given in Eq. (2): 

𝑇sec = 𝑇auth + 𝑇ids + 𝑇queue (2) 

In addition, the current edge IDS systems generally test the 

performance within a static traffic scenario, and do not 

simulate authentication bursts or adversarial access 

characteristics [18]. They therefore do not model congestion 

induced detection delays as well as timing leakage that arise in 

real deployment conditions. Although these systems enhance 

accuracy in detection, they do not consider the system-level 

interaction of intrusion detection with access control, and this 

is a huge gap in the practical security of IoT. 

Current IDS techniques at the edge network dramatically 

increase the speed of detection and eliminate the need for 

cloud-based processing, and recent advances in deep learning 

enhance attack classification. However, existing research 

primarily focuses on IDS performance but lacks consideration 

of concurrent authentication traffic, gateway resource 

contention, and overall latency of security. Our work 

overcomes this gap by considering IDS inference, 

authentication latency and queueing delays together in a 

latency-security framework. 

2.2 IoT authentication and key management schemes 

To minimize computational costs and maintain 

confidentiality, integrity, and forward secrecy, IoT 

authentication studies have concentrated on short, lightweight 

cryptography protocols, such as ECC, identity-based 

authentication, and certificateless key agreement [19].  

Let 𝑇auth

crypto
represent the cryptographic authentication 

latency. The 𝑇auth

crypto
 isolation maximizes 𝑇auth

crypto
 by assuming

that interaction with other security measures is negligible. But 

in the real-world deployments of edges the authentication is 

not done in isolation. Authentications are sent by massive 

numbers of devices with concurrent requests, creating bursty 

workloads that increase the queuing delay 𝑇queue  [20]. Most 

authentication protocols are analyzed under optimal 

conditions with low contention hence disregarding the 

cascading effect of authentication load on the IDS inference 

latency. Due to this, even cryptographically secure 

authentication schemes may be turned into denial-of-service 

and timing inference attacks as they are deployed at scale [21]. 

Moreover, authentication systems generally treat 

authenticated machines as benign, and leave the behavior 

validation to higher levels. This division enables enemies to 

take advantage of the success of authentication to achieve 

cryptographic authority before they can attack as a 

demonstration of the fact that tighter integration between 

authentication and intrusion detection is necessary [22]. 

Existing IoT authentication schemes achieve lower 

cryptographic costs and enhance confidentiality, integrity and 

forward secrecy. However, they are usually deployed under 

idealized scenarios of low contention, and seldom discuss 

interaction with simultaneous IDS execution or sporadic attack 

traffic. Instead, the proposed framework considers 

authentication in conjunction with IDS and explicitly bounds 

overall latency with shared edge resources. 

2.3 Frameworks of latency-aware security 

Some of the areas that have investigated latency-aware 

security are real-time systems, cyber physical systems, and 

mobile edge computing. These models assume that latency is 

an element and can be minimized or limited to meet quality-

of-service needs. There are other instances where latency 

conscious resource scheduling and allocation strategies have 

been suggested to assign security critical tasks preference.  

Although this has been done, the current latency-sensitive 

security models tend to look at individual security functions 

independently. 

Let 𝑇𝑠 denote latency of security task. The previous

methods impose restriction is represent in the given in Eq. (3): 

𝑇𝑠 ≤ 𝜏𝑠 (3) 

Lacking the consideration of interactions between several 

simultaneous security processes. By contrast, IoT edge 

gateways perform several security tasks concurrently such as 

authentication, IDS inference, and key management and each 

of them adds to the overall security response time [23]. 

Consequently, the latency-aware structures used today fail to 

avoid timing side-channels due to task interference, and they 

fail to address denial of service amplification as a result of the 

cross-layer interactions [24]. Latency is also regarded as a 

performance goal and not as an adversarial surface. 

Current approaches of latency-aware security acknowledge 

the need for response-time guarantees and resource allocation 

in real-time systems. But they tend to consider individual 

security tasks, and view latency as a quality of service rather 

than security objective. This research builds on the above by 

considering the invariance of bounded latency as a security 

property of authentication and intrusion detection. 

2.4 Limitations in latency–security co-design and research 

gap 

 In the aggregate, previous literature considers intrusion 

detection, authentication, and latency management as separate 

issues, which are measured by disjoint measures and 

assumptions. This piecemeal solution does not cover the 

underlying coupling as shown in the Eq. (4):  

𝑇sec = 𝑇auth + 𝑇ids + 𝑇queue (4) 

This composite security latency is not explicitly modeled or 
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controlled in any of the reviewed works. Consequently, the 

current systems are susceptible to timing inference, 

authentication flooding and congestion-based IDS evasion 

[25]. Conversely, this paper presents a co-design framework 

of latency-security with a clear definition of 𝑇sec, a verification 

of behavior involving authentication, and a shared scheduling 

of security activities with realistic edge constraints. This 

differs from prior methods by the distinctive contribution.  

The main gap in previous research is the lack of a co-design 

viewpoint that captures the cross-layer dependency of timing 

interactions among authentication, IDS inference and 

scheduling by the shared gateway. Our proposed method 

addresses this issue through AI-gated authentication, latency-

driven task scheduling, and holistic security analysis with 

realistic edge resource constraints. 

Even though numerous studies exist on the topic of IoT 

authentication and intrusion detection, the current methods 

assume that these two mechanisms are separate strata of 

security and test them in isolated scenarios. All the reviewed 

works do not impose deterministic end-to-end security latency 

explicitly or use latency as a security property to impose that 

both authentication and IDS execution on the edge gateway 

are security invariants. As a result, the previous designs are 

still susceptible to IDS evasion by congestion, authentication 

flooding, and time side-channel leakage in practice [26]. 

Hence, the contribution of this work is not simply an 

improvement of authentication or IDS individually, but an 

integration of both security functions in an explicit latency-

security co-design framework such as large-scale edge IoT. 

3. SYSTEM AND THREAT MODEL

The proposed environment includes diverse IoT devices, a 

resource-limited edge gateway and remote clients. The 

gateway is responsible for authentication, intrusion detection 

and scheduling with joint computational usage. We introduce 

system entities, resource constraints and threat model for the 

analysis. 

3.1 Edge IoT architecture 

We take into account a hierarchical IoT architecture that 

indicates current large-scale implementations in smart cities, 

industrial automation, healthcare surveillance, and intelligent 

transportation systems, as outlined in current edge-centric IoT 

security research works. The three main components of the 

architecture are a set of IoT devices, an edge gateway and a 

cloud coordinator. The set of heterogeneous IoT devices 𝐷 

and 𝑁 is the total number of active nodes is defined in the Eq. 

(5): 

𝐷 = {𝑑1, 𝑑2, … , 𝑑𝑁} (5) 

These devices have sensors, actuators, cameras, embedded 

controllers with various communication protocols, traffic 

patterns, and quality-of-service requirements. Every device 

𝑑𝑖  periodically sends authentication requests and sends

sensory data or control messages, which are subject to real-

time limits, which is often followed by latency-sensitive IoT 

applications [27]. The design is in line with edge-based 

security designs that focus on local enforcement in order to 

minimize latency and bandwidth overheads. The gateway will 

be in charge of:  

• Authentication of devices and setting up of session key,

authentic devices can be able to access the network

[28].

• ML/DL-based IDS inference of real-time intrusion on

incoming traffic flows [29].

• The scheduling of resources and contention of

overlapping security tasks, such as authentication

handshakes and IDS inference.

Let 𝐶𝑒  represent the finite computational capacity of the

edge gateway and is also the finite processing capacity of the 

shared tasks of authentication, IDS inference and scheduling. 

The shared gateway is considered to be a finite server and 

processes authentication and IDS tasks in a shared execution 

queue. 

This ability is shared by authentication procedures, IDS 

inference pipelines and supplementary management activities. 

Because of this common execution space, the gateway can 

contend with resources in cases where the cumulative number 

of requests is greater than the service capacity of the gateway, 

a fact clearly brought out in edge-based IDS and SDN-enabled 

IoT literature. A cloud coordinator offers long-term analytics, 

global policy management and periodic updates to the IDS 

model that is equivalent to fog-cloud hybrid architectures. It is 

however not engaged in real-time authentication or intrusion 

detection decision making.  

Let system model latency is represents in the given Eq. (6): 

𝑇𝑠𝑦𝑠 = 𝑇𝑒𝑑𝑔𝑒 + 𝑇𝑐𝑙𝑜𝑢𝑑 (6) 

As a result, any security enforcement that is latency 

sensitive is restricted to the edge gateway and hence becomes 

the primary contributor to the end-to-end security response 

time.  

The security latency of a device is defined as the sum of the 

time spent on authentication, IDS inference and queueing for 

the shared gateway is defined in the Eq. (7): 

𝑇sec = 𝑇auth + 𝑇ids + 𝑇queue (7) 

where, 𝑇auth

(𝑖)
 is the authentication latency, the latency of 

inference by the IDS is 𝑇ids

(𝑖)
, and the delay introduced by 

security activities at the queue is denoted as 𝑇queue
(𝑖)

. The models

based on similar latency decomposition have been used in low-

latency IDS and edge security analyses [30]. 

3.2 Threat model 

We assume a realistic network adversary that is consistent 

with threat assumptions applied in modern IoT security 

literature. The attacker can interface with the IoT devices and 

edge gateways in conventional network interfaces, but has no 

internal gateway states, cryptographic keys, or parameters in 

the IDS model. This is consistent with the practical 

deployment assumptions as well as avoiding over pessimistic 

assumptions of omniscient adversary [31].  

3.2.1 Timing inference attacks 

The opponent uses the visible difference in authentication 

and response times to determine the condition of the gateway 

load and the inner scheduling patterns. Let Timing inference 

attacks represent in the Eq. (8): 

Δ𝑇 = 𝑇sec
(𝑖)

− 𝑇sec
(𝑗) (8) 
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Indicate the difference in the response time between two 

access attempts. Statistically distinguishable Δ𝑇 values can be 

used by the adversary to tell whether authentication or IDS 

inference controls the execution of the gateway therefore 

opening a timing side-channel as reported in earlier research 

on timing leakage and stealthy IoT attacks [32]. 

3.2.2 Authentication flooding attacks 

The attacker causes bursts of authentication requests with 

rate 𝜆𝑎. Let the Flooding equation is represented ain Eq. (9):

𝜆𝑎 > 𝜇𝑒 (9) 

This imbalance leads to a rapid increase in queuing delay 

𝑇queue, that is reducing the responsiveness of authentication and 

IDS inference. Another area in which similar flooding-based 

denial-of-service attacks were reported is IoT DDoS and 

botnet research [33].  

3.2.3 Congestion-evasion of intrusion detection systems 

By aligning malicious traffic with times of high 

authentication load, the adversary willingly introduces 𝑇queue, 

making IDS inference delayed condition is defined in Eq. (10): 

𝑇ids

(𝑖)
+ 𝑇queue

(𝑖)
> 𝜏 (10) 

In which 𝜏 is the maximum admissible response time of 

security to tolerate intrusion decisions are postponed. This is 

what opens temporary attack windows which can be used to 

escape detection, which is highlighted in the low-rate and 

stealthy attack analyses [34]. 

3.2.4 Coordinated access bursts 

The adversary hacks or takes control of a subset 𝐷𝐴 ⊂ 𝐷 of

IoT devices and puts concerted access attempts in place. Let ∣
𝐷𝐴 ∣= 𝑘. When the Coordinated Access Bursts shown in Eq.

(11):  

𝑘 ⋅ 𝜆𝑑 ≫ 𝜇𝑒 (11) 

where, 𝜆𝑑: per-device request rate.

In which 𝜆𝑑  the per-device request rate, the gateway is

momentarily overloaded. This type of coordinated bursts 

enhances timing leakage and the likelihood of authentication 

failure and missed intrusion detection can greatly increase due 

to this type of a coordinated burst as seen in large-scale IoT 

botnet attacks [35].  

3.2.5 Threat scope and exclusions 

We specifically exclude the omniscient adversaries who can 

see the state of internal gateway scheduling, cryptographic 

secrets, or parameters of the model of the IDS. Physical 

compromise of the gateway equipment and attack methods 

that necessitate physical adjacency are also beyond the limits 

of this work. These omissions represent deployed reality 

assumptions taken in previous IoT IDS and edge security 

architecture.  

3.2.6 Security objective 

The main goal of the proposed framework is to impose a 

stern constraint is shown in Eq. (12): 

sup 
𝑖≤𝑁

𝑇sec
(𝑖)

≤ 𝜏 (12) 

In any possible attack scenario. The framework ensures that 

adversarial load does not compromise either reliable 

authentication or intrusion detection and by bounding 

cumulative security latency it ensures that there exist no 

exploitable timing side-channels. This goal is directly linked 

to the latency security coupling that is emphasized in more 

recent work of low-latency IDS and edge-computing research 

[36]. The summary table of System and Threat model. The 

Table 2 represents the different types of Threats, Impacts and 

mechanisms used in the proposed framework. 

Table 2. Threat model, system impact, and defense 

mechanisms in the proposed framework  

Threat Type Description 
System 

Impact 

Defense in 

Proposed 

Framework 

Timing 

Inference 

Uses delay 

variation to 

infer gateway 

state 

Timing 

leakage 

Coherent 

latency 

control 

Authentication 

Flooding 

Burst fake 

access requests 

Queue 

growth / 

delay 

AI-gated 

filtering 

Congestion-

Based IDS 

Evasion 

Delay IDS 

under overload 

Detection 

blind 

window 

Joint 

scheduling 

Coordinated 

Access Bursts 

Many 

compromised 

devices attack 

together 

Temporary 

overload 

Adaptive 

scheduling + 

filtering 

Note: intrusion detection systems (IDS) 

The outline of the system model reflects the common 

execution of authentication and IDS under finite gateway 

capacity and the threat model takes into account timing 

leakage, flooding, congestion-based evasion and access bursts. 

These considerations lead to the latency-security co-design 

approach described in the following section 

4. LATENCY SECURITY COUPLING ANALYSIS

This part makes the intrinsic relationship between 

cryptographic authentication latency and intrusion detection 

inference latency at the edge gateway formal. In contrast to the 

previous literature that considers the performance of 

authentication and IPS as independent, we demonstrate that 

when used co-locally on a common edge resource, the 

execution of authentication and IPS can impose non-linear 

scale effects on the cost of latency as well as the security 

compromise during the challenging adversarial and bursty 

workloads [37].  

4.1 Authentication and intrusion detection systems 

inference latency modeling 

Authentication and intrusion detection inference represent 

the latency bottlenecks at the edge gateway and run 

simultaneously, over the common computational resources. 

Cryptographic handshakes, session processing, and periodic 

key refresh operations are the major factors contributing to 

authentication latency, whereas the cost of running the hybrid 

CNN-LSTM-Attention model on streaming IoT traffic is the 

key to latency incurred by the IDS inference.  

Let the latency of authentication 𝑇auth is represented in the 
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given Eq. (13): 

𝑇auth = 𝑇ECC + 𝑇setup + 𝑇refresh (13) 

𝑇ECC is the delay of ECC handshake, 𝑇setup summarizes the 

overhead of the initialization of a session, and 𝑇refresh  is the 

amortized cost of key refresh operations [38]. 𝑇auth  is load-

dependent under more and more authentication requests, with 

queuing effects severely increasing at times of access bursts 

and flooding attacks. Let 𝑇ids represents IDS inference latency 

which is defined as Eq. (14):  

𝑇ids = 𝑇CNN + 𝑇LSTM + 𝑇att (14) 

where the names are related to extraction of spatial features, 

modelling temporal dependencies and weighting features by 

attention respectively. Inference latency is proportional to 

model complexity and dimensions of the features used to 

operate online IDS. Although it can increase throughput, batch 

processing also adds buffering delay and more variability in 

latency, which cannot be used with edges that have latency 

constraints. Notably, the IDS inference and authentication 

cannot be considered autonomous processes [39]. 

Authentication bursts also raise queuing delay, indirectly 

raising the latency of IDS inference, and slow execution of an 

IDS generates temporary detection blind windows that can be 

used by stealthy attacks. 

4.2 Latency security coupling over shared edge resources 

Let 𝑇queue  be the queueing delay resulting when 

authentication and IDS are executed together, 𝜆  be the 

combined arrival rate of authentication and IDS tasks and 𝜇 be 

the service rate of the top-most gateway. When executed 

together, the expected queueing delay is as given below. To 

model the latency coupling at edge gateway, authentication 

and IDS tasks are considered as requests to a processing 

server. The model is a typical M/M/1 queueing system, where 

task arrival process is a Poisson process with mean arrival rate 

𝜆 , the service time is exponentially distributed with mean 

service rate 𝜇 and all security tasks are processed by a single 

scheduler. The system operates stably if  𝜆 < 𝜇  then the 

queuing delay is illustrated in Eq. (15): 

𝑇𝑞𝑢𝑒𝑢𝑒 =
𝜆

𝜇(𝜇 − 𝜆)
, 𝜆 < 𝜇 (15) 

The total security response time experienced by an IoT 

request consists of three sequential components: 

authentication latency, IDS inference latency, and queueing 

delay. Therefore, the cumulative latency is expressed as Eq. 

(16):  

𝑇𝑠𝑒𝑐 = 𝑇𝑎𝑢𝑡ℎ + 𝑇𝑖𝑑𝑠 + 𝑇𝑞𝑢𝑒𝑢𝑒 (16) 

The above equation illustrates that queueing dominates as 

the arrival rate approaches the gateway service capacity. Thus, 

even fast authentication and IDS components may exhibit a 

long delay with bursty or malicious traffic, as similar to 

queueing analysis in edge computing and real time security 

systems. 

This coupling has three points of security implication. First, 

timing leakage occurs when the 𝑇  vary in 𝑇sec provides 

information on internal gateway load and scheduling behavior, 

and allows timing side-channel attacks to be performed. 

Second, IDS evasion due to congestion happens where high 

authentication load raises 𝑇queue which delays IDS decisions to 

an intolerable threshold and forms temporary detection lapses. 

Third, amplification based on denial-of-service has happened 

whereby adversarial authentication indirectly compromises 

the performance of IDSs, without heavy amounts of malicious 

traffic. These effects show that it is not enough to optimize 

authentication latency and the latency of IDS inference 

independently because changes in one aspect have a direct 

impact on the other due to the common resource contention 

[40]. 

The developed model is relevant to the real edge gateways 

with multiple security functions competing for finite 

computing resource. It is most suitable for large scale IoT 

systems with random arrival requests, dynamic workloads and 

centralized scheduling. Simplistic yet the M/M/1 model 

captures the major delay trends of real deployments. 

4.3 Implication on latency-security co-design 

The discussion above confirms the fact that authentication 

latency and IDS inference latency are inherently linked at the 

edge gateway. Time to respond to end-to-end security 

responses should thus not be looked at as the individually 

optimized parts but as a single limited security primitive. Lack 

of ways to put this under control permits timing side-channels, 

has been congestion-induced IDS evasion, and denial-of-

service amplification in realistic adversarial conditions. The 

observation is a direct impetus to the joint latency-wise 

authentication-IDS co-design of the following section, in 

which authentication filtering, task scheduling and intrusion 

detection co-ordination are coordinated in such a way as to 

impose deterministic security latency under shared edge 

conditions.  

4.4 Worst-case latency analysis 

Along with the average case, edge deployments must also 

be secure against peak and malicious workloads. So, the worst-

case end-to-end security latency is studied by focusing on the 

worst-case authentication load, the worst-case queueing delay 

and the worst-case IDS processing delay. Denote the worst-

case latency by the following Eq. (17): 

𝑇𝑠𝑒𝑐
𝑚𝑎𝑥 = 𝑇𝑎𝑢𝑡ℎ

𝑚𝑎𝑥 + 𝑇𝑖𝑑𝑠
𝑚𝑎𝑥 + 𝑇𝑞𝑢𝑒𝑢𝑒

𝑚𝑎𝑥 (17) 

where, 

• 𝑇𝑎𝑢𝑡ℎ
𝑚𝑎𝑥: Maximum authentication delay 

• 𝑇𝑖𝑑𝑠
𝑚𝑎𝑥: Maximum IDS inference delay 

• 𝑇𝑞𝑢𝑒𝑢𝑒
𝑚𝑎𝑥 : Maximum queueing delay

When tasks are executed without control, the queueing 

component could be dominant when the arrival rate is close to 

the service rate. But in the proposed approach, AI-gated 

filtering helps to limit malicious arrivals, adaptive scheduling 

helps to limit the backlog, and ensures a minimum share of 

execution for IDS tasks. In turn, the worst-case delay is 

guaranteed to be below the latency threshold in the considered 

range of operation. This analysis demonstrates that the 

framework is not only capable of operating under average 

traffic conditions, but also under challenging conditions where 

timing leakage, flooding and congestion would negatively 

affect security. 
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5. LATENCY SECURITY CO-DESIGN FRAMEWORK

PROPOSAL

This part shows a latency security co-design of edge-

assisted IoTs, in which the authentication and intrusion 

detection processes are coordinated with each other with strict 

real-time constraints. The proposed framework has latency 

limits as a strict security requirement unlike traditional 

security architectures, which consider latency as a second-

order performance measure. The framework incorporates the 

use of AI-controlled pre-authentication filtering, ECC-

authentication, latency-sensitive combined authentication-IDS 

scheduling, and IDS-controlled secure session setup. The 

system is described in four coherent algorithms, each of which 

indicates a phase of security in an overall execution pipeline 

and makes the system no less understandable and deployable.  

5.1 AI-gated authentication filtering 

In an attempt to prevent authentication flooding attacks and 

minimize unwarranted cryptographic load, the framework 

adds an AI-controlled authentication gateway that stands in 

front of cryptographic authentication. Lightweight machine 

learning classifier that makes use of behavioral and traffic 

level features is used to test incoming access requests. 

The AI-gated authentication is realized with a lightweight 

supervised binary classifier at the edge gateway. In this paper, 

we use a Random Forest classifier given its low inference time, 

noise-tolerant nature and ability to handle diverse IoT traffic 

features. The classifier uses a lightweight feature vector for 

each request, which includes:  

• Device ID features are device ID class, registration

status

• Network traffic features are packet rate, bursts, request

interval

• Protocol information is port, protocol, message length

• Behavioral features are failed attempts, anomaly score,

session frequency and

• Load information features are queue length, gateway

load, recent authentication load.

Let 𝑥𝑖 ∈ ℝ𝑑 denote the feature vector associated with the 𝑖-
th authentication request. The AI gate computes the decision 

function as in Eq. (18): 

𝑔(𝑥𝑖) = {
1, if 𝑓(𝑥𝑖) ≥ 𝜃

0, 𝑓(𝑥𝑖) < 𝜃
(18) 

where, 

• 𝑥𝑖: The feature vector of request 𝑖
• 𝑓(𝑥𝑖): The classifier confidence score

• 𝜃: The decision threshold

• 𝑔(𝑥𝑖): The gate output

The AI gate rebuffs requests, and they are discarded prior to

going through the cryptographic pipeline thus lowering the 

effective rate of authentication arrival from 𝜆𝑎  to 𝜆𝑎
′ = 𝜌𝜆𝑎 ,

with 0 < 𝜌 < 1. 

The classifier is trained offline using labeled benign and 

malicious access traces collected from IoT traffic datasets and 

simulated gateway logs. The dataset is divided into training 

(70%), validation (15%), and testing (15%) subsets. Standard 

preprocessing includes missing-value handling, feature 

normalization, and categorical encoding. Hyperparameters are 

selected using five-fold cross-validation. 

During online operation, each access request is initial 

evaluated by the AI gate. Low-risk requests are fast-tracked to 

lightweight authentication, whereas suspicious requests 

undergo stricter verification and prioritized IDS inspection. 

The compact feature set and lightweight classifier architecture 

result in low memory overhead and millisecond-level 

inference, making the module suitable for resource-

constrained edge gateways. 

Algorithm 1: AI-Gated Authentication Filtering 

Input: Authentication request 𝑟𝑖 , feature vector 𝑥𝑖 ,

threshold 𝜃 

Output: Gate decision 𝑔(𝑥𝑖) ∈ {0,1}
1. Receive authentication request 𝑟𝑖from device 𝑑𝑖

2. Extract behavioral and traffic features 𝑥𝑖

3. Compute AI-gate score 𝑓(𝑥𝑖)
4. If 𝑓(𝑥𝑖) ≥ 𝜃 then

4.1 Set 𝑔(𝑥𝑖) ← 1
  Else 

4.2 Set 𝑔(𝑥𝑖) ← 0
4.3 Discard authentication request 𝑟𝑖

  End If 

5. Forward validated request to authentication module

5.2 Elliptic curve cryptography-based authentication with 

AI gating 

Requests approved by the AI gate undergo ECC-based 

authentication, which provides strong security guarantees with 

reduced computational overhead, making it suitable for 

resource-constrained edge environments. 

This stage ensures that cryptographic trust is established 

prior to deeper traffic inspection. 

Algorithm 2: ECC-Based Authentication with AI Gating 

Input: Validated request 𝑟𝑖, device identity 𝑑𝑖

Output: Authenticated request or rejection 

1. If 𝑔(𝑥𝑖) = 0then

    1.1 Reject authentication request 

    1.2 Terminate authentication process 

  End If 

2. Initialize ECC parameters

3. Perform elliptic curve scalar multiplication

4. Verify device credentials

5. If verification fails then

    5.1 Abort authentication 

  Else 

    5.2 Forward authenticated request to joint 

authentication–IDS module 

  End If 

5.3 Joint authentication intrusion detection systems 

inference with latency-sensitive scheduling  

Authentication processing and inference of IDS have few 

computational resources at the edge gateway. In order to 

provide a deterministic real time performance, the two tasks 

are scheduled together, sharing the same latency budget τ, 

which is restricted in the give condition as Eq. (19): 

𝑇auth + 𝑇ids + 𝑇queue ≤ 𝜏 (19) 

An assignment of execution weights 𝑝  and 𝑝𝑖  to

authentication and IDS tasks respectively, which is determined 

by a priority-aware scheduling policy, is as follows the Eq. 

(20): 
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𝑝𝑎 + 𝑝𝑖 = 1 (20) 

Algorithm 3: Joint Authentication-IDS Inference with 

Latency-Aware Scheduling 

Input: Authentication tasks 𝒜 , traffic flows 𝐹𝑖 , latency

bound 𝜏 

Output: IDS decision 𝑦𝑖 , latency-compliant execution

1. Initialize priorities 𝑝𝑎 and 𝑝𝑖  such that 𝑝𝑎 + 𝑝𝑖 = 1
2. Measure current gateway load 𝐿
3. If authentication backlog increases then

    3.1 Increase authentication priority 𝑝𝑎

    3.2 Enforce minimum IDS priority 𝑝𝑖 ≥ 𝑝min

  Else 

    3.3 Balance priorities 𝑝𝑎 and 𝑝𝑖

  End If 

4. Estimate component latencies 𝑇auth , 𝑇ids, 𝑇queue

5. Compute total security latency

    𝑇sec ← 𝑇auth + 𝑇ids + 𝑇queue 

6. If 𝑇sec > 𝜏, then

    6.1 Throttle incoming authentication requests 

    6.2 Activate lightweight IDS inference 

    6.3 Update scheduling priorities 

  End If 

7. Perform hybrid CNN-LSTM-Attention IDS

inference on 𝐹𝑖

8. Generate IDS decision 𝑦𝑖 ∈ {0,1}
9. Forward IDS decision to session establishment

module

The framework does not have redundant monitoring logic 

by integrating IDS inference and enforcing redundant latency 

within the scheduler, and detection blind windows are 

prevented. 

5.4 Intrusion detection systems-guided secure session 

establishment 

Secure session establishment is conditioned on both 

authentication success and IDS validation, ensuring that 

cryptographic keys are issued to benign devices. Let 𝑦𝑖 ∈
{0,1} denote the IDS outcome, where 𝑦𝑖 = 1indicates benign

traffic. Session establishment proceeds in Eq. (21): if and only 

if  

𝑔(𝑥𝑖) = 1   ∧   𝑦𝑖 = 1 (21) 

Algorithm 4: IDS-Guided Secure Session Establishment 

Input: Authentication result, IDS output 𝑦𝑖

Output: Session key 𝐾𝑖 or rejection

1. If authentication failed then

    1.1 Reject session request 

    1.2 Terminate process 

  End If 

2. If 𝑦𝑖 = 0, then

    2.1 Deny session key establishment 

    2.2 Log malicious behavior 

  Else 

    2.3 Proceed to key derivation 

  End If 

3. Generate ephemeral elliptic curve parameters

4. Derive session key

5. 𝐾𝑖 = KDF(𝑔𝑎𝑏 ∥ nonce𝑖)
6. Securely erase ephemeral secrets

5.5 Security and latency implications 

Combining AI-gated authentication with latency-sensitive 

joint scheduling and the establishment of secure sessions 

based on IDS, the presented framework will enhance the 

security resilience and determine the real-time performance at 

the same time. Malicious access attempts are blocked at an 

early-stage before cryptographic processing and much 

exposure to authentication flooding and resource exhaustion 

attacks are mitigated. The joint scheduling mechanism ensures 

limited end-to-end security latency in the presence of dynamic 

and adversarial load conditions, in addition to maintaining 

adequate bandwidth in the execution of intrusion detection to 

eliminate detection blind windows. Moreover, through a 

coordinated manner where authentication and IDS functions 

are undertaken within a single control loop, the framework 

removes the timing side channels that are usually a result of 

uncontrolled task contention. Taken together, these design 

decisions represent latency as a controllable security primitive, 

as opposed to a secondary performance metric, and the 

framework is suited perfectly to real-time IoT edge 

deployments. Figure 2 illustrates the AI-driven latency 

security co-design architecture, the AI-controlled 

authentication is latency-aware joint scheduling, and hybrid 

IDS inference collaboratively decide on safe establishment of 

a session with a tight latency limit. 

5.6 Complexity and overhead for edge deployment 

The proposed framework is designed to run on resource-

constrained edge gateways, so it is important that the memory 

and runtime cost of the framework be manageable. The total 

run-time overhead is spread across the lightweight AI-based 

request filtering, ECC authentication, adaptive scheduling and 

hybrid IDS inference modules. Since these components are 

either sequential or conditional, the average computational 

cost is less than if all of the security stages were executed for 

every request. 

(1) AI-gated filtering cost

The AI-gated pre-authentication module employs a short

feature vector, and a light-weight classifier. The inference cost 

(per request) scales almost linearly to the number of features 

extracted. The module limits the cryptographic and IDS costs 

during flooding attacks, as suspicious requests can be filtered 

out. 

(2) ECC authentication cost

ECC-based authentication is more expensive than rule

matching, but is only invoked for requests passed by the AI 

gate. This greatly reduces the overall cryptographic cost under 

DDoS attacks without compromising security. 

(3) Scheduling overhead

The latency-aware scheduler updates a task's priority based

on the queue length, task backlog and estimated latency. This 

entails simple arithmetic comparisons, which are negligible 

compared to authentication and IDS run time. 

(4) Hybrid IDS runtime

The hybrid CNN-LSTM-Attention IDS is the most

expensive. But the IDS inference is run at the edge on finite 

length windows and reduced model sizes. In practice, the 

scheduler allocates enough time to ensure that the IDS 

response time is under the response budget. 

(5) Deployment feasibility

This system only keeps small model parameters, short-lived

queues and session data. There does not need to be a huge 
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historical data base for online operation. Thus, the proposed 

system is applicable to today's edge gateways with limited 

CPU and memory capacities. 

(6) Practical interpretation

The extra control is minimal in comparison with security

gains. Suppression of malicious requests at an early stage 

wastage of processing is reduced and adaptive scheduling 

better uses shared resources. This allows the framework to be 

feasible for time critical IoT applications. Table 3 represent the 

computational overhead, resource usage and feasibility of 

framework. 

Figure 2. AI-driven latency-security co-design framework structure 

Table 3. Runtime, memory, and practical performance of 

framework components 

Component 
Runtime 

Cost 

Memory 

Cost 

Practical 

Communication 

AI Gate Low Low 
Fast request 

filtering 

ECC Auth Medium Low Strong security 

Scheduler Very Low Very Low 
Negligible 

overhead 

Hybrid IDS 
Medium–

High 
Medium 

Main detection 

engine 

Full 

Framework 
Controlled Moderate 

Suitable for edge 

gateway 
Note: intrusion detection systems (IDS); elliptic curve cryptography (ECC) 

6. SECURITY ANALYSIS

This part gives a detailed security assessment of the 

proposed latency security co-design edge IoT architecture. 

Contrary to the traditional methods that focus on the 

authentication, intrusion detection, and cryptographic 

protocols separately, the proposed framework takes into 

consideration the simultaneous implementation of these 

functions in the conditions of shared edge resources and strict 

time limits. The review shows that the management of latency 

is not only a performance optimization factor, but it is also a 

basic security necessity. It is proven against timing side-

channel attacks and authentication flooding, as well as 

congestion resistant formal guarantees, and is proven to 

provide cryptographic forward secrecy. 

The timing side-channel attacks utilize differentiating 

timing behavior through the range of the externally visible 

response times to deduce interior system state, scheduling 

behavior or workload conditions at the edge gateway. Under 

the traditional edge security architecture, the uncontrollable 

changes in latency during authentication and intrusion 

detection indicate the resource contention and queue 

occupancy, allowing enemies to modify their attack patterns. 

The proposed framework also eliminates timing variability as 

observed by external parties by imposing the limited security 

response time, the meaning of which is given in Section 4. 

There is co-ordination of authentication and intrusion 

detection workloads such that predictable run-time can be 

guaranteed, even with adversarial workloads. Therefore, the 

attackers cannot match the response time with the state of the 

internal gateway, which is the timing-based information 

leakage.  

Authentication flooding attacks typically target to flood the 

edge gateway with a high number of access requests to exhaust 

cryptographic resources and cause the edge gateway to take 

more time to authenticate legitimate devices. In standard 

designs, authentication requests are handled blindly, which 

causes a buildup of queues and a series of delays throughout 

security functions. Under the suggested structure, AI-gated 

pre-authentication filtering blocks any suspicious and 

malicious request prior to entering into the cryptographic 

pipeline. This mechanism along with the limited security 

latency imposed as specified in Section 4 will ensure that there 

is no unbounded growth of authentication queues. This results 

in the service of legitimate authentication requests within 

predictable time constraints even under sustained flooding and 

the maintenance of gateway availability in addition to the 

rejection of denial-of-service conditions. 
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Attacks of intrusion detection evasion use the delays caused 

by congestion to establish temporary detection blind windows, 

during which malignant traffic can evade detection. 

Authentication bursts can saturate intrusion detection 

processes in architectures which use authentication and 

intrusion detection processes independently, thereby reducing 

detection performance. To avoid this evasion, the suggested 

latency security co-design is a concurrent scheduling of 

authentication and intrusion detection tasks within the latency 

constraint specified in Section 4. Intrusion detection ensures 

that there is adequate execution bandwidth irrespective of the 

authentication load and therefore the traffic is continuously 

checked. Hence, the opponents cannot use congestion to delay 

or circumvent the intrusion detection and maintain detection 

continuity during dynamic workloads.  

Forward secrecy holds the keys used in the past sessions and 

communication secret so that the loss of long-term credentials 

will not reveal the past session keys nor the past 

communication. The impact of authentication delays is severe 

in edge assisted IoTs, as the probability of key reuse or 

extended vulnerability of cryptographic content increases. The 

scheme suggested maintains forward secrecy because it 

establishes secure session using conditions of successful 

authentication and intrusion detection authentication within 

the scope of the limited security response time of Section 4. 

Ephemeral cryptographic parameters are used to derive the 

session keys which are discarded instantly. Through 

deterministic security response behavior, the framework 

avoids circumstances which would otherwise undermine 

forward secrecy under adversarial load.  

Coherent latency guarantees that the latency between any 

pair of messages is consistent irrespective of their relative 

sequence in message sequence order. The above security 

properties are enforced through the limited end-to-end security 

response time in Section 4. The proposed design (reducing 

authentication processing, authentication flooding, intrusion 

detection inference, queuing delay) in a single control 

framework, eliminates timing side-channel leakage, and 

resists authentication flooding, congestion-induced intrusion 

detection evasion and cryptographic forward secrecy. This 

single latency security promise raises latency as a secondary 

performance consideration into a security control. The 

framework is proactive in the implementation of the 

deterministic security behavior instead of responding to the 

performance degradation following the attack and offers 

strong protection to edge-assisted IoT systems in both benign 

and adversarial environments. 

7. EXPERIMENTAL EVALUATION

This section experimentally evaluates the proposed latency–

security co-design framework under realistic and adversarial 

IoT workloads. The experiments are explicitly designed to 

validate the analytical guarantees with particular emphasis on 

bounded end-to-end security latency, resilience to 

authentication flooding, robustness of intrusion detection 

under congestion, and scalability to large-scale IoT 

deployments. 

7.1 Experimental setup and baseline configuration 

The experimental evaluation is conducted using a hybrid 

testbed consisting of a Python-based edge gateway prototype 

and NS-3 for large-scale network emulation. IoT devices 

generate authentication requests and traffic flows following 

both benign and adversarial patterns. Authentication flooding 

attacks are modeled as high-rate burst arrivals, while intrusion 

attempts are injected using mixed benign–malicious traffic 

traces. 

The edge gateway implements AI-gated authentication, 

ECC-based access control, latency-aware joint scheduling, 

and a hybrid CNN-LSTM-Attention IDS. Unless otherwise 

specified, the maximum allowable end-to-end security latency 

is fixed at the value in Eq. (22): 

𝜏 = 50 ms (22) 

which reflects the real-time requirements of latency-sensitive 

IoT applications. 

To provide an objective and easily reproducible assessment, 

the proposed latency-aware security co-design framework is 

compared with representative baselines that are run under the 

same hardware, traffic and attack conditions. The IoT request 

traces, gateway resources, IDS backbone model, 

cryptographic module and performance metrics are identical 

among all methods. A different task and security orchestration 

approach is used. 

The IDS-only baseline does not use AI-gated authentication 

and latency-aware joint scheduling, it merely passes requests 

to the intrusion detection engine. The same CNN-LSTM-

Attention IDS model as the proposed framework is used to 

ensure model fairness. Users are monitored upon arrival, and 

the gateway's resources are mainly used for intrusion 

detection. No adaptive pre-filtering is applied, malicious 

authentication detection, it consumes more communication 

and queue resources. This baseline is the traditional detection-

oriented baseline where the focus is on threat detection but not 

on collaborative authentication management. 

This baseline priorities authentication, where each request 

is first authenticated using ECC and then is sent to the IDS for 

inspection. The authentication and IDS operations are 

performed in sequence and the adaptive scheduler is not 

invoked in case of high loads. The same ECC parameters and 

authentication algorithm as the proposed framework are 

maintained for a fair comparison. This represents the 

conventional access-control-first architecture in gateways 

where authentication is done before IDS. Due to the pipeline, 

waiting times and responsiveness of IDS may be affected 

under a bursty workload. 

Table 4. Comparison of baseline methods and proposed method 

Method Authentication Strategy IDS Scheduling Policy Implementation Source 

IDS-Only No AI gate Yes Direct processing Standard reference baseline 

Authentication-First Sequential ECC Yes Serial execution Conventional architecture 

Static 

Scheduling 
Yes Yes Fixed equal priority Controlled baseline 

Proposed Method AI-gated ECC Yes Dynamic joint scheduling This work 
Note: intrusion detection systems (IDS); elliptic curve cryptography (ECC) 
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With static shared scheduling, authentication and IDS tasks 

share access to gateway resources with a static priority 

scheduling policy. The two modules are always enabled but 

the gateway does not dynamically adjust priorities as a 

function of queue growth, adversarial traffic load or latency 

violations. The authentication engine and IDS model are the 

same as that in the proposed framework but dynamic 

orchestration is turned off. This benchmark is designed to 

determine the value of scheduling based on workload and 

adaptive latency control. 

Our design is a lightweight pipeline of AI-gated request 

filtering, ECC-based authentication, dynamic latency-aware 

joint scheduling and hybrid CNN-LSTM-Attention IDS 

inference at the edge. Malicious requests can be blocked prior 

to costly encryption, and authentication and IDS results can be 

prioritised to meet end-to-end deadline constraints. 

Establishing secure connections is only allowed once 

authentication and benign IDS predictions are successful. 

The baseline methods are implemented as reference 

controlled configurations based on typical IoT gateway 

architectures found in previous research on authentication, IoT 

edge security and IDS. Instead of implementing a single 

external method, each baseline represents a typical operational 

strategy that's commonly applied in practice, thus allowing a 

clear and fair comparison with the proposed co-design 

framework. Table 4 shows the comparison between the 

baseline methods used in the experiments and proposed 

framework. The table shows differences in the authentication 

scheme, IDS deployment, scheduling mechanism and source. 

7.2 End-to-end security latency and scalability 

The primary performance metric is the end-to-end security 

latency, defined as 

𝑇sec = 𝑇auth + 𝑇ids + 𝑇queue, (23) 

Figure 3 illustrates the end-to-end security latency as a 

function of the number of connected IoT devices, while the 

corresponding numerical values are summarized in Table 5. 

The proposed framework consistently maintains in Eq. (24): 

𝑇sec ≤ 𝜏 (24) 

Figure 3. End-to-end security latency vs. number of IoT 

devices 

Table 5. End-to-end security latency measurements under 

variable IoT devices count 

IoT 

Nodes 

Proposed 

Avg (ms) 

Proposed 

Worst (ms) 

Baseline 

Avg (ms) 

Baseline 

Worst 

(ms) 

500 31 35 38 45 

1,000 32 36 42 52 

3,000 36 40 58 78 

5,000 38 42 70 92 

10,000 45 48 95 120 

Even as the number of devices scales up to 10,000. In 

contrast, baseline schemes exhibit rapidly increasing latency 

due to uncontrolled queue growth. These results empirically 

validate the unified latency–security invariant and 

demonstrate scalability under increasing deployment density. 

7.3 Resilience under adversarial and congested conditions 

7.3.1 Resilience to authentication flooding 

To evaluate robustness against authentication flooding 

attacks, the authentication arrival rate 𝜆𝑎 is increased beyond

the nominal service capacity of the edge gateway. With AI-

gated authentication, the effective arrival rate is reduced is 

expressed in the Eq. (25): 

𝜆𝑎
′ = 𝜌𝜆𝑎, 0 < 𝜌 < 1 (25) 

where, 

• 𝜌: The acceptance ratio of legitimate requests

• 𝜆𝑎: Authentication arrival rate

• 𝜆𝑎
′ : The effective arrival rate

Figure 4 shows authentication latency under adversarial 

flooding, with numerical results reported in Table 6. 

Authentication latency remains bounded as long as in the 

given condition Eq. (26): 

𝜆𝑎
′ + 𝜆ids < 𝜇 (26) 

where, 𝜆ids  denotes the IDS task arrival rate and 𝜇  is the 

gateway service rate. Furthermore, Figure 5 and Table 7 

demonstrate that the authentication success rate for legitimate 

devices remains above 97% even under sustained flooding. 

These results confirm that AI-gated filtering suppresses 

malicious load without penalizing legitimate access, providing 

experimental validation. 

Figure 4. Authentication latency under flooding attacks 
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Table 6. Authentication latency under flooding AI-gated 

authentication prevents flooding collapse 

Normalized 

Auth Load 

Proposed Auth 

Latency (ms) 

Baseline Auth 

Latency (ms) 

0.2 16 20 

0.6 18 30 

1.0 20 40 

1.2 21 45 

Figure 5. Authentication success rate vs. malicious request 

ratio 

Table 7. Authentication success rate legitimate devices 

remain authenticated 

Malicious Traffic Ratio Proposed ASR Baseline ASR 

0.0 0.99 0.99 

0.3 0.985 0.82 

0.6 0.98 0.65 

0.8 0.97 0.51 

7.3.2 Intrusion detection systems robustness under congestion 

The impact of authentication load on IDS performance is 

examined by measuring IDS inference latency and detection 

accuracy under increasing authentication demand. Joint 

authentication–IDS scheduling ensures that IDS tasks are 

allocated a minimum execution share, preventing starvation. 

Figure 6. Intrusion detection systems (IDS) inference latency 

under concurrent authentication load 

Figure 6 reports IDS inference latency as authentication 

load increases, with detailed statistics provided in Table 8. IDS 

latency remains bounded even during peak authentication 

demand. Correspondingly, Figure 7 and Table 9 show that IDS 

detection accuracy remains above 95% under congestion. 

These observations confirm that congestion-induced IDS 

evasion windows do not arise, thereby empirically validated. 

Table 8. Intrusion detection systems (IDS) inference latency 

vs. authentication  

Auth Load 
Proposed IDS 

Latency (ms) 

Baseline IDS 

Latency (ms) 

0.3 12.5 16 

0.6 13.5 24 

1.0 15 32 

1.2 15.6 36 
Note: IDS latency does not explode under auth load 

Figure 7. Intrusion detection systems (IDS) detection 

accuracy under congestion 

Table 9. Intrusion detection systems (IDS) detection 

accuracy in various gateway loads under congestion  

Gateway Load Proposed Accuracy Baseline Accuracy 

0.4 0.96 0.90 

0.7 0.955 0.83 

1.0 0.95 0.76 

1.2 0.948 0.72 

7.3.3 Timing side-channel suppression 

To evaluate resistance to timing side-channel attacks, the 

distribution of end-to-end security latency is analyzed under 

adversarial traffic patterns. Figure 8 presents the cumulative 

distribution function (CDF) of 𝑇sec, with statistical summaries 

reported in Table 10. 

Figure 8. Latency distribution (cumulative distribution 

function) of security response time 
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Table 10. Latency distribution statistics 

System Mean (ms) Std Dev (ms) 95th Percentile (ms) 

Proposed 38 3.1 44 

Baseline 75 15.2 108 
Note: No long-tail latency → no timing leakage 

The absence of long-tail behavior indicates tightly bounded 

latency and statistically indistinguishable security responses. 

Formally, the observed latency variance satisfies the condition 

as in Eq. (27): 

Var(𝑇sec) ≤ 𝜎max
 (27) 

for a small constant 𝜎max
 . These results experimentally

validate the timing side-channel mitigation in latency 

distribution and timing side-channel analysis. 

7.4 Large-scale deployment feasibility and latency-security 

validation 

To assess scalability under realistic network conditions, the 

proposed framework is deployed in an NS-3 environment with 

up to 10,000 simulated IoT nodes. Figure 9 illustrates latency 

and IDS performance at scale, while Table 11 summarizes the 

corresponding metrics. 

The results show that bounded latency and stable detection 

accuracy are preserved even at large scale, confirming that in 

the Eq. (28): 

Pr  ( 𝑇sec ≤ 𝜏 ) ≈ 1 (28) 

under dense IoT deployments. This demonstrates the practical 

feasibility of the proposed framework. 

Figure 9. Scalability analysis up to 10,000 Nodes (NS-3) 

Table 11. Scalability up to 10,000 Nodes 10,000-node 

scalability validated 

Nodes Avg Latency (ms) Worst Latency (ms) 

1,000 32 36 

5,000 38 42 

10,000 45 48 

Finally, the satisfaction ratio of the unified latency–security 

invariant is evaluated across all experimental scenarios. Figure 

10 and Table 12 show that in the given Eq. (29): 

𝑃𝑟(𝑇auth + 𝑇ids + 𝑇queue ≤ 𝜏) = 1 (29) 

Figure 10. End-to-end security guarantee satisfaction ratio 

Table 12. Latency guarantee satisfaction ratio 

Gateway 

Load 

Proposed 

Satisfaction 

Baseline 

Satisfaction 

0.4 1.00 0.88 

0.8 1.00 0.72 

1.2 1.00 0.52 

This result confirms that latency is consistently enforced as 

a best security constraint, directly supporting the analytical 

claims made. 

7.5 Component-wise contribution analysis 

To gain further insight into the results presented above, we 

also conduct a component-wise analysis by selectively turning 

off various components of the proposed framework while 

maintaining the same dataset, gateway resources, traffic traces 

and performance metrics. This analysis helps to understand the 

role of each component in establishing bounded latency, 

authentication resilience and in maintaining the intrusion 

detection performance.  

Four configurations are considered:  

• The proposed framework,

• The system without AI-gated authentication filtering

• A variant without dynamic scheduling, and

• A "cut-down" version without either. Running these

variants with the same attacks allows us to better

understand the effects of each design element.

After removing AI-gated filtering, all requests including 

suspicious and malicious traffic join the ECC authentication 

queue. This results in the waste of cryptographic computation 

resources, queue length growth and increased waiting times 

for legitimate devices during flooding attacks. While the 

correctness of the ECC authentication is not affected, the 

system responsiveness is compromised because the gateway is 

faced with more requests. These findings suggest the AI gate 

is the key factor in attacks suppression, queue length 

stabilization and guaranteed authentication delay under 

adversarial traffic scenarios. 

Replacing dynamic scheduling with static execution with 

equal priorities for authentication and IDS tasks, causes these 

to compete for gateway resources without coordination. In 

access surges, too many resources are temporarily dedicated 

to access processing, leading to longer IDS inference task 

queue time. As a result, detection delays are prolonged and 

there is potential for slower detection of fast-moving attacks. 

Although the average performance is still satisfactory under 
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light traffic, the congestion scenario shows that the adaptive 

scheduling outperforms the static scheduling. Hence, the 

scheduling module is the key component in providing 

deterministic latency and uninterrupted IDS service, even 

under varying traffic loads. 

The greatest performance gain is made by a combination of 

AI gating and scheduling. The initial screening of requests 

reduces waste of encryption/decryption before the request is 

entered into the queue, while dynamic scheduling adjusts the 

scheduling policy to the run-time load of the gateway. The 

combination of the two avoids queue overflow, provides 

robust authentication service and avoids IDS starvation. 

Overall, the entire system has improved latency over other 

solutions, especially in DoS and massive device contention. 

The hybrid IDS model largely impacts detection accuracy, 

rather than queue size. The CNN layer extracts local spatial 

features, the LSTM layer learns the temporal characteristics of 

attacks and the attention layer focuses on the most relevant 

features during the testing phase. This explains why the 

detection accuracy exceeds 95%, even for increasing 

workloads. The scheduler, meanwhile, guarantees the 

enhanced model can still meet the real-time requirements. 

Our experimental results demonstrate that the reported 

gains are not due to any individual module. Rather, 

improvements are due to synergies between lightweight pre-

authentication filtering, scheduling, and high-quality hybrid 

IDS. The AI gating mainly alleviates malicious traffic, 

scheduling ensures bounded latency in contention, and the 

hybrid IDS ensures good detection accuracy. Thus, their co-

operation is crucial for resilient, scalable, and deterministic 

security of IoT with edge support. Table 13 shows how 

different configurations of the framework affect the latency, 

IDS accuracy and resilience against flooding. It illustrates the 

role of each module of the proposed framework. 

Table 13. Component contribution and configuration performance comparison 

Configuration Avg Latency IDS Accuracy Flooding Resilience Key Observation 

Full Framework Lowest Highest High Best overall balance 

Without AI Gate Higher Similar Low Queue overload increases 

Without Scheduling Higher Lower under load Moderate IDS delays appear 

Without Both Highest Lowest Low Poor coordination 

Simpler IDS Lower latency Lower accuracy Moderate Accuracy trade-off 

7.6 Summary, comparative evaluation, and stress-test 

The experimental findings indicate that the offered latency 

security co-design framework can consistently maintain a 

limited end-to-end security latency, is resistant to 

authentication flooding, and avoids IDS evasion in congested 

environments, as well as can effectively scale to being used in 

large IoT systems. In all the considered situations, the 

framework upholds the latency security invariant, where the 

response time to security is deterministic even during 

adversarial loads. The proposed methodology provides a 

reduction of 3548 percentage points in worst-case end-to-end 

latency over baseline alternatives, such as the use of IDS-only 

and authentication-primary strategies, mainly because of early 

AI-controlled request suppression and latency-constrained 

joint scheduling. It has been shown that authentication strength 

is much stronger with genuine device success rate of over 97 

percent when there are flooding attacks. In the same manner, 

the performance of intrusion detection accuracy is beyond 95 

percent in congestion, but baseline systems have significant 

degradation caused by uncontrolled task contention and IDS 

starvation. The framework ensures latency bounding to 

remove timing side-channel leakage and maintain 

cryptographic forward secrecy. Large-scale NS-3 simulations 

also support the scalability of up to 10,000 IoT nodes in 

practice, and beyond what competitive architectures could 

support. Altogether, the joint experimental and comparative 

findings confirm the fact that the treatment of latency as the 

primary-class security primitive is the key to resilient, 

scalable, and deterministic security of edge-assisted IoT IDS 

(Table 14).  

To test its stability under the worst-case scenarios, we also 

conduct a stress-test experiment under multiple adversarial 

flooding, high traffic load at the gateway and high device 

density. This is to verify if it maintains low latency and 

detection performance under a number of adverse conditions. 

Here, we simulate authentication bursts while increasing IDS 

traffic complexity and number of devices up to the maximum 

scale. There is a significantly smaller increase in the size of the 

queue for the proposed framework compared to other schemes, 

thanks to AI-gated filtering and scheduling. These findings 

show that this worst-case latency is below the allocated 

response time budget for the tested scenarios, and that the 

authentication success rate for legitimate devices and IDS 

remain constant. In contrast, the baseline schemes have 

increased delay and delay responsiveness. These results 

demonstrate that the proposed approach is effective under 

normal and worst-case adversarial scenarios. Table 15 shows 

the results of the proposed method and baselines in normal, 

flooding, congestion and stress scenarios. It demonstrates the 

proposed method has low latency and high IDS accuracy. 

Table 14. Summary and ComparatiDve evaluation of the 

proposed framework 

Metric Proposed IDS-Only Auth-First 

Avg. Latency (ms) 31–45 58–75 42–58 

Worst-Case 

Latency (ms) 
35–48 78–120 52–92 

Worst-Case 

Reduction 
35–48% — — 

Authentication 

Success Rate 

(Attack) 

≥ 97% ≤ 82% ≤ 88% 

IDS Accuracy 

(Congestion) 
≥ 95% ≤ 76% ≤ 83% 

Flooding Resilience High Low Moderate 

Timing Side-

Channel Leakage 
Eliminated Present Present 

Latency 

Determinism 

Guaranteed 

(≤ τ) 

Not 

guaranteed 

Not 

guaranteed 

Scalability (IoT 

Nodes) 
10,000 ≤ 5,000 ≤ 5,000 
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Table 15. Performance comparison under different network 

scenarios 

Scenario 
Proposed 

Latency 

Baseline 

Latency 

IDS 

Accuracy 
Observation 

Normal 
Load 

Low Medium High Stable 

Flooding Controlled High High AI gate helps 

Congestion Controlled High High 
Scheduler 

helps 

Combined 

Stress 
Bounded 

Very 

High 
Stable Robust 

Note: intrusion detection systems (IDS) 

8. CONCLUSION

As shown in this paper, latency should be considered a 

security primitive with edge IoT IDS. Since authentication, 

cryptographic key management, and intrusion detection are all 

performed in edge gateways in parallel, uncontrolled latency 

is a direct security burden, allowing timing side-channels, 

denial-of-service amplification and congestion-based IDS 

evasion. This work demonstrates that autonomous 

optimization of these components is essentially inadequate by 

formally modeling time-dependent end-to-end security 

responses as the concurrent execution of authentication, IDS 

inference and queueing delay. In order to overcome this 

shortcoming, a latency security co-designed framework where 

the student employs AI-controlled authentication, priority-

sensitive joint scheduling, and IDS-directed secure session 

creation will be suggested. Extensive experimental analysis 

and large-scale NS-3 simulations have proven that the 

framework supplies a hard 50 ms security latency constraint 

and preserves constant detection and authentication success 

rates at scales of more than 10,000 devices. These findings 

define latency security co-design as the key to real-world edge 

IoT security. 
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