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Hyperchaotic systems (HSs) have been of great interest due to their extreme complexity,
nonlinear dynamics and possible importance in secure communication and information
security. A new HS of four dimensions is suggested and discussed in this work. There are
four equilibrium points (EPs) in the system and the spectrum of Lyapunov Exponents
(LEs), as an indicator of hyperchaotic behavior, has two positive exponents, one zero
exponent and one negative exponent over a large range of parameter values. The proposed
model has a clear structural form as compared to the four-dimensional (4D) systems which
had been reported before. Its dynamical properties are explored with phase portraits (PPs),
bifurcation analysis, sensitivity to initial conditions (SDIC), and found to have a wide
variety of nonlinear responses, which are complicated. The theoretical analysis and the
numerical simulations support the obtained results. These features indicate that the
proposed system can serve as a helpful foundation for future research in the field of secure

communication, information security, and their application.

1. INTRODUCTION

With the emergence of chaos theory, cryptography has
become more and more significant due to the unique
characteristics that it displays, including randomness, extreme
sensitivity to initial conditions (SDIC) and changes in
parameters, periodicity, and mixing [1]. These characteristics
have a strong interrelation with the principles of confusion and
diffusion in cryptographic systems [2]. For this reason,
Chaotic Systems (CSs) have been widely considered as a
promising alternative to the conventional -cryptographic
methods [3].

CSs are a class of nonlinear dynamical models characterized
by complex behavior and strong SDIC [4]. Throughout the last
ten years, these systems have found extensive utility across
diverse engineering disciplines, with a primary focus on secure
communications and cryptographic applications [5]. Since the
introduction of the three-dimensional Lorenz system in 1963
[6]. Numerous chaotic models with different structures and
properties have been developed [7]. In chaos theory, designing
systems with diverse dynamical behaviors and unique
structures remains an important research direction [8]. Based
on the characteristics of their basins of attraction, chaotic
attractors can be classified as self-excited or hidden attractors
[9]. In classical chaotic models, such as the Lorenz, Lii, and
Chen systems, the attractors are typically self-excited [10].
Over the past few years, research on four-dimensional
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hyperchaotic systems (4DHSs) has expanded significantly,
including those derived from Chua, Chen, Lii, and Liu models
[11]. Compared with the systems in lower dimensions, the
systems in four dimensions generally have a greater dynamical
complexity because of the presence of multiple Lyapunov
Exponents (LEs) and a richer system behavior [12].

However, in spite of these developments, there are still a
number of limitations in many reported 4DHSs [13].
Specifically, there are systems that are poorly suited to
complex purposes because of a small equilibrium-point
structure, a less multifaried distribution of LEs, or a simple
dynamical structure [14].

This study presents a new model of hyperchaotic, a 4D
model with a clear structural form with respect to the above-
discussed limitations. The given model has four different
states of equilibrium. Moreover, the spectrum of LE of the
system always shows a piece of two positive, one null, and one
negative exponent, which in a very large parameter space
shows the system is complex. The properties imply much more
interesting dynamical behaviour, as is shown by the phase
portrait (PP), bifurcation, and sensitive dependence on initial
conditions (ICs).

The remainder of this paper is organized as follows: Section
3 is the review of the related literature, Section 4 talks about
the suggested system, Section 5 investigates its dynamical
characteristics, and Section 6 is the summary of the key
results.
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2. SURVEY OF RELEVANT LITERATURE

Several 4DHSs have been introduced in previous studies,
with varying structural forms and dynamical characteristics.
These systems differ greatly in terms of parameter number, EP
configurations, LE distributions, and intended applications.

In 2024, Ozpolat et al. [15] proposed a new 4DHS and
conducted an in-depth dynamical analysis. Their paper
analyzed the system in the form of bifurcation diagrams,
Lyapunov exponents, PPs, sensitivity to initial conditions,
Kaplan-Yorke dimension, symmetry analysis. The results
reported corroborated the existence of hyperchaotic behavior,
having two positive LEs ((Ll =4.742,L2 = 0.061,L3 =
0,L4 = —45.046)) and a Kaplan-Yorke Dimension (KYD) of
about 3.106. Besides, circuit simulation was used to check the
physical feasibility of the system and the model was also
extended to synchronization and image encryption.

In 2023, Shahna [16] proposed 4D hyperchaotic Lorenz-
based image encryption. The model uses four control
parameters and produces hyperchaotic behaviour with the
existence of multiple positive LEs. Its main focus is
application, especially in encryption, where permutation and
substitution methods using keystreams are implemented to
increase the security level.

In 2022, Al-Azzawi and Al-Hayali [17] proposed a four-
dimensional hyperchaotic extension of the Sprott-S model in
2022. Their study demonstrated that the system possesses a
single EP and can generate both self-excited and hidden
coexisting attractors. The reported model also exhibits
multistability, as different attractors may arise for the same
parameter values under different ICs. Additionally, having two
positive LEs establishes the hyper-chaotic nature of the
system, all while keeping a comparatively straightforward
two-parameter framework.

In a 2022 study, Dong and Wang [18] presented a novel
4DHS defined by five control parameters alongside two EPs.
They found that they were hyperchaotic, as was evidenced by
the Lyapunov Exponent Spectrum (LES) and the Kaplan-
Yorke dimension of about 3.0696. Although the reported
model exhibits complex dynamics, its equilibrium-point
structure and LE distribution remain relatively limited
compared with some more recent hyperchaotic systems (HSs).

In a 2021, Mehdi [19] new 4DHS was developed utilizing
eight control parameters. Its strong hyperchaotic nature was
established through a KYD of nearly 3.12998 alongside two
positive LEs. However, the model is characterized by
attractive dynamical properties, although its parametric
complexity is relatively large, thus making the structure of the
model not as compact as the simpler 4DHSs.

In 2021, Shakir et al. [20] introduced another 4DHS
involving ten parameters and strong sensitivity to ICs. The
hyperchaotic behavior of the reported model was verified by
its LES, together with a KYD of approximately 3.069890.
Nevertheless, the relatively large number of parameters may
increase the complexity of the system and diminish its
applicability in the real world.

In 2018, Ababneh [8] proposed a four-dimensional chaotic
system (4DCS) that has two control parameters and a
relatively straightforward structure. The model has a unique
positive LE, a sign of chaotic, as opposed to hyperchaotic
behavior, and a Kaplan-Yorke dimension of approximately
1.6296. Although the system has the advantage of structural
simplicity, the dynamical richness is less than higher-
complexity four-dimensional hyperchaotic models.
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Based on the above review, it is clear that several four-
dimensional systems that were previously reported entailed a
trade-off between simplicity and dynamical performance.
Generally, simple systems, which are structurally simple, are
expected to have less diverse dynamics. Conversely, a system
where a nonlinear potential exists is said to have more
parameters or more limiting equilibrium-point properties.

In these regards, the proposed system will aim to offer a
better balance between the two aspects. It is characterized by
a medium parameter space, two (or more) EPs, and a LES that
contains two positive exponents, thus exhibiting apparent
hyperchaotic dynamics.

Accordingly, the proposed model can be regarded as
offering a richer dynamical response than several earlier
systems summarized in Table 1, while retaining a structure
that remains sufficiently manageable for further analysis.
Possible practical implementation and application-oriented
investigation may be considered in future studies.

3. SYSTEM DESIGN

In the present work, a novel 4DHS is developed. The
resulting autonomous framework is mathematically defined by
the following set of nonlinear differential systems:

dx

T —ax — czw + y(bz — d cos(w))

dy

—=-y—x(z—ew+zw)

dt )
dz B N

o= —fz—x(y+w—yw)

T x(gy + z) + y(hz — i cos(w))

Let x,y,z, and w be the dynamic state variables evolving
over time t € R . The system's behavior is governed by a set
of positive real parameters. Throughout this research, we
utilize the following specific configuration for these
coefficients:

(a,b,c,d,e f,g,hi) =(24,20,5,10,3.1,2.5,26,0.8,9).
Additionally, the simulations are initialized starting from

(x(0),¥(0),2(0),w(0)) = (2.5,1,1.5,2)

Under these settings, the system exhibits hyperchaotic
behavior. Unless stated otherwise, the same parameter set is
used throughout the subsequent analysis.

All numerical simulations and PPs were generated using
Mathematica software.

3.1 Dynamical analysis of the proposed system

Unless otherwise specified, all theoretical and simulation-
based results in this subsection are obtained by using the
parameter set and initial states introduced in Section 3.

This subsection is devoted to the study of system (1) from
several dynamical viewpoints, including its EPs, LES,
attractor behavior, and fractal dimension. These investigations
provide a comprehensive description of the model behavior



under the adopted parameter setting.

The Fourth-Order Runge—Kutta (RK4) algorithm was
employed to perform all numerical simulations, utilizing a
constant time step size of At = 0.01.

The time taken for simulation was decided to allow the
system trajectories to converge. To remove short term effects,
a small part of the data was cut off prior to plotting the results.
The values of the parameters used in each of the analyses are
indicated in the individual figures.

In the bifurcation analysis, ( f ) was added and (z) was
the consecutive local maxima of the state variable, and
parameter, ( f ) lied between [2.1, 2.3].

3.1.1 Analysis of equilibrium points and stability

By equating the time derivatives to zero, the EPs of system
(1) can be evaluated, which yields the subsequent algebraic
equations:

0 =—ax —czw + y(bz — d cos(w))
0=—-y—x(z—ew+2zw)
0=—fz—x(y+w—yw)
0=x(gy +2z) +y(hz —icos(w))

2

[(a,b,c,d,e f,g,h i) =(24,205,10,3.1,2.5,26,0.8,9)]
system (1) has four distinct equilibrium points (EPs):
Eo=(0,0,0,0),
E =(-88.4477, 209607, 6337.86, 37282.3),
E> =(-9.27867, —0.448162, 6337.86, 2.69692),
E3 =(—6.9433, 0.288421, —7.10834, —3.31497).

For system (1), the corresponding Jacobian matrix (J) is
expressed in the form:

oF

U=3x

with the state vector given by X = (x,y,z, w)Tand the vector
field denoted by F = (f1, f, f, f)T-

To analyze the nature of the stability of the equilibrium
states, the J is first determined of the given point. We then get

the necessary FEigenvalues (EVs) indirectly by the
characteristic equation:
[det(M] —]) = 0] €)

To obtain the main EP, which is determined by (E, =
(0,0,0,0)), the resulting EVs are determined to be:

(A

=-=24, A, =-25 A3 =-1, A, =0]
Because one of the EVs is zero with the others being

negative, then the EP (E,) is unstable and non-hyperbolic.
Similarly, the remaining EPs (E;), (E;), and (E3) are also

found to be unstable under the same parameter values.
3.2 Dissipativity analysis

System (1) can be concisely expressed in a vector
representation as follows:
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X=FX),

where, the state variables form the vector X = (x,y,z,w)T.
The divergence associated with this vector field (F) is
formulated as:

0fi

ad 0
+ f2+ fs
dx Jdy 0z

R

ow

[V-F =

Substituting the expressions of system (1) yields:

[V-F=-a-1-f] @)

For the selected parameter values (a = 24) and (f =
2.5), we obtain:

[V-F=-275<0]

According to Liouville’s theorem, the time evolution of a
volume (V (t)) in the phase space is given by:

av
—= - PV

Thus,

[ = —27.5V ()]

Solving this differential equation leads to:

V(t) =V(0)e 7% )

Since (V- F < 0), the system is dissipative, and every
trajectory is eventually closed in a confined part of the phase
space.

3.3 Symmetry analysis

System (1) has the remarkable aspect of structural
invariance with regard to the transformation:

(k= —x), (P -y @ —2), (W -w)] (6)

This is the symmetry that can be checked by replacing the
transformed variables in system (1), keeping the equations the
same.

Thus, the system will be symmetrical along the (z) —
(w) plane. This property may lead to the existence of
symmetric attractors and is responsible, among other things,
for the richness of the system’s dynamical behaviour.

3.4 Spectrum of Lyapunov exponents and Kaplan—Yorke
dimension

The computation of the Les is crucial to the dynamical
character of any nonlinear system and its sensitivity to Ics.
Utilizing the parameter configuration specified earlier in
Section 3, the computed exponents for system (1) yield the
following values:

[(Ly,Ly L3, L,) = (1.95247, 1.05247, 0, —22.6213). ]



Because two of these calculated exponents hold positive
values, it is firmly established that the system operates within
a hyperchaotic regime. Furthermore, to approximate the
attractor’s fractal dimension, the Kaplan—Yorke (or
Lyapunov) dimension is utilized, which is formulated
mathematically as:

J

i1
[Dyy = j + T2

@)
|Lj 41

where, (j) is the maximum integer for which the following
condition holds:

j
[Z L; >0 and
i=1

In this case (j = 3), since:

Z L; < 0]
i=1

[Ly+L,+L;>0, and L, +L,+Ls+L, <0]

Based on the above relation, the Kaplan—Yorke is
determined as:

1.95247 + 1.05247 + 0
22.6213

[Diy =3+ ~ 3.13284]

These results suggest that the system is characterized by a
fractal structure and rich hyperchaotic dynamics.

3.5 Phase portraits analysis
Phase diagrams of the system (5) are depicted in Figures 1-

8, with the parameter values provided in Section 3 and the
numerical model set up in Section 4.

Figure 1. 3-D phase portraits (PPs) of system (5) in the
(x,y, z) phase-space, highlighting the geometric structure of
the attractor

Figure 2. 3-D representation of the phase trajectory of
system (5) in the (x, y, w) phase space, illustrating the
attractor geometry
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Figure 3. 3-D representation of the phase trajectory of
system (5) in the (x, z, y) phase space, illustrating the
attractor geometry

Figure 4. 3-D representation of the phase trajectory of
system (5) in the (x, z, w) phase space, illustrating the
attractor geometry

Figures 1-4 display three-dimensional projections of the
system trajectories across various phase spaces, providing a
clear visualization of the attractor’s geometric structure. These
projections show that we have a complex and bounded
attractor meaning that this system is dissipative.

In Figures 5 through 8, two-dimensional phase plane
projections are presented to highlight distinct non-linear and
aperiodic trajectory patterns within the model. The highly
complex, interwoven nature of these paths serves as strong
evidence for both the sensitivity of the system to ICs and its
unpredictable state evolution. Ultimately, evaluating both the
2D and 3D projections collectively reveals the intricate
dynamic properties of the introduced model, substantiating its
hyperchaotic nature.

Figure 5. 2-D projection of the phase trajectory of system (5)
in the (x, y) phase space, showing the aperiodic evolution of
the trajectories

Figure 6. 2-D projection of the phase trajectory of system (5)
in the (z, y) plane, showing the aperiodic evolution of the
trajectories



Figure 7. 2-D projection of the phase trajectory of system (5)
in the (y, z) plane, showing the aperiodic evolution of the
trajectories

Figure 8. 2-D projection of the phase trajectory of system (5)
in the (y,w) plane, showing the aperiodic evolution of the
trajectories

Time-Domain Analysis of the Proposed System

Fundamentally, hyperchaotic models are defined by highly
irregular and non-periodic behaviors within the time domain.
By analyzing these time-domain responses, the intricate
dynamical traits of the proposed system are -clearly
demonstrated. Consequently, Figures 9-12 plot the curves of
the x(t), y(t), z(t), andw(t) of state variables, which were
generated according to the precise numerical settings in
Section 4 and the specific parameters detailed in Section 3.

Figure 9 shows the time evolution of x(t) which has
irregularities but no periodic repetition. Figure 10 shows the
behavior of y(t), which confirms the aperiodic behavior of the
system response. Figure 11 shows the time evolution of z(t),
in which nonlinear oscillations are clearly observed. More
complex temporal behavior appears in Figure 12, which
presents the response of w(t).

Overall, the irregular and non-periodic behavior of all the
state variables confirms the complex hyperchaotic behavior
exhibited by the developed system.

X

-1k

-3 F ‘ ‘ ‘ |

Figure 9. Time domain response of the state variable (x(t))
of the proposed system, showing irregular and non-periodic
behavior
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Figure 10. Time domain response of the state variable (y(t))
of the proposed hyperchaotic system, illustrating the
aperiodic evolution of the system dynamics

Figure 11. Time domain response of the state variable (z(t))
of the proposed system, demonstrating nonlinear and
irregular oscillations
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Figure 12. Time domain response of the state variable
(w(t)) of the proposed system, highlighting the complex
temporal behavior of the system

3.6 Sensitivity of system dynamics to initial states

SDIC in HSs, ICs in the system are a fundamental quality
of a CSs, where if the ICs are slightly varied, the resulting
trajectories will be significantly different over time.

In order to illustrate this property, two sets of ICs are
considered. The first set is given by:

[(X0, Yo 20, Wo) = (2.5,1,1.5,2).]

To observe the rapid divergence of trajectories, a second,
minutely altered starting point is selected where only the third
variable is slightly modified:

[(Xo» Yor Zo» Wo) = (2.5,1,1.500000000000001,2)].

The evolution of time for the corresponding is shown in
Figures 13-16. The divergence in (x(t)) is shown in Figure
13, divergence in (y(t))is shown in Figure 14, behaviour of
(Z(t)) shown in Figure 15 and response of (w(t)) shown in



Figure 16. In all cases, while the starting conditions are almost
identical, the trajectories branch out in a very short time.

x

-1k 3

Figure 13. Sensitivity analysis of the proposed system for the
state variable (x(t)) using two nearby initial conditions,
showing rapid divergence of trajectories

Figure 14. Sensitivity analysis of a proposed system with
respect to the state variable (y(t)), showing the divergence
of trajectories with respect to small variations in the initial
conditions

Figure 15. Sensitivity investigation for the proposed system
for the state variable (z(t)), demonstrating strong sensitivity
to initial conditions (SDIC)

Figure 16. Sensitivity study of the proposed system
regarding the state variable (w(t)) under consideration, and
the rapid separation of paths with time
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This rapid onset of divergence demonstrates the high level
of sensitivity to ICs and the existence of hyperchaotic nature
of the proposed system.

3.7 Bifurcation diagram analysis

To thoroughly investigate the system’s dynamical behavior
across a range of values for parameter (f), a corresponding
Bifurcation Diagram (BD) was generated. The number-wise
simulations were run with the setups mentioned above in
Section 4. The last step was to eliminate the initial transient
responses and plot the calculated local maxima of the state
variable z to get the most final BD, and this is shown in Figure
17.

Figure 17. Bifurcation diagram of the proposed system as a
function of parameter (f'), which shows the evolution from a
periodic regime to a complex and chaotic regime through a
series of bifurcations

As the parameter f changes in the interval [2.1, 2.3], a series
of bifurcations, including period-doubling transitions, occur in
the system, and more and more complicated dynamics of the
system is obtained. One of the pieces of evidence that there
can be chaotic dynamics is the high concentration of points in
a certain area.

These results eventually highlight the extremely intricate
dynamical character of the new system, which precisely
corresponds to the HS formulated in the previous sections.

4. DYNAMICAL ANALYSIS AND PERFORMANCE
ASSESSMENT OF THE NEW MODEL

There is a comparative analysis that enables a validation of
the performance of the proposed HS and contrasts the main
dynamic characteristics of the system in relation to the models
of the previous literature, as outlined in Table 1. Dual positive
Lyapunov-exponents is the ultimate evidence of hyperchaotic,
indicating a superior level of complex behaviour in
comparison to other 4D systems. Moreover, the analysis of the
Kaplan-Yorke dimension supports this intricacy, as there is a
very rich and fractal dynamical structure.

Structurally, the system is constructed wusing a
comparatively simple set of nonlinearities, and it is
nevertheless able to produce complicated hyperchaotic
behaviour. This simplicity of structure and richness of
dynamics is quite conducive to the analysis and potential
implementation.

Also, there is a flexible structure of controlling system
behavior through use of parameters, where parameter



adjustment possibilities are involved, which is not an
excessively complex structure when compared to some of the
existing models.

In summary, the proposed system is a balanced solution in
terms of the complexity of the dynamics and simplicity of the

structure. All these qualities qualify it to be used in
engineering in the future, whilst the job of practical application
and demonstration of performance is under further
development.

Table 1. Comparison between the new four-dimensional system and the performance of the previously documented chaotic and

hyperchaotic models

Characteristics Proposed Ref. [15] Ref. [16] Ref. [17] Ref. [18] Ref. [19] Ref. [20]
1.95247 4.742 Multiple 0.2041 0.7796 1.09792 4.05761
Lyapunov 1.05247 0.061 positive 0.0023 0.1058 2.9891 0.347562
exponents 0 0 Lyapunov —0.0008 0 -1.99733 -3.94257
-22.6213 -45.046 exponents —1.2056 -12.7177 -16.0776 -6.61896
DKY 3.13284 3.106 Not 3.1705 3.0696 3.12998 3.069890
reported
No. of Parameters 9 2 4 2 5 8 10
4D hyperchaotic 4D Lorenz-
. based 4D
4D system with two . .
. hyperchaoti  hyperchaotic
hyperchaotic control . .
¢ image- system with 4D 4D
model parameters, dual . . . 4D
. .. encryption one hyperchaotic hyperchaotic .
featuring dual positive . s hyperchaotic
.S model with equilibrium framework structure .
positive Lyapunov . . demonstrating
Key Lyapunov exponents four point (EP), possessing governed by a a sinele
Characteristics yap ponents, control multistability,  two EPsand  single EP and ne
exponents circuit i - positive
. . . parameters and dual positive two positive
alongside four  implementation, . Lyapunov
. and coexisting Lyapunov Lyapunov
completely synchronization, . exponent.
. multiple self- exponents. exponents.
unstable and image- o . .
e : positive excited/hidde
equilibria. encryption
o Lyapunov n attractors.
application.
exponents.

Table 1 to show that the proposed system is a good balance
of dynamical complexity and structural simplicity. The
proposed system has a richer dynamical behavior but a flexible
and controllable structure as compared to systems with fewer
parameters or just one EP. This balance helps in studying
analytically and implementation, thus the system is more
appropriate in practical applications in engineering.

5. CONCLUSION

This study introduces and investigates a novel 4D nonlinear
dynamical model. The presence of hyperchaotic within the
proposed architecture is confirmed by the derivation of dual
positive  LEs, specifically L; = andL, = 1.0524
Consequently, these metrics firmly demonstrate the system's
profound dynamic complexity and its acute dependence on
starting states.

The equilibrium analysis reveals that the system possesses
four EPs, all of which are unstable. Furthermore, the KYD is
approximately 3.13284, reflecting the fractal nature and high
dynamical complexity of the attractor.

To thoroughly evaluate the behavioral characteristics of the
system, multiple analytical methods were applied,
encompassing Bifurcation Diagrams (BDs), PPs, evaluations
of Initial Condition Sensitivity (ICS), and time-domain
responses. These comprehensive assessments reveal that the
newly introduced model possesses highly diverse and complex
dynamic traits.

The system could be a possible foundation to the further
engineering applications, especially in the area of the secure
communication and other conditions. The next steps in work
are on practical implementation and further validation of work
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on the real world.
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NOMENCLATURE

4D

4DHS

HS

4DCS

CS
LE
LES

KYD

EP

RK4

J
EVs
ICS

SDIC

BD
ICs

Four-Dimensional
Four-Dimensional Hyperchaotic System
Hyperchaotic System
Four-Dimensional Chaotic System
Chaotic System

Lyapunov Exponent

Lyapunov Exponent Spectrum
Kaplan—Yorke Dimension
Equilibrium Point

Fourth-Order Runge—Kutta
Jacobian Matrix

Eigenvalues

Initial Condition Sensitivity
Sensitivity to Initial Conditions
Bifurcation Diagram

Initial Conditions





