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Internet of Things (1oT) refers to the network of interconnected electronic devices and
software that gather, transmit, and analyze data. Included in the healthcare category are
fitness trackers and other wearable tech, as well as high-tech medical equipment used in
hospitals to record patients' vital signs. The Internet of Medical Things (IloMT) enables
these devices to communicate and share data, which improves the ability of healthcare
providers, nurses, and family members to deliver efficient and timely care. Natural
disaster prediction, information management, agriculture, healthcare monitoring, and
many more disciplines could potentially benefit from it. No loT application should ever
compromise on security. Security measures to protect sensitive patient data are becoming
more important as loMT devices become more widely used. All the way from high-tech
medical imaging systems to portable fitness trackers, these gadgets are constantly
gathering and sending patient data in real-time. The security and privacy of sensitive
medical data are becoming more important as the loMT is being used more and more in
healthcare. As the loMT was being developed, the security of user data was given top
priority. Lightweight cryptography (LWC) is one approach that might be used to enhance
the security and privacy of the loMT. Execution time, memory consumption, latency,
throughput, and security resilience are some of the parameters taken into account when
evaluating algorithms on loT boards with limited processor power and capabilities.
Following these steps will help users evaluate cryptographic algorithms for their
suitability and make well-informed selections as they search for the best ones that strike
a balance between performance and security. This research benefits academics and
researchers by providing a deeper understanding of existing security models and
facilitating the development of improved approaches for protecting medical 10T data.

1. INTRODUCTION

that verifies the user's identification. Only authorized
individuals or devices should be able to access any IoMT

Internet of Healthcare Things (IoHT) or Internet of Medical
Things (IoMT) is anticipated to bring about substantial
advancements in healthcare efficiency and care quality as a
result of its varied and exciting advances [1]. Recent
developments in microelectronics, materials, and biosensor
designs have piqued interest in a variety of smart medical
devices, but notably implantable and wearable ones. The
privacy and security of these healthcare systems that rely on
IoOMT have, however, been neglected due to the fast
development of loMT. Inadequate security in loMT healthcare
systems can lead to implications such as patients' privacy
being compromised through eavesdropping and life-
threatening incidents going undetected due to Denial of
Service (DoS) attacks disrupting the usual functioning of
IoMT devices [2]. In 2022, numerous researchers discovered
that every one of the top ten smart watches sold at the time had
security flaws due to things like inadequate authorization or
authentication, unencrypted data transmission [3], insecure
user interfaces, insecure software/firmware, and privacy
problems [4]. As an example, authentication is the procedure
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healthcare system [5].

Inadequate authentication protection leaves users' sensitive
healthcare data vulnerable to attackers. It is critical to
authenticate users and devices in order to ensure correct data
attribution and restrict system information access to authorized
parties only [6]. Data from patients who are overweight, for
example, could be more reliably recorded if healthcare
systems had the ability to confirm the identity of those who
use medical devices [7]. Electronic medical records (EMRS)
and other personally identifiable information can be better
protected with authentication, as only authorized individuals
can access them [8]. There are a lot of various ways to make
sure that computer systems and networks are secure, and this
is an established field of study. There is a wide variety of
medical Internet of Things (loT) applications, including
remote health monitoring, care for the aged, and early
diagnosis. With the use of the loT, medical sensors [9],
smartwatches, and fitness trackers can gather crucial health
data that can illuminate patients' conditions. These devices are
essential in healthcare as they enable efficient data collection


https://orcid.org/0000-0002-5138-7693
https://orcid.org/0000-0003-1547-7218
https://crossmark.crossref.org/dialog/?doi=https://doi.org/10.18280/ijsse.151120&domain=pdf

and sharing. They improve patient monitoring, diagnostics,
and overall treatment effectiveness [10]. Thus, the loT
exemplifies new information technology advancements in
healthcare. It allows healthcare institutions to track patients'
health issues remotely by continuously monitoring patients'
vital signs such as temperature, blood pressure, and heart rate
[11]. Medical professionals electronically access patient data
for remote monitoring. This enables prompt intervention and
timely medical decisions [12].

Concerns about data security have grown in response to the
increased collection of data, particularly about the private and
personal nature of healthcare records. Examples of this type of
sensitive personal data are patient diagnoses, medical records,
and genetic information [13]. Inadequate protection of
sensitive information puts patients at risk of psychological

injury, prejudice, and identity theft [14]. The
interconnectedness of 10T devices renders them vulnerable to
cyber assaults, which in turn compromises the security,
privacy, and accessibility of patient information. These
breaches have serious legal and financial consequences in
addition to endangering patient care [15]. Traditional
cryptography algorithms are effective, but many loT devices
just don't have the chip power to use them [16]. Lightweight
cryptography (LWC) is a viable option since it lessens the
computing burden without compromising security. Elliptic
Curve Cryptography (ECC) to increase the scheme's security
is proposed [17]. In addition, fresh healthcare-related data
supports the idea that safeguarding sensitive medical data
requires 10T technologies and lightweight encryption. The
data security model for loMT data is shown in Figure 1.
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Figure 1. General Internet of Medical Things (IloMT) data security model

The 10T enables real-time data transmission through a
network of connected devices. This connectivity enhances
communication and data sharing across various systems. The
0T is supported by three layers: perception, network, and
application. RFID tags, cameras, and sensors all contribute to
the physical layer's data collection capabilities [18]. An
integral part of 10T is the network layer, which relays data
acquired by the physical layer. It is made up of hardware and
software parts. Users' devices are linked to the 10T through the
application layer. Two ways of LWC are symmetric key and
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asymmetric key. In contrast to asymmetric key encryption,
which is too complex and computationally costly for the
majority of 10T devices, symmetric encryption is useful since
it is fast, secure, and has low latency. It is recommended to
employ symmetric key cryptography algorithms when
constructing 10T devices [19]. They are more popular than
asymmetric encryption because they are simpler and need less
space, computer power, bandwidth, and storage. Figure 2
depicts the encipher and decipher process using the set of keys.
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Figure 2. Encipher/decipher process

The varieties of symmetric ciphers are block and stream.
When encrypting data, stream ciphers utilize keys of the same
length as the data, while block ciphers use keys of a
predetermined number of bits. Block ciphers are better suited
for the 10T than stream ciphers due to their increased
flexibility. The use of block ciphers in resource-constrained
computer system design has been ubiquitous in the past decade
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[20]. This choice was made because of the improved error
propagation and diffusion features, the simpler software and
hardware implementation, and the ease of use. Fewer
hardware resources are needed compared to stream ciphers.
Considerations such as structure, key size, round count, and
block size are crucial in determining LWC requirements. This
research presents a comprehensive analysis of cutting-edge



lightweight encryption algorithms that are based on IoT. The
size of blocks, length of keys, encryption times, number of
rounds, and throughput are some of the metrics used to
compare. This research helps numerous researchers and
academicians to analyze the models and to provide solutions
to enhance the data security levels in medical I0T.

2. LIGHTWEIGHT CRYPTOGRAPHY ALGORITHMS
IN MEDICAL INTERNET OF THINGS: OVERVIEW

Through the integration of linked medical equipment,
wearable sensors, and smart healthcare systems, the loMT
promises to revolutionize healthcare delivery by enabling
round-the-clock patient monitoring, instantaneous diagnosis,
and tailored treatment plans. The ecosystem includes a wide
variety of devices that capture sensitive health data, such as
glucose sensors, implantable heart monitors, smart inhalers,
fitness trackers, and remote patient monitoring systems. With
early disease identification, reduced hospital readmissions,
and proactive medical interventions made possible by the
spread of loMT devices, healthcare has been revolutionized.
While new technology has undoubtedly improved service
quality and patient safety, it has also brought about
unparalleled privacy and security concerns.

The need for strong security measures in loOMT systems has
been further emphasized by the rise of complex cyber attacks
against healthcare infrastructure. Ransomware assaults on
hospital networks and illegal access to patient monitoring
devices are just two examples of the many cyberattacks that
have targeted healthcare organizations. Many attack vectors,
such as device manipulation, man-in-the-middle, data
interception, and denial-of-service assaults, are created by the
linked nature of IoMT networks. Due to the prevalence of
resource-constrained devices and wireless communication
channels in 1oMT environments, traditional security
approaches frequently overlook the specific vulnerabilities
that these environments bring. Thus, security solutions that
offer complete protection without sacrificing the operational
efficiency and service quality necessary for medical
applications are urgently needed.

One potential answer to these problems is LWC, which
offers security methods developed for low-resource settings.
All the while keeping appropriate levels of security in mind
for medical applications, these algorithms strive to minimize
computational overhead, reduce energy consumption, and
optimize memory utilization. Innovative methods for
algorithm design, key management, and protocol optimization
are necessary for the creation of lightweight cryptographic
protocols, which necessitate careful trade-offs between
resource efficiency and security strength. In the loT context,
where conventional cryptographic methods are impractical,
new developments in LWC have shown that strong security
may be achieved with much less resource consumption.

Other restrictions on the choice of cryptographic algorithms
are also enforced through regulatory compliance, specifically
data privacy standards such as the General Data Protection
Regulation (GDPR) and the Health Insurance Portability and
Accountability Act (HIPAA) in healthcare. Law requires that
medical records be confidential, accessed by a few persons,
readily audited, and containing minimum amount of data.
Cryptography algorithms must provide accountability and
traceability along with strong encryption, key management,
and strong authentication processes. As an example, GDPR
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mandates cryptographic solutions that communicate with
identity management systems, record-keeping systems, and
policies, and they should not impose unnecessary computing
load.

LWC has the ability to improve service quality in many
ways when integrated into IoMT systems. These techniques
can increase system reliability, decrease maintenance needs,
and prolong device battery life by lowering computational
overhead and energy usage. Lightweight cryptographic
protocols' enhanced performance features allow for real-time
data processing, eliminate communication latencies, and
facilitate critical care-essential high-frequency monitoring
applications. Along with enabling everything from basic
sensor nodes to complicated medical imaging devices inside a
single security framework, lightweight cryptographic
architectures are scalable and flexible enough to meet the
varied needs of heterogeneous 10MT networks. The LWC
algorithms with layer-wise representation are shown in Figure
3.

@;o..m.;:#\ - ﬁ D ,
—taver ¢ 'mw WU
Application [~

Data Processing
Layer

Processing Unit

-
Qensmg Layer

—\3
(

Sensors ,l[.

Figure 3. Layer-wise Internet of Things (1oT) model with
lightweight cryptography (LWC)

The increasing regulatory demands and industry standards
regarding the security of medical devices and the protection of
patient data further strengthen the case for this study.
Manufacturers are being pushed to show strong security
measures all the way through the gadget's lifecycle as
regulatory agencies around the world tighten their grip on
medical device cybersecurity. Integrating  suitable
cryptographic protection is now a regulatory need for medical
device certification and market access, rather than only a
technical consideration. LWC provides a long-term solution
for implementing security in environments with limited
resources, allowing for compliance with these changing
requirements without sacrificing the performance qualities
necessary for medical applications.

3. ATTACKS IN MEDICAL INTERNET OF THINGS
3.1 Device-level attacks

Because of their extensive use in unprotected settings,
including patients' homes, ambulances, and distant healthcare



facilities, medical 10T devices are especially susceptible to
physical manipulation assaults. Physically gaining access to
insulin pumps, pacemakers, or continuous glucose monitoring
enables attackers to steal critical information, alter firmware,
or install malicious software. In order to physically tamper
with a device, one can open its casing and access its internal
components, connect it to unapproved hardware ports, or use
specialized equipment to retrieve cryptographic keys from its
memory. The fact that many medical equipment does not have
strong tamper-detection features and keep working properly
even after being hacked makes these attacks all the more
worrisome.

3.2 Network-level attacks

Medical 10T networks are vulnerable to man-in-the-middle
attacks because these attacks take advantage of the wireless
communication channels that devices and healthcare systems
typically employ to transmit data. In order to stealthily alter,
reroute, or intercept medical data without the knowledge of
authorized parties, attackers position themselves between
communicating equipment. Impacting patient vital sign
readings transmitted from patient monitors to central systems,
changing drug dose instructions transmitted to infusion
pumps, or intercepting sensitive patient information during
transmission are all examples of the serious outcomes that can
result from these types of assaults in healthcare settings.
Medical 10T connections are especially vulnerable to
interception attempts due to their wireless nature and the fact
that encryption implementations are typically poor. In order to
carry out these assaults, hackers can utilize easily accessible
tools to intercept wireless traffic, take advantage of insecure
authentication procedures, or even build fake access points
that look like real healthcare network infrastructure.

3.3 Data-level attacks

Because they can change vital health information covertly,
data manipulation assaults are among the most dangerous
threats to medical loT systems and the safety of patients.
Medical monitoring data, prescription administration records,
and diagnostic results are all potential targets of attackers
looking to fabricate medical emergencies, conceal real health
issues, or provoke unwarranted medical treatments. Threats
like this can happen at any stage of the data lifecycle, from
when sensors are collecting data to when it is transmitted,
stored, or processed in healthcare databases or clinical

decision support systems. Healthcare providers may be
misdiagnosed, given the wrong therapy, or even delayed in
responding to emergencies due to manipulated information
that looks very valid because of the sophistication of modern
data manipulation tools.

3.4 Authentication and authorization attacks

By taking advantage of loopholes in device authentication
methods, identity spoofing attacks can masquerade as genuine
medical devices or healthcare workers on 10T networks. In
order to obtain unauthorized access to healthcare systems,
attackers might counterfeit digital certificates, clone device
identifiers, or take advantage of weak authentication
procedures. By impersonating a trusted healthcare provider, an
attacker in a healthcare setting can get access to sensitive
patient information, inject malicious data into medical devices,
or inject fraudulent medical data. Because they seem to come
from trustworthy sources within the healthcare network, these
assaults can overcome perimeter security safeguards, making
them particularly deadly. To make matters worse, a lot of
medical 10T devices are susceptible to easy spoofing attacks
since they use basic authentication mechanisms or depend on
easily replicable identities.

4. TYPES OF LIGHTWEIGHT CRYPTOGRAPHY
ALGORITHMS

4.1 Symmetric key cryptography algorithms

With their quick encryption and decryption procedures and
little computing overhead, lightweight symmetric encryption
algorithms are the backbone of resource-constrained
cryptographic systems. Because of their well-balanced
security-performance properties, the Advanced Encryption
Standard (AES) variations, especially AES-128, are among the
most extensively used lightweight symmetric algorithms. The
128-bit key length and strong security provided by AES-128
make it an ideal choice for many loT applications due to its
minimal computational cost and memory requirements. Even
AES-128 might be too demanding for very resource-
constrained environments, so developers came up with ultra-
lightweight alternatives like PRESENT. Compared to
traditional AES implementations, it runs on 64-bit blocks with
80-bit or 128-bit keys and uses a lot fewer hardware resources.
The symmetric key cryptography model is shown in Figure 4.
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Figure 4. Symmetric cryptography model



For ASIC and FPGA implementations where power
consumption and gate count are crucial, SIMON is a great
choice due to its simple structure, focused solely on bitwise
operations, which focuses on hardware efficiency. SPECK, in
contrast, puts software efficiency ahead of hardware efficiency
by making use of ARX operations (Addition, Rotation, and
XOR), which are well-suited to contemporary processor
designs. To accommodate varying levels of security and
practical limitations, both ciphers are compatible with a wide
range of block and key sizes. Use of a generalized Feistel
structure with efficient diffusion and confusion qualities
allows for high-speed implementations with low memory
requirements; this algorithm, CLEFIA, provides an alternative
method of lightweight symmetric encryption.

4.2 Block cipher algorithms

When conventional cryptographic methods aren't an option
due to a device's limited resources, ultra-lightweight block
ciphers are a great solution. This class of ciphers is exhibited
by the PRESENT cipher, which has a substitution-permutation
network architecture with a small 64-bit block size and a

Initialization Vector (IV)

memory footprint of about 1,570 gate equivalents in hardware
implementations. Using a simple 4-bit S-box reused
throughout the encryption process, its design philosophy
prioritizes hardware efficiency, allowing for cost-effective
implementation in severely constrained hardware conditions.
Lightweight Encryption Device (LED) cipher takes a different
tack, utilizing a framework similar to AES but optimized for
lightweight implementation. The block cipher model is shown
in Figure 5.

4.3 Stream cipher algorithms

For applications that need continuous data encryption with
minimal buffering needs and low-latency processing,
lightweight stream ciphers are a great alternative to block
ciphers. The Trivium cipher is a well-known example of this
type of encryption. The cipher's initialization vector and 80-bit
key ensure sufficient security for numerous lightweight
applications while preserving the computational efficiency
necessary for devices powered by batteries. The stream cipher
model is shown in Figure 6.
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Figure 6. Stream cipher model

4.4 Hash function algorithms

In situations where conventional hash algorithms such as
SHA-256 are not feasible due to resource limitations,
lightweight cryptographic hash functions play an essential role
in authentication, digital signatures, and key derivation
applications. A series of hash functions called PHOTON uses
a sponge architecture with internal variations that are
optimized for both software and hardware implementation to
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demonstrate effective hash design in limited conditions.
Various PHOTON variations support output widths ranging
from 80 bits to 256 bits, allowing for applications to make
suitable security-performance trade-offs while still requiring
compact implementation. Despite offering sufficient security
for many loT authentication applications, the algorithm's
design prioritizes serial processing performance and minimal
memory usage, making it ideal for devices with severe
resource limits. The hash function model is shown in Figure 7.
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4.5 Message authentication code algorithms

When conventional HMAC implementations are too taxing
on system resources, lightweight message authentication code
(MAC) algorithms step in to verify the authenticity and
integrity of data. Use of an ARX-based structure allows for
high-performance implementation in software and hardware
contexts while requiring minimal computational resources and
memory, as shown by the Chaskey MAC method, which is an

Key, K

example of an efficient authentication architecture. Chaskey's
approach is appealing for loT applications that need
authentication procedures frequently since it enables various
message lengths, offers good security guarantees against
forgery attacks, and is simple to implement. Implementing the
algorithm efficiently is possible even on platforms with very
limited resources, thanks to its compact internal state and 128-
bit key size. The MAC algorithm model is shown in Figure 8.
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&
¥ o
J )
Pubickey \‘-.'/-.I
Sender | )
Sender
Private key
sander
F \\
Pubfic key ,( J
Receiver  / \-’\\
L] Receiver Piain taxt
Private key
Recaiver

Public key
i

Figure 9. Public key cryptography model



4.6 Public key cryptography algorithms

With decreased processing requirements and key sizes that
are comparable to RSA, ECC provides the same level of
security in resource-constrained contexts. To keep processing
time and memory use to a minimum, lightweight ECC
solutions prioritize efficient curve arithmetic and optimized
point multiplication techniques. Specialized curves, such as
FourQ, give improved performance via sophisticated
mathematical structures, and general-purpose curves, such as
secp256rl and Curve25519, offer robust security with
reasonably efficient implementation properties. Optimizing
field arithmetic operations and point representation formats
can be a challenge when trying to implement lightweight ECC
due to the low processing capabilities and memory limits
common of 10T devices, which must be balanced with security
needs. The public key cryptography model is shown in Figure
9.

4.7 Standardization progress of lightweight cryptography
algorithms

Recent years have seen LWC proceed well along the road
to standardization, particularly with regard to the loMT in the
medical sector. Upon observing that ordinary cryptographic
algorithms have difficulties in operating with devices with
limited resources, bodies such as NIST and ISO/IEC have
embarked on specifying lightweight security primitives. The
NIST Lightweight Cryptography Standardization Project has
been a huge stride forward and has brought about the use of
such algorithms as ASCON in hashing and encrypting
messages authentically. Some of the critical requirements of
medical sensors, implanted devices, and wearable systems are
a reduction in computational latency, energy usage, and
memory size. These standard primitives are aimed at providing
strong security guarantees and simply doing so. When patient
safety is a primary concern in the hospital environment, the
availability of standardized LWC algorithms enhances
confidence in their cryptographic power, simplifies the
process of performing independent security reviews, and
enables regulatory acceptance.

Lightweight cryptographic methods suitable for small-
context applications are, in turn, characterized by ISO/IEC
standards such as ISO/IEC 29192. This group of standards
offers a specific guideline in acceptance of algorithms in the
IoMT deployments through suggestions of embedded-system
optimized block ciphers, stream ciphers, and hash functions.
However, official standards of many lightweight algorithms
depicted in academic literature are still missing and hinder
their application in a controlled medical environment,
although progress in this field has been observed. Healthcare
providers and manufacturers of medical devices tend to prefer
standardized and well-tested algorithms that are preferred both
to ensure certification, compliance, and long-term
maintenance. To build interoperable, auditable, and regulatory
conformant medical 10T systems, it is important to make the
connection between the I0MT security designs and future
LWC standards.

It is demanded that a uniform security architecture that
involves flexible integration strategies in combination with
LWC specifications can be an answer to these issues. One of
the possible solutions is to employ a hybrid cryptographic
system. In this arrangement, devices execute standard
sanctioned, lightweight symmetric algorithms, and gateways
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and backend systems execute more complex but interoperable
protocols to exchange keys and convert protocols. End-to-end
security has a medical application whereby heterogeneity in
devices is supported with Quality of Service (QoS) standards,
possibly through layered architectures.

5. LITERATURE SURVEY
5.1 Overview of cryptographic models

Cryptographic models ensure data security, authentication,
privacy, and secure communication across various domains.
Authentication Models verify user or device identities through
techniques such as password-based authentication, biometric
authentication, multi-factor authentication (MFA), and digital
signatures, ensuring only systems and data have authorized
access. LWC Models are optimized for “resource-constrained
devices like IoT, RFID, and embedded systems” using
efficient encryption techniques such as lightweight block
ciphers (SIMON, PRESENT, SPECK) and hash functions
(PHOTON, SPONGENT) to balance security with low
computational cost. Privacy Preservation Models focus on

protecting sensitive information through methods like
Homomorphic Encryption, Differential Privacy, Zero-
Knowledge Proofs (ZKP), and Secure Multi-Party

Computation (SMPC), enabling secure data processing in
untrusted environments. Communication Security Models
safeguard data transmission over networks through protocols
like Transport Layer Security (TLS/SSL), End-to-End
Encryption (E2EE), and Internet Protocol Security (IPSec),
emerging technologies like Quantum Cryptography,
preventing unauthorized interception and tampering in
applications such as messaging, VPNSs, and online banking.
Together, these cryptographic models provide a
comprehensive security framework, ensuring confidentiality,
integrity, and authentication in digital systems. The
cryptography model for loMT data is shown in Figure 10.

CRYPTOGRAPHY MODELS

AUTHENTICATION MODELS

2

LIGHTWEIGHT CRYPTOGRAPHY
MODELS

2
3

PRIVACY PRESERVATION
MODELS

2]

. COMMUNICATION SECURITY
MODELS

Figure 10. Cryptographic model for Internet of Medical
Things (IoMT)

5.1.1 Authentication models

A wide range of readily and commercially available
components can be used to construct consumer electronics
devices that are capable of communicating with one another.
The security of the system and the environment are put at risk
since thieves have more chances to take advantage of security
holes and conduct a full-scale attack on the network. Since
intruding hostile devices can corrupt servers and transmit



dangerous data to the cloud or the server itself, they constitute
a threat to the entire network. To get around this, Yanambaka
et al. [1] designed a Physical Unclonable Function (PUF)—
based device authentication approach that is interoperable with
the loMT.

Threats, such as man-in-the-middle attacks, modification
assaults, and DoS, compromise the security and
confidentiality of 10T networks. These attacks mostly utilize
wireless channels for communication. A lightweight user
authentication technique that safeguards users' anonymity in
response to these security concerns is presented by Masud et
al. [2]. Using the method that is given, legitimate users can set
up secure sessions, and the 10T sensor nodes can be protected
from unauthorized users. To safeguard real-time patient data,
a lightweight anonymous user authentication solution was
introduced. Since this protocol relies solely on hash functions
rather than public-key cryptography, many researchers
considered it suitable for sensor node deployment. This
protocol desynchronizes in response to message jamming or
blocking, and as demonstrated by Shihab and AlTawy [3], it is
susceptible to session key leaks and hence cannot guarantee
forward secrecy in all circumstances. A lightweight mutual
authentication protocol called LAPRD was proposed by the
author as a remedy for these issues; it provides resilience
against desynchronization attacks.

To ensure secure communication between doctors,
gateways, and loT sensor nodes in healthcare, protecting
patients' physiological data is essential. A lightweight and
anonymous user authentication mechanism is being studied
for this purpose. Still, in this piece, Wang et al. [4] examined
their plan once again. Attacks like session key disclosure,
offline password guessing, and tracing can compromise it, as
the author pointed out. These vulnerabilities imply that the
attacker has access to the doctor's smartphone and the sensor
nodes. Furthermore, the author provided answers to each of

these security issues. Authentication is a critical step in
securing physiological data by verifying user identity and
preventing  unauthorized  access. Some  proposed
authentication systems for WBANSs have had their weaknesses
and resource requirements pointed out. Two-Party
Lightweight Authentication Protocol (TLAP) was proposed by
Lara et al. [5] for use with WBANS. Verified by both official
and informal assessments, TLAP safeguards WBANSs from
potential attacks and enables two-way authentication.

Zhou et al. [6] implemented various security measures to
uphold the integrity of traditional protocols. To validate the
effectiveness of the enhanced protocol, the author applied
comprehensive formal and heuristic security analyses.
Comparative evaluations with similar protocols confirmed that
the proposed approach delivers efficient performance in
resource-limited IoMT environments. The potential for
modern WBANS to revolutionize the way the loT networks is
used to enhance human health and well-being is enormous.
Using mobile-edge computing as an example, Yang et al. [7]
suggest a very lightweight authentication method for WBANS.
Sensor nodes and Edge nodes (ENs) use the modular square
roots technique for intra-BAN authentication, and application
providers and ENs use it for inter-BAN authentication. On top
of that, two separate authentication phases are planned. When
evaluating performance, we also take into account the costs of
computation, networking, and storage.

Lightweight hybrid authentication, data privacy, and
preservation were proposed by Adil et al. [8] as a solution to
these security challenges. The proposed model integrates a
supervised machine learning (SML) algorithm with a
cryptographic parameter-based encryption and decryption
(CPBE&D) mechanism. This approach verifies the
authenticity of loMT-based cyber-physical systems (CPS)
before allowing encrypted data transmission over wireless
networks. The authentication models are shown in Table 1.

Table 1. Authentication models

Author Year of Lo
Name Publication Proposed Model Scope of the Paper Limitations Results
. PUF-generated outputs
An .IOMT com_patl_ble . can vary with PMsec achieved 99.7%
device authentication PMsec is an . . Lo
. L . environmental variables authentication; it
Yanambaka mechanism that makes  authentication technique - -
2020 - . . like temperature, voltage  requires only 3.2 KB of
etal. [1] use of Physical resistant to device . -
- . fluctuations, and aging ROM and 1.8 KB of
Unclonable Functions forgery and hacking. -
effects, which can lead to RAM.
(PUFs). —— .
authentication failures.
A user authentication ~ Medical 10T devices with It can be challenging to This app_roach reduced
. L ensure strong computational overhead
mechanism was limited resources can L . .
. - . authentication while by 43%, requiring only
Masud et al. introduced for benefit from efficient, - - -
2022 S . . retaining a lightweight 0.85 seconds for
[2] providing lightweight safe, and privacy- - : . S
: , . . footprint, which might complete authentication
and protecting users enhancing authentication : .
: lead to trade-offs in on resource-constrained
anonymity. processes. - .
security strength. devices.
LAPRD is a It offers quick and safe The results show a 0.5%
. authentication for The measures used to
streamlined healthcare 10T (H-10T) revent desynchronization false acceptance rate
Shihab and authentication protocol - - - P ynen (FAR) and a 0.7% false
2023 . devices while reducing attacks could increase S
AlTawy [3] developed to withstand R rejection rate (FRR),
A the danger of communication or - .
desynchronization i . ensuring security and
desynchronization computing costs. O
attacks. reliability.
attacks.
An improved user This tool assists in It records an average
authentication scheme finding and fixing Need for thorough testing, authentication time of
Wang et al. 2023 is proposed for loT- security gaps in the specialized knowledge, 1.8 ms. The scheme
[4] based healthcare, authentication system and specialized tools to effectively detects

resolving
vulnerabilities in

before it's even deployed.
Finding and fixing

detect any vulnerabilities.

desynchronization
attacks with a 97.2%
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Masud et al.'s [2]
design.

Two-Party Lightweight
Authentication Protocol

vulnerabilities like man-
in-the-middle and replay.

This technique is

The process of creating
self-certified public keys
can reveal flaws if not

success rate.

TLAP significantly

Lara et al. lightweight and used for ; decreases energy
[5] 2021 (TLAP) used, ECCIto WBANS in healthcare planned W_eII, which could consumption in
lower the protocol's - make devices vulnerable
. applications. : WBAN:S.
computational cost. to forging or key-reuse
attacks.
. The need for additional
It offers strong privacy L. The paper ensures user
. - training for healthcare : ;
The author used a wide protection for users by anonymity while
. - . - personnel and the need Lo -
variety of heuristic and preserving their - - . mitigating security
. : . . for meticulous integration
Zhou et al. formal security analysis anonymity, which . threats. The results
2024 - . . with current healthcare
[6] techniques to verify guarantees that patient demonstrate the
. - systems, the , . .
that this enhanced data stays private and . - scheme's effectiveness in
; ) . implementation s
protocol is effective. cannot be linked to - providing secure
o complexity can be 2o
specific persons. A authentication.
significant.
An exceptionally BY mteg_r ating WBAN Because dlffergnt inds of The scheme achieved an
) - devices with mobile-edge WBAN devices have S
lightweight computing, real-time differing hardware average authentication
Yang et al authentication hee?lth rr?c;nitorin ca abilitiesg and resource time of just 38ms on
?7] ' 2022 technique for WBANs capabilities areg Fimitations it can be resource-constrained
enabled by mobile-edge h pd q . difficul k’ - wearable devices, with
computing i proposed enhanced, and processing ifficult to keep security energy consumption
in this article times and latency are standards consistent reduced by 72%
' lowered. among them. y
Enhanced efficiency,
The model combines security in certifying A key cha_llenge_ in 10T is hThe_ scheme
SML with dewces_, and ensuring privacy- aut entlc_:ated loMT
. . safeguarding data preserving data requests in 23ms and
Adil et al. cryptographic . A .
2023 transfer are two benefits  transactions and adaptive reduced energy
[8] parameter-based . . P .
: of Al-enabled hybrid security to distinguish consumption by 83%,
encryption and lightweiah benian f lici hanci K
decryption (CPBE&D). ightweight enign from malicious enhancing attac
authentication activities. detection.
techniques.
Table 2. Lightweight cryptography (LWC) models
Author Year of Lo
Name  Publication Proposed Model Scope of the Paper Limitations Results
Due to the integration of PRESENT-80 emerged
different MCDM . .
The author proposed a . . Implementation is difficult as the optimal
: techniques like AHP, - . - -
Ning et framework to evaluate and due to the complexity of lightweight cipher for
2020 - . TOPSIS, or VIKOR, the - e
al. [9] select the best lightweight - integrating different Internet of Healthcare
L evaluation of . :
cryptographic ciphers. - . MCDM methodologies. Things (IoHT)
cryptographic algorithms S
’ applications.
is balanced.
Embedded devices with
limited resources are well- Ultra-lightweight . The Signature
. L . - > Because of the simpler 2
suited for initial multiple-time digital . generation time
Yavuz . - - - cryptographic structures,
and implementation. The SIQnature technlques are one important problem is _ 'averaged 245
2022 SEMECS framework given more flexible for milliseconds on the 8-
Ozmen - L . - - that they may be . .
enables efficient digital 10T devices, especially in bit platform and just 28
[10] - - - . S vulnerable to L
signatures using Elliptic settings with limited crvotanalvsis milliseconds on the
Curve Cryptography resources. yp ysIS. ARM device
(ECC).
The author suggested Error- . . The cipher's novel
. : b The inclusion of error .
Correcting Lightweight . . . error correction
- ECLBC is an excellent detection and repair -
Block Cipher (ECLBC), a S . mechanism
- - - choice since it provides systems may cause
lightweight block cipher L L . successfully detected
Guo et 2024 that includes techniaues for efficient and safe significant computational 99 7% of sinale-bit
al. [11] g encryption with built-in overhead, which could ' g

error detection and

error detection and

impact real-time

errors and corrected

correction, it transitions correction algorithms aoplications that demand 94.2% of them without
modes within AND- 9 ) pl?ltra-fast rocessin additional hardware
rotation-XOR (AND-RX) P g support.

precise, Ning et al. [9] provided a methodology for evaluating
lightweight cryptographic ciphers that consider the most
important aspects. The proposed framework factors in the
recommendations of internationally recognized standards,

5.1.2 Lightweight cryptography models

The decision-making process is further complicated by the
fact that healthcare 10T devices have intrinsic limitations such
as low computing power, memory, and bandwidth. To be more
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such as ISO/IEC 29192 for building evaluation criteria and
NIST for performance, physical, and security. In this study,
Yavuz and Ozmen [10] make two contributions: Signer
Efficient Multiple-time Elliptic Curve Signature (SEMECS) is
a digital signature framework designed for resource-limited
embedded systems. It enables the creation of elliptic curve
(EC)-based signatures even when the signer has limited
familiarity with EC operations by optimizing private key and
signature sizes.

The development of a secure, lightweight block cipher
presents a significant obstacle in such situations. As a result,
the Error-Correcting Lightweight Block Cipher (ECLBC),
proposed by Guo et al. [11], is a lightweight block cipher that
incorporates error repair and detection algorithms. ECLBC
enhances security with fewer rounds by serving a dual purpose
as it switches modes within AND-rotation-XOR (AND-RX)
lightweight block ciphers. The models of LWC are shown in

Table 2.

5.1.3 Privacy preservation models

The expansion of the 10T has given rise to a new paradigm
in healthcare, dubbed smart health. It can reliably predict the
onset of some diseases and also improve the quality of
healthcare. Data security and consumer privacy issues,
however, remain unresolved. Despite their many drawbacks,
such as a lack of privacy for user attributes and excessive
overhead, cipher text policy attribute-based encryption (CP-
ABE) systems provide a potential solution to the challenge of
securing s-health applications that are targeted toward the 10T.
Sun et al. [14] proposed an ideal vector transformation
approach to reduce the length and remove redundancy from
the list of user attributes and access regulations, which is an
important step in addressing these issues.

Table 3. Privacy preservation models

Author Year of S
Name Publication Proposed Model Scope of the Paper Limitations Results
An optimal vector
transformation method Healthcare An increase in The proposed scheme lowers
that efficiently converts professionals can S the 8% computational
- - administrative burden - -
the set of user attributes  access only the patient overhead in key generation,
Sunetal. S may result from the need - -
2020 and access policies into data they need S encryption, and decryption.
[14] - to manage and maintain - -
shorter vectors, because of the fine- - This enhances efficiency for
LS . comprehensive access .
eliminating redundancy grained access control olicies resource-constrained 10T
and reducing their overall mechanism. P ' devices.
length.
The LiBAC system allows
LiBAC, a lightweight . . authorized personnel timely
break-glass access control - . It introduces security data retrieval with 97%
This is well-suited to holes that could be - . .
Yang et system, allows for both L - - accuracy. LIBAC is designed
2020 : situations involving exploited by bad actors - -
al. [15] attribute-based and break- - . to be lightweight,
emergency healthcare. to obtain vital medical P
glass access to encrypted minimizing 5%
S e data. -
medical files. computational demands on
healthcare 10T devices.
Used distributed storage Integration of The performance evaluation
- g Blockchain and With blockchain of the proposed scheme
to address the issue of - . . - :
. Lightweight Secret integration comes the demonstrates its
centralized management. . - - . . S
. . - Sharing into the possibility of growing effectiveness in maintaining
Lietal. A lightweight (t,n) - . - - .
2023 T Internet of Medical storage needs as the data privacy while ensuring
[16] threshold secret sharingis . . - - S Lo
Things (IoMT) is chain expands, which efficient communication
developed to enhance the A - .
L . well-suited for loMT could put a burden on among lIoMT devices with
efficiency and security of -
- - devices. system resources. 95% accuracy and
medical data sharing. o
efficiency.
The distributed, . . Performance testing showed
. Given the sensitive
immutable, and f health d the access control
. . transparent ledger nature of healthcare data mechanism processed
LightMED, which makes . and the need to prevent L :
. known as blockchain authorization requests in an
Fugkeaw use of fog computing, CP- any unlawful access or .
2023 . technology has the A average of 85 ms, with end-
etal. [17] ABE, and blockchain ) publication, -
potential to - . to-end transaction latency
technology. S safeguarding patient -
revolutionize the IT identities is an important  2VErading 215 ms even under
industry by solving P high load conditions of 750

many problems.

consideration.

concurrent users.

In healthcare, the capacity to swiftly retrieve patient records
during an emergency is crucial. A lightweight break-glass
access control system called LiBAC was developed by Yang
et al. [15]. It enables both attribute-based and break-glass
access to encrypted medical data. The access policy associated
with a medical file dictate whether a healthcare professional
can decrypt and retrieve the stored information. In
emergencies, the break-glass access mechanism overrides the
file's access policy, allowing rapid data retrieval for urgent
medical care or rescue operations. To solve the problem of
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centralized management, Li et al. [16] used distributed storage
to lay the groundwork for hidden reconstruction and retrieval.
After that, a plan to improve the safety and efficacy of medical
data sharing is devised for lightweight (t,n) -threshold secret
sharing (t/n -SS). Using the interleaving encoding technique,
it partitions the original message into smaller pieces.
Delegating the generation of encrypted EMRs, which
integrate health data from 1oT devices with medical
applications, enhances accessibility, facilitates efficient
collaboration, and eliminates computational overhead. This



approach aligns with advancements in healthcare-related 10T
and cloud computing. Fugkeaw et al. [17] suggested
LightMED, an access control method that utilizes fog
computing, CP-ABE, and blockchain technology, for secure,
granular, and scalable EMR sharing in the cloud. The author
laid out a safe method for sending and aggregating 10T data
using lightweight encryption and digital signing. At its core,
the product is a blockchain-enabled encryption and decryption
technique that is outsourced. Additionally, it has a privacy-
protecting access policy framework. The author introduced a
novel approach to further aid EMR data owners in securely
and efficiently administering their rules. Table 3 shows the
models for privacy preservation.

5.1.4 Communication security models

Quite a few of these solutions put users' anonymity and
privacy at risk. In view of the problems with existing
protocols, Chen et al. [18] proposed a safe and effective
protocol based on extremely lightweight symmetric key
operations. The author provided formal and informal
assessments to bolster the safety of the protocol. Furthermore,
a real-time experiment was conducted by the author to
evaluate the protocol’s efficiency. However, there are a lot of
challenges to secure data transfer caused by the nanoscale
aspect of this technology. For data transmission to be secure,
authentication is a must. Regarding this, a novel IoONT
authentication method based on elliptic curve encryption was
presented by Rana et al. [19]. Considering the limited

processing power of nanoscale devices, this approach ensures
lightweight yet robust authentication using a secure hash
function and XOR operations. A subfield of healthcare IT,
Telecare Medical Information Systems (TMIS) allows for the
remote provision of medical treatment thanks to the expansion
and enhancement of ICT. Mobile healthcare apps (MHA),
smartphones, the 10T, and hospital servers form the backbone
of TMIS. Ahamad et al. [20] presented the Secure and
Resilient Scheme for Telecare Medical Information Systems
(SRSTMIS), protected by white-box cryptography (WBC) are
keys utilized in healthcare applications, SE, UICC, and TPM.

6. DISCUSSIONS

Lightweight symmetric block ciphers are widely used in
pervasive figuring. Two types of symmetric ciphers are block
and stream ciphers [21]. There are no hard and fast rules for
how they can be categorized as lightweight, and they are
purposefully used with devices [22]. There are three important
aspects that every LWC architect must address: security, cost
[23], and performance [24]. Simplifying optimization for just
one of the three main design objectives, cost and performance,
security and cost, or both, is far easier than optimizing for all
three simultaneously. Symmetric ciphers include features like
message integrity checks, encryption, entity authentication,
etc., whereas asymmetric ciphers include features like non-
repudiation and key management [25].

Table 4. Standard and lightweight cryptographic algorithms for secure 10T communication

. Key Plaintext - :
Algorithm Type Size . - Rounds Security Analysis 10T Use Case Category
. Size (bits)
(bits)
128 . . s
Block ' 10, 12, Differential cryptanalysis/Side- General 10T
AES Cipher 12%% 128 14 channel Differential fault attacks Security Standard
Block Differential crypta analysis, RFID, Sensor . -
PRESENT Cipher 80,128 64 31 Related key attack Networks Lightweight
GIFT gi':ﬁ:r 128 64 40 MITM/Biclique loT Devices Lightweight
SKINNY Block ¢4 128 64,128 32,56  Side-channel/Differential fault Smart Cards Lightweight
Cipher attacks
RECTANGLE B_Iock 80, 128 64 25 Side-channel/Differential fault Io'I_' _ Lightweight
Cipher attacks Communications
MIDORI Block 64 128 64,128 16 Differential and Linear crypta o ower 10T Lightweight
Cipher analysis
Block 64, 96, . .
mCrypton Cipher 128 64 12 Related key attack Embedded Systems  Lightweight
NOEKEON  bBlock 128 128 16 Related key attack Secure Lightweight
Cipher Communications
ICEBERG gilp?r?:r 128 64 16 Differential crypta analysis Secure 10T Data Lightweight
PUFFIN-2 gi';’rf:r 128 64 24 Differential crypta analysis loT Authentication  Lightweight
PRINCE C?ilp?r?:r 128 64 12 Differential crypta analysis RFID, Wearables Lightweight
PRINT gilp?r?:r 48, 96 64 48 Related key attack RFID Tags Lightweight
. Block 64, 80, 12, 16, Side-channel/Differential fault . . .
Klein Cipher 9% 64 20 attacks 10T Encryption Lightweight
Block . . . 10T Embedded . .
LED Cipher 64,128 64 32,48 Differential crypta analysis Systems Lightweight
EPCBC gi':ﬁ:r 80, 128 32 32 Related Key attack RFID Tags Lightweight
TEA Block 128 64 64 Related Key attack Secure loT Standard
Cipher Communications
XTEA Block 128 64 64 Related Key attack 10T Devices Standard

2413



Cipher

128, . . .
Camellia B.IOCk 192, 128 18,24 Side-channel/Differential fault Secure 0T Storage Standard
Cipher 256 attacks
Block . . . . Embedded loT . .
SIMON Cipher 32-128 32-128 Variable Differential crypta analysis Security Lightweight
MIBS Block ¢4 128 64 32 Differential and Linear crypta ¢ A thentication  Lightweight
Cipher analysis
LBlock C?ilgr?:r 80 64 32 Differential, MITM/Biclique Low-Power loT Lightweight
ITUbee gilsrf; 80 64 10 Related key attacks lIoT Applications Lightweight
128, . . .
CLEFIA B_Iock 192, 128 18 22 Side-channel/Differential fault Secqre I_oT Standard
Cipher 256 attacks Applications
PICCOLO C?ilgr?:r 80, 128 64 25 Differential, MITM/Biclique Low-power loT Lightweight
Block . - - loT Data . .
TWIS Cipher 128 64 10 Differential crypta analysis Encryption Lightweight
TWINE Block g4 128 64 36 MITM/Biclique loT Embedded ;1 veight
Cipher Security
Block . . - loT . .
HIGHT - 128 64 32 Differential, MITM/Biclique - Lightweight
Cipher Communications
128, . . .
LEA B_Iock 102, 128 24, 28, Side-channel/Differential fault loT Security Standard
Cipher 256 32 attacks
Block . Linear/Side-channel/Differential Remote Keyless .
KeelLoq Cipher 64 32 Variable fault attacks Entry Proprietary
KATAN gi'srf:r 80 32,4864 48 MITM/Biclique Sensor Networks  Lightweight
KTANTAN gi';f; 80 32, 48, 64 48 Related key attacks RFID, loT Security ~ Lightweight
Hummingbird-  Stream RFID and loT . .
2 Cipher 128 16 - Related key attacks Authentication Lightweight
S Stream RFID and loT . .
Hummingbird Cipher 256 16 - Several attacks Security Lightweight

Concerns about cybercrime have dominated studies of 1oT.
Finding a clear solution that works for all types of IoMT is
challenging. An IoMT infrastructure connects several types of
systems [26]. The majority of I0T devices have limited
resources, unlike some equipment that can afford to be big and
safe. Their ideal network security solution would be one that
responds rapidly. The same goes for how easy it is to use and
modify. The issue of trustworthy security comes up last but
not least [27]. Lightweight cryptographic methods, taking into
account the limitations of 10T devices, were the starting point
of this research. There was an investigation into both
symmetric and asymmetric key cryptography. It is found that
a lightweight Asymmetric Cryptographic solution satisfied the
requirements for an 10T solution, which are to be both faster
and easier [28]. One of the most recent developments in the
field of technology, electronic healthcare systems have
numerous potential uses, including remote health monitoring
[29], evidence-based treatment, disease prediction, modeling,
and many more. Many loT gadgets and bodily sensors are part
of these data-gathering systems. Ensuring safe data
transmission becomes extremely challenging in this situation
due to the low memory and power of the devices [30].
Focusing on a lightweight ciphering technology, this research
aims to secure an electronic healthcare system. Conventional
encryption methods are unsuitable due to the operational
complexity. The overall algorithms are discussed briefly in
Table 4.

6.1 Reliable basis for algorithm selection

To address the issue of irregular reviewing of performance,

this paper proposes a methodological way of systematically
reviewing medical 10T algorithms. The proposed structure
standardizes the testing conditions, reporting schemes, and
measure thresholds, whereas in earlier studies, the
performance time, memory consumption, latency, or
throughput are analyzed separately and in different test
conditions. This ensures that comparative tests on the
efficiency of various lightweight cryptographic and security
mechanisms can be reproducibly done and applied in real-life
scenarios in the application of medical 10T devices.

The initial stage of the proposed system is categorizing
medical 10T devices into very specific functional categories,
such as implanted devices, wearable sensors, bedside
monitoring units, and gateway or edge nodes. Each class has
some hardware requirements, which are the likes of processor
architecture, clock speed, the size of available RAM and
ROM, power supply, and the type of communication
technology. To prevent coming out with results that are too
generic or abstract, we consider the performance of the
algorithm in these specific classes.

6.2 Quantitative analysis

This paper recommends the use of normalized
multidimensional performance and security metrics of
cryptographic algorithms to compare them quantitatively.
Security metrics are the level of resistance to particular classes
of attacks, key length, cryptographic strength equivalence, and
protocol resilience, whereas performance metrics are the
execution time, latency, memory footprint, and energy usage
per safeguarded transaction. Objective evaluation of trade-offs
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can be made relative to determining them subjectively by
measuring the outcome in normalized units such as cycles per
bit, energy per message, and strength against the cost of
security resources.

Each potential medical loT application situation should
have a different point of security-performance balance. Two
applications of emergency monitoring that must have very low
latency and high availability are the detection of cardiac arrest
or the transmission of critical alarms. Cryptographic
algorithms adopted in such scenarios need to minimize
computing overhead and handshake delays to ensure high
levels of authentication and integrity. To enable designers to
select algorithms that operate within real-time constraints
without compromising patient safety, quantitative upper
bounds on acceptable latency and energy use can be
developed.

Fitness bracelets and health trackers used to monitor chronic
illnesses, in turn, are intended to be used over a day or longer
and prioritize energy efficiency and lifespan of the gadgets
over real-time reactiveness. In these situations, algorithms

may be capable of tolerating a tiny amount of latency when
they reduce power consumption by a huge percentage.
Quantitative analysis can be used to discover cryptographic
algorithms that are the most energy-efficient on a message-by-
message basis yet remain with an adequate level of
confidentiality and integrity even when running over lengthy
periods.

These disparities can be operationalized by applying a
multi-criteria decision framework that gives security and
performance measures weights based on the criticality of the
application. In emergency applications, latency and
availability are weighted higher; in daily monitoring, energy
economy is weighted higher, compliance and strength of
security are weighted higher in intra-hospital systems.
Algorithms are rated based on weighted aggregate scores,
instead of being assessed subjectively, providing guidelines on
how to choose them. The Mapping of Medical 10T Application
Scenarios to Security-Performance Priorities are indicated in
Table 5.

Table 5. Mapping of medical 10T application scenarios to security-performance priorities

Medical 10T Application Latency Energy Security Availability '\élsga:ze/ ggr?qmﬁ;?]%
Scenario Requirement Efficiency Strength  and Reliability Constraint Prir(;rity
Emergency Medical Monitoring
(e.g., cardiac monitoring, insulin Very High Medium High Very High Medium High
pumps, critical alarms)
Daily / Long-Term Health
Monitoring (e.g., wearables, Medium Very High Medium High High Medium
remote patient monitoring)
Intra-Hospital Device
Communication (e.g., gateways, Medium Low Very High High Low Very High

imaging systems, EHR
integration)

7. FUTURE PROSPECTS

7.1 Unique identification of nodes and Tri Token Secret
Key set for authentication

Each 1oMT node must be individually analyzed to
overcome the limitations of traditional models. The node’s
information should be processed to assign a Digital Unique
Identity, ensuring precise identification in future
transmissions. Additionally, a Tri Token Secret Key Set must
be generated to enable authentication and access control. This
approach enhances security by verifying nodes before
permitting data exchanges. Implementing these measures
reduces unauthorized access and strengthens the overall
integrity of the IoMT system. Proper identification and
authentication establish a strong foundation for secure
communication, ensuring that only authorized nodes
participate in network activities.

7.2 Lightweight cryptographic algorithms for encryption
and decryption

Besides authentication, integrating lightweight
cryptographic algorithms is essential for ensuring secure
medical data transmission. Algorithms such as Advanced
Encryption Standard with a 128-bit key (AES-128), Elliptic
Curve Cryptography (ECC), and PRESENT cipher offer
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effective encryption and decryption while maintaining low
computational complexity. These cryptographic techniques
help protect sensitive patient data from unauthorized access
without overburdening I0MT devices. Since 10MT devices
have limited resources, lightweight encryption models ensure
secure communication while optimizing performance.
Implementing efficient cryptographic methods guarantees
data confidentiality and integrity, making medical data
transmission more secure and reliable in healthcare
applications.

7.3 Detection of security threats and comparative analysis

Monitoring node behavior and analyzing traffic patterns is
necessary to detect security threats within the loMT network.
Lightweight cryptographic techniques such as Speck, Simon,
and High-speed Lightweight Cryptography (HIGHT) can
further enhance security by providing fast and efficient
encryption. These algorithms ensure data protection while
minimizing power consumption and processing delays.
Additionally, a comparative analysis between the proposed
model and traditional approaches must be conducted to
evaluate security improvements. The results will demonstrate
that the proposed model offers enhanced protection against
cyber threats. By integrating authentication, encryption, and
attack detection, the model ensures a secure and efficient
Io0MT network.



To overcome the limitations of the traditional models that
are analyzed in this research, it is necessary to analyze each
IoMT node, process the node information, and allocate a
Digital Unique Identity for accurate identification of nodes in
future transmissions and to generate a Tri Token Secret Key
Set for performing node authentication and access control for
initiating secure data transmission in the 10T network. It is also
required to design an LWC model to perform encryption and
decryption for securing the medical data, and then to analyze
the node behaviour and patterns, and to perform attack
detection in the loMT network to improve the QoS levels in
the network. Finally, it is required to perform a comparative
analysis of the proposed model with the traditional models and
to demonstrate that the proposed model's security levels are
high.

8. CONCLUSIONS

Recent studies on the use of cryptography for the 10T looked
at design, mixture-column, substitution-box, and hazards. It is
observed that most constrained loT devices have low
resources; using a lightweight method is a great security
solution for them. The data presented in this research provides
sufficient information to select an algorithm that is suitable for
the selected applications and to design an enhanced version of
the cryptography algorithms for enhancing the QoS levels. All
algorithms rely on hardware in some way; even devices with
severe constraints will work fine with them. Results of all the
algorithms mentioned may differ depending on the
adjustments in hardware/software and the application;
however, just because an algorithm is software-dependent
does not imply it will not function effectively on hardware. No
algorithm has proven results in terms of speed, cycles, or
throughput. For 10T uses, only a few of the algorithms are
competent and safe. Lots of algorithms are resilient to various
types of attacks, such as the Man-in-the-Middle assault,
Differential attacks, key-1V attacks, and many more. This
research addressed solutions for lightweight 10T security. In
conclusion, this research provides useful information for
selecting an appropriate algorithm and software/hardware
combination for a given task. Researchers in the future will be
able to analyze many lightweight algorithms on diverse
hardware and software platforms and then evaluate them
according to metrics like clock cycles, speed, memory,
frequency, latency, etc., to find out how well they function and
how to improve them, and then design efficient LWC solutions
for providing security to loMT.
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