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A recent development in the field of digital forensics is drone forensic (DF), which 

involves collecting evidence from drone environments. Nevertheless, DF still suffers from 

a number of issues and challenges that have recently been discovered. The complexity of 

DF infrastructures is still a key issue that needs to be resolved. Furthermore, redundancy 

challenges are important obstacles and constraints in DF investigations. The present study 

proposes a model called Unified Investigation Processes for Drone Forensics Domain 

(UIP-DFD) in order to identify the investigation processes commonly involved in the 

models proposed in the DF domain. Furthermore, this study used the design science 

research (DSR) approach to design an effective and efficient method for analyzing 

unmanned aerial vehicle (UAV) evidence, ensuring the evidence is identified, gathered, 

and analyzed based on recognized DF investigation techniques. UIP-DFD comprises five 

common investigation processes: i) Identification, ii) Data acquisition, iii) Preservation, 

iv) Data analysis, and v) Reporting. After conducting a comparative analysis, this study

concludes that the NIST digital forensic framework is inadequate for DF. In contrast, the

proposed UIP-DFD model integrates drone-specific investigation activities, minimizing

redundancy and effectively managing the diversity of evidence from onboard systems,

controllers, storage devices, and other digital sources.
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1. INTRODUCTION

When doing an investigation in the drone forensic (DF) 

field, the investigators may encounter tangible evidence 

remaining in the scene from an unmanned aerial vehicle 

(UAV), including a drone, radio controls, and server. One of 

the problems in this realm is that it is difficult to determine the 

ownership of a confiscated drone [1]. Typically, various 

digital containers are involved in a UAV flight, which results 

in some challenges when applying one forensic tool to retrieve 

all the required data. In some situations, even if it is impossible, 

or at least very difficult, to acquire a forensic image from 

among the data saved on the memory of a drone camera 

without compromising its integrity [2]. This forces 

investigators into the use of wireless connectivity to carry out 

a remote forensic imaging procedure [3]. There are various 

types of embedded data storage containers, some of which 

may be hidden or have restricted access. This can make it 

challenging for investigators to obtain digital evidence and 

identify sources for forensic equipment; for example, the 

microchip in a flight controller store recorded flight data [4]. 

Because of the immaturity of the DF field, many problems 

have remained unresolved and even non-understood, and the 

literature is still suffering from a lack of dependable 

techniques for the investigation of drones under forensic 

conditions [5, 6]. One of the other key issues in this domain is 

that there is no standardized forensic framework. 

Consequently, according to the study by Reviriego et al. [7], 

no proactive forensic viewpoint exists. Moreover, there are 

still significant unresolved issues, such as the lack of 

structured procedures and consistent automated 

methodologies in this domain [8]. Developing a conceptual 

framework could positively affect the validity and credibility 

of gathered evidence in the case of a criminal situation and 

investigations [9]. The current study analyzes the 

metamodeling development methods that have been proposed 

by the academic community. According to the findings, the 

digital forensics field lacks certain methods applicable to the 

meta-model’s development [10]. The existing literature was 

reviewed to define the problems, and five search engines, i.e., 

IEEE Explorer, Web of Science, Scopus, Science Direct, and 

Google Scholar, were used to collect the data required for this 

study. The search engine keywords used in this research were 

"drone forensics investigation processes" and "drone forensics 

investigation model". From among the 1367 resulting 

publications, 30 papers were selected to be used in this study. 

An in-depth data analysis showed that the DF domain faces 

several challenges and issues, including challenges associated 

with the drone investigation processes [11]. The present study 

uses the design science research (DSR) approach to design a 

conceptual model so that it can be applied to the forensic 

investigation of drones. As a result, this paper proposes the 
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Unified Investigation Processes for Drone Forensics Domain 

(UIP-DFD) model using the DSR approach. Extracting 

common processes provides a foundational framework that 

helps mitigate the wide range of challenges in DF. 

Standardized processes reduce redundancy, manage data 

heterogeneity, and improve data integrity despite technical 

failures and complex data structures. They also support 

consistent interpretation, reduce human error, strengthen legal 

compliance and admissibility, and enable more efficient use of 

limited resources. Overall, common processes offer a 

structured and scalable way to address technical, legal, and 

organizational constraints in DF investigations. The DF 

domain's research workflow is shown in Figure 1. 

The structure of this paper is as follows: Section 1 presents 

an introduction to the DF domain. Afterward, Section 2 

discusses current challenges and issues in this domain. Section 

3 introduces the problem identification in the DF domain. 

Then, Section 4 elaborates on how the proposed UIP-DFD 

model works. Section 5 presents the results and discussion. 

Finally, Section 6 introduces the paper's conclusion and future 

work. 

 

 
 

Figure 1. Research workflow in the drone forensic (DF) 

domain 

 

 

2. CURRENT CHALLENGES  

 

Several challenges and issues arise because of the 

distinctive characteristics of drones and the digital data they 

generate. Figure 2 illustrates the key challenges. 

 

 
 

Figure 2. Challenges and issues that arise because of drones’ 

characteristics 

 

Redundancy challenges are important obstacles and 

constraints in DF investigations. Technical issues that can 

impede data collecting and processing are just one of these 

challenges [12, 13]. Technical issues are frequent in drone 

operations; these issues have arisen because of various factors 

such as equipment malfunction, signal interference, or 

software bugs. These kinds of problems can interfere with the 

drones’ flight path, lower the quality of the gathered data, or 

even result in the whole loss of data. Technical issues not only 

impede the completion of investigations but also call into 

question the validity and accuracy of the results. According to 

Alhussan et al. [14], drone data interpretation demands 

particular knowledge and proficiency. Finding relevant 

insights from drone data can be challenging because of its 

complexity, volume, and diversity. Furthermore, human error, 

bias, or misinterpretation may occur when interpreting drone 

data [15]. These limitations highlight the necessity of thorough 

quality assurance procedures, the participation of 

professionals who have an in-depth understanding of drone 

technology, and data interpretation methodologies. Therefore, 

it is essential to solve redundancy issues in drone 

investigations to ensure the authenticity and dependability of 

the acquired data and the accuracy of the interpretations 

produced based on them [16]. The presence of a wide range of 

categories is an important challenge in the DF domain. Since 

drones come in a variety of sizes, configurations, and 

capabilities, creating standardized forensic methods that work 

everywhere is challenging. Forensic investigators might have 

to adapt their methodologies to each type of drone because 

they may use various communication protocols, storage 

techniques, and data formats [17]. Gathering and preserving 

data is not an easy task in DF. Owing to the lack of 

standardized techniques and tools, extracting data from drones 

can be complicated. Forensic investigators must ensure that 

data are gathered and preserved in a forensically sound manner 

to maintain their integrity and admissibility [18]. For the 

analysis and interpretation of drones’ data, it is important to 

understand flight patterns, GPS data, sensor readings, and 

other pertinent data. Retrieval of valuable intelligence and 

understanding the context of the data might be challenging, 

especially when handling massive amounts of data or 

encrypted information [19]. Complex legal and regulatory 

issues are another challenge in this field. Different countries 

have different legislation regarding the use of drones. 

Furthermore, forensic investigators must comprehend and 

adhere to these intricate guidelines to ensure that their 

investigations comply with legal criteria and procedures [20]. 

In addition, the gathering and analysis of data from drones 

could lead to privacy issues. Another issue that needs to be 

solved is resource limitations. Specialized tools, equipment, 

and expertise are frequently required for DF investigation [21]. 

Resource limitations could impact many law enforcement 

agencies and digital forensic laboratories, for example, due to 

limited funding, lack of training, and lack of standardized tools. 

This affects the access to advanced DF technologies [22]. 

 

 

3. PROBLEM IDENTIFICATION 

 

This research aims to identify an area needed to be further 

studied in the field of DF and also to explain the reasons and 

significance that support it. The present paper thoroughly 

investigates all the pertinent critical research backgrounds. 

The literature acknowledges the significance, heterogeneity, 

and complexity of the DF domain. It also recognizes the 

problem of evidence inconsistency in this field. The challenges 

regarding evidence inconsistency in drones provide 

significantly more challenges with technology than traditional 

computing devices; this is primarily due to the low and small 

storage of drones. Regardless of whether digital investigators 
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manage to obtain the drone used in a criminal incident, they 

occasionally are unable to link it to its owner physically. As 

the owner is able to dispute their ownership, it must be 

forensically proven by the investigators [23]. The 

investigation process now faces a new obstacle that needs to 

be carefully considered. Numerous investigation facilities and 

resources might let investigators comprehend in depth a 

device's entire operation. These resources include the process 

log files, network log files, and application data from 

numerous sources. On the other hand, a clear standardization 

for logging data through various systems has not been offered 

in the literature yet. Furthermore, gathering data in the most 

secure possible way is a crucial step in the domain of digital 

forensics. After that, it is important to assess if the data can be 

used as evidence in court [24]. Different drones have different 

methods to connect to the internet. Some drones may only 

need a cable for the USB port, while others may connect using 

specific protocols, such as the File Transfer Protocol [25]. In 

addition, different drone brands have different access 

permissions that must be provided in order to access the drone. 

In other words, there are currently no effective techniques for 

carrying out the process of acquiring drones. For the purpose 

of addressing these obstacles and learning more about DF, 

cutting-edge technologies should be combined with the 

findings of this research as a springboard for gaining a greater 

understanding of drone infrastructures. In this domain, we may 

encounter a wide range of devices comprising infrastructures 

and operational systems. A drone is a device that uses 

infrastructures and operating systems (OS), which makes DF 

investigations more complicated since attackers also employ 

these features in their damaging actions [26]. To determine 

whether a drone that has been seized had entered a restricted 

area or not, it is imperative that the flight data be recovered. 

The problem is that various drones use different techniques to 

record flight data, and some may not even store such data. 

Rebuilding the DF investigation could help this case [27]. In 

other words, anti-forensic techniques, e.g., encryption, are 

used by criminals in order not to let investigators gain access 

to the required data. The literature shows that failing to 

develop organized techniques to assist investigators in 

handling drone data is one of the most significant challenges 

in this field [28, 29]. Although the DF domain faces diverse 

challenges such as legal constraints, resource limitations, and 

technical complexity, many of these issues originate from the 

lack of standardized and consistent investigation processes. 

This study focuses on extracting common investigation 

processes as a foundational step to reduce methodological 

fragmentation. A unified process structure can indirectly 

support legal compliance, improve resource efficiency, and 

enhance consistency across heterogeneous drone 

environments. 

 

3.1 Design science research  

 

DSR is an innovative approach to research that has gained 

increasing popularity in a variety of disciplines over the past 

several decades. DSR provides scientists with a 

comprehensive system to develop, test, and refine solutions to 

complex problems. This is the environment that indeed defines 

the problem domain where the relevant phenomena are found. 

The environment may include individuals, groups, and 

upcoming or currently used technology. This consists of the 

problems, tasks, objectives, and possibilities that define the 

requirements as thought of by organization stakeholders. They 

are positioned in light of the applications, infrastructure, 

communication architectures, and development capacities of 

the current technology [30]. Through this approach, the 

researcher balances problem-solving research with a rigorous 

data-driven methodology and also intends to provide deeper 

insights and knowledge to develop innovative artifacts and 

systems that are useful and effective in those contexts [31]. 

The knowledge base contains several foundations and 

methodologies. The body of the literature provides structures, 

tools, frameworks, foundational theories, methodologies, 

concepts, and implementations that can be applied to the build 

phase of a study. In the evaluation phase, methodologies 

suggest some guidelines that explain how to use the current 

approaches and principles, which help the researcher achieve 

accuracy [32] (see Figure 3).  

 

 
 

Figure 3. Design science research (DSR) approach [30] 
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4. METHODOLOGY

In this section, the UIP-DFD model is proposed to solve the 

heterogeneous, redundant issues and remove irrelevant 

investigation processes in the DF domain through identifying 

common investigation processes, as shown in Figure 4. 

4.1 Determining drone forensic investigation models 

In this step, based on the literature, a set of investigation 

models is covered. This approach has been adopted by other 

researchers such as Ameerbakhsh [33] and Alfadli et al. [34]. 

To fulfill the requirements of the investigation processes in the 

DF domain, the convergence of concepts and terminologies is 

extensively applicable. This paper categorizes these DF 

models based on their perspectives, which include the 

technologies perspective (algorithm, tool, method) and the 

investigation processes perspective [35]. As many as 22 

models were determined for the purpose of this study (see 

Table 1). 
Figure 4. The method proposed in the present research 

Table 1. Drone forensic models determined in this study 

Models Year Title 

M1 2022 A comprehensive collection and analysis model for the drone forensics field 

M2 2022 An investigation into Unmanned Aerial System (UAS) forensics: Data extraction & analysis 

M3 2020 Towards a better understanding of drone forensics: A case study of parrot AR drone 2.0 

M4 2023 A conceptual digital forensic investigation model applicable to the drone forensics field 

M5 2023 Semantic forensic investigation framework for drone field 

M6 2022 A novel forensic readiness framework applicable to the drone forensics field 

M7 2022 Unsupervised machine learning for drone forensics through flight path analysis 

M8 2022 Drone forensics and machine learning: Sustaining the investigation process 

M9 2021 Research challenges and opportunities in drone forensics models 

M10 2021 Unmanned aerial vehicle kill chain: Purple teaming tactics 

M11 2021 Drone forensics: A case study of digital forensic investigations conducted on common drone models 

M12 2020 Drone forensics: A detailed analysis of emerging DJI models 

M13 2020 Security analysis of drones’ systems: Attacks, limitations, and recommendations 

M14 2022 Towards development of a high abstract model for drone forensic domain 

M15 2023 Digital forensic research for analyzing drone pilot: Focusing on DJI remote controller 

M16 2023 Transformer-based named entity recognition on drone flight logs to support forensic investigation 

M17 2021 Drone forensics: A case study on DJI Mavic Air 2 

M18 2024 Forensic examination of drones: A comprehensive study of frameworks, challenges, and machine learning applications 

M19 2024 Drone forensics: An innovative approach to the forensic investigation of drone accidents based on digital twin technology 

M20 2022 Reliable digital forensics in the air: Exploring an rf-based drone identification system 

M21 2023 DFLER: Drone Flight Log Entity Recognizer to support forensic investigation on drone device 

M22 2025 Drone forensics redefined: Integrating live, digital, and non-digital evidence acquisition systems 

4.2 Extracting investigation processes 

This step extracts investigation processes from the 

determined models based on the coverage factors perspective 

from the related domains [36, 37]. 

Each model uses a unique set of investigation techniques. 

For example, the study by Thornton and Zadeh [38] includes 

5 investigation processes: Seized devices, Physical 

examination and planning, Extraction, Data analysis, and 

Reporting. On the other hand, the study by Baig et al. [39] 

includes 4: Seized devices, Data storage, Data acquisition, and 

Reporting. Syed et al. [40] have included 3 investigation 

processes: Log flight acquisition, Extract log flight, and 

Analyzing flight path. Finally, Lan and Lee [25] have only 2 

investigation processes: Identification, and Scenarios 

description (see Table 2 and Figure 5). 

Table 2. Extracted investigation processes from the determined model 

Models Extracted Investigation Processes No. of Processes References 

M1 Data acquisition, Preservation, Reconstruction of the events, Documentation 4 [41] 

M2 
Seized devices, Physical Examination and Planning, Data Extraction, Data analysis, 

Reporting 
5 [38] 

M3 Factory Reset, Scenarios creation, Data acquisition, Testing flight path, Reporting 5 [42] 

M4 Testing environment and Equipment, Scenario creation, Data acquisition 3 [43] 

M5 Preparation, Data collection, preservation, Reconstructing the events, Documentation 5 [33] 

M6 Preparation and monitoring, Preservation, Rehashing data, Documentation, Reporting 5 [37] 

2396



 

M7 Log flight acquisition, Extract log flight, Analyze flight path 3 [40] 

M8 Seized devices, Data storage, Data acquisition, Reporting 4 [39] 

M9 Pre-incident, Post-incident preparation, Data acquisition, Reconstruct timeline 4 [44] 

M10 Identification, Planning, Scenarios description 3 [45] 

M11 Identification, Data acquisition, Data analysis, Documentation 4 [28] 

M12 Testing environment and equipment, Scenario creation, Data extraction 3 [46] 

M13 Preparation, Preservation, Data analysis, Seized devices, Reporting 5 [47] 

M14 Identification, Data acquisition, Preservation, Reconstructing timeline 4 [14] 

M15 Fixing Equipment, Scenario creation, Data analysis 3 [3] 

M16 Data collection, Data examination, Data corrections, Data analysis 4 [2] 

M17 Scenarios description, Data acquisition 2 [25] 

M18 Gathering evidence, Data analysis, Visualization log file 3 [48] 

M19 Identification of suspects, Extraction of artefacts, Interpretation of flight data 3 [18] 

M20 Identification, Seized devices, Extraction and analysis, Reporting 4 [49] 

M21 Identification, Data acquisition, Preservation, Data analysis 4 [8] 

M22 Telemetry logs, Timeline analysis, Replaying log files 3 [50] 

Total: 83 investigation processes  

 

 
 

Figure 5. Analysis of extracted investigation processes 

 

4.3 Organizing and refining the extracted investigation 

processes 

 

In this section, similar investigation processes were 

identified through semantic and functional analysis, where 

processes with equivalent objectives, inputs, or forensic 

outcomes were grouped despite terminological differences 

across models. Importance was determined based on 

recurrence frequency across the analyzed models and the 

process’s relevance to maintaining forensic integrity, 

evidentiary validity, and investigation completeness. This dual 

criterion ensured that selected processes were both empirically 

prevalent and conceptually essential to DF. Furthermore, 83 

investigation processes from 22 models are organized and 

refined based on their similar processes and significance to 

select common investigation processes. Therefore, the 

extracted processes will be organized to prevent redundancy 

that frequently confuses practitioners working in the DF 

domain. This will assist in proposing common investigation 

processes [41, 42], as shown in Table 3. The first organized 

and refined investigation process is known as Identification 

process. The Identification process proposed by Alhussan et al. 

[14] is used to identify when the drone has been attacked by 

any systems, laptops, mobile phones, routers, or radio 

controllers. Another process of interest is Preparation process 

that is used to prepare for physical drone resources and volatile 

and non-volatile artifacts [33]. The second organized and 

refined process is Data acquisition. For example, the Data 

acquisition process proposed by Alotaibi et al. [41] acquires 

both volatile and non-volatile items from the suspect drone, 

while the Seized devices process proposed by Yaacoub et al. 

[47] isolates devices to prevent remote access that could alter 

forensic evidence. The third organized and refined process is 

Preservation [33, 37, 47]. Tampering with data, hashing, and 

data backup must be preserved in order to protect integrity and 

confidentiality. Add to this some other items such as gathered 

data, backups, hashes, resources, temporary files, volatile and 

non-volatile artifacts, logs, and memory recordings. The aim 

of the preservation process is to guarantee that the captured 

evidence or logged data are not altered, and also to protect the 

original logs and data with the aid of forensic tools. The 

process of Data examination proposed by Kao et al. [21] is 

used to identify and preserve the file types that might be 

relevant to the incident. This process is crucial to law 

enforcement. The fourth organized and refined process is Data 

analysis. The Data analysis proposed by Thornton and Zadeh 

[38] is used to analyze drone data to create relationships 

between the devices and provide responsibility to the owner or 

user of the device. On the other hand, the Reconstruct 

timelines process proposed by the previous studies [14, 44] is 

used to piece together the drone's timeline and expose the 

evidence of the crime. The accuracy of the reconstructed event 

occurrence is the foundation for event sequences in an 

investigation. The fifth process identified in this study was 

Reporting, proposed by the previous research [42, 49]. The 

final phase in digital forensics provides a report of the 

investigation's results, accompanied by evidence of the 

devices' usage in criminal activities, and distributes it to the 
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relevant custody. Finally, Documentation process was 

identified, which was proposed by Al-Room et al. [28]. 

Investigators need to document their investigation in such a 

way that it could benefit DF experts and/or courts. 

 

Table 3. Organized processes and the common processes selected across all models 

 

Processes  
M 

1 

M 

2 

M 

3 

M 

4 

M 

5 

M 

6 

M 

7 

M 

8 

M 

9 

M 

10 

M 

11 

M 

12 

M 

13 

M 

14 

M 

15 

M 

16 

M 

17 

M 

18 

M 

19 

M 

20 

M 

21 

M 

22 
Category 

★Identification          √ √   √     √ √ √  Nominee 

Preparation     √        √          Equivalent 

Preparation and 

monitoring 
     √                 Equivalent 

Incident response              √         Equivalent 

Physical 

examination and 

Planning 

 √                     Equivalent 

Planning          √             Equivalent 

Pre-incident 

preparation 
        √              Equivalent 

Post-incident 
preparation 

        √              Equivalent 

Factory reset   √                    Equivalent 

Testing 

environment and 
equipment 

   √        √           Equivalent 

Scenarios creation   √ √        √   √        Equivalent 

Scenarios 

description 
         √             Equivalent 

Models 
M 

1 

M 

2 

M 

3 

M 

4 

M 

5 

M 

6 

M 

7 

M 

8 

M 

9 

M 

10 

M 

11 

M 

12 

M 

13 

M 

14 

M 

15 

M 

16 

M 

17 

M 

18 

M 

19 

M 

20 

M 

21 

M 

22 
Category 

★Data acquisition √  √ √    √ √  √   √   √    √  Nominee 

Data collection     √           √    √   Equivalent 

Data gathering     √                  Equivalent 

Seized devices  √      √     √       √   Equivalent 

Log flight 
acquisition 

      √                Equivalent 

Gathering 

evidence 
                 √     Equivalent 

Telemetry logs                      √ Equivalent 

Data extraction  √          √           Equivalent 

Extract log flight       √                Equivalent 

Extraction of 

artefacts 
                  √    Equivalent 

Models 
M 

1 

M 

2 

M 

3 

M 

4 

M 

5 

M 

6 

M 

7 

M 

8 

M 

9 

M 

10 

M 

11 

M 

12 

M 

13 

M 

14 

M 

15 

M 

16 

M 

17 

M 

18 

M 

19 

M 

20 

M 

21 

M 

22 
Category 

★Preservation √    √ √       √ √       √  Nominee 

Data examination                √       Equivalent 

Fixing equipment               √        Equivalent 

Telemetry logs                      √ Equivalent 

Visualization log 
file 

                 √     Equivalent 

Models 
M 

1 

M 

2 

M 

3 

M 

4 

M 

5 

M 

6 

M 

7 

M 

8 

M 

9 

M 

10 

M 

11 

M 

12 

M 

13 

M 

14 

M 

15 

M 

16 

M 

17 

M 

18 

M 

19 

M 

20 

M 

21 

M 

22 
Category 

★Data analysis  √         √  √  √ √  √   √  Nominee 

Reconstructing 

event 
√ √   √    √           √   Equivalent 

Reconstructing 

timeline 
        √     √    √    √ Equivalent 

Reconstructing 

scene 
          √             

Testing flight path   √                    Equivalent 

Flight path 

analysis 
      √                Equivalent 

Replaying log 
files 

                     √ Equivalent 

Flight path 

scenario 
   √                    

Extraction and 

analysis 
                   √   Equivalent 

Rehashing data      √                 Equivalent 

Interpretation of 
flight data 

                  √    Equivalent 

Timeline analysis         √             √ Equivalent 

Models 
M 

1 

M 

2 

M 

3 

M 

4 

M 

5 

M 

6 

M 

7 

M 

8 

M 

9 

M 

10 

M 

11 

M 

12 

M 

13 

M 

14 

M 

15 

M 

16 

M 

17 

M 

18 

M 

19 

M 

20 

M 

21 

M 

22 
Category 

★Reporting  √ √   √  √     √       √   Nominee 

Documentation √    √ √     √            Equivalent 

Note: ★ indicates the selected processes. 

2398



 

 
 

Figure 6. The common investigation processes proposed in this study 

 

4.4 Selecting the common investigation processes  

 

After organizing and refining the extracted investigation 

processes, the processes that had a higher frequency were 

selected for the investigation process. Among all the extracted 

processes, and nominee five more common investigation 

processes were identified: Identification, Data acquisition, 

Preservation, Data analysis, and Reporting, as shown in Table 

3. The Identification process identifies all the necessary 

resources for the investigation, including the investigation 

team, incident response strategies, reliable forensic tools, and 

sources to be seized. The Data acquisition process is used to 

collect and gather the whole drone data, including volatile and 

non-volatile data. The Preservation process protects the data 

that has been gathered, i.e., backups, hashes, resources, 

temporary files, and volatile/non-volatile artifacts. The Data 

analysis process is used to reconstruct timeline events, analyze 

these incidents, and find the criminal. Finally, the Reporting 

process prepares the final evidence for the full digital forensic 

analysis. Forensic experts use this evidence report when they 

witness in a court of law. 

The investigative method was chosen as a typical 

investigation process because it occurs frequently in 

categorization. Five typical processes were identified in this 

study: Identification, Data acquisition, Preservation, Data 

analysis, and Reporting. They were selected from among 22 

models identified in the literature (see Table 3).  

The Identification process appeared in six different models: 

M10, M11, M14, M19, M20, and M21.  

The Data acquisition process appeared in nine different 

models: M1, M3, M4, M8, M9, M11, M14, M17, and M21. 

The Preservation process appeared in six different models: 

M1, M5, M6, M13, M14, and M21. 

The Data analysis appeared in seven different models: M2, 

M11, M13, M15, M16, M18, and M21. 

Finally, the Reporting process appeared in six different 

models: M2, M3, M6, M8, M13, and M20. Table 3 presents 

the organized and refined processes and the five processes 

selected based on frequency. The proposed common 

investigation processes are illustrated in Figure 6. 

 

 

5. RESULTS AND DISCUSSION 

 

The current paper identifies investigation processes 

commonly used in the DF field. Then, the UIP-DFD model 

was proposed in this paper in a way that is well applicable to 

the DF domain. This study presented a comprehensive 

framework for investigation processes in this domain. The 

models extracted from the literature were reviewed, and five 

common investigation processes among 83 extracted 

investigation processes were identified regarding their 

frequency: Identification, Data acquisition, Preservation, 

Data analysis, and Reporting. It was done through careful 

harmonization and consolidation, which ensures a streamlined 

and efficient approach to conducting investigations in the DF 

domain.  

These processes represent the minimum invariant workflow 

required for DF investigations and reduce redundancy by 

consolidating overlapping activities. Moreover, their 

abstraction addresses platform heterogeneity and supports 

legal admissibility through structured evidence handling and 

reporting. Table 4 demonstrates that although the NIST digital 

forensic framework offers general investigative guidance, its 

lack of support for distributed UAV data sources, volatile 

flight telemetry, and particular legal constraints makes it 

inadequate for DF. In contrast, the proposed UIP-DFD model 

reduces redundancy and manages heterogeneity across 

onboard, controller, and digital evidence by unifying drone-

related investigation activities. 

 

Table 4. Comparison of the NIST framework and the 

proposed model 

 

Phase NIST  UIP-DFD  

Scope and 

applicability 

A general 

framework 

designed for use 

with traditional 

digital devices, and 

operates linearly 

A specialized 

framework designed for 

DF, addressing UAV 

heterogeneity, 

distributed data sources, 

and redundancy in 

forensic processes 

Handling of 

heterogeneity 

Assumes relatively 

homogeneous 

devices and 

centralized data 

sources 

Addresses 

heterogeneous drone 

platforms, distributed 

onboard controller 

devices, and cloud data 

Redundancy 

management 

Does not explicitly 

address process 

redundancy across 

specialized DF 

models 

Integrates redundant 

drone investigative tasks 

into unified core 

processes 

2399



6. CONCLUSIONS

In this paper, we identified common investigation processes 

to address the heterogeneous and redundant issues in the DF 

domain. The relevant models were identified based on 

extracted criteria. As many as 83 investigation processes were 

extracted from 22 models. These models were organized and 

refined based on their similar processes and their significance 

in order to identify the processes of the highest frequency. As 

a result, the proposed model comprises five common 

investigation processes: Identification, Data acquisition, 

Preservation, Data analysis, and Reporting. The proposed 

UIP-DFD model can help DF researchers, investigators, and 

stakeholders to manage, re-share, and organize the tasks 

related to their investigations. For future research, authors can 

use the proposed UIP-DFD to identify common investigation 

concepts of DF, as well as develop a comprehensive model 

known as a meta-model. 
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