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A reliable two-way communication network is vital for the operation of a virtual power
plant (VPP). It supports the continuous flow of monitoring and control information
between distributed energy resources (DERs) and the VPP control center (VPPCC). The
VPP provides a wide range of services through its DERs, and each service requires
specific end-to-end (ETE) delay and data reliability. These requirements must be
carefully considered when designing the communications network infrastructure. In this
work, a communications network based on the IEC 61850 standard is proposed to meet
the stringent requirements of time-critical services, such as emergency frequency support
and emergency demand response. The performance of the proposed network was

validated using a simulation model, with ETE delay and data reliability considered as
key evaluation metrics. The simulation results show an ETE delay of 5.17 ms for MMS
messages, while the reliability of the received data reaches 99.999%.

1. INTRODUCTION

The VPP concept is one of the most practical and
promising solutions in modern energy management. It offers
significant advantages by integrating communication
networks and embedded systems into the power system. VPP
enables real-time monitoring and improved energy efficiency
through bidirectional energy flow and close coordination
among all entities [1]. From a communications network
perspective, a VPP is a group of interconnected entities that
exchange operational information over a secure and reliable
bidirectional communication network, designed to meet the
needs of VPP applications [2]. These entities include DERs,
VPPCC, transmission system operator (TSO), distribution
system operator (DSO), and the energy market [3].

The communications network in VPP operates in two
directions. The first, known as downstream communication,
connects the VPPCC to the DERs. The second, referred to as
upstream communication, links the VPPCC to the energy
market as well as to the T&D system operators [4]. There are
two main types of VPPs: the commercial VPP, which focuses
on energy trading and participation in the energy market, and
the technical VPP, which collaborates with T&D system
operators to provide technical support services such as
balancing and flexibility [5, 6]. Figure 1 illustrates the VPP's
bidirectional communications network.

The VPPCC architecture consists of several units,
including a control unit, an optimization unit, a reporting
unit, a calculation unit, and a database unit. Each unit is
responsible for specific tasks that integrate with the others to
support effective monitoring and control of all DERs under
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the VPP's management [7]. In contrast, each DER contains a
DER controller that stores the operating state, performs
supervisory control, sets operating points, and manages the
grid connection.
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Figure 1. VPP communications network

Through a two-way communication network, the VPPCC
receives information from DERs, such as capacity,
generation output, and other operating parameters. It also
sends commands to the DERs regarding on/off operations
and power output adjustments [8]. The communication
network used is a wide area network (WAN), providing
extensive coverage and high data rates [9].

Industrial ~ automation  systems  utilize  several
communication protocols, including Distributed Network
Protocol 3 (DNP3), Modbus, Message Queuing Telemetry
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Transport (MQTT), and IEC 61850. Each protocol has
specific strengths and suitable applications. Modbus is
characterized by its simplicity and low cost. It is widely used
in process control and SCADA systems for data exchange.
However, it lacks encryption and authentication, making it
vulnerable to various security threats. DNP3 is designed for
communication between a SCADA/HMI as master device
and remote PLC/RTU as slave device. MQTT is suitable for
sending non-critical monitoring data from substations to
enterprise applications or Internet of Things (IoT) systems.
Finally, IEC 61850 is an international standard for substation
automation that establishes unified communication protocols
to ensure compatibility and seamless integration across
devices from different vendors. It employs secure
communication protocols between SCADA systems and
IEDs/RTUs, such as circuit breakers and smart meters [10].
To ensure smooth data exchange and interoperability,
standardized communication protocols are applied. Among
all standards used in VPP communications, IEC 61850 is the
most important because of its strong interoperability features

[11,12].
There is limited literature on IEC 61850-based VPP
communications from a communications network

perspective. Sun et al. [13] proposed an information model
for monitoring DERs in a VPP based on the IEC 61850
standard. In addition, the Jabber protocol was studied and
tested to enable real-time communication services. Xiang and
Zheng [14] presented a method for evaluating delays in both
idle and online states, considering the communication links
of a VPP. A communications network model was developed
using a simulation program, and the results showed that this
method can meet the real-time requirements of some VPP
services. Etherden et al. [15] presented a conceptual
framework for interoperability requirements between entities
within a VPP and conducted a comparative study of how
existing communications technologies address these
requirements. Their work compared the needs of VPPs with
the capabilities of the IEC 61850 standard and proposed
extending the standard to improve the interaction between
VPPs and DERs.

The main contributions of this research are:

1) Design and configuration of a reliable bidirectional
communication network that meets the time-critical service
requirements of a VPP network.

2) Modeling IEC 61850-based MMS data messages
exchanged between a VPPCC and DERs over TCP.

3) Simulating and evaluating the proposed communication
network using key performance metrics, including data
reliability and ETE delay.

2. METHODS AND MATERIALS
2.1 VPP system description

To evaluate the performance of the communications
network supporting VPP services in terms of ETE delay and
data reliability, a VPP model was used. It consists of five
DER units spread over a geographical area of 50 x 50
kilometers. These units include photovoltaic systems, a
generator, a wind turbine, a controllable load, and an energy
storage system. The VPPCC is located in the center of the
region. It is responsible for monitoring and regulating the
operation of all DERs units through a secure and reliable
two-way communication network.
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2.2 The adopted communication protocol

The international standard IEC 61850 provides data
modeling and communication services. Communication
services for information exchange defined in this standard are
delivered through three main protocols: Sampled Values
(SV), Generic Object-Oriented Substation Events (GOOSE),
and Manufacturing Message Specification (MMS) [16, 17].
The MMS Messaging Protocol is an application-layer
protocol primarily designed for remote control and
monitoring of devices [18]. MMS establishes a messaging
process that supports real-time devices and functions
modeling, data exchange, processing, and control information
management among applications or devices in a network
[19]. This protocol is built on the OSI model to ensure
interoperability between communication devices and uses
ISO-defined basic protocols for encapsulating network layers
data, as presented in Figure 2 [20].
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ACSE (ISO/IEC 8650/X.227)

!
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ISO 8327/X.225

Transport layer
COTP (ISO/IEC 8073/x.224)
TCP(RFC1006 , RFC 793 )

|
|
J

~
Network layer
IP (RFC 791)
J
a N
Data link layer
ISO/IEC 8802-3
- w

Physical layer
Bits

- W

Figure 2. MMS Protocol over the OSI model

An MMS message contains an [P header and can be
simply routed over a WAN network [21]. Therefore, it is



used to monitor and control DERs through a client-server
connection between DER unit controller and the VPPCC.
The MMS architecture takes the form of a client-server
model. Smart industrial devices act as the MMS server,
allowing the MMS client to access, monitor, and control
information. This makes the MMS client potentially an
application or HMI in the control center. Consequently, the
DER unit controller acts as the MMS server and the VPPCC
acts as the MMS client. In the monitoring process, power
measurements from the DER unit controller are transmitted
to the VPPCC, while in the control process, control signals
are transmitted from the VPPCC to the DER unit controller.
In the MMS server there is a Virtual manufacturing Device
as shown in Figure 3. It provides a comprehensive view of
the server to the client and includes the current state of the
devices through variables in the form of objects. The
mechanism of access to the objects by the client through
several services such as read, write, define, and manage
variables [22].

Virtual
manufacturing
Device
Wide area
network (WAN)
Object Real
devices
< MMS services >
VPPCC (MMS Object
Client)

DER unit controller (MMS Server)

Figure 3. MMS messaging protocol structure

To exchange information between the VPPCC (MMS
Client) and DER unit controller (MMS Server) via MMS
messages, three main steps are performed [23]:

1) Establish a TCP socket connection.

2) Initiate a transport association via the Connection-
Oriented Transport Protocol (COTP).

3) Initiate the exchange of MMS messages.

Figure 4 depicts the sequence of messages involved in
MMS data exchange. After the standard three-way TCP
handshake between the MMS client and the MMS server, the
Connection- COTP layer establishes a connection or a path
for ISO protocols over TCP. This process involves a
Connection Request message initiated by the MMS client and
a Connection Confirm message returned by the MMS server.

Subsequently, the MMS Initiation/Bind procedure is
carried out. In this phase, the MMS Initiation Request is
mapped onto the Application Association Request data unit
of the ACSE layer and transmitted through the COTP layer.
The MMS server replies with an Initiation Response, which
is mapped to the Application Association Response data unit
of the ACSE layer, likewise transmitted via the COTP layer.
Upon receipt of this Initiation Response, the MMS client
completes the establishment of the MMS connection,
enabling the client and the server to commence MMS data
exchange. The MMS message type 2 used, where the
transmission time for a type 2 message must be less than 100
msec.

VPPCC
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DER unit controller
(MMS Server)
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Figure 4. MMS data exchange between VPPCC and DER
unit controller

2.3 VPP services requirements

The VPP plant participates in several services in the
energy market provided by its DERs [24]. Some of these
services include demand response, peak load regulation,
frequency control, and the energy trading market. Each
service has time requirements related to response time,
required ETE delay, and data reliability according to IEEE
and IEC standards. Table 1 shows the requirements for these
services, ranked from lowest ETE delay to highest ETE
delay. Emergency frequency support and emergency demand
response appear to require the least ETE delay compared to
the other services. Therefore, providing a communication
network that meets the requirements of this service is critical.

Table 1. VPP services [25]

VPP Services El}e}gt;;zf;iy Reliability Event Types

Emergency Less than 20 99.999% Event-

frequency support msec ’ triggered
Emergency Less than 50 99.999% Event-

demand response msec ’ triggered

Periodic

Normal demand 5y | (.o 99999y, ~ (minutes)
response Time-

triggered

Periodic

Peak regulation Less than 6 sec 99.99% (segonds)
Time-

triggered

Energy trade Less than 10 99.999% )
market sec
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It is worth mentioning that studies evaluating ETE delay in
the communication network for time-critical services such as
frequency regulation through emergency demand response
have shown that an ETE delay greater than 500 msec can
lead to frequency instability. It is also noted that most studies
consider an ETE delay of about 20 msec to be an acceptable
value [26].

2.4 Proposed communications network

The proposed wired communication network for the
virtual power plant model is designed in accordance with I[EC
61850, as illustrated in Figure 5. The model consists of five
DER unit controllers and a VPPCC, each connected to the
backbone network via an Ethernet switch and a gateway. A
100 Mbps link is used for all connections in the
communication network. OPNET modeler 14.5 is used to
model the suggested communications network. The main
model configuration parameters are described in Table 2.
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Figure 5. Proposed wired network topology

Table 2. Configuration model parameters

Parameters Description
Protocol TCP/IP
Interval time 30 sec
Start application time 250 sec
Traffic request / node 14.3 byte/sec
Traffic response /node 20.3 byte/sec
Simulation time 3500 sec

Node type Ethernet (wired)

The MMS messages are modeled to enable data exchange
between all DER unit controllers and the VPPCC.

3. RESULTS AND DISCUSSIONS

To verify the performance of the proposed communication
network in meeting the services requirements for ETE delay
and data reliability, a simulation scenario was developed
using the OPNET modeler 14.5.

The exchange of data process via MMS messages between
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the VPPCC and the DER unit controller occurs in three
phases. Figure 6 shows the ETE delay in the communication
network for each phase, while Figure 7 shows the total ETE
delay. The total ETE delay is approximately 5.17
milliseconds, which is significantly lower than the minimum
ETE delay required for critical VPP services, such as
emergency frequency support and emergency demand
response.
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Figure 7. Total MMS message ETE delay

Based on ETE delay analysis, the reliability of the
communication system was also evaluated. The traffic load
was first sent as a request from the VPPCC (MMS client) to
the DER unit controller (MMS server) and received without
any data loss at a data rate of 14.3 bytes/second, as shown in
Figure 8. Subsequently, the traffic load was sent as a
response from the DER unit controller (MMS server) to the
VPPCC (MMS client), as shown in Figure 9, and was also
received without any data loss at a data rate of 20.3
bytes/second.

Finally, VPP applications inherently exhibit variations in
the size of data transmitted via MMS messages. Therefore,
the communication network was evaluated under high data
traffic, as shown in Figure 10. This high data traffic
represents the worst-case scenario for the communication
network, illustrating the impact of load variations on network
performance. The results showed that the network remained
stable, with data reception reliability reaching 99.999%, and
ETE delay consistently remaining well below the acceptable
threshold.
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The results indicate, the proposed communications

network of the VPP leverages high performance to enhance
the stability of electrical power systems and support broader
sustainability goals. It also facilitates the integration of clean
energy sources into the electrical grid and delivers cost-
saving benefits to Prosumers.
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4. CONCLUSIONS

Designing a communications network that meets the ETE
delay and data reliability requirements for VPP services is
essential. Certain services have stringent time constraints,
such as emergency frequency support and emergency
demand response, which require network ETE delays of no
more than 20 milliseconds and 50 milliseconds, respectively,
to function effectively. Therefore, the design of the
communications network including routers, switches, servers,
transmission lines, and their characteristics, must comply
with these requirements.

To achieve interoperability between communication
interfaces, the IEC61850 standard is used. This standard
defines communication services and data models, and
specifies MMS messages for communication between the
VPPCC (MMS client) and the DER unit controller (MMS
server). In this research, a communications network was
proposed that connects the VPPCC as an MMS client to five
DERs, each equipped with a DER unit controller as an MMS
server. Simulation results demonstrate that the proposed IEC
61850-based network achieves an ETE delay of 5.17
milliseconds and a data reliability of 99.999%, while
ensuring interoperability between components. Finally, under
conditions of heavy traffic, the network maintained stable
performance, achieving 99.999% data reliability, while ETE
delay percentages consistently stayed well below the
acceptable threshold.

The future work will focus on addressing the cybersecurity
issues of the proposed VPP communications network,
broader integration with clean energy modules and
consumers, large-scale scalability testing, and the integration
of advanced technologies such as edge computing and Al-
based optimization strategies.
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