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This study investigates how cybersecurity strategies influence perceived service quality
through customer trust in the context of STC Pay, a prominent mobile payment platform
in Saudi Arabia. Drawing on the Information Systems Success Model and trust-based
theories, the research develops and tests a structural model incorporating cybersecurity
strategies (technical, procedural, and behavioural), customer trust, and digital literacy.
Survey data from 370 active users were analyzed using Partial Least Squares Structural
Equation Modeling (PLS-SEM). The findings reveal that cybersecurity strategies
significantly enhance customer trust, which in turn improves perceived service quality.
Customer trust also partially mediates the relationship between cybersecurity and service
quality, supporting the role of trust as a key psychological conduit. Furthermore, digital
literacy positively moderates the cybersecurity—trust relationship, indicating that trust-
building effects are stronger among users with higher digital competence. These results
confirm all hypothesized paths and explain substantial variance in both trust (R? = 0.43)
and perceived service quality (R> = 0.51). The study contributes to both theory and
practice by empirically validating the trust-mediated pathway from cybersecurity to
service quality and by highlighting the importance of user-level competencies in shaping

cybersecurity effectiveness in fintech environments.

1. INTRODUCTION

The global financial sector is undergoing a significant
digital transformation, driven by rapid advancements in
information technology, the proliferation of smartphones, and
increasing internet accessibility. Saudi Arabia, under its
Vision 2030 initiative, has prioritized the growth of a cashless
economy and digital financial inclusion through regulatory
support and institutional modernization [1, 2]. Within this
context, STC Pay has emerged as one of the Kingdom’s
leading mobile wallet platforms, licensed by the Saudi Central
Bank (SAMA) and positioned at the forefront of fintech
innovation [3, 4]. As digital payment platforms become
integral to daily financial transactions, the demand for secure,
reliable, and high-quality digital experiences has escalated,
making cybersecurity a cornerstone of customer satisfaction
and trust [5]. The increasing sophistication of cyber threats—
ranging from phishing attacks to data breaches—has
heightened consumer concerns about the security of their
digital financial transactions [2, 6]. In response, fintech
providers have adopted comprehensive cybersecurity
strategies that encompass technical safeguards, procedural
controls, and user-focused measures such as awareness
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campaigns and multi-factor authentication [7]. However,
while these strategies are operationally necessary, their
effectiveness in shaping users’ subjective experience—
particularly their trust in the platform and perceived service
quality—remains underexplored in the empirical literature [4].

Trust has long been recognized as a pivotal factor in the
acceptance of electronic services [8], and service quality is
central to user satisfaction and continued use [9]. Yet, few
studies integrate cybersecurity strategy as an antecedent of
trust and service quality, especially in the fintech sector of
developing economies like Saudi Arabia. The existing body of
knowledge also lacks a nuanced understanding of how user
characteristics—particularly digital literacy—influence the
efficacy of cybersecurity communication and implementation.
Digital literacy encompasses the skills required to access,
evaluate, and use digital tools safely and effectively [1]. Users
with higher digital literacy may be better equipped to
recognize cybersecurity efforts, thereby strengthening their
trust in the platform. Conversely, users with lower literacy
may fail to appreciate these efforts, undermining the intended
effect. This potential moderating role of digital literacy is
rarely addressed in the cybersecurity—trust literature, despite
its importance in user-centered technology design and digital
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inclusion policies. The purpose of this study is to examine how
cybersecurity strategies adopted by STC Pay influence
customer trust and, subsequently, perceived service quality.
Moreover, the study investigates whether customer trust acts
as a mediating variable in this relationship and whether digital
literacy moderates the link between cybersecurity strategies
and trust. In doing so, the study draws upon established
theoretical models such as the trust-based models of online
behaviour [8] and Information Systems Success Model [9],
extending them into a cybersecurity context within the fintech
domain of the Global South. To address these issues, the study
is guided by the following research questions:

1. How do cybersecurity strategies impact customer trust in
STC Pay?

2. How does customer trust influence perceived service
quality?

3. Does customer trust mediate the relationship between
cybersecurity strategies and perceived service quality?

4. Does digital literacy moderate the effect of cybersecurity
strategies on customer trust?

This study holds substantial relevance for multiple
stakeholders. For fintech practitioners and platform designers,
it offers actionable insights into how cybersecurity
investments can translate into improved customer experience,
particularly in trust-sensitive contexts such as digital finance
[6]. For regulators like SAMA, the findings may inform policy
frameworks that not only enforce security compliance but also
enhance consumer trust and service quality. Academically, the
study contributes to the service quality and information
systems literature by proposing and empirically testing an
integrated model that links cybersecurity strategies with trust-
based evaluations of digital service performance [5, 9].

The remainder of the paper is structured as follows: the next
section reviews the extant literature on cybersecurity, trust,
digital literacy, and service quality in fintech, and develops
hypotheses based on theoretical reasoning. This is followed by
the methodology section, which outlines the research design,
sampling, and data collection procedures. The results section
presents the empirical findings from structural equation
modelling. Finally, the discussion and conclusion elaborate on
the study’s theoretical contributions, practical implications,
limitations, and directions for future research.

2. LITERATURE REVIEW AND HYPOTHESES
DEVELOPMENT

2.1 Cybersecurity strategies in fintech

Cybersecurity strategies in fintech refer to a set of
organizational and technical measures designed to ensure the
confidentiality, integrity, and availability of data across digital
financial infrastructures [10]. These strategies are typically
classified into three core domains: technical, procedural, and
behavioural [11]. Technical strategies encompass encryption
protocols, firewalls, intrusion detection systems, and multi-
factor authentication, serving as the backbone of information
security systems [12]. Procedural strategies involve regulatory
compliance, risk assessments, and internal audits aligned with
standards such as ISO/IEC 27001, thereby institutionalizing
secure practices [ 13]. Behavioural strategies include employee
training, user awareness campaigns, and the promotion of a
security-first culture, which are critical to reducing human-
related vulnerabilities [14]. Cybersecurity in fintech has
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evolved beyond risk mitigation into a value-creating
mechanism that enhances customer confidence and platform
reputation [15, 16]. Particularly in mobile-based financial
services like STC Pay, where users rely heavily on seamless
and secure interactions, robust cybersecurity strategies are
perceived as essential components of value delivery [12].
Research has shown that when users perceive a platform as
safe, they are more likely to engage in transactions and form
favourable impressions of service reliability [17]. Thus, the
strategic deployment of cybersecurity measures not only
prevents breaches but also contributes to perceived safety and
assurance—factors foundational to user trust [18].

H1: Cybersecurity strategies positively influence customer
trust in STC Pay.

2.2 Customer trust in digital financial services

Trust is a cornerstone of user behaviour in digital financial
environments, where service interactions lack physical cues
and are characterized by uncertainty [8]. Defined as the
willingness of a party to be vulnerable to another based on
positive expectations of behaviour [19], trust in fintech
contexts is formed through perceptions of ability,
benevolence, and integrity [20]. In the case of mobile wallets
like STC Pay, trust is shaped by users’ belief that the system
will perform as promised and that their personal and financial
data will be handled securely [21]. System assurance—rooted
in visible security features such as authentication procedures,
transaction transparency, and data encryption—plays a critical
role in trust formation [17]. When cybersecurity strategies are
well-communicated and effectively implemented, they serve
as trust cues that signal organizational reliability and user
respect [22]. Trust not only facilitates initial adoption but also
fosters sustained usage and positive word-of-mouth [23]. In
this regard, customer trust acts as a psychological bridge
between the abstract implementation of cybersecurity and
users’ concrete evaluations of service performance.

H2: Customer trust positively influences the perceived
service quality of STC Pay.

H3: Customer trust mediates the relationship between
cybersecurity strategies and perceived service quality.

2.3 Perceived service quality

Perceived service quality refers to the customer’s evaluation
of the overall excellence or superiority of a service offering
[24]. In the fintech context, service quality is often assessed
across adapted SERVQUAL dimensions such as reliability
(ability to perform dependably), responsiveness (promptness
in service delivery), and assurance (confidence instilled
through security and competence) [25]. As digital interfaces
become the primary mode of user engagement, quality
perceptions are increasingly influenced by the seamless
integration of security features into the service experience
[24]. Customer trust is instrumental in shaping these quality
perceptions, as it reduces user anxiety and strengthens
confidence in system performance [9]. The trust serves as an
affective filter through which users interpret service outcomes.
If users trust the platform, they are more likely to attribute
positive meanings to their experiences, even amidst technical
imperfections [26]. Therefore, cybersecurity strategies that
build trust indirectly elevate perceptions of service quality by
shaping user attitudes toward platform reliability and
professionalism [1, 2].



2.4 Digital literacy as a moderator

Digital literacy, defined as the ability to effectively access,
understand, evaluate, and use digital technologies [27], plays
a critical role in shaping how users interpret cybersecurity
signals. From a cognitive processing standpoint, digital
literacy enhances users’ ability to detect, decode, and evaluate
system cues related to safety and reliability—factors central to
the formation of trust in online platforms [28]. Digitally
literate users can better interpret security features such as
encryption indicators, two-factor authentication, or phishing
warnings, thus forming more accurate risk assessments and
trust judgments [29]. In contrast, users with limited digital
skills may overlook or misunderstand these cues, thereby
reducing the perceived credibility of the platform’s security
mechanisms, even if they are objectively robust [30].

Furthermore, trust formation in digital environments is not
purely affective but is influenced by a user’s perceived
competence in interacting with the system [8]. Digital literacy

Digital
Literacy

Cybersecurily

H3:

enhances this perceived competence, leading to a more
favorable interpretation of organizational intentions and
technical safeguards. As such, the relationship between
cybersecurity strategies and customer trust is likely to be
contingent on the user’s digital literacy level: high-literate
users are more likely to appreciate and respond positively to
security investments, while low-literate users may fail to
internalize these efforts. This perspective aligns with the
cognitive-affective model of trust, which highlights the role of
individual cognitive filters in trust development [22]. Thus, we
hypothesize that digital literacy moderates the cybersecurity—
trust relationship, amplifying the positive effect of
cybersecurity strategies on trust among more digitally
competent users, as shown in Figure 1.

H4: Digital literacy positively moderates the relationship
between cybersecurity strategies and customer trust, such that
the relationship is stronger among users with higher digital
literacy.
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Strategies
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Figure 1. Conceptual framework

3. METHODOLOGY

This study employs a quantitative, cross-sectional research
design to investigate the relationships among cybersecurity
strategies, customer trust, perceived service quality, and
digital literacy in the context of STC Pay, a leading mobile
wallet platform in Saudi Arabia. Quantitative research is
particularly suited for hypothesis testing and theory validation
through empirical evidence [31, 32]. It enables the
measurement of latent constructs using structured instruments
and the evaluation of structural relationships via statistical
modelling [33]. Anchored in the positivist paradigm, the study
assumes that reality is measurable and generalizable,
especially when the constructs are operationalized using
validated tools [34]. The population for this study consists of
active STC Pay users across Saudi Arabia, particularly from
urban centres such as Riyadh, Jeddah, and Dammam.
Participants were required to have completed at least one
transaction using STC Pay in the past three months, ensuring
familiarity with the platform’s security features and service
interface. A purposive sampling method was used to recruit
respondents who met these eligibility criteria. This technique
is appropriate in fintech adoption research where respondents
need to have direct experience with the digital platform under
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investigation [4]. Data were collected through an online
questionnaire hosted on Qualtrics, which was distributed via
email and social media platforms. A total of 420 responses
were received, and after eliminating incomplete or
inconsistent responses, 370 valid observations were retained,
satisfying the sample size recommendation for Partial Least
Squares Structural Equation Modeling (PLS-SEM) [33].

Data collection was conducted entirely online, allowing for
efficient access to digitally literate participants while ensuring
respondent anonymity and confidentiality. An introductory
section in the survey described the research purpose, ensured
voluntary participation, and included informed consent
following ethical research practices [35, 36]. Online surveys
are particularly well-suited for studies in the fintech domain,
given their reach and alignment with the digital nature of the
platform being studied [37]. To ensure validity and reliability,
all constructs were measured using established, multi-item
instruments adapted from prior research. Cybersecurity
strategies were measured using a 9-item scale from Dutta and
McCrohan [11], encompassing technical (e.g., two-factor
authentication), procedural (e.g., formal data protection
policies), and behavioural (e.g., user training initiatives)
security elements. Sample items included: “STC Pay uses
secure authentication protocols” and “The platform regularly



updates its security features.” These items were designed to
assess the user’s perception of the comprehensiveness and
visibility of cybersecurity mechanisms [17]. Customer trust
was assessed using a 7-item scale developed by McKnight et
al. [38], capturing the subdimensions of competence, integrity,
and benevolence. Example statements included: “I believe
STC Pay is competent in handling transactions securely” and
“STC Pay acts in the best interest of its users.” This scale is
well-established in digital trust literature and aligns with the
context of secure financial services [8].

Perceived service quality was measured using six items
adapted from Yang and Fang [25], based on the SERVQUAL
model. The three retained dimensions—reliability,
responsiveness, and assurance—were tailored to fintech
service delivery. Items included: “STC Pay provides
consistent and error-free transactions” and “Customer service
is quick to resolve transaction issues.” This construct was
evaluated from a user-centred lens to reflect actual perceptions
of service excellence in a digital environment [9]. Digital
literacy was measured using a 7-item scale adapted from Ng
[20], which captures users’ ability to access, evaluate, and
respond to digital information, especially in security-sensitive
contexts. Sample items were: “I can assess the safety of
websites and apps before using them” and “I understand how
digital systems protect my data.” This construct functions as a
moderator in the model and reflects the cognitive capability
required to process security-related cues in online platforms
[30]. All measurement items were scored using a 7-point
Likert scale ranging from 1 (“strongly disagree”) to 7
(“strongly agree”). Pretesting with 25 STC Pay users led to
minor modifications for clarity and contextual
appropriateness. The reliability of each construct was assessed
using Cronbach’s alpha, with all values exceeding the
acceptable threshold of 0.70, indicating internal consistency
[39].

Data analysis was conducted using PLS-SEM via SmartPLS
4.0. This method is particularly appropriate for exploratory
models, small to medium sample sizes, and for examining
models that include mediation and moderation effects [40].
The analysis proceeded in two stages. First, the measurement
model was evaluated for indicator reliability (outer loadings >
0.70), convergent validity (average variance extracted (AVE)
> 0.50), and discriminant validity using the Fornell-Larcker
criterion and Heterotrait-Monotrait (HTMT) ratios. Second,
the structural model was assessed to test the hypothesized
relationships using bootstrapping with 5,000 samples, which
enabled the estimation of standard errors and significance
levels for each path coefficient [41]. To test mediation (H3),
the indirect effect of cybersecurity strategies on perceived
service quality through customer trust was assessed. The
significance of the mediating pathway was determined by
examining bias-corrected confidence intervals. Moderation
analysis (H4) involved creating an interaction term between
cybersecurity strategies and digital literacy and entering it into
the model to assess its effect on customer trust. The
significance and strength of this interaction were evaluated
using t-values derived from bootstrapping [42]. Collinearity
among constructs was examined through variance inflation
factor (VIF) scores, which remained below the recommended
threshold of 3.3, suggesting no multicollinearity bias [43].
Overall, the adopted methodology ensures analytical rigour
and construct validity, allowing for robust testing of the
conceptual framework. This approach aligns well with the
methodological expectations of contemporary information
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systems and marketing research. To minimize potential biases
in the questionnaire design, several methodological
precautions were undertaken. First, all measurement items
were adapted from well-validated scales in prior literature,
which increases construct validity. Second, a pretest was
conducted with 25 STC Pay users to assess item clarity,
contextual appropriateness, and ease of comprehension; minor
modifications were made accordingly. Third, to mitigate
acquiescence bias and response patterning, the questionnaire
included reverse-coded items and was balanced across positive
and neutral phrasings. Fourth, expert review was sought from
two domain scholars and one fintech practitioner to validate
content relevance and reduce item ambiguity. Finally,
anonymity and confidentiality were assured to minimize social
desirability bias in self-reports. These strategies collectively
enhanced the reliability, validity, and internal consistency of
the instrument.

4. RESULTS
4.1 Descriptive statistics

The final dataset comprised 370 valid responses from active
users of STC Pay across Saudi Arabia. As indicated in Table
1, the sample was gender-balanced (53% male and 47%
female), with a majority of participants aged between 18 and
27 (57%), followed by 28-37 (31%), and 38—47 (12%). These
data reflect a digitally native population likely to engage with
mobile fintech services. Descriptive statistics for the latent
variables showed acceptable mean scores ranging from 4.91 to
5.62, with standard deviations between 0.83 and 1.14,
indicating moderate dispersion. These results suggest that
participants had sufficiently diverse evaluations of the
cybersecurity, trust, literacy, and service quality constructs to
allow for meaningful structural modelling [33].

Table 1. Sample demographics

Variable Percentage
Gender
Male 47%
Female 53%
Age
18-27 57%
28-37 31%
38-47 12%

4.2 Measurement model: Reliability and validity

The reliability and validity of the constructs were assessed
using the two-step approach recommended by Hair et al. [40],
as shown in Table 2. Cronbach’s alpha values for all four latent
variables were above the recommended threshold of 0.70:
cybersecurity strategies (o0 = 0.84), customer trust (o = 0.86),
perceived service quality (o = 0.85), and digital literacy (o =
0.82). These values confirm internal consistency reliability
[39]. Convergent validity was demonstrated by factor loadings
exceeding 0.79 and AVE values greater than 0.50 for each
construct [44]. This confirms that items adequately represent
their respective constructs. Discriminant validity was
evaluated using the Fornell-Larcker criterion and HTMT
ratios. In each case, the square root of the AVE for a construct
exceeded the inter-construct correlations, meeting Fornell-
Larcker criteria. Additionally, all HTMT values were below



the threshold of 0.85, confirming discriminant validity [42].
No item cross-loadings exceeded their respective primary
loadings, ensuring item-level discriminant clarity.

4.3 Structural model and hypothesis testing

Structural equation modelling was conducted using
SmartPLS 4.0, applying 5,000-sample bootstrapping to test the
significance of path coefficients. The model showed strong
explanatory power, with R? = 0.43 for customer trust and R* =
0.51 for perceived service quality—indicating moderate to

substantial predictive accuracy [45]. All four hypotheses (H1—
H4) were supported, as summarized in Table 3. Cybersecurity
strategies were found to influence customer trust significantly
(B=0.48, SE=0.06, CR=8.00, p<.001), supporting H1. This
finding aligns with prior research suggesting that visible and
reliable security protocols foster user confidence in digital
platforms [17, 36]. Customer trust significantly predicted
perceived service quality (B = 0.52, SE = 0.05, CR =10.40, p
< .001), validating H2 and confirming that trust acts as a
central affective filter in shaping service evaluations [8].

Table 2. Constructs, items, and factor loadings

Construct Source Measurement Items Factor Loadings Cronbach’s Alpha
1. STC Pay uses secure authentication
protocols. 082
Cybersecurity Dutta and McCrohan [11]; 2. STC Pay regularly updates its ’
. . . 0.85 0.84
Strategies Bélanger et al. [17] security features. 081
3. The platform educates users about '
safe digital practices.
1. I trust STC Pay to protect my
. . personal and financial data. 0.86
Customer Trust Gefen ct al. [8]; McKnight 2. STC Pay is competent in handling 0.83 0.86
et al. [38] .
transactions. 0.85
3. STC Pay acts in my best interest.
1. STC Pay provides consistent and 084
Perceived DeLone and McLean [9]; error-free transactions. 0-81 0.85
Service Quality Yang and Fang [25] 2. STC Pay resolves issues promptly. 0-87 ’
3. I feel safe using STC Pay. ’
1. I can assess the safety of apps before
using them. 080
Digital Literacy Ng [20]; van .Deursen and 2. I understand how STC Pay secures 083 0.82
van Dijk [46] data. 0.79
3. I can detect suspicious digital )
behaviour.
Table 3. SEM results for hypotheses testing
. Standardized Standard Critical
Hypothesis Path Estimate (B) Error (SE) Ratio (CR) P-Value Result
Hi Cybersecurity St]rﬂa:fsgi[les — Customer 0.48 0.06 2.00 < 001 Supported
2 Customer Trust — Percelved Service 052 0.05 10.40 < 001 Supported
Quality
Cybersecurity Strategies — Customer Supported
H3 Trust — Perceived Service Quality 0.25 0.04 6.25 <.001 ppor
L (Mediation)
(Mediation)
Cybersecurity Strategies x Digital
H4 Literacy — Customer Trust 0.18 0.07 257 0.010 Supported
(Moderation)

(Moderation)

4.4 Mediation and moderation analysis

To examine H3, the mediating role of customer trust
between cybersecurity strategies and perceived service quality
was assessed using the bootstrapping method with bias-
corrected confidence intervals. The indirect path was
statistically significant (B = 0.25, SE = 0.04, CR = 6.25, p
< .001), supporting partial mediation. This suggests that
cybersecurity strategies enhance service quality not only
directly but also indirectly by fostering greater trust—a result
consistent with DeLone and McLean’s information systems
[9] success model and Pavlou’s trust-centered e-commerce
framework [21]. For H4, a product indicator approach was
used to test the moderating effect of digital literacy on the
relationship between cybersecurity strategies and customer
trust. The interaction term was significant (3 =0.18, SE=0.07,
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CR = 2.57, p = .010), confirming that the strength of the
cybersecurity—trust relationship is contingent upon the user’s
level of digital literacy. This supports the findings by Ng [20]
and van Deursen and van Dijk [46], who argue that higher
digital literacy enables more effective evaluation and
appreciation of security cues in online environments.
Together, these findings confirm the robustness of the
proposed conceptual model and highlight the pivotal role of
trust and user competence in translating cybersecurity
investments into perceived service quality.

5. DISCUSSION

The findings of this study reveal that cybersecurity
strategies significantly enhance customer trust, which in turn



improves users’ perceptions of service quality on digital
payment platforms like STC Pay. This supports the conceptual
assertion that security functions as more than a technical
requirement—it is a strategic asset that contributes directly to
user trust and indirectly to service quality perceptions [17].
The strong standardized path coefficient between
cybersecurity strategies and customer trust (f = 0.48, p <.001)
indicates that users interpret visible security mechanisms—
such as two-factor authentication and privacy safeguards—as
indicators of organizational competence and commitment to
user protection [11]. These perceptions of security translate
into trust, which has long been considered central to customer
engagement in electronic environments [8]. In line with prior
research, the study confirms that customer trust is a significant
predictor of perceived service quality in digital finance
settings (B = 0.52, p < .001), corroborating the foundational
role of trust in online service evaluations [9, 21]. Trust acts as
a cognitive shortcut that reduces users’ uncertainty, enhances
their comfort, and positively biases their assessment of service
reliability, responsiveness, and assurance [26]. This finding
aligns with Yang and Fang’s observation [25] that perceived
security and trustworthiness are embedded within users’
broader judgment of e-service quality. The mediation analysis
further reveals that trust partially mediates the relationship
between cybersecurity strategies and perceived service quality
(B = 0.25, p < .001), thereby highlighting trust as a critical
psychological conduit through which security investments are
transformed into service quality gains.

Importantly, the moderating role of digital literacy (B =
0.18, p = .010) extends the current understanding of how
individual differences shape the efficacy of organizational
cybersecurity strategies. Users with higher digital literacy are
better equipped to decode, appreciate, and evaluate security-
related cues embedded in digital interfaces, leading to stronger
trust formation [30, 39]. This supports the cognitive-affective
model of trust development, which posits that user competence
enhances the salience of risk-reducing mechanisms [22]. The
inclusion of digital literacy as a moderator addresses a
frequently overlooked dimension in IS research, which often
assumes homogeneity in user perceptions of technical
safeguards [30]. This study makes several theoretical
contributions. First, it extends DeLone and McLean’s IS
Success Model [9] by integrating cybersecurity as a system
characteristic that indirectly contributes to service quality
through trust, thereby introducing a novel antecedent within
the model’s framework. Second, it bridges two important
streams of literature—cybersecurity management and service
quality—by showing that strategic security implementation
contributes to user experience outcomes, not merely risk
mitigation. Third, it enhances trust literature by empirically
validating the mediating role of trust and by showing that its
development is not solely based on transactional history but is
also shaped by perceived system integrity [20]. Lastly, the
inclusion of digital literacy as a moderator offers a contextual
refinement to trust formation models, reflecting the growing
complexity of user heterogeneity in fintech ecosystems [39].
The mediating role of customer trust (H3) underscores its
position as a central conduit through which cybersecurity
strategies influence user evaluations. This partial mediation
indicates that while cybersecurity features may directly
enhance perceptions of service quality, a significant portion of
their impact is transmitted psychologically through trust. This
aligns with the Information Systems Success Model [9], which
posits that system characteristics must translate into user
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beliefs before affecting service evaluations. From a behavioral
standpoint, cybersecurity measures reduce perceived
vulnerability and signal organizational integrity, which are key
antecedents of trust [38]. This suggests that platforms should
not only implement robust security protocols but also actively
communicate them to foster trust and, by extension, service
quality.

The moderating effect of digital literacy (H4) further
strengthens the model’s explanatory power by highlighting
user heterogeneity in trust formation. The significance of this
interaction indicates that cybersecurity strategies are more
effective in building trust among digitally literate users. This
supports prior work suggesting that literate users possess
better cognitive schemas to evaluate technological cues [20,
46]. These users are more likely to recognize the relevance of
multi-factor authentication, data protection policies, and real-
time alerts, interpreting them as credible signals of platform
reliability. In contrast, less digitally literate users may
overlook or misinterpret these features, dampening their trust
response. This insight has profound implications for user
segmentation and interface design: fintech firms may need to
tailor security communication differently for users with
varying digital proficiencies to ensure that trust-enhancing
mechanisms are uniformly effective.

From a practical standpoint, the findings emphasize the
need for fintech providers like STC Pay to treat cybersecurity
as a user-facing quality attribute, not just a backend
compliance requirement. Communicating security protocols
clearly and making security features visible can significantly
enhance customer trust, especially among digitally literate
users. Service design teams should integrate security cues—
such as padlock symbols, biometric options, and real-time
alerts—into the user interface to reinforce perceptions of
safety [17]. Furthermore, digital literacy should be treated as a
strategic capability. Firms and regulators alike must invest in
user education campaigns that empower individuals to
understand and interpret digital security protocols, thereby
amplifying the impact of organizational cybersecurity
investments [30]. At the policy level, these insights support
initiatives by SAMA and other financial regulators to make
digital trust and security a pillar of fintech governance.
Policies that mandate transparent security disclosures, user
education programs, and interface-level protections can
enhance not only compliance but also customer loyalty and
service satisfaction [3]. As Saudi Arabia transitions toward a
digital-first financial ecosystem, ensuring that security
protocols resonate with users’ perceptions will be essential to
maintaining public trust and long-term platform engagement.

6. CONCLUSIONS

This study set out to examine the influence of cybersecurity
strategies on perceived service quality in a digital payment
context, using STC Pay in Saudi Arabia as a case example.
The findings reveal that cybersecurity strategies have a
significant direct effect on customer trust (f = 0.48, p <.001),
confirming the central role of security perceptions in shaping
user confidence in digital platforms [17]. In turn, customer
trust was found to influence perceived service quality
positively (B =0.52, p <.001), underscoring the mediating role
of trust as a psychological mechanism linking system features
to service evaluations [9]. Additionally, digital literacy was
shown to moderate the relationship between cybersecurity



strategies and trust, suggesting that the impact of security cues
is contingent on users’ ability to interpret and evaluate digital
risk [30, 39]. These findings collectively support the
hypothesized framework and validate the integration of
cybersecurity and trust models in the context of financial
technology services. The study makes several important
contributions to theory and practice. Theoretically, it extends
the DeLone and McLean [9] Information Systems Success
Model by introducing cybersecurity strategies as a critical
antecedent of service quality, mediated by trust. This supports
the growing recognition of security as a value-generating
mechanism, not merely a technical function [11]. Furthermore,
by incorporating digital literacy as a moderator, the study
responds to recent calls in IS research for more nuanced
models that capture user heterogeneity and its impact on
technology perception [8]. Practically, the study provides
fintech providers and regulators with evidence-based insights
into how cybersecurity investments can be leveraged to
enhance user experience, platform credibility, and service
evaluations—particularly in digitally evolving economies like
Saudi Arabia [3]. Despite its contributions, the study has
certain limitations that should be acknowledged.

First, the use of a cross-sectional survey design limits the
ability to infer causality. While SEM provides a robust
framework for testing directional relationships, future studies
may benefit from longitudinal designs to capture dynamic
changes in trust and service perceptions over time [40].
Second, although the sample of 370 participants provided
adequate statistical power, the study focused exclusively on
STC Pay users in urban Saudi Arabia, potentially limiting the
generalizability of findings to other platforms or less digitally
literate populations [4]. Third, while the study relied on
validated measurement instruments, all data were self-
reported, which may introduce common method variance [47].
Building on these limitations, there are several future research
directions. Researchers could explore comparative studies
across different fintech platforms or regions to assess whether
the effects of cybersecurity on trust and service quality are
culturally or technologically contingent.

Additionally, qualitative methods such as interviews or
focus groups could be used to delve deeper into users lived
experiences and interpretations of cybersecurity features,
thereby complementing the survey-based approach adopted
here [32, 48]. Future models could also include additional
moderating variables such as privacy concerns, perceived risk,
or regulatory awareness to enrich the understanding of user
evaluations in fintech ecosystems [21, 30, 48]. Lastly, as the
fintech landscape continues to evolve, researchers may
investigate how emerging technologies such as blockchain,
biometric authentication, or Al-driven fraud detection
influence the cybersecurity-trust-quality nexus [49].

7. LIMITATIONS AND FUTURE RESEARCH

Despite its contributions, this study is not without
limitations. First, its cross-sectional design constrains the
ability to establish causal relationships over time. Longitudinal
research would be valuable to track how customer trust and
perceptions of service quality evolve in response to
cybersecurity improvements. Second, the exclusive focus on
STC Pay limits the generalizability of findings across different
fintech platforms or regions with varying regulatory
environments. Comparative studies involving multiple service
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providers or cross-country settings could enrich the
understanding of contextual influences. Third, the reliance on
self-reported data introduces the potential for common method
variance, despite efforts to ensure anonymity and item clarity.
Future research may benefit from using mixed-method
approaches, such as incorporating qualitative interviews to
uncover nuanced user interpretations of cybersecurity cues.
Additionally, exploring other moderating variables—such as
privacy concerns, regulatory awareness, or cultural
dimensions—can provide a more granular view of trust
formation mechanisms in digital financial ecosystems [2, 50].
As technologies like blockchain and Al continue to reshape
fintech infrastructures, examining their trust-building
capabilities through cybersecurity-enhanced interfaces offers
an exciting avenue for continued investigation. Lastly,
researchers can consider deploying review methods (e.g.,
systematic reviews, critical reviews) to come up with
meaningful insights via synthesis of the domain [51-53].
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