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In the digital age, cybersecurity threats to educational institutions are increasing. The
increasing number of academics and students falling victim to phishing attacks highlights
the severity of the issue. This research investigates the impact of Artificial Intelligence
(Al)-based learning platforms on cybersecurity awareness, revealing a focus on threat
detection rather than education. Some constructs from Protection Motivation Theory
(PMT), Self-Determination Theory (SDT), and Technology Acceptance Model (TAM)
were examined to understand the factors that influence intention to use and cybersecurity
awareness. This study involved 212 students at a private university in Indonesia to learn
cybersecurity topics and take an assessment on an Al-based learning platform. The
students then filled out questionnaires to measure their perceptions of those factors. The
results showed that perceived severity (PS) and intention to use significantly impact
cybersecurity awareness, with intention to use playing a key role in enhancing awareness.
Perceived autonomy and usefulness also significantly influence students' intention to use.
Furthermore, Al demonstrably increases students' cybersecurity awareness. These
findings support Al-based cybersecurity education through personalized, interactive tools

and provide valuable insights for improving awareness programs.

1. INTRODUCTION

Cybersecurity threats are growing in complexity and pose
significant risks to individuals, organizations, and academic
institutions [1]. Educational institutions offer a vast repository
of valuable data—student records, research, and financial
information—that is highly attractive to cybercriminals. In this
sense, data is like gold to cybercrooks, and universities
resemble a modern-day Fort Knox [2]. Among the most
vulnerable groups within these institutions are university
students, who, due to their frequent internet use and limited
awareness of cybersecurity best practices, are often easy
targets. Studies have shown that students frequently fall victim
to phishing, malware, ransomware, cyberbullying, and
cyberstalking, with over 20% of faculty and 25% of students
reportedly targeted by phishing attacks [3, 4].

Artificial Intelligence (AI) technologies have gained
attention in education [5]. Al helps prepare learning materials
that align with learning styles, making learning more
personalized [6, 7]. In the learning process, Al is used in the
learning assessment [7, 8]. The learning process becomes
more adaptive so that the learning goals are more personal [9].
Recent efforts explore how Al can be leveraged in
cybersecurity education to raise awareness and preparedness
[10, 11]. However, current research primarily focuses on Al's
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technical ability to detect cyber threats, leaving a gap in
understanding how students perceive and adopt Al-based
cybersecurity learning tools [12].

This study aims to address this gap by developing an
integrative theoretical perspective that explains how threat
perception, intrinsic motivation, and technology evaluation
jointly influence students’ intention to use Al-based learning
platforms and their cybersecurity awareness outcomes. By
combining Protection Motivation Theory (PMT), Self-
Determination Theory (SDT), and the Technology Acceptance
Model (TAM), this study goes beyond single-theory
applications and conceptualizes a multi-layered mechanism in
which PMT captures threat cognition, SDT explains
motivational processes, and TAM operationalizes technology
acceptance. Specifically, the model examines the roles of
perceived vulnerability (PV), perceived severity (PS),
perceived response efficacy (PRE), perceived self-efficacy
(PSE), autonomy, competence, relatedness, and perceived
usefulness.

This study occupied Quizalize as an Al-based learning
platform, including features such as personalized feedback,
real-time hints, and adaptive learning content. These
capabilities enable students to independently explore
cybersecurity concepts, learn from their mistakes, and receive
tailored support, making the platform more responsive to
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individual learning styles and needs.

Focusing on students from a private university in Indonesia,
this research does not evaluate the technical performance of
the Al platform, but rather aims to provide insights for
educators, developers, and policymakers to design more
effective, engaging, and user-friendly cybersecurity training
tools.

2. THEORETICAL THEORY AND HYPOTHESIS

PMT is a way of explaining how people react to perceived
threats and what makes them want to protect themselves [13].
According to PMT, individuals are more likely to engage in
protective actions when they perceive the threat to be
significant and believe that their actions will effectively reduce
the threat [14]. The theory identifies four main components
that influence protective behavior: PV, PS, PRE, and PSE [15].

In the context of cybersecurity awareness, PMT provides a
useful lens for understanding students' intention to use Al-
based learning platforms designed to measure and enhance
cybersecurity awareness through training [16]. PV refers to the
extent to which students believe they are vulnerable to cyber
threats, while PS reflects their assessment of the potential
consequences of such threats. PRE captures students' belief in
the effectiveness of Al-based platforms in reducing
cybersecurity risks through training, and PSE represents their
confidence in their ability to use such platforms effectively to
improve their cybersecurity awareness [16].

Previous empirical studies show that PMT is effective in
predicting cybersecurity behavior. For example, Alneyadi and
Normalini [17] found that the variables PV, PS, PRE, and PSE
all had a statistically significant and positive influence on the
intention to use Al-based. While their study focused on
behavioral intention, these PMT constructs are also
foundational to cybersecurity awareness (CSA), as awareness
is a precursor to action [13]. Supporting this, a study
confirmed [18] that PV, PS, PRE, and PSE significantly
enhance  cybersecurity = awareness, particularly in
organizational settings. Similarly, Almansoori et al. [19]
demonstrated that PV and PSE directly influence
cybersecurity practices. Based on these findings, the following
hypotheses are proposed:

H1: PV has a positive impact on CSA.

H2: PS has a positive impact on CSA.

H3: PRE has a positive impact on CSA.

H4: PSE has a positive impact on CSA.

SDT is a psychological theory stating that human
motivation depends on fulfilling three core needs: autonomy
(control over actions), competence (mastering skills), and
relatedness (meaningful connections) [20]. Autonomy refers
to having control and the freedom to make one's own choices,
competence signifies confidence in one's ability to complete
tasks successfully, and relatedness pertains to the sense of
connection with others [21]. In the context of technology
adoption, SDT suggests that users are more likely to engage
with a platform when it meets these psychological needs [22,
23].

In the context of Al-based learning, the integration of
intelligent features such as real-time adaptive feedback aligns
directly with the three pillars of SDT [24]. Autonomy is
fostered through personalized content selection. Competence
is enhanced by instant feedback that reinforces learning,
helping users understand and retain cybersecurity concepts.

1972

Relatedness is supported when users perceive emotional
resonance and personal relevance in the learning content [25].

For the Al-based cybersecurity training platform, SDT
provides insight into how students' intrinsic intention to use
the platform is influenced by their perceptions of autonomy,
competence, and relatedness. Research has shown that
meeting these psychological needs increases user engagement
and technology adoption [26]. For example, a previous study
found that PAUT, PCOMP, and PREL significantly influence
self-determined motivation in cybersecurity training [27].
When individuals feel competent in acquiring cybersecurity
knowledge, have control over their learning process, and
develop an emotional connection to the subject, their
motivation to learn increases. These factors enhance
engagement and commitment, ultimately leading to better
learning outcomes [27]. Based on SDT, the following
hypotheses are proposed:

HS5: Perceived autonomy (PAUT) has a positive influence
on the intention to use (IU) an Al-based learning platform for
cybersecurity awareness.

H6: Perceived competency (PCOMP) has a positive
influence on the intention to use an (IU) Al-based learning
platform for cybersecurity awareness.

H7: Perceived relatedness (PREL) has a positive influence
on the intention to use (IU) an Al-based learning platform for
cybersecurity awareness.

TAM is a well-established framework that explains
technology adoption through two key factors: perceived
usefulness and perceived ease of use [28, 29]. While TAM
traditionally considers both factors, this study focuses
specifically on perceived usefulness (PU) as it directly reflects
students' belief that the Al-based learning platform will
effectively measure and enhance their cybersecurity
awareness through training [30].

Empirical studies consistently show that PU is a strong
predictor of technology adoption [31]. For example, Davis
[29] found that PU significantly influences users' intention to
use a new technology. Similarly, Venkatesh and Davis [32]
showed that PU is an important determinant of technology
acceptance across multiple contexts. Velli and Zafiropoulos
[33] also found that PU is the most significant predictor of
intention to use Al-based learning platforms. The emphasis on
PU (rather than perceived ease of use) is especially relevant in
cybersecurity education, because the platform's effectiveness
in raising awareness surpasses interface simplicity
considerations, and where ease of use usually has only indirect
impacts mediated by PU [34]. Based on TAM, the following
hypotheses are proposed:

HS: PU has a positive influence on the intention to use (IU)
an Al-based learning platform for cybersecurity awareness.

IU is based on TAM, which states that the intention to use
technology is a precursor to actual usage behavior [35]. In the
context of this research, the Al-based learning platform is
designed to measure and improve cybersecurity awareness
through training. Therefore, if students have a strong intention
to use the platform, they are more likely to engage, take the
training, and ultimately improve their cybersecurity awareness
[36].

The connection between the intention to use and the desired
outcome (in this case, increased cybersecurity awareness) has
been demonstrated in various studies [37]. Research
conducted in the maritime context found that the intention to
use a learning platform significantly increased users'
cybersecurity awareness. The study suggests that when users



have a strong intention to use the platform, they are more
motivated to apply the knowledge gained in a real-world
context, thus increasing their awareness of cyber threats [38].

This study further extends prior models by positioning
intention to use as a mediating construct that connects
psychological and technological perceptions with learning
outcomes. While previous research often treats intention to use
as the final dependent variable, this study conceptualizes IU as
a mechanism through which Al-based learning engagement
leads to increased cybersecurity awareness. Based on IU, the
following hypotheses are proposed:

HO: U positively increases CSA.

3. MATERIALS AND METHODS

This research employs a quantitative research design to
explore the factors influencing university students' intention to
use an Al-based learning platform for cybersecurity awareness
learning. The research framework integrates three theoretical
models: PMT, SDT, and TAM. These models are used to
examine the relationships between PV, PS, PRE, PSE, PAUT,
PCOMP, PREL, PU, intention to use, and cybersecurity
awareness, as illustrated in Figure 1.

Perceived

Perceived

Perceived

Autonomy (PAUT) C(“P";':"g:;';e Relatedness (PREL) | S°T
\\‘5.* Heve .
Ny " Perceived
Intention to Use [ HE:+ Usefulness (PU)
Perceived
Self Efficacy (PSE) T H
He:+ R TAM
H4: + i
Perceived !
Response Efficacy -
(PRE) ?”3- *
E Cybersecurity Awareness
Perceived | _—H2+
Severity (PS) 1
E H1: +
Perceived //
Vulnerability (PV) H
PMT

Figure 1. Research framework

The Al-based learning platform utilized in this study,
Quizalize, includes adaptive learning pathways and instant
feedback mechanisms. These Al features aim to enhance
learner autonomy by allowing students to progress at their own
pace and receive tailored guidance.

3.1 Participant and sample description

Table 1. Respondents’ characteristics

Demographic Group Frequency Percentage
Gender Male 96 45.3%
Female 116 54.7%
<18 years 3 1.4%
Age 18-22 years 192 90.6%
> 22 years 17 8%
. Diploma 26 12.3%
lﬁff;gg‘;m Bachelor 182 85.8%
q Master/Doctoral 4 1.9%
Engineering 115 54.2%
Faculty Non— . 97 45.8%
Engineering

This study involved 212 undergraduate students from a
private university in Indonesia. The sample was dominated by
respondents aged 18-22 years and mainly consisted of
bachelor's degree students. A slightly higher proportion of
female participants was observed, and the distribution across

Engineering and non-Engineering faculties was relatively
balanced. These characteristics ensured the sample's diversity
and representativeness for evaluating the adoption of Al-based
cybersecurity awareness training. Further details are presented
in Table 1.

3.2 Materials of the study

This study employs a quantitative methodology, using an
online survey distributed to students at a private university in
Indonesia. Data collection was conducted using convenience
sampling to obtain responses from participants. Before filling
out the questionnaire, students were first asked to interact with
an Al-based learning platform designed to assess their
knowledge and understanding of cybersecurity concepts
through ten multiple-choice questions in a pre-test and post-
test session.

The use of a simple random sampling method (convenience
sampling) has some limitations. Because participants were
recruited from one private university and participated
voluntarily in the study, the sample may not be fully
representative of the Indonesian student population. This
sampling approach can lead to self-selection bias, as students
who are more interested in technology or cybersecurity topics
may be more likely to participate. As a result, generalizations
of results are limited, and findings should be interpreted as
context-specific  rather than universally applicable.
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Nonetheless, this method is considered appropriate for
exploratory studies researching new technologies, as it allows
for initial empirical insights and theoretical testing in a
controlled educational environment.

The pre-test was taken before using the platform, and the
post-test was taken after usage, as shown in Figure 2. As
students answered the questions, the platform actively
supported their learning by providing real-time hints and brief
explanations whenever they selected an incorrect answer.
These hints served as micro-learning interventions, fostering
awareness and immediate knowledge reinforcement. Instead
of merely identifying wrong answers, the platform aimed to
cultivate  cybersecurity =~ awareness by  clarifying
misconceptions and guiding students toward correct
reasoning. This approach enabled dynamic learning, as
students received immediate feedback and support to deepen
their understanding of cybersecurity concepts. After learning
from mistakes in the pre-test session, the students were asked
to take the post-test with the same questions. The questions
used in the pre-test and post-test are presented in Table 2.

After completing the pre-test and post-test, students were

instructed to complete a questionnaire. The questionnaire was
designed to capture their perceptions and intentions regarding
Al-based platforms, focusing on constructs such as PV, PS,
PRE, PSE, PAUT, PCOMP, PREL, PU, IU, and CSA.

Students completed a
pre-test on the Al-based
platform.

questionnaire.

Students filled out a survey

Y

The platform providing immediate feedback
(hint) and concise explanations whenever
students made mistakes, gradually increasing
their awareness of cybersecurity concepts
throughout the process.

Y

Students completed a
post-test to measure

improvements in their
cybersecurity knowledge.

Figure 2. Data collection process

Table 2. Pre-test and post-test questions

No. Questions
1 In the context of cybersecurity, what is the most appropriate definition of 'virus'?
2. What distinguishes a 'worm' from a computer virus?
3. What are the common characteristics of a program that is a 'Trojan horse'?
4 Which of these options are programs that look like legitimate apps, utilities, games, or screensavers, but are secretly performing

malicious activities?

5. An IT professional works in a company that uses an operating system that does not get updates. What is the possible impact on the

company's network system?

6. A student downloaded software from an unverified source to support his academic activities. After installing the software, the device's
performance slowed down, and various unwanted pop-up windows appeared.

The most appropriate action to address this situation is:

7. A company overlooked the importance of installing a firewall and suffered a DDoS attack. What immediate impact might the
company experience because of this attack?
8. A finance professional lost important financial report data after a computer crash. If he did not back up beforehand, what actions
should be taken to prevent the risk of data loss in the future?
9. What are the main objectives of an organization's cybersecurity policy?
10. What is 'two-factor authentication' (2FA) in cyber security policy?

Table 3. Measurement items

Construct Code Item Reference
PVI “I am vulnerable to losing data or files on my computer as a result of a cybersecurity
Perceived vulnerability . breach. o
(PV) PV2 “I could pptentlally lose data or.ﬁle.s on my computer due to a cyb.ersecurlty incident. [13]
PV3 “It's possible that a cyber security issue caused me to lose files or information on my
computer.
PS1 “If I lose my data/files due to a cyber security incident, it will cost me a lot.”
Perceived severity (PS) PS2 “If I experience data/file loss due to ;r?];tiz; sicurity incident, this will be a serious [13]
PS3 “If I lose my data/files due to a cybersecurity incident, this will have a huge impact.”
PREL1 “This Al-based learning platform serves to solve the problem of cyber threats.”
Perceived response PRE2 “This Al-based learning platform is effective in solving the problem of cyber threats.” [13]
efficacy (PRE) PRE3 “When using this Al-based learning platform, resolving cyber threat issues is more
assured.”
PSEI “I believe that I can use this Al-based learning platform to reduce the cyber threats that
attack me.”
Perceived self-efficacy PSE2 “I am confident that I can use this Al-based learning platform to reduce the cyber [13]
(PSE) threats that attack me.”
PSE3 “I am confident in my ability to use this Al-based learning platform even without
instructions on how to use it.”
Perceived autonomy PAUTI1 “I have the freedom to choose how l.want to learn cybersecurity.”
(PAUT) PAUT2 “I'm free to study cybersecurity however I see fit.” [23]
PAUT3 “I believe I have the power to decide what I want to learn about cybersecurity.”
Perceived competence  PCOMP1 “I believe I am capable of handling difficult cybersecurity duties.” [23]
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(PCOMP)

“I believe I am capable of completing activities comparable to those shown in this Al-

PCOMP2 . »
based learning platform.
PCOMP3 “I have faith in my capacity to understand cybersecurity principles.”
Perceived relatedness PREL1 . “I sense that this AI-based learning.platform emotionally engages me.”
(PREL) PREL2 “The ideas I learned on this Al-based learning platform resonated with me personally.” [23]
PREL3 “The ideas presented in this Al-based learning platform resonate with me.”
PU1 “My learning performance will be enhanced by using this Al-based learning platform.”
Perceived uscfulness PU2 “I w@ll learn more effect@vely @f I use th@s Al-based learn%ng platform.”
(PU) PU3 “I will learn more effectively if I use this Al-based learning platform.” [29]
PU4 “This Al-based learning platform is helpful to me when I want to learn about
cybersecurity.”
“I would like to use this Al-based learning platform for other learning in the future.
U1 (This digital learning platform can be used for other learning, such as Math, English,
. etc.)”
Intention to use (IU) 102 “I would advise people to use the) online learning environment.” [33]
1U3 “Compared to traditional learning, I would rather use digital learning platforms.”
U4 “I believe that educators should keep using this online learning environment.”
CSAl “I understand that in order to combat cybersec-urciit)’/, threats, effective security procedures
are required.
CSA2 “I am aware that protecting my personal infgrmation from cyberattacks requires
adherence to safe security procedures.”
Cybersecurity CSA3 “I am knowledgeable and capable of recognizing and addressing cybersecurity risks and [36]
awareness (CSA) threats.”
CSA4 “I am conscious of the risks and hazards to cybersecurity that could arise from my
regular activity.”
CSAS “I realize how important it is to establish security measures to protect my sensitive data

from online threats.”

Data collection occurred on-site, with students personally
approached by a team of researchers to participate in the study.
This approach ensured a controlled environment, enabled
efficient data collection, and allowed the researchers to
promptly assist participants with questions or issues
encountered while using the Al-based platform or completing
the questionnaires. The research instruments included an
introduction consent form that explained the study's goals, the
voluntary and anonymous nature of participation, data
protection procedures, and the absence of risks, expenses, or
benefits. The pre-test, post-test, and questionnaire were part of
a process planned to take about 20 minutes. The research
instrument was created based on previous related studies [17,
29, 33]. For the convenience of the participants, the
questionnaire was translated into Indonesian and tailored to
the study's specific setting.

The measurement items in Table 3 were rated on a 5-point
Likert scale, ranging from 1 (Strongly Disagree) to 5 (Strongly
Agree). This approach ensures the instrument is reliable and
valid for assessing factors influencing students' intention to
use an Al-based learning platform for cybersecurity awareness
training.

3.3 Statistical analysis

Partial Least Squares Structural Equation Modelling (PLS-
SEM) was used to analyse the data in this study, with
SmartPLS version 4.1.0.8. The analytical procedure was
divided into two phases: first, the measurement model was
evaluated to assess reliability and wvalidity; second, the
structural model was assessed to examine the hypothesized
linkages. With 34 indicators in the model, 212 participants
were considered sufficient. Cronbach's alpha and composite
reliability (CR) were used to assess reliability, while Average
Variance Extracted (AVE) and discriminant validity using the
Fornell-Larcker criterion were used to ensure validity. To test
the importance of path coefficients, a bootstrapping approach
with 5,000 resamples was used, with p-values < 0.05
considered evidence supporting the hypotheses.

1975

3.4 Reliability and validity of the measurement model

The study evaluated the reliability and validity of the
measurement model to ensure the constructs were both
accurate and dependable. Reliability, reflecting the
consistency of the measurement tools, was examined using
Cronbach’s Alpha (a), Composite Reliability (rho a and
rho c), and AVE. As presented in Table 4, all constructs
satisfied the established criteria, with Cronbach’s Alpha and
Composite Reliability scores exceeding 0.7, and AVE values
surpassing 0.5—indicating strong internal consistency and
solid convergent validity. For instance, the construct CSA
demonstrated a Cronbach’s Alpha of 0.930, a Composite
Reliability of 0.931, and an AVE of 0.783. Similarly, PU
achieved a Cronbach’s Alpha of 0.925, Composite Reliability
0f 0.928, and an AVE of 0.816. These results confirm that the
measurement instruments were highly reliable and consistent,
reinforcing the validity of the constructs employed in the
research.

Table 4. Construct reliability and validity

s Composite Composite
Cr "A';bﬁc" S Reliability  Reliability ~AVE
pha (rho_a) (rho_¢o)

CSA 0.93 0.931 0.947 0.783
U 0.905 0.909 0.934 0.779
PAUT 0.881 0.882 0.927 0.809
PCOMP 0.863 0.863 0.916 0.785
PRE 0911 0911 0.944 0.849
PREL 0.893 0.895 0.934 0.824
PS 0.888 0.893 0.93 0.816
PSE 0.875 0.886 0.923 0.8
PU 0.925 0.927 0.947 0.817
PV 0.903 0911 0.939 0.838

The analysis results, as shown in Table 5, prove that all
constructs meet the discriminant validity requirements. For
example, the CSA construct has an AVE of 0.885, higher than
its correlations with other constructs such as PAUT (0.814) or



IU (0.857). Similarly, PV has an AVE of 0.915, which is much
higher than its correlations with other constructs, such as CSA
(0.453) and PU (0.363). A similar pattern is observed across

all variables: PREL (0.908) is higher than its correlation with
PCOMP (0.827), and PS (0.904) exceeds its correlation with
PSE (0.662).

Table 5. Discriminant validity model based on the Fornell-Larcker criterion

CSA IU PAUT PCOMP PRE PREL PS PSE PU PV
CSA 0.885
U 0.857 0.883
PAUT 0.814 0.751 0.899
PCOMP 0.71 0.738  0.75 0.886
PRE 0.704 0.694 0.687 0.685 0.921
PREL  0.749 0.745 0.741 0.827 0.706  0.908
PS 0.69 0.598 0.651 0.508 0.698 0.49  0.904
PSE 0.708 0.708  0.724 0.742 0.858 0.764 0.662 0.895
PU 0.749 0.85 0.709 0.754 0.681 0.746 0.554 0.687 0.904
PV 0.453 0.418  0.467 0.423 0444 0433 0.508 044 0363 0.915

4. RESULTS
4.1 Test analysis

The study compared participants’ pre-test and post-test
scores to assess the impact of the Al-based cybersecurity
learning platform. Figure 3 reveals a significant improvement,
with the average score rising from 76.37 to 87.97, indicating
that the platform effectively enhanced participants'
understanding and awareness of cybersecurity.

B Pre-Test Score [} Post-Test Score
100,00

75,00

Average Score

25,00

0,00

Type of Test

Figure 3. Comparison of average test scores
4.2 Structural model analysis

To evaluate the structural model, hypothesis testing was
performed using the hypotheses given in this study. Table 6
shows the results of the direct link between the variables
investigated with the PLS-SEM approach. The results show
that of the nine hypotheses proposed, four hypotheses are
accepted because they have a positive and significant
relationship, while the other five are rejected because they do
not show a significant relationship.

Based on the analysis results presented in Table 6, the data
support several hypotheses, and some that are rejected. The
accepted hypotheses are H2 (PS — CSA), H5 (PAUT - IU),
H8 (PU - IU), and H9 (IU —» CSA), as they have a p-value of
less than 0.05, indicating a statistically significant relationship.
For example, the PS — CSA relationship has a path coefficient
of 0.229 with a p-value of 0.000, which indicates that PS has
a positive effect on CSA. Similarly, the relationships PU — U
(B=0.571, p = 0.000) and IU - CSA (b = 0.643, p = 0.000)
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are also significant, confirming the important role of these
variables.

Table 6. Direct hypothesis results

Original P-
Hypothesis Relationships Sample Value Decision
©0)
H1 PV - CSA 0.026 0.540  Rejected
H2 PS - CSA 0.229 0.000  Accepted
H3 PRE - CSA 0.032 0.693  Rejected
H4 PSE - CSA 0.062 0.404  Rejected
HS5 PAUT - IU 0.232 0.000  Accepted
H6 P COII\I/JIP - 0.037 0520 Rejected
H7 PREL - IU 0.117 0.126  Rejected
HS8 PU - IU 0.571 0.000  Accepted
H9 U - CSA 0.643 0.000  Accepted

On the other hand, hypotheses H1 (PV — CSA), H3 (PRE
— CSA), H4 (PSE —» CSA), H6 (PCOMP - IU), and H7
(PREL — IU) were rejected because the p-value exceeded
0.05, indicating that the relationships between these variables
were not significant. For example, the relationship PV — CSA
has a path coefficient of 0.026 with a p-value of 0.540, which
means there is no significant effect. The same is true for the
relationships PRE — CSA (f =0.032, p =0.693) and PCOMP
- IU (B = 0.037, p = 0.520). Figure 4 depicts the structural
model result in this study.

PCOMPI  FCOMP3  PCOMPA  BRELI  PRELZ  PRES
5000 0999 gaco

Goao 929% 0000

Figure 4. PLS structure model



The findings revealed that only certain factors significantly
influenced CSA and IU, while other factors had no meaningful
impact. The results of this study can serve as a basis for further
studies to identify other variables that are more relevant in the
context of CSA and IU.

4.3 Descriptive analysis

To understand the characteristics of students' perceptions
and attitudes toward Al-based learning platforms in improving
cybersecurity awareness, a descriptive analysis was conducted
on all variables measured using a 5-point Likert scale. The
results of the descriptive analysis are presented in Table 7.

Table 7. Descriptive analysis of all variables

Variable Item No. Mean Median Star}dztrd
Deviation

PV1 3.958 4.000 1.015

PV PV2 3.981 4.000 0.995
PV3 3.995 4.000 1.007

PS1 4.330 5.000 0.821

PS PS2 4.321 5.000 0.765
PS3 4.330 5.000 0.786

PRE1 4.184 4.000 0.764

PRE PRE2 4.137 4.000 0.780
PRE3 4.132 4.000 0.825

PSE1 4.137 4.000 0.768

PSE PSE2 4.184 4.000 0.776
PSE3 4.071 4.000 0.879

PAUTI 4.179 4.000 0.787

PAUT PAUT2 4.165 4.000 0.769
PAUT3 4.241 4.000 0.767
PCOMP1 3.991 4.000 0.841
PCOMP PCOMP2 4.047 4.000 0.834
PCOMP3 4.094 4.000 0.847

PRELI1 4.024 4.000 0.832

PREL PREL2 4.075 4.000 0.797
PREL3 4.132 4.000 0.808

PU1 4.175 4.000 0.779

PU PU2 4.151 4.000 0.787
PU3 4.203 4.000 0.753

PU4 4.189 4.000 0.814

U1 4.179 4.000 0.768

U 102 4.160 4.000 0.773
1U3 4.189 4.000 0.790

1U4 4212 4.000 0.744

In addition to maintaining and promoting the variables that
showed significant effects, descriptive analysis revealed that
certain items within these constructs still require further
attention. Although these variables demonstrated statistical
significance, some items recorded slightly lower mean scores
than others within the same construct, indicating areas that
need reinforcement to maximise the platform's effectiveness.

For instance, within PAUT, item PAUT2 (“I'm free to study
cybersecurity however I see fit”) had the lowest mean (M =
4.165) compared to PAUT1 (M = 4.179) and PAUT3 (M =
4.241). This item reflects students’ perceived control over
their learning approach. Although autonomy as a construct
significantly affects intention to use (IU), this score suggests
an opportunity to enhance personalization and flexible
learning pathways within the platform.

In PU, the item with the lowest mean was PU2: “I will learn
more effectively if I use this Al-based learning platform” (M
= 4.151). Despite PU's strong effect on IU, this relatively
lower perception indicates that students may not be fully
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convinced of the platform’s learning impact. This could be
addressed by incorporating features that visualize progress,
demonstrate learning outcomes, and present real-world
applications of the content.

For IU, the lowest mean was recorded in IU2: “I would
advise people to use the online learning environment” (M =
4.160). Although IU significantly contributes to CSA, this
suggests that students may feel confident using the platform
themselves but remain hesitant to recommend it to others. To
strengthen this dimension, improvements can be made in user
experience, community endorsement (e.g., testimonials), and
sharing functionalities that allow learners to showcase their
achievements.

Interestingly, within PS, the construct with the highest mean
overall (M = 4.32), PS2: “If I experience data/file loss due to
a cybersecurity incident, this will be a serious problem” scored
slightly lower (M =4.321) than PS1 and PS3 (both M =4.330).
This slight gap may indicate that while students acknowledge
the impact of cyber incidents, the practical consequences may
not yet feel personally relevant. Strengthening this perception
through real-case scenarios or visual representations of
cybersecurity breaches could enhance their awareness of
potential threats.

These findings demonstrate that even among significant
constructs, certain dimensions can still be improved. By
targeting these specific items, PAUT2, PU2, 1U2, and PS2,
platform developers and educators can refine learning
experiences, increase trust, and further elevate students'
engagement and cybersecurity awareness.

4.4 Discussion

Understanding the contextual factors that influence the
results is essential for interpreting the relationships between
variables in this study. Various psychological and
technological factors play a role in shaping students'
engagement with the Al-based learning platform. The analysis
reveals that some factors significantly contribute to students'
CSA and IU platforms, and these will be discussed first.
Meanwhile, other factors do not exhibit a meaningful impact,
which will be addressed later in the discussion.

PS significantly influences CSA, leading to the acceptance
of H2. This indicates that students who perceive cyber threats
as severe are more likely to engage with the platform and
enhance their cybersecurity awareness. The significance of PS
can be attributed to the frequent media coverage of severe data
breaches in Indonesia, which heightens public concern [39].
These findings align with previous research [17, 18], which
identified PS as a key driver of protective behaviors and
cybersecurity awareness in educational and organizational
settings.

Similarly, PAUT significantly affects the IU Al-based
learning platform, supporting HS. This suggests that students
appreciate the flexibility and control provided by the Al-based
learning platform, which enhances their motivation to use it.
The significance of PAUT, along with PU, reflects the
adaptability of Indonesia’s younger generation to mobile
technology [40]. The results are consistent with references [29,
40] who found that autonomy-supportive educational
technologies increase user engagement and adoption
intentions.

PU also has a significant positive impact on IU, confirming
HS8. This implies that students are more likely to adopt the
platform if they believe it effectively enhances their



cybersecurity knowledge [41]. Similar conclusions were
drawn in other research [29, 33], which identified perceived
usefulness as a dominant predictor of technology acceptance
in educational contexts.

Furthermore, IU significantly increases CSA, supporting
HO. This suggests that students who intend to use the platform
are more likely to develop higher cybersecurity awareness
through active engagement. The strong relationship between
IU and CSA reflects the appeal of Al-based learning methods,
which remain relatively new in Indonesia. This finding is in
line with previous research [42], which demonstrated that the
intention to use cybersecurity training tools positively
correlates with improved awareness and knowledge retention.

On the other hand, several factors do not significantly
influence CSA or IU. PV does not significantly influence
CSA, thereby rejecting H1. This suggests that although
students recognise their vulnerability to cyber threats, that
awareness does not necessarily translate into proactive
learning behaviours. One possible explanation for this
insignificance is the relatively low level of cybersecurity
literacy among the Indonesian population compared to that in
developed countries like the UAE, which may lead to minimal
awareness of their susceptibility to cyber threats [43]. This
finding contrasts with previous studies [16, 18], which
reported that PV significantly drives cybersecurity awareness,
particularly in high-risk environments.

Similarly, PRE does not significantly affect CSA, thereby
rejecting H3. This suggests that students may not fully trust
the platform’s ability to mitigate cyber threats, possibly due to
their limited prior exposure to such tools. The insignificance
of PRE can be attributed to Indonesian students' limited
experience with cybersecurity training, which makes them
more skeptical of the platform’s effectiveness. Unlike the
study, which was performed in the US [29] and utilised the
NICE framework, Indonesia does not yet have an established
national standard for cybersecurity education [44].

Likewise, PSE does not significantly impact CSA, resulting
in the rejection of H4. This indicates that students’ confidence
in their ability to use the platform does not directly enhance
their cybersecurity awareness. The insignificance of PSE may
be due to Indonesia’s IT curriculum, which does not
emphasize cybersecurity practices, and to limited access to
cybersecurity tools. These findings contrast with previous
research [19, 27, 45], which identified response efficacy and
self-efficacy as key factors in cybersecurity training outcomes,
behaviour, and technology adoption in more structured
educational environments.

Additionally, PCOMP does not significantly influence IU,
leading to the rejection of H6. This suggests that students’
belief in their cybersecurity skills does not necessarily increase
their intention to use the platform. Another explanation is
Indonesia's hierarchical and lecturer-centric educational
culture, which may limit students' sense of independent
competence [46]. Additionally, the platform’s overly technical
design for novice users could further hinder engagement.

Finally, PREL does not significantly affect IU, resulting in
the rejection of H7. This implies that emotional connection to
the platform or subject matter does not play a crucial role in
adoption intentions [47]. The insignificance of PREL is
attributed to the lack of social features on the platform and the
absence of institutional incentives that connect learning to
real-world needs [45]. These findings contrast with previous
studies [21, 26, 48, 49], which emphasised the importance of
competence and relatedness in fostering engagement in

1978

technology-enhanced, embedded
environments.

Despite this limitation, as explained in the previous
paragraph, post-test scores compared to pre-test scores
indicate that the Al-based learning platform, equipped with
dynamic feedback mechanisms, effectively improved students'
understanding of cybersecurity concepts. This finding
underscores the potential of Al-based tools in enhancing
cybersecurity education, particularly in developing countries
like Indonesia, where cybersecurity awareness is still evolving
[50, 51].

socially learning

5. CONCLUSIONS

This study demonstrated that Al-based learning platforms
effectively enhance cybersecurity awareness among
Indonesian university students, with post-test results
significantly higher than pre-test results. Key findings
revealed that the PS of cyber threats and intention to use the
platform strongly influenced cybersecurity awareness, while
perceived autonomy and usefulness were critical drivers of
intention to use the learning platform.

However, several limitations should be carefully considered
when interpreting these findings. First, the narrow
demographic scope, which focused exclusively on Indonesian
university students, may have influenced the non-significant
effects of PV, response efficacy, self-efficacy, competence,
and relatedness. In contexts where baseline cybersecurity
literacy is relatively low, students may not accurately perceive
their vulnerability or efficacy, thereby weakening the
explanatory power of these constructs. As a result, the findings
should not be generalized beyond similar educational and
cultural settings without caution.

Second, the study's short-term nature limits the ability to
assess whether increased cybersecurity awareness translates
into sustained behavioural change. While post-test
improvements indicate immediate learning gains, the absence
of longitudinal data limits conclusions about long-term
retention and real-world cybersecurity practices. This
limitation may partially explain why motivational constructs
related to competence and relatedness did not exhibit
significant effects, as such factors often manifest more
strongly over extended learning periods.

Third, the limited use of Al functionalities—primarily for
question and hint generation—may have constrained the
platform’s potential impact on adaptive learning, personalised
feedback, and deeper student engagement. Consequently, the
observed effects likely underestimate the full educational
value of Al-based learning platforms. More comprehensive Al
integration could amplify both motivational and behavioural
outcomes.

As a practical contribution, this study highlights the need
for policymakers, platform developers, and educators to
prioritise scalable, ethically designed Al-based solutions to
address persistent gaps in cybersecurity awareness. Practical
implementation can be operationalized through the integration
of scenario-based simulations that replicate real-world cyber
threat environments, supported by gamified elements such as
achievement badges, progressive challenge levels, and
adaptive task difficulty. Furthermore, collaboration with
industry stakeholders can strengthen implementation by
aligning Al-generated learning content with current threat
models, professional skill requirements, and evolving



cybersecurity

standards. By combining technological

scalability with culturally adaptive, learner-centred design,
this study provides a concrete pathway for translating Al-
driven cybersecurity education research into sustainable,
impactful educational practice.
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