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Anomalous activity in computer networks can disrupt communication services between 

computers and potentially lead to attacks. Several previous studies have introduced 

machine learning-based anomaly detection models and have optimized them using feature 

selection methods. However, the feature selection process requires a correlation analysis 

to assess the strength of feature correlations, thereby improving the performance of the 

detection model. This paper proposes a new approach to detecting anomalous activity that 

potentially indicates malicious activity in computer networks. It aims to analyze 

improvements in the classification model's detection performance using correlation 

intersection analysis with the Pearson and Kendall correlation methods. The contribution 

lies in the approach of selecting correlated features using both correlation approaches, 

yielding the best results with eight features. In the experiment, the model uses the UNSW 

NB-15 public dataset and is limited to three classification methods. The Decision Tree 

classification method achieved optimal performance, with a detection accuracy of 

96.63%, an F1-score of 94.51%, a recall of 97.96%, and a precision of 91.29%. Network 

administrators can utilize the proposed model to expedite the analysis of anomalous 

activity and integrate it with intrusion detection systems. 
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1. INTRODUCTION

In the cyber era, handling and anticipating attacks is a 

particular concern [1]. Anomalous activity detection 

techniques use several approaches to identify activity patterns 

that indicate malicious threats, including malware use [2]. 

Malicious activities can include threats, system destruction, 

and theft of critical data or information, resulting in financial 

losses [3]. Furthermore, malware use can lead to crucial data 

theft, account identity theft, forgery, and Denial of Service 

(DoS) attacks [4, 5]. Malware attacks are frequently found in 

computer network infrastructure communications, mobile 

devices or smartphones, and Internet of Things-based smart 

telecommunications [6, 7]. 

The detection of malicious activity in computer networks 

has been studied in several previous studies, including 

anomaly-based [8], signature [9, 10], mining [11-14], and 

case-based [15, 16]. The previous studies introduced the 

model detection through the analysis of network traffic data 

[17-19] and system log data [20]. However, the detection 

analysis techniques used require complex methodologies, long 

analysis times, and, at times, suboptimal performance. Attack 

detection methods developed in previous studies often 

introduce detection analysis with a mining approach, 

involving classification methods [21], clustering [22, 23], 

graph-based [17], and correlation analysis approaches [24, 

25].  

The detection model, which utilizes classification methods, 

can be optimized using feature selection techniques. 

Appropriate feature selection techniques can enhance 

detection performance, including accuracy, precision, recall, 

and computational time [17, 26-31]. Some techniques used 

include PCA and chi-square [32], wrapper [33], probability 

analysis [34], ANOVA [35], and manual analysis based on the 

degree of importance [36]. These selection methods can 

improve classification performance, but are still carried out 

independently and affect the characteristics of the data used. 

Furthermore, previous feature selection studies have not 

measured feature correlations, which are needed to identify 

correlated features, demonstrate causal relationships, and 

assess feature influence. Thus, correlation analysis during the 

implementation of an anomaly activity detection model can 

achieve optimal detection performance and identify important 

features in anomalous activity data.  

This paper proposes a new approach for anomaly activity 

detection by analyzing the header traffic that may indicate 

attacks or malicious activity. The proposed model adopts 

correlation theory. The objective of this study is to investigate 

improvements in anomaly detection performance by 

measuring feature correlation intersections. The main 
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contribution of this paper lies in the use of the intersection 

technique, obtained from two correlation approaches. It aims 

to improve model classification performance by identifying 

important features using a feature selection technique. 

Determining the best features for classification begins by 

selecting the most highly ranked features from two correlation 

methods, Pearson and Kendall. Then, the model performs an 

intersection analysis of feature appearance across the two 

correlation methods. Thus, each resulting feature is a pair of 

causally correlated features that are important for analyzing 

anomalous activity in the dataset. Therefore, the results of the 

best feature analysis can improve detection performance, 

making it accurate and optimal. Network administrators can 

utilize the findings of this study to facilitate the analysis of 

anomalous activity that may compromise communication 

services in computer networks. 

This paper is organized as follows: Section II explains 

related studies focusing on anomaly activity detection using 

feature selection. Section III addresses the proposed method. 

Section IV discusses the experimental results and critical 

evaluation. Finally, Section V provides the paper's conclusions 

and future work. 

 

 

2. RELATED WORKS 

 

The study of anomalous activity detection has challenges 

and has been carried out by previous researchers. Anomalous 

activity detection models that have the potential to be 

malicious attack activities were developed based on anomaly-

based analysis [1, 37], signature [9, 10], mining [11-14], and 

case-based [15, 16, 21]. There are several well-known datasets 

used for testing anomaly activity model detection, including 

KDD CUP [17, 38], DARPA [39], Kyoto dataset, and UNSW 

dataset [40]. Mining-based techniques, such as machine 

learning classification-based detection models, have been 

implemented and successfully detected anomalous activities 

and even attack activities [14, 28, 41, 42].  

Kocher and Kumar [29] conducted detection using several 

classification methods, including Stochastic Gradient Descent 

(SGD), Random Forest (RF), Naïve Bayes (NB), k-Nearest 

Neighbors (k-NN), and Logistic Regression (LR) classifiers. 

Their research provides an optimization classification model 

for feature selection in the feature selection stage using the chi-

square method. The model was tested on the UNSW-NB15 

dataset, achieving a detection accuracy of 99.64% with the RF 

method. However, in this study, the analysis of computational 

time and the features used could not show a correlation.  

In the study [17], an attack detection model was introduced 

using graph-based analysis. The study used the KDD Cup 

dataset, with the detected attack type being DoS. Feature 

analysis employed a graph neural network-based feature 

correlation approach. The detection results showed a detection 

accuracy of 98.85%. However, this study focused only on one 

type of attack: DoS. In fact, real-life attacks can exhibit 

variants that can be detected through feature correlation, 

enabling identification of their causality.  

Umar et al. [30] proposed a detection model with a machine 

learning classification model, involving six classification 

methods such as NB, Artificial Neural Network (ANN), RF, 

Support Vector Machine (SVM), k-NN, and Deep Neural 

Network (DNN). This study used several datasets, including 

CSE-CIC-IDS2018, UNSW-NB15, and NSL-KDD. The 

feature selection optimization technique used a wrapper and 

performed data normalization. The detection results showed 

good performance: RF on the NSL-KDD dataset achieved 

99.86%, and ANN achieved the best accuracy on CSE-CIC-

IDS2018 with 95.43%. However, this model still produces 

high-dimensional features and achieves little feature 

reduction, resulting in high computational costs. 

Previous research has applied various feature selection 

techniques to improve detection performance. However, these 

studies relied solely on a single feature selection method and 

failed to demonstrate feature correlations, thereby missing 

important interrelated features. Changing the feature selection 

approach in a detection model can alter the ranking of 

important features and make them uncorrelated. In contrast, 

our model introduces a novel approach by selecting features 

based on their correlation, thus demonstrating causal 

relationships. When correlated features are identified as 

important, detection performance improves, particularly by 

reducing false positives. Furthermore, the intersection of these 

two correlation-based feature selection approaches 

underscores the importance of selected features in analyzing 

anomalous activity in computer networks. 

 

 

3. PROPOSED METHOD 

 

This paper focuses on improving the performance of a 

classification model for anomaly activity detection by 

optimizing feature selection via correlation intersection 

analysis. The proposed method is shown in Figure 1, which is 

divided into three main stages: pre-processing, anomaly 

detection, and model performance evaluation. 

 

 
 

Figure 1. Proposed method 
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3.1 Dataset description 

 

This research uses the UNSW-NB-15 public dataset, where 

the dataset developed by the Australian Center for Cyber 

Security at UNSW Canberra, offering a realistic blend of 

legitimate modern network traffic and nine distinct types of 

synthesized cyberattacks, namely, Exploits, Fuzzers, 

Reconnaissance, Backdoors, Analysis, DoS, Shellcode, 

Generic, and Worms. This dataset produces 2,540,044 labeled 

raw data records totaling 100 GB in .pcap format, recorded 

with tcpdump, and was generated in the Cyber Range Lab 

using the IXIA PerfectStorm device. The raw data is extracted 

using Argus and Bro-IDS (Zeek) tools, resulting in 49 

descriptive features, including flow-based, basic, content, 

timing, and connection-context features, along with binary 

(normal vs. malicious) and categorical class labels. The dataset 

is organized into four CSV files, with separate testing and train 

splits of 82,332 and 175,341 records, and includes auxiliary 

ground truth and event log files to aid validation and analysis 

[43]. 

 

3.2 Preprocessing phase 

 

In the pre-processing stage, the model has three sub-

processes: data cleansing, data normalization, and feature 

selection.  

 

3.2.1 Data cleansing 

Data cleansing is the data cleaning stage, where null data is 

removed from the dataset records and data is checked for 

redundancy or data that does not meet the Intrusion Detection 

Message Exchange Format (IDMEF) writing standards [44]. 

 

3.2.2 Data normalization 

Data Normalization is the stage that normalizes the values 

and data types of each feature. First, categorical values are 

transformed into numeric values. Second, the values of each 

numeric data point are standardized to a range of 0 to 1 using 

min-max scaling, as shown in Eq. (1): 

 

𝑧𝑖
′ =

𝑧𝑖 −min⁡(𝑍)

max(𝑍) − min(𝑍)
 (1) 

 

where, 𝑧𝑖 is the original (pre-normalization) value of the 𝑖-th 

feature data, 𝑚𝑖𝑛⁡(𝑍) and 𝑚𝑎𝑥⁡(𝑍) denote the minimum and 

maximum values across all features 𝑍  features. Then, 𝑧𝑖
′ 

denotes the normalized value of each feature, scaling the 

original data to the range 0 to 1. 

 

3.2.3 Feature selection 

In this paper, both correlation analyses, Kendall's and 

Pearson's, are used to select the best features and generate 

correlated feature pairs. The two techniques are used for their 

superior filter-based properties, simplicity, speed, and 

effectiveness in assessing the relevance of each feature to the 

target class, thereby yielding features that demonstrate 

causality [24, 25]. In this study, feature selection began by 

examining the best candidate features from the Pearson and 

Kendall methods. Each method ranked the best features by 

analyzing the sum of two features up to a total of 𝑛, where 𝑛 

is the total amount of features in the dataset. Then, the 

candidate results from both correlation techniques yielded the 

best feature set, and intersection analysis was employed to 

examine the occurrence of similar features across the two 

correlation methods. Any feature that intersects with both 

methods was considered the best feature and processed in the 

classification phase. Algorithm 1 describes the process of 

selecting the best feature from the intersection analysis 

between Kendall and Pearson. 

 
Algorithm 1. Feature Selection – Intersection between Pearson 

and Kendall Correlation 

 

INPUT: 

 Matrix 𝑋 ∈ ⁡ℝ𝑛×𝑚 

 Feature numbers → 𝑚; Index of features → 𝑗 
 Number of data → 𝑛; Index of data → 𝑖 
 Label Vector 𝑦 ∈ {0,1}𝑛 

 Number of selected features → 𝑘 

OUTPUT: 

 Selected features→ 𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑  

 

DEFINITION: 

 Calculate the mean of list 𝑎 → 𝑚𝑒𝑎𝑛(𝑎) 
 Value of 𝑗-th feature in 𝑖-th data → 𝑥𝑖𝑗 

 Mean value of 𝑗-th feature →⁡𝑥𝑗̅ 

 Mean value of label → 𝑦̅ 

 Sort list a in descending → 𝑠𝑜𝑟𝑡𝑑𝑒𝑠𝑐(𝑎) 
 

Step 1: Initialize empty list for Pearson and Kendall scores 

𝑃𝑒𝑎𝑟𝑠𝑜𝑛𝑆𝑐𝑜𝑟𝑒𝑠⁡ ← ⁡ [] 
𝐾𝑒𝑛𝑑𝑎𝑙𝑙𝑆𝑐𝑜𝑟𝑒𝑠⁡ ← ⁡ [] 
 

Step 2: Obtain 𝑃𝑒𝑎𝑟𝑠𝑜𝑛𝑆𝑐𝑜𝑟𝑒𝑠 

for each feature 𝑗 in {1, . . . , 𝑚} do: 

 Compute Pearson correlation score rj 

 
𝑟𝑗 ←

∑ (𝑥𝑖𝑗 − 𝑥𝑗̅)
𝑛
𝑖=1 (𝑦𝑖 − 𝑦̅)

√∑ (𝑥𝑖𝑗 − 𝑥𝑗̅)
𝑛
𝑖=1

2
×√∑ (𝑦𝑖 − 𝑦̅)𝑛

𝑖=1
2
⁡

 

 𝑃𝑒𝑎𝑟𝑠𝑜𝑛𝑆𝑐𝑜𝑟𝑒𝑠𝑗 ← |𝑟𝑗| 

end for 

 

Step 3: Sort and get top 𝑘 of 𝑃𝑒𝑎𝑟𝑠𝑜𝑛𝑆𝑐𝑜𝑟𝑒𝑠 (descending) 

𝐹𝑝𝑒𝑎𝑟𝑠𝑜𝑛  ← indices of top- 𝑘  features from 

𝑠𝑜𝑟𝑡𝑑𝑒𝑠𝑐(𝑃𝑒𝑎𝑟𝑠𝑜𝑛𝑆𝑐𝑜𝑟𝑒𝑠) 
 

Step 4: Obtain 𝐾𝑒𝑛𝑑𝑎𝑙𝑙𝑆𝑐𝑜𝑟𝑒𝑠 

Initialize: 𝐶⁡ ← ⁡0, 𝐷⁡ ← ⁡0 

 for each pair (𝑖, 𝑙); 𝑠𝑢𝑐ℎ⁡𝑡ℎ𝑎𝑡⁡𝑖 < 𝑙 do: 

  if (𝑥𝑖𝑗 ⁡− ⁡𝑥𝑙𝑗)(𝑦𝑖 ⁡− ⁡𝑦𝑙) > 0 then: 

   𝐶⁡ ← ⁡𝐶⁡ + ⁡1 

  else: 

   𝐷⁡ ← ⁡𝐷⁡ + ⁡1 

  end if 

 Compute Kendall correlation score 𝜏𝑗  

 
𝜏𝑗 ⁡← ⁡

(𝐶⁡ − ⁡𝐷)

1
2
𝑛(𝑛 − 1)

⁡ 

 𝐾𝑒𝑛𝑑𝑎𝑙𝑙𝑆𝑐𝑜𝑟𝑒𝑠𝑗 ← |𝜏𝑗| 

 end for 

 

Step 5: Sort and get top 𝑘 of 𝐾𝑒𝑛𝑑𝑎𝑙𝑙𝑆𝑐𝑜𝑟𝑒𝑠 (descending) 

𝐹𝑘𝑒𝑛𝑑𝑎𝑙𝑙  ← indices of top- 𝑘  features from 

𝑠𝑜𝑟𝑡𝑑𝑒𝑠𝑐(𝐾𝑒𝑛𝑑𝑎𝑙𝑙𝑆𝑐𝑜𝑟𝑒𝑠) 
 

Step 6: Compute intersection 

𝐹𝑆𝑒𝑙𝑒𝑐𝑡𝑒𝑑 ⁡← ⁡𝐹𝑃𝑒𝑎𝑟𝑠𝑜𝑛 ⁡∩ ⁡𝐹𝐾𝑒𝑛𝑑𝑎𝑙𝑙 
 

return 𝐹𝑆𝑒𝑙𝑒𝑐𝑡𝑒𝑑 
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3.3 Anomaly activity detection 

 

The anomaly activity detection stage is the process of 

detecting anomalous activity, indicated as malicious activity, 

using a machine learning-based classification model. The 

detection stage involves dividing the data into two parts: 70% 

for training and 30% for testing. The training model adopts 

three machine learning algorithms: Naive Bayes, k-NN, and 

Decision Tree. The testing data is then classified using the 

classification model trained with the training data. In this 

paper, we consider these three classification algorithms 

because they have demonstrated high detection performance 

on large datasets for detecting activity anomalies and attacks 

in computer networks [45, 46]. Furthermore, these methods 

apply to high-dimensional classification processes that involve 

both numeric and categorical data [13]. The classification 

method uses Naive Bayes, as shown in Eq. (2): 

 

𝑃(𝑦|𝑥) =
𝑃(𝑦)𝑃(𝑥|𝑦)

𝑃(𝑥)
 (2) 

 

where, 𝑥 denotes the vector comprising the features selected 

by 𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 . 𝑃(𝑦)  represents the prior probability of the 

anomaly class, and 𝑃(𝑥𝑖|𝑦)⁡is the probability of a particular 

feature 𝑥𝑖 given that the instance belongs to the anomaly class. 

The classification method using the Decision Tree uses Eq. 

(3): 

 

𝐸(𝑆) = ∑−𝑝𝑖 . 𝑙𝑜𝑔2𝑝𝑖

𝑐

𝑖=1

 (3) 

 

And the calculation of Information Gain on the attribute 𝐴 

uses Eq. (4): 

 

𝐺𝑎𝑖𝑛(𝑆, 𝐴) = 𝐸(𝑆) − ∑
|𝑆𝑣|

𝑆
𝐸(𝑆𝑣)

𝑣∈𝑣𝑎𝑙𝑢𝑒𝑠(𝐴)

 (4) 

 

where, 𝑆 denotes the subset of data labeled as anomalies that 

might represent attacks. 𝑝𝑖  is the proportion of data belonging 

to the attack class 𝑗. Then 𝐴 stands for the attributes selected 

through feature selection, and 𝑣 refers to a possible value of 

an attribute in 𝐴. 𝑆𝑣 is the subset of data with the value 𝑣. The 

classification method with 𝑘-NN uses Eq. (5): 

 

 (𝑎, 𝑏) = √∑ (𝑋𝑘 − 𝑌𝑘)
2

𝑑

𝑘=1
 (5) 

 

where, (𝑎, 𝑏) represents the classification proximity measure 

between the anomaly data from the training set and the 

anomaly data from the test set. 𝑑 denotes the total number of 

data points classified. The parameter 𝑘 refers to the number of 

nearest neighbors used in voting for each anomaly class. 𝑋 

denotes training data, and 𝑌 denotes the testing data. 

 

3.4 Performance evaluation 

 

The classification model's performance was evaluated using 

a confusion matrix, which was constructed by counting the 

true positives (TP), false positives (FP), false negatives (FN), 

and true negatives (TN). True positives refer to anomalous 

malware events correctly identified as attacks, whereas false 

positives correspond to benign activities wrongly classified as 

attacks. False negatives indicate actual malware events that the 

model missed, and true negatives represent normal activities 

correctly recognized as benign. Then, the accuracy is 

calculated using Eq. (6), precision using Eq. (7), recall using 

Eq. (8), and F1-score using Eq. (9): 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 (6) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (7) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (8) 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 2⁡⁡
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛⁡⁡𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 (9) 

 

 

4. RESULT AND DISCUSSION  

 

This study proposes an anomaly detection model for 

potential malware-related attacks and applies it to the public 

UNSW NB-15 dataset of computer networks. The proposed 

model focuses on intersection analysis during the feature 

selection stage, using two correlation measures to determine 

the best features: Pearson and Kendall. 

The UNSW NB-15 dataset contains 44 features, two of 

which are used as class labels and two as attack categories. In 

this study, the model used 42 basic features based on their 

relevance to network activity and their potential to indicate 

anomalies, excluding features such as 'id' and 

'is_sm_ips_ports'. Correlation analysis, using Pearson and 

Kendall correlation coefficients, was employed to determine 

the optimal number of feature pairs as a correlation pair. To 

identify feature pairs, this study limited the maximum number 

to 20 pairs. The total number of feature pair combinations 

formed was 1,929,894,318,331. Then, from the resulting 

combination pairs, the model selected the best pair by testing 

each pair with a classification model. 

The Pearson correlation analysis revealed that the best 

feature combination was obtained using 12 features across 

three classification models: Decision Tree, Naive Bayes, and 

k-NN. The experiment showed that the optimal classification 

method using Pearson correlation analysis is a Decision Tree, 

achieving 97.7786% recall, 85.5366% accuracy, and 

80.2611% precision. The evaluation results are shown in Table 

1.  

Meanwhile, Kendall's correlation produced 16 best features 

that were correlated with each other, as shown in Table 2. The 

results of the detection evaluation using Kendall's tau showed 

that the best classification method was the Decision Tree, with 

an accuracy of 85.5002%, precision of 80.2570%, and recall 

of 97.6992%. Both methods, Kendall and Pearson correlation, 

produced different numbers of correlated features, but they did 

overlap. The overlapping results yielded the best combination 

of 42 features, with each achieving classification performance 

values exceeding 50% for accuracy, precision, and recall. The 

results of the 42 features overlapping combinations between 

Pearson and Kendall correlation are shown in Figure 2. From 

the feature overlapping results from both correlation methods, 

the eight best features were identified: 'dmean', 'swin', 'sttl', 

'dload', 'ct_dst_sport_ltm', 'dwin', 'state', and 'ct_state_ttl'. The 
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classification results from the three models showed that the 

decision tree model achieved the highest performance, with an 

accuracy of 96.6289%, a recall of 97.9639%, a precision of 

91.2867%, and an F1-score of 94.5075%. The NB 

classification method performed best with eight intersecting 

features, achieving 86.2502% accuracy, 78.44% F1-score, 

97.9639% recall, and 96.8539% precision. Meanwhile, the k-

NN classification method performed best with 12 intersecting 

features, obtaining an accuracy of 89.3693%, a recall of 

96.3050%, an F1-score of 89.7418%, and a precision of 

84.016%.  

 

Table 1. Classification performance using Pearson correlation  
 

Number of 

Features 
Feature Name 

Classification 

Method 

Pearson Correlation 

Accuracy (%) Precision (%) Recall (%) 

12 

['dmean', 'swin', 'sttl', 'ct_dst_sport_ltm', 'dload', 

'ct_state_ttl', 'dwin', 'state', 'dtcpb', 'stcpb', 'rate', 

'ct_src_dport_ltm'] 

Decision Tree 85.5366 80.2611 97.7786 

Naïve Bayes 75.2502 85.8539 65.9093 

k-NN 78.3693 73.0160 96.3050 

 

Table 2. Classification performance using Kendall correlation 
 

Number of 

Features 
Feature Name 

Classification 

Method 

Kendall Correlation 

Accuracy (%) Precision (%) Recall (%) 

16 

['dttl', 'dur', 'sttl', 'dload', 'spkts', 'ct_dst_sport_ltm', 

'dpkts', 'ct_state_ttl', 'synack', 'dmean', 

'is_sm_ips_ports', 'swin', 'dbytes', 'dwin', 'state', 'sload'] 

Decision Tree 85.5002 80.2570 97.6992 

Naïve Bayes 75.2502 85.8539 65.9093 

k-NN 78.3693 73.0160 96.3050 
 

 
(a) Accuracy analysis 

 
(b) Precision analysis 

 
(c) Recall analysis 

 
(d) F1-score analysis 

 

Figure 2. Analysis performance classification model for 42 intersection features combination 
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Figure 3. Comparison of classification performance between Pearson, Kendall, and intersection correlation 

 

Table 3. Comparison of performance detection between previous studies and the proposed model 

 
Author Method Accuracy (%) Precision (%) Recall (%) F1-score (%) 

Kocher and Kumar [47] 

Linier Regression 93.23 92 99 95 

Naïve Bayes 48.03 100 23 38 

Random Forest 95.43 96 97 97 

Stochastic Gradient Descent 93.29 91 100 95 

k-NN 93.71 94 96 95 

Decision Tree 94.2 93 98 96 

Elmrabit et al. [45] 

Linier Regression 75.3 85.8 73.5 79.2 

Gaussian Naïve Bayes 71.6 69.3 99.7 81.8 

k-NN 82.9 85.1 88.7 86.9 

Decision Tree 88.5 91.4 90.6 91 

Random Forest 87.7 84.4 99.1 91.2 

Proposed model 

Decision Tree 96.63 91.29 97.96 94.51 

Naïve Bayes 86.25 96.85 65.91 78.44 

k-NN 89.37 84.02 96.31 89.74 

 

Experimental results showed that combining the two feature 

correlation techniques improved classification model 

performance, particularly for the decision tree model. The 

results of each correlation method, compared with the 

intersection, are shown in Figure 3. Compared to the decision 

tree algorithm, the other two methods, k-NN and NB, 

performed lower due to the different number of feature 

intersections generated from the best features of the Kendall 

and Pearson correlations. Decision Tree had the best number 

of intersections of 8, while k-NN had the best number of 

intersections of 12, and NB had 7. In addition, the features 

generated from the intersection in the decision tree method 

were those with a smaller feature bias value than those 

obtained from the k-NN and NB methods using both Kendall 

and Pearson correlation techniques. The bias value referred to 

is the proximity of the values of each feature.  

Experimental results show improved classification model 

performance across three models: Decision Tree, Naive Bayes, 

and k-NN, using the Pearson-Kendall correlation intersection 

analysis approach. Compared to the Pearson correlation 

technique, the intersection results improved accuracy by 

11.0308%, precision by 11.0085%, recall by 0.0618%, and F1-

score by 5.6338%. Meanwhile, the Kendall correlation method 

improved accuracy by 11.0429%, precision by 11.0099%, 

recall by 0.0882%, and F1-score by 5.6454%. Therefore, this 

study concludes that feature selection through feature 

correlation analysis and intersection analysis can improve 

classification model performance. In this study, the previous 

studies are compared with the proposed model's result using 

the same dataset, UNSW NB-15, as shown in Table 3. 

The model proposed in this study performs better than those 

reported in the literature [45, 47]. In terms of accuracy, the 

proposed model achieves the highest classification 

performance with the decision tree method, at 96.63%, 

compared to the decision tree method [47], which obtained 

only 94.2%. However, the recall, F1-score, and precision 

values have lower values, namely 96.85% for precision, 

97.96% for recall, and 94.51% for F1-score, compared to 

research [47], which was able to produce a precision value of 

100%, a recall of 100% and an F1-score of 97%. On the other 

hand, the proposed model has a higher value in terms of 

accuracy of 96.63% and an F1-score of 94.51% with the 

Decision Tree method compared to research [45], which 

obtained the highest accuracy value of 88.5% with the 

Decision Tree method and an F1-score value of 91.2% with 

the RF method. However, the proposed model has smaller 

precision and recall values, namely 91.29% and 97.96% 

compared to research [45], which has a recall and precision of 

99.7% and 91.4%, respectively. 

 

 

5. CONCLUSIONS 

 

This study proposes an intersectional analysis of two 

correlation methods, namely Pearson and Kendall, to identify 

the critical features that are correlated with each other. The 

intersection analysis used in the selection technique aims to 

improve the performance of classification methods. 
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Classification models are used in this paper, namely Decision 

Tree, NB, and k-NN, in detecting network anomalies 

indicative of malware attacks. The test results show that the 

intersection analysis of the two correlation methods improves 

the performance of the classification model, with an average 

increase in accuracy of 11.0308%, recall of 0.0618%, 

precision of 11.0085%, and F1-score of 5.6338% for the 

Pearson Correlation method. Using the Kendall Correlation 

method, a model was obtained with an accuracy of 11.0429%, 

recall of 0.0882%, an F1-score of 5.6454%, and precision of 

11.0099%. The best intersections are obtained with the eight 

best features: 'dmean', 'swin', 'sttl', 'dload', 'ct_dst_sport_ltm', 

'dwin', 'state', 'ct_state_ttl'. The best performance was achieved 

by the Decision Tree method, with a recall of 97.96%, 

accuracy of 96.63%, precision of 91.29%, and F1-score of 

94.51%. The experiment results show the highest performance 

in evaluation accuracy and F1-score compared to the previous 

studies [45, 47]. The results can help network administrators 

facilitate and accelerate the analysis of anomalous activity. 

The proposed model will be developed as future work by 

measuring weights based on the frequency of occurrence of 

resulting feature pair combinations, such as using the 

correlation-based Principal Component Analysis method. The 

future model will analyze scalability and computational 

complexity in subsequent research. Furthermore, time-based 

activity analysis will be performed using a time-windowing 

approach, enabling more accurate analysis and allowing real-

time implementation. 
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