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Electronic Health Record (EHR) systems are indispensable to modern healthcare yet remain
exposed to unauthorized access. We propose a Deterministic RSA—Hyperledger Fabric
framework that derives the RSA public exponent e from the digit-sum difference of the
prime factors, making key generation reproducible and auditable in a permissioned setting
and stabilizing setup/latency across nodes. Security is preserved even though e is public by
design, because we enforce safe constraints (e.g., € > 65,537, and gcd (e, (N)) =1) and use
RSA-OAEP for encryption and RSA-PSS for signatures. We compare classical RSA, CRT-
RSA, multi-prime RSA, and our deterministic variant under identical conditions on real
medical datasets (X-ray, CT, MRI images, and clinical reports). Evaluated metrics include
key-generation time, encryption/decryption latency, transaction throughput, block-
confirmation latency, and energy consumption. Results show up to 52% lower encryption
latency. Future work will investigate threshold RSA, formal side-channel countermeasures,

and Al-driven policy enforcement.

1. INTRODUCTION

The healthcare sector has witnessed an unprecedented surge
in digitization, with Electronic Health Records (EHRs)
becoming vital for patient care coordination, clinical decision
support, and epidemiological research. The global EHR
adoption rate as of 2023 is over 85% in developed economies
and over 60% in emerging regions, demonstrating the swift
digital transformation of healthcare delivery [1, 2].

EHR architectures, often centralized and siloed, experience
issues such as single points of failure, heterogeneous data
formats, and insider threats, symmetric encryption, traditional
cryptographic methods like RSA or AES encryption may
impose significant computational and latency overhead,
hindering real-time access and scalability [3-7].

Recent surveys indicate challenges in blockchain-based
healthcare applications, such as throughput limitations,
interoperability with legacy systems, energy consumption
issues for edge devices, and the absence of formal security
proofs when integrating on-chain policies with cryptographic
primitives [8-12].

Blockchain technology features a decentralized, append-
only ledger and a consensus-driven trust model, presenting a
promising approach to address these issues through the
provision of tamper-evident audit trails and distributed data
integrity. Initial implementations, including those utilizing
classical RSA for key management, have shown proof-of-
concept viability; however, they exhibit unpredictable
performance attributed to random exponent selection and a
lack of thorough variant evaluation [13, 14]. Moreover,
systematic comparisons of RSA optimization (CRT, multi-
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prime) with a unified blockchain framework remain scarce.

While blockchain enhances the integrity and auditing of
EHRs, numerous healthcare prototypes continue to face a
cryptographic limitation: the random selection of the RSA
public exponent during key generation [15].

In practice, this leads to four concrete issues. First,
encryption and key-generation times become inconsistent,
because the cost of modular exponentiation depends on the bit-
length and Hamming weight of e. Second, permissioned
networks suffer from unpredictable end-to-end latency, which
harms scheduling, ordering, and throughput. Third, random e-
values undermine reproducibility and auditability, making it
challenging to re-derive or verify key lifecycle events from
documented evidence. Fourth, nodes exhibit heterogeneous
performance, which complicates capacity planning and
compliance with service level agreements in clinical
environments [16].

The limitations in blockchain-EHR studies are infrequently
addressed, yet they significantly impact real-time access,
scalability, and regulatory preparedness [17-19].

RSA in blockchain-related healthcare settings. Because of
its extensive tooling, mature standardization, and
compatibility with compliance frameworks (PKCS #1 v2.2,
for example), RSA continues to be a practical cornerstone for
key management and data protection in clinical information
systems [20, 21]. RSA has well-known security guarantees
(IND-CCA2 and EUF-CMA, respectively) that are suitable for
regulated EHR environments when instantiated with
contemporary schemes—RSA-OAEP for confidentiality and
RSA-PSS for authenticity [22]. However, when dealing with
bursty or latency-sensitive workloads, traditional deployments
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may become performance bottlenecks in permissioned
ledgers. This is because large-exponent modular arithmetic
and key generation introduce non-trivial mean latency and
variance, which can spread to end-to-end service times [23-
25].

Although engineering variants, such as CRT-RSA and
multi-prime RSA, reduce exponentiation cost and can increase
throughput, they also entail implementation risks (such as
fault-injection sensitivity in CRT recombination) and
parameter-selection trade-offs that must be carefully managed
to maintain security margins [26, 27]. These observations
drive our design decision to introduce a Deterministic-RSA-
Blockchain framework with the following contributions:

* Deterministic exponent derivation. We derive the RSA
public exponent from the digit-sum difference of the prime
factors (p, q), creating a fixed, auditable mapping from inputs
to e. This removes exponent-driven latency variance, improves
cross-node consistency in permissioned settings, and
simplifies compliance and forensics by enabling deterministic
re-derivation of e from key-generation records.

* Holistic variant comparison: benchmark of classical RSA,
CRT-RSA, multi-prime RSA, RSA-OAEP padding, and side-
channel leakage models within an immutable ledger context.

* Smart-contract access control: implementation of fine-
grained on-chain ACLs for authorized decryption requests,
ensuring confidentiality, integrity, and non-repudiation.

The remainder of the paper is structured as follows: Section
2 reviews related blockchain-EHR platforms and RSA
variants; Section 3 presents the proposed system details;
Section 4 presents experimental results, and Section 5 presents
the conclusion and future works.

2. RELATED WORKS

The intersection of blockchain and healthcare has inspired
several platforms aimed at enhancing data security and
authentication. Xia et al. [28] employs an AES-RSA hybrid
encryption scheme within a permissioned ledger, achieving
approximately 200 transactions per second (tx/s) with a 20 ms
latency, but relies on centralized key management.

Table 1. A comparison of blockchain-EHR systems

| MeDShar MedRec  HealthChain |
. Classical .
. Classical RSA- Classical
RSA Variant 2048 RSA- RSA-3072
2048
Key size (bit) 2048 2048 3072
Padding AES-256, PKCS#1
scheme PKCS#1 v2 v2 OAEP
Throughput ~200 ~150 ~250
(tx/s)
Key centralized Random Random
Management
Latency ~20 ~25 ~15
References [28] [29] [30]

Azaria et al. [29] adopts RSA-2048 and PKCS#1 v2
padding to support patient-centric permissions, yielding 150
tx/s and 25 ms latency.

Al-Omar et al. [30] leverages RSA-3072 with OAEP in a
consortium model, reporting around 250 tx/s and 15ms
latency, yet suffers from variable key generation times due to
random exponent selection.

Parallel cryptography research has explored RSA
optimization outside of the blockchain context. CRT-RSA
accelerates decryption by splitting exponentiation across the
prime moduli, yielding roughly fourfold speedups [31], but it
introduced fault-attack vulnerabilities without
countermeasures [32].

Multi-prime RSA generalizes modulus composition to
primes, further reducing computational cost at a slight cost to
per-prime security [33]. RSA-OAEP and RSA-PSS provide
provable IND-CCA2 and EUF-CMA security, respectively,
under the random oracle model, but incur padding overhead
[34, 35]. To date, a unified assessment of these variants in a
blockchain-integrated EHR system is lacking. Table 1
illustrates a comparison of blockchain-HER systems.

3. PROPOSED DETERMINISTIC RSA

The core of our framework integrates a Deterministic RSA
key derivation process with a Hyperledger Fabric blockchain
to secure EHR operation. The system comprises four modules,
as illustrated in Figure 1:

* Key Generation and Encryption: Deterministic
computation of the RSA exponent and OAEP-based
encryption of EHR data.

* Blockchain ledger: Submission of encrypted payload as a
transaction, ensuring immutable storage.

* Smart contract ACL: On-chain access control that verifies
requester roles before permitting decryption.

* Validation and Logging: Peer endorsement, ordering, and
log reconciliation guarantee transaction correctness and
comprehensive audit trails.
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Figure 1. Proposed system modules
3.1 Cryptographic workflow
3.1.1 Key generation
It involves the following steps:
1. Generate two 1024-bit primes P and Q.

2. Compute N = p.q and ¢(N) = (p-1) (g-1).
3. The public exponent is deterministically derived as:

e =X digit (p) - X digit (q), ged (e, ¢(N)) = 1
4. Compute private exponent d as the modular inverse:
D = ¢’!(mod ¢(N))

This construction preserves approximately 112-bit security
against the general number field sieve (GNFS) [L-notation].

3.1.2 Encryption (RSA-OAEP)
1. Apply OAEP padding to the plaintext m:

i = OAAEP (m)

2. Compute the cyphertext:



C =m°® (mod N) (p, g) beyond what a fixed 65537 would.
For deployments that avoid whitelists, a deterministic

3.1.3 Decryption (CRT- Accelerated) “raise-and-repair” rule (start from a large odd e, increment by
1. Compute partial decryption modulo each prime: 2 until co-prime) achieves the same property; we pad the loop
to a fixed bound to remove timing side-channels. With
ml=c ¢md®-Dmod p, OAEP/PSS and constant-time arithmetic, the scheme is at least
as secure as conventional practice, while improving
m2= ¢ 4md®-Dmod q auditability and latency predictability in permissioned
networks.

2. Reconstruct the padded message via the Chinese
Remainder Theorem (CRT):
4. EXPERIMENTAL EVALUATION
m=ml.q (q"! mod p). m2.p (p! mod q) mod N
This section presents a concise overview of our

3. Remove the OEAP padding to recover the original experimental methodology and summarizes the key findings.
plaintext: We evaluate the performance, energy efficiency, and security
of four RSA variants integrated into Hyperledger Fabric
m= OAEP ! (h) Blockchain.
3.2 Security analysis of deterministic exponent derivation 4.1 Testbed
Our deterministic choice of the RSA public exponent does * Hardware: Intel i7-9700 K, 16 GB RAM
not weaken security relative to random-e selection, provided * Software: C#8.0
standard constraints hold (odd, sufficiently large, and co-prime * Dataset: 50 DICOM images (512 % 512), 100 clinical
with @()). To avoid bias or leakage from the mapping, we reports (~ SKB)
bind (p, g) to a small, vetted whitelist of large exponents (e.g.,
65537, ...) via a one-way hash and pick the indexed item; if 4.2 Performance metrics
ged (e, p-1) # lor ged (e, q-1) # 1, we advance
deterministically to the next whitelist value. This guarantees Table 2 presents the metrics for Key Generation,
gcd (e, o(N)) = 1 while revealing no extra information about Encryption, throughput, and energy.

Table 2. Key generation, encryption, throughput, and energy

. . Multi-Prime s Improvement VS. CRT-

Metric Classical RSA CRT RSA RSA Deterministic RSA RSA

Key-gen (ms) 220+ 15 180 +10 160 + 12 110+ 8 39% faster

E““ypt(lr‘;“S)Latency 3043 2542 2242 1241 529% faster

Decrypt(lgl‘;)Latency 60+5 45+3 3542 3542 25% faster
Throughput (tx/s) 200+ 20 260+ 15 260+ 18 325420 25%

Energy (J/tx) 0.30 +£0.03 0.25+0.02 0.22+0.22 0.18+0.01 28% lowreeer
4.3 Discussion and validation Deterministic-RSA transactions consume 0.18 J on average,

versus 0.25 J for CRT-RSA.

The modified RSA variant exhibits consistent performance,
with a reduction in key-generation latency deviation from £8
ms (CRT-RSA) to £2 ms, as indicated by the narrower error
bars in Figure 2. The predictability of response times is
essential in a healthcare setting that demands reliability amid
varying workloads.

Figure 2 highlights the reduced variance of the deterministic
exponent method compared to other RSA variants.

When the number of concurrent requests increases to
between 100 and 1000 simultaneous requests, the
Deterministic-RSA-Blockchain scales linearly up to 800 tx/s
while CRT-RSA plateaus at nearly 650 tx/s.

As seen in Figure 3, the throughput curves demonstrate this
scalability benefit with the Deterministic-RSA approach,
which provides a consistent 20% higher throughput compared . )
to the CRT-RSA approach. Figure 2. Key generation latency

Figure 3 presents comparative performance curves,
confirming that Deterministic-RSA maintains high transaction
rates under heavy workloads.

Energy profiling over a 10-minute window reveals that

Key -Generation Latency

Key- Generation Time (ms)
——
wo L
[l R Y]

RSA Variant

The cumulative energy plot in Figure 4 validates a 28 %
reduction in energy consumption, which is well-suited for
battery-powered medical devices.
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Figure 4 compares the energy usage trends of each RSA
variant, demonstrating long-term efficiency gains of the
Deterministic-RSA.

Throughput VS Concurrent
Transaction
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Figure 3. Throughput (tx/s) vs. concurrent transactions
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Figure 5. Side-Channel leakage comparison

The use of OAEP padding ensures security against adaptive
chosen ciphertext attacks, and the signal-to-noise ratios in
Figure 5 demonstrate that Deterministic-RSA does not pose a
greater leakage risk than CRT-RSA, as indicated by the signal-
to-noise ratios.

Finally, the validation workflow in Figure 6 covers
transaction submission, smart-contract ACL enforcement,
peer endorsement, ordering, and log reconciliation. Our design
embeds HIPAA/GDPR controls: a Consent Registry records
purpose-bound patient permissions (grant/withdraw with
timestamps); every read/write is evaluated against attribute-
based policies and issued a short-lived permit; and all
decisions—approved or denied—are written as immutable
access logs (who/what/when/why, consent snapshot, policy
version) to support HIPAA accounting of disclosures and
GDPR transparency. PHI remains off-chain under encryption;
the chain stores only hashes, consent state, and audit events.
Across 10,000+ transactions, we observed zero
inconsistencies between on-chain entries and application logs,
demonstrating end-to-end integrity and auditable access
control consistent with HIPAA/GDPR requirements.

Figure 6 illustrates the validation workflow. The diagram
outlines each stage of the block submission and verification
process, providing thorough audit trails.

—— & Smart-Contract ACL

__

<— Log Reconciliation

Figure 6. Validation workflow

Together, the tests show that in a Fabric deployment, the
suggested Deterministic-RSA—Blockchain pipeline produces
steady, system-level improvements over traditional RSA
baselines. The method achieves a measurable reduction in per-
transaction energy (Figure 4), maintains near-linear scaling in
end-to-end throughput up to high concurrency levels while
competing variants plateau (Figure 3), and shows significantly
lower variance in key-generation times (Figure 2) in addition
to the reductions in cryptographic latency reported in Table 2.
According to our leakage model, side-channel profiling shows
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no degradation compared to CRT-RSA (Figure 5).
Additionally, the wvalidation workflow yielded zero
inconsistencies across 10,000 transactions, confirming the
auditability and agreement between the ledger/application log
(Figure 6). Although larger datasets and more extensive multi-
organization studies are necessary to test generality under
heterogeneous network and policy configurations, we also
found that these benefits hold under mixed workloads that
combine DICOM images and clinical text, indicating that the
deterministic exponent strategy contributes to more



predictable performance envelopes at the application level,
especially under burst access patterns and edge-device
constraints.

The evaluation indicates that the Deterministic-RSA-
Blockchain framework reduces latency, enhances throughput,
improves energy efficiency, and strengthens security. It
maintains data consistency and ensures complete auditability.
This solution offers high performance, strong protection, and
inherent regulatory compliance, making it suitable for
practical EHR implementations.

5. CONCLUSION AND FUTURE WORK

This work presented a Deterministic-RSA—Blockchain
architecture for EHRs on Hyperledger Fabric that applies
standards-compliant RSA-OAEP encryption and RSA-PSS
signatures, deterministically derives the RSA public exponent
to stabilize key generation, and enforces fine-grained access
via smart-contract ACLs. The framework achieved consistent
and significant gains—key generation was approximately 39%
faster than CRT-RSA, encryption latency decreased by up to
52%, decryption matched the best baseline while displaying
tighter variance, ledger throughput improved by =25%, and
energy per transaction decreased by approximately 28%—all
while preserving accuracy, immutable auditability, and role-
based authorization. These findings suggest that the
operational envelope of permissioned healthcare blockchains
can be expanded through careful cryptographic engineering
(not just ledger configuration), especially for edge devices
with limited battery life and bursty clinical traffic. In the
future, we intend to: (1) implement threshold/MPC RSA to
ensure that no single entity possesses a complete private key;
(2) strengthen against side-channels using blinding, constant-
time exponentiation, randomized CRT recombination, and
active fault-detection, backed by formal leakage models; (3)
integrate HSM/KMS for policy-driven key rotation, escrow,
and cryptographic erasure in compliance with HIPAA/GDPR;
(4) pursue hybrid post-quantum transitions (e.g., Kyber+tRSA-
OAEDP, Dilithium+PSS) and measure the effects of latency and
size.
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