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In the continuous casting process, maintaining precise control over the mould level is
essential to ensure product quality, prevent defects, and optimize operational efficiency.
Mould Level Control (MLC) in Free Stream operations presents unique challenges, as it
requires accurate and stable control amidst dynamic process variations and complex
interdependencies between sensors, actuators, and controllers. This paper presents a case
study conducted at a steel plant located in Bellara, E1 Milia — Jijel, Algeria, which utilizes
a 120-ton Electric Arc Furnace (EAF) operating at a tap temperature of approximately
1630°C. The process is controlled via a Siemens PLC-based automation system.
Continuous casting is performed using a curved-type machine (3BLC 0905), featuring
five strands, a casting section of 150 X150 mm, and a maximum casting speed of 3.5
m/min. The system includes a ladle turret, 30-ton tundish, mould, and withdrawal system,
and is used to produce low-carbon steel grades (C < 0.13%, Al < 0.006%). System-
Theoretic Process Analysis (STPA) is applied to identify and mitigate hazards in MLC
systems under Free Stream conditions. The analysis highlights unsafe control actions
(UCAs), actuator delays, and sensor inaccuracies, and proposes improvements in control

logic, calibration, and response strategies to enhance system safety and reliability.

1. INTRODUCTION

Continuous casting is a fundamental process in steel
manufacturing, where molten steel is transformed into solid
billets. This method enables efficient, high-volume production
with precise control over the dimensions and quality of steel
products [1]. At the center of this process is MLC, which keeps
the molten steel at a consistent level in the mould. Maintaining
this level is critical because even small fluctuations can result
in defects like surface cracks, slag inclusions, or internal voids,
compromising the steel’s quality and structural integrity [2].

The MLC system operates through a closed-loop control
structure. A radioactive sensor monitors the steel level in real
time, feeding data to a Programmable Logic Controller (PLC),
which uses a Proportional-Integral-Derivative (PID) algorithm
to adjust the withdrawal speed of the strand [3]. This setup is
effective under regular casting conditions, providing stability
and accuracy that meet quality requirements. However, under
Free Stream mode, where the steel flows freely into the mould
without the stabilization of a submerged entry nozzle, MLC
faces unique challenges. In this mode, the absence of hydraulic
damping and directional control from the nozzle makes the
steel surface highly unstable, leading to amplified level
oscillations. The inflow becomes more turbulent, and the
system must cope with rapid and nonlinear fluctuations in flow
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rate, which are harder to predict and control. In this mode, the
system must adjust dynamically to constant variations in flow
rate and respond quickly to prevent unsafe fluctuations [4].

These dynamic variations are further complicated by delays
in sensor feedback, noise in signal processing, and limited
actuator response times [5].

Compounding this challenge are potential delays in
feedback from sensors and actuator response times, making it
difficult to maintain steady levels and increasing the risk of
hazardous situations like overflow or underfill [6].

Traditional hazard analysis methods, such as Failure Mode
and Effects Analysis (FMEA) and Fault Tree Analysis (FTA),
are commonly used to evaluate risks in systems like MLC.
These methods are effective in examining single-point failures
or identifying linear cause-and-effect relationships. However,
they are less capable of modelling the dynamic and time-
sensitive nature of control systems operating in Free Stream
mode. For example, traditional analyses may not detect risks
arising from the combined effect of slight actuator lag and
sensor drift, which—though individually insignificant—can
jointly create UCAs [7].

Continuous casting in Free Stream mode is a complex
system, where hazards often emerge from interactions
between multiple components and control loops, rather than
isolated failures. Traditional methods can struggle to account
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for these interactions, potentially leaving critical risks
unaddressed.

To address these limitations, this study employs STPA, a
systems-based hazard analysis technique that takes a broader
view of safety by considering the entire control structure.
STPA differs from conventional methods by focusing on
UCAs and feedback loop dependencies rather than just
component failures. Developed for complex, interdependent
systems, STPA is especially suitable for analyzing MLC under
Free Stream conditions, as it allows analysts to detect hazards
that emerge from incomplete, delayed, or incorrect control
actions, even when system components are technically
functioning.

In this study, STPA is used to model the MLC control
structure and systematically identify UCAs that could lead to
hazards, such as unstable level fluctuations, overflow, or
underfill—all of which have serious implications for safety
and product quality. This analysis uncovers potential
vulnerabilities that might not be detected by traditional
methods, such as delayed actuator responses, inaccurate sensor
feedback, and unintended feedback loop effects. The insights
gained from this approach allow for targeted recommendations
to enhance system reliability.

The primary contributions of this study are as follows:

First application of STPA to MLC in Free Stream mode:
No prior study has analyzed this system using a system-
theoretic approach, despite frequent issues like breakouts,
mould overflow, and unstable level fluctuations.

Identification of critical unsafe control actions: This
study uncovers previously unrecognized risks arising from
sensor inaccuracies, actuator delays, and operator
interventions, which traditional methods may overlook.

Targeted recommendations for improved safety and
reliability: By addressing control system weaknesses, this
work provides insights to enhance sensor accuracy, improve
actuator response, and refine operator decision-making,
reducing the likelihood of serious accidents.

In summary, this work demonstrates the value of applying
STPA to the complex challenges of MLC in continuous
casting. By identifying and mitigating risks that arise from
control interactions and system dependencies, this study
contributes to advancing safety, quality, and stability in steel
manufacturing. Ultimately, these insights support more robust
and reliable production, reducing the likelihood of defects and
enhancing the overall efficiency of the casting process.

2. LITERATURE REVIEW

Studies on hazards in continuous casting and MLC have
identified several critical risks and strategies for addressing
them. Research by Shuaib et al. [8] on metal processing
factories in Malaysia highlights significant hazards such as
poor training, failure to follow Standard Operating Procedures
(SOPs), and lack of personal protective equipment (PPE),
which can lead to consequences like fire, explosions, and
improper handling of molten materials. Their study
emphasizes the importance of risk management frameworks
like Hazard Identification, Risk Assessment, and Risk Control
(HIRARC) to manage these risks effectively.

In another study, Sadi et al. [9] focus on traditional metal
casting in Ceper Klaten, Indonesia, identifying risks such as
improper handling of raw materials, exposure to heat, and
chemical radiation. They stress the importance of
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implementing SOPs, better workplace organization, and
regular training to reduce these hazards. While their study does
not directly address continuous casting, its emphasis on
improving safety practices is highly relevant to similar
operations.

Putri et al. [10] provide a more specific examination of
hazards in MLC and continuous casting. They identify key
risks, including molten metal splashes, uneven casting results,
and ergonomic challenges, and recommend measures such as
improving lighting, redesigning workspaces, providing PPE,
and conducting regular safety training. Their use of the Hazard
Identification Risk Assessment and Risk Control (HIRARC)
method demonstrates its effectiveness in identifying and
mitigating high-risk activities in casting processes.

Adding to this, the Hazard Identification and Risk
Assessment (HIRA) study at the Bokaro Steel Plant offers a
broader perspective on the risks associated with continuous
casting operations. It highlights high-risk activities like
handling molten metals and hazardous gases, with hazards
such as gas leaks, explosions, and toxic cloud dispersion
posing significant threats. The study recommends advanced
measures, including regular inspections, use of gas monitoring
systems, improved emergency response protocols, and strict
adherence to engineering and procedural standards to contain
potential hazards within plant premises. These measures
underline the importance of integrating robust safety
mechanisms into high-risk operations like MLC [11].

Together, these studies demonstrate the utility of traditional
methods like HIRARC and HIRA for addressing immediate
risks but also highlight the limitations of these approaches for
managing systemic and dynamic hazards.

Advanced techniques such as STPA offer a way to address
these gaps by considering the interactions between humans,
machines, and control systems in continuous casting. For
instance, Naeini and Nadeau [12] applied STPA to assess
occupational health and safety (OHS) and operational risks
associated with the use of data gloves in industry 4.0 assembly
contexts. Their findings indicate that STPA provides a
systemic view of control structures, effectively identifying
UCAs and loss scenarios in complex manufacturing systems.

Further expanding on systemic approaches, Naeini and
Nadeau [13] conducted a critical review of the application of
FRAM and STAMP in manufacturing within the industry 4.0
context. They concluded that, despite limited studies, these
methods are promising for analyzing digital manufacturing
risks, especially concerning wearable technologies, and
emphasized the need for further research in this area.

In the domain of human-robot collaboration, Zacharaki et al.
[14] introduced a method combining STPA with partially
observable markov decision processes (POMDP) to enhance
decision-making in collaborative environments. Their
framework enables real-time safety assessments by
associating system states with safety levels, thereby guiding
the system towards safer operational states.

Addressing energy storage systems, Bu et al. [15] utilized
STPA alongside fuzzy evaluation to analyze operational risks
in containerized lithium-ion battery energy storage systems.
Their study identified numerous UCAs and proposed
countermeasures to improve system safety and reliability.

Moreover, Karevan and Nadeau [16] reviewed the role of
industry 5.0 in mitigating human error risks in manufacturing,
particularly through the use of Internet of things (IoT) and
wearable devices. They highlighted the necessity for
comprehensive models to assess human error risks associated



with these technologies, suggesting that systemic methods like
STPA could be instrumental in this endeavor.

In the maritime industry, Manzur et al. [17] conducted a
literature review on risk and safety management of
autonomous systems, recommending STPA as the optimal
method for handling complex socio-technical systems due to
its comprehensive nature and ability to provide actionable
safety recommendations.

By integrating traditional methods like hirarc and hira with
advanced systemic approaches such as stpa, organizations can
develop a more holistic understanding of risks in continuous
casting and MLC processes. This combination facilitates the
identification of both immediate and systemic hazards,
enabling the implementation of more effective safety measures
in complex industrial environments.

3. SYSTEM DESCRIPTION

The key control parameter of continuous casting is
matching the flow of liquid steel into the mold with the
withdrawal speed of the strand out of the mold [18]. The
control of flow rates is accomplished by the tundish, a small,
refractory-lined distributer that is placed over the mold and
that receives steel from the furnace ladle (see Figure 1).
Withdrawal speed is controlled by driven rolls, which contact
the strand at a point where it has already developed a thick,
solidified shell [19].

3.1 Mould level control free stream:

The mould level is acquired by a radioactive transducer and
is controlled by adjusting the withdrawal speed of the casting

process. The MLC system consists of the following equipment:

Radioactive Level Detector - A001: This device is responsible
for measuring the molten metal level in the mould. The
detector is strategically positioned to ensure accurate and
consistent level monitoring [20].

The Figure 2 illustrates the radioactive level detector in both

side and top views. The side view highlights the horizontal
positioning and mechanical connections, while the top view
provides an overview of the detector's alignment and its
interface with the mould system.

The casting speed is automatically controlled in order to
perform:

e  Machine start
Mold level holding to the set point

The machine start (auto start) is performed to fill the mould
with steel until the proper level set point is achieved; the
casting speed is then controlled to maintain the level constant
at the set point.

The mould level is maintained at the target value by
controlling the withdrawal speed. The control is performed by
mean of closed loop controller, which is executed by the PLC.
The controller compares the current mould level with the
target value; the difference is computed by a PID algorithm
that generates the casting speed reference [21].

The response of the level PID algorithm is automatically
changed based on the mould size; the PID response is also
changed in order to better react to the situations that during the
cast may require a different response time.

There are two families of regulator constants:

Autostart constants
PID Regulator constants

Autostart constants (initial speed, speed ramp, initial
tundish weight for autostart...) are stored in cast practice
recipes.

PID Regulator constants (Kp, Ki, Kd, output limits...) are
saved in several data tables in PLC. Cast practice recipes just
select which one of the tables must be used for the product.

The machine stop is done by actuating the Calibrated
Nozzle Change (CNC) device. Fast Nozzle Change (FNC)
system inserts a blind nozzle in order to close the strand when
needed, both in normal and emergency situations.

Casting speed depends by the level regulator so it can only
be changed by inserting a different size metered nozzle.
Nozzle change is done using the CNC device.

The Figure 3 shows the control algorithm schematic [20].
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tundish
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Figure 1. Continuous casting process in steel manufacturing
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Figure 2. Mould level detector arrangement [21]
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Figure 3. Free stream level control block diagram

3.2 Operator basic interfaces

Control level:

Remote mode: The mould level is controlled by
changing the casting speed; it is the normal operating
level for casting.

Local mode: The mould level is controlled by the
operator from the strand control station, it is used in
case of level sensor failure.

Control modes:
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Manual: This mode is enabled when on the strand
control station the speed control is set to local; the
selection is performed using the REMOTE SPEED
pushbutton.

When the manual mode is selected, the cast speed is switch
to the manual preset reference with the preset ramp coefficient.
This manual reference can then be adjusted by acting on the
zero spring return selector switch increase - 0 - decrease.
Automatic: This mode is enabled when on the strand
control station the speed control is set to remote.



Sequence start

v

1
Opening of the steel stream
(manually by the operator)

2
The mould is filed with steel

3
Mould level greater than
threshold ?

Start of withdrawal motors up
to achieve target initial speed;
at preset speed ramp

5 Mo

Fimal speed has been
achieved

PID algorithm is enabled and
controls the speed;
target level is set on HMI

8
Level is stabilized
{error from set is less
than limit)

Yes
h J

9
Target level is set at final
setpoint

!

10
Sequence end

Figure 4. Autostart sequence graph

When the automatic mode is enabled the casting speed is
controlled automatically in order to maintain constant the
mould level.

The strand control station horn is activated to indicate a
system failure as:

- Automatic is selected but the permissions are not
achieved

- Mould level is above 90%

- Mould level is below 30%

- Level deviation from setpoint is above 20% [22].

Emergency Closing

It is always enabled and performed with the CNC system.

3.3 Operating sequences

Automatic start sequence
This sequence is started as soon as the auto mode for MLC
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is selected, then the sequence waits for the operator to
manually open the strand.

When the mould level threshold for machine start is reached,
the extraction motors are started. Once the level has reached
the target level, the sequence ends and the control is switched
in automatic [20].

Sequence start

This flowchart (Figure 4) outlines an automated sequence
for maintaining and stabilizing the mold level, using PID
control to fine-tune the process as it progresses.

4. STPA METHODOLOGY AND APPLICATION
4.1 System-Theoretic Process Analysis (STPA)

STPA is a relatively new hazard analysis technique based



on an extended model of accident causation [23]. In addition
to component failures, STPA assumes that accidents can also
be caused by unsafe interactions of system components [24,
25].

The STPA can be used even before a design is complete, as
it helps guide the design process based on its findings [26]. By
focusing on the dynamic, top-down interactions of various
system components through control loops [27]. The STPA
hazard analysis involves four main steps:

Step 1: Define the Purpose of the Analysis

e Identify Losses: Determine unacceptable losses to
stakeholders, such as loss of life, property, or
mission [28].

e Identify System-Level Hazards: Define hazardous
system states or conditions that, in worst-case
environmental conditions, will lead to losses [29].

e Identify System-Level Constraints:  Derive
constraints that need to be enforced to prevent hazards
[30].

o Refine Hazards (Optional): Break down system-level
hazards into more detailed sub-hazards for complex
analyses.

Step 2: Model the Control Structure

Develop a hierarchical control structure that represents the
functional relationships and interactions within the system
[31]. Include:

e  Controllers
e Control actions

Step 1: Define the Purpose of the Analysis <+————

Create a hierarchical model with control loops,

feedback, and controllers. "

Identify Unsafe Control Actions such as
incorrect actions or delays.

Define loss scenarios and potential hazards. —»

Refine control actions and scenarios based

on new findings.

Step 2: Model the Control Structure

—» Step 3: Identify Unsafe Control Actions (UCAS)

Step 4: Identify Loss Scenarios

_Is the system defined well? ‘

e Feedback loops
e Controlled processes [32].
Use abstraction and iteration to manage complexity, starting
with a high-level structure and refining it as needed [33].
Step 3: Identify Unsafe Control Actions (UCAs)
For each control action:
Examine how it could lead to the identified hazards [34].
Classify UCAs:
e Not Provided when needed.
e Provided Incorrectly or in an unsafe manner.
e Provided at the Wrong Time or in the Wrong Order.
e Stopped Too Soon or Applied Too Long [35].

Step 4: Identify Loss Scenarios
Develop scenarios explaining how UCA might arise due to:
e Inadequate or incorrect feedback.
e  Design errors or inadequate requirements.
e Component failures or unsafe interactions.
e Situations where safe actions are improperly
executed [36].
Outputs
e Functional safety constraints and requirements to
prevent hazards.
e  Mitigation measures or design improvements [37].
e  Test plans and evaluation criteria [38-41].
The Figure 5 illustrates the systematic steps involved in
conducting a STPA.

.
v
'

v

Refine Control Actions and Scenarios

v

Outputs

Figure 5. STPA process flowchart



4.2 STPA application

4.2.1 Define purpose of the analysis
Losses:

e L1: Personnel Injury or Fatalities: Potential for
serious injury or fatalities to operators or nearby
personnel.

e L2: Environmental Contamination: Emission of
potentially harmful byproducts.

e L3: Equipment Damage (Economic Loss):

Significant damage to the MLC system components, such
as radioactive detectors, PLCs, actuators, or motorized
withdrawal drives, leading to expensive repairs or replacement
costs. Structural damage to the casting mould or surrounding
equipment due to uncontrolled molten steel overflow or other
process malfunctions.

e L4: Loss of Process Efficiency or Production
Downtime: Reduced production efficiency, quality control
issues, or a complete halt in operations resulting in substantial
economic losses.

4.2.2 System-level hazards

H-1: Mould level exceeds upper threshold (overflow) [L1,
L2, L3, L4]. Potential for molten steel overflow due to failure
to control level, leading to safety hazards, environmental
contamination, equipment damage, and production downtime.

H-2: Mould level drops below lower threshold (underfill)
[L3, L4]. Insufficient steel level in the mould, which may
result in casting defects, equipment wear, and interruptions in
production.

H-3: Significant instability in the molten steel level [L1, L3,
L4]. The mould level fluctuates excessively, reducing control

precision, affecting steel quality, and increasing the likelihood
of process inefficiencies.

H-4: Loss of controlled molten steel flow from the mould
[L1, L3, L4]. The system is unable to regulate the flow of
molten steel, resulting in an uncontrolled release that could
endanger equipment and personnel.

H-5: Interruption of continuous casting [L1, L3, L4]. A
mould level issue disrupts the continuous casting process,
causing production delays and reducing overall efficiency.

4.2.3 System-level contraints

SC1: The mould level must not exceed the upper allowable
threshold under any operating conditions to prevent overflow
and associated hazards [H-1].

SC2: The mould level must be maintained above the lower
threshold at all times to ensure adequate steel flow and prevent
casting defects [H-2].

SC3: The MLC system must maintain stable operations by
minimizing fluctuations in molten steel level to prevent
instability and ensure process reliability [H-3].

SC4: The MLC system must regulate molten steel flow
precisely under all operating conditions to prevent
uncontrolled releases from the mould [H-4].

SCS5: The continuous casting process must operate without
interruptions caused by MLC issues, ensuring consistent
production flow [H-5].

4.2.4 Model the control structure

The control structure for the MLC system in the continuous
casting process is illustrated in the Figure 6. This structure
integrates human interaction with automated systems to
maintain safe and precise control over the molten steel level
(see Table 1).

Human Operator

Setpoints & Overrides

h 4

¥
Warnings & Alerts

Process Model

Human Machine Interface

Provide Operaﬂbnal Parameters

Control Cé)mmands

Alarms & Status

x ¥

Speed Command Programmable Logic

Controller

Feedback—

—Level DalaJ

Mould Level Detector

Calibrate Nozzle

Withdrawal Drive

Calibration Status

Drive Command  Feedback

System Status__
Control Command

Activate

CNC - Calibrated Nozzle
Change

Emergency Closing System

| Withdrawal Motors Drive

Hydraulic Control Unit

Figure 6. Control structure for the case study
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Table 1. Unsafe control action

Control Action

Not Providing Causes Hazard

Providing Causes Hazard

Too Early, Too Late,
out-off Order

Stop Too Soon,
Applied Too
Long

UCA-1:
The controller does not provide

Adjust Mould "adjust mould level" command
Level when level is too high or low,
causing overflow or underfill [H-
1,2,3,4,5]
UCA-4:
Increase The controller does not provide
Withdrawal "increase speed" command when
Speed required to prevent overflow [H-
2]
Decrease UCA-7: .
. The controller does not provide
Withdrawal " N
Speed decrease speed" command when

Setpoints &
Overrides from

required to prevent underfill [H-1]

UCA-10:
operator does not set the correct
mould level target during
initialization, process changes, or

UCA-2:
The controller provides an 'adjust
mould level' command when the
level is already optimal, causing
unnecessary level changes, which
can lead to high or low levels and
potentially result in overflow or
underfill [H-2,3,5]

UCA-5:

The controller provides "increase
speed" command when level is
optimal or low, leading to
potential underfill [H-1,3]

UCA-8:

The controller provides "decrease
speed" command when level is
optimal or high, causing overflow
[H-2,5]

UCA-11:
Operator sets a level override

Human adjustments, leading to deviations unnecessarily, causing
Operator to J » cading unpredictable level changes [H-
from the optimal level and
HMI m . 23]
resulting in potential overflow or
underfill [H-1,2]
UCA-14: UCA-15:
Emergency The emergency close command is The emergency close system is

Closing System

not activated during a critical
level event, risking overflow [H-
2,5]

triggered without need, disrupting
flow and causing underfill [H-
1 ’5]

UCA-3:

The controller provides
"adjust mould level"
command too late,
causing excessive level
deviation before
correction [H-1,3,5]

UCA-6:

The controller provides
"increase speed"”
command too late, failing
to prevent overflow [H-
2,3]

UCA-9:

The controller provides
"decrease speed"
command too late, leading
to excessive fill [H-1,2]

UCA-12:
Operator adjusts setpoints
too late to correct level
deviation, causing
prolonged instability [H-
1,2]

UCA-16:

The emergency close
command is delayed,
failing to prevent
overflow in time [H-2,3]

N/A

N/A

N/A

UCA-13:
Operator keeps
override active

too long, leading
to non-standard
operation [H-2]

N/A

Table 2. UCA prioritization and risk level

UCA ID Prob. (P) Sev. (S) RL = PxS
UCA-1 4 5 20
UCA-2 3 4 12
UCA-3 4 4 16
UCA-4 3 4 12
UCA-5 3 3 9
UCA-6 4 4 16
UCA-7 3 3 9
UCA-8 3 4 12
UCA-9 4 4 16
UCA-10 4 5 20
UCA-11 3 3 9
UCA-12 4 4 16
UCA-13 3 3 9
UCA-14 4 5 20
UCA-15 3 3 9
UCA-16 4 5 20

4.2.5 Identify UCA

To identify Unsafe Control Actions (UCAs), the control
structure of the Mould Level Control (MLC) system is first
analyzed (see Figure 6). This structure captures the
interactions between the human operator, Programmable
Logic Controller (PLC), Human-Machine Interface (HMI),
and actuating elements such as the withdrawal drive and
emergency closing system. For each control action issued by
these components, we examine the conditions under which
that action—if not provided, provided incorrectly, provided
too early or too late, or applied for too long—could lead to
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hazardous states. These scenarios are systematically listed in
the tables to highlight how inadequate or inappropriate control
decisions can compromise system safety and stability. The
identified UCAs form the foundation for subsequent loss
scenario development and mitigation strategies.

Table 3. UCA risk ranking

UCA ID
UCA-1
UCA-10
UCA-14
UCA-16
UCA-3
UCA-6
UCA-9
UCA-12
UCA-2
UCA-4 12

UCA-8

UCA-5

UCA-7

UCA-11 9
UCA-13
UCA-15

RL =PxS

20

16

4.2.6 Prioritization and risk ranking of UCAs

In coordination with the Electrical and Instrumentation
Maintenance Department, the Safety Department, and the
production team of our meltshop plant, we utilized the existing
HIRA of the plant to prioritize and rank the UCAs. Based on



the HIRA, we evaluated the probability (P) and severity (S) of
each UCA, and calculated the risk level (RL) as the product of
P and S. Tables 2 and 3 illustrate the prioritization of UCAs
according to their respective risk levels. This risk ranking
allows us to focus on the most critical UCAs.

4.2.7 Identify loss scenarios
» Control Action: Adjust Mould Level:

UCA-1: The controller does not provide “adjust mould level”
command when level is too high or low, causing overflow or
underfill [H-1,2,3,4,5].

e LS-1: The controller does not provide "adjust mould
level" command due to incorrect sensor feedback
showing level within the acceptable range.

e LS-2: The controller does not provide "adjust mould
level" command due to logic errors in the software
causing the level condition to be misinterpreted.

e LS-3: The controller does not provide "adjust mould
level" command due to a failure in the control hardware
(e.g., power issue or communication failure with the
HMI).

UCA-2: The controller provides "adjust mould level"
command when level is optimal, causing unnecessary level
change [H-2,3,5].

e LS-4: The controller provides "adjust mould level"
command unnecessarily due to a miscalibrated sensor
indicating an incorrect level.

e LS-5: The controller provides "adjust mould level"
command due to an erroneous software update or bug
affecting the controller logic.

UCA-3: The controller provides "adjust mould level”
command too late, causing excessive level deviation before
correction [H-1,3,5].

e LS-6: The controller provides "adjust mould level"
command too late due to delayed response from the
level sensor.

e LS-7: The controller provides "adjust mould level"
command too late due to communication latency
between the sensor and the controller.

» Control Action: Increase Withdrawal Speed

UCA-4: The controller does not provide "increase speed"
command when required to prevent overflow [H-2].

e LS-8: The controller does not provide "increase speed"”
command due to sensor malfunction, failing to detect
the need for speed increase.

e LS-9: The controller does not provide "increase speed"
command due to a fault in the controller logic
misinterpreting level data.

UCA-5: The controller provides "increase speed" command
when level is optimal or low, leading to potential underfill [H-
1,3].

e LS-10: The controller provides "increase speed"
command due to a software error in the HMI.

e LS-11: The controller provides "increase speed"
command due to faulty sensor data, misinterpreting a
low-level condition.

UCA-6: The controller provides "increase speed" command
too late, failing to prevent overflow [H-2,3].

e LS-12: The controller provides '"increase speed"
command too late due to a communication delay
between the HMI and PLC.

e LS-13: The controller provides "increase speed"
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command too late due to slow processing in the
controller caused by software inefficiencies.

» Control Action: Decrease Withdrawal Speed

UCA-T7: The controller does not provide "decrease speed"”

command when required to prevent underfill [H-1].

e L.S-14: The controller does not provide "decrease
speed" command due to faulty sensor readings
indicating adequate level.

e LS-15: The controller does not provide "decrease
speed" command due to a hardware issue in the
controller preventing proper command issuance.

UCA-8: The controller provides "decrease speed"

command when level is optimal or high, causing overflow [H-
2,5].

e LS-16: The controller provides "decrease speed"
command due to incorrect feedback from the level
Sensor.

e LS-17: The controller provides "decrease speed"
command due to a programming error in the controller.

UCA-9: The controller provides "decrease speed"

command too late, leading to excessive fill [H-1,2].

e LS-18: The controller provides "decrease speed"
command too late due to delayed sensor response.

e LS-19: The controller provides "decrease speed"
command too late due to delayed processing within the
control logic.

» Control Action: Setpoints & Overrides from
Human Operator to HMI
UCA-10: Operator does not set correct mould level target,
leading to deviation from optimal level [H-1,2].

e LS-20: Operator does not set correct target due to a
display error on the HMI, causing misinterpretation of
level requirements.

e LS-21: Operator fails to set correct target due to
inadequate training on override functions.

UCA-11: Operator sets a level override unnecessarily,
causing unpredictable level changes [H-2,3].

e LS-22: Operator sets an override unintentionally due to
HMI interface complexity.

e L.S-23: Operator sets an override based on incorrect
sensor data indicating a deviation.

UCA-12: Operator adjusts setpoints too late to correct level
deviation, causing prolonged instability [H-1,2].

e 1.S-24: Operator delays adjustment due to poor data
visualization on the HMI.

e LS-25: Operator delays adjustment due to inadequate
alerts or communication issues.

UCA-13: Operator keeps override active too long, leading
to non-standard operation [H-2].

e LS-26: Operator forgets to remove override due to lack
of system prompts.

e LS-27: Operator keeps override due to inadequate
knowledge of override timing requirements.

» Control Action: Emergency Closing System
UCA-14: The emergency close command is not activated
during a critical level event, risking overflow [H-2,5].

e LS-28: The emergency close system does not activate
due to power supply failure.

e LS-29: The emergency close system does not activate
due to controller hardware malfunction.

UCA-15: The emergency close system is triggered without
need, disrupting flow and causing underfill [H-1,5].



e LS-30: The emergency system triggers unnecessarily
due to a sensor error indicating high level.

e L.S-31: The emergency system triggers due to
misconfiguration in the control logic.

UCA-16: The emergency close system is delayed, failing to
prevent overflow in time [H-2,3].

e L.S-32: The emergency close system is delayed due to
communication delay between the sensor and the
controller.

e L.S-33: The emergency close system is delayed due to
a controller software issue that slows the command
execution.

Safety requirements are shown in the Table 4.

Table 4. Safety requirements

Loss Scenarios Safety Requirements
- Use faster and more responsive
Sensors.
- Ensure regular sensor
calibration and testing to ensure
accurate readings.

- Optimize sensor placement to

ensure quicker detection.

- Improve feedback loop settings

and reduce any unnecessary
processing steps.

- Upgrade the controller’s hardware
or streamline the software for faster
processing.

- Prioritize critical control paths to
minimize delays.

- Optimize algorithms and, if
necessary, upgrade the controller’s
resources.

- Upgrade to high-speed
communication protocols and reduce
network traffic.

- Introduce redundant
communication paths and improve
error detection mechanisms.

- Provide continuous operator
training and feedback to build
confidence.

- Develop clear and concise
operational procedures for operators.
- Regularly review manual override
settings to avoid unnecessary delays.
- Periodically review and adjust
setpoints based on actual
performance.

- Optimize task management to
reduce operator fatigue.

- Minimize external pressure and
clarify operational priorities for
operators.

- Provide decision-support tools for
setpoint adjustments.

- Redesign HMI for better usability,
focusing on simplicity and clarity.
- Highlight critical information on
the HMI.

- Ensure real-time updates and data
accuracy on the HML
- Improve the speed and accuracy of
condition monitoring and alarms.

- Use stable power sources, voltage
regulators, or UPS systems to ensure
consistent performance.

LS-1,LS-5, LS-6, LS-
11,LS-14,LS-17, LS-
18, LS-21,LS-23, LS-24

LS-2,LS-4,LS-9, LS-
12, LS-15, LS-20, LS-
22,LS-25

LS-7,LS-16, LS-19, LS-
26

LS-29, LS-30, LS-31,
LS-32,LS-34

LS-28, LS-33

LS-3,LS-8, LS-10, LS-
13, LS-27
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- Install backup power systems to
maintain stable operation during
power outages.

5. CONCLUSION

In this study, we used STPA to examine the safety and
reliability of MLC in Free Stream operations within the
continuous casting process. Given the critical role of MLC in
maintaining product quality and preventing defects, it’s
essential to manage hazards that could disrupt mould level
stability. Free Stream operations pose unique challenges, as
the system must handle a highly dynamic environment where
traditional hazard analysis methods might overlook critical
interactions.

Through STPA, we identified key UCAs and associated loss
scenarios that could lead to issues like level instability,
overflow, or underfill—each with potential consequences for
both process safety and steel quality. Our analysis revealed
specific areas for improvement, such as optimizing sensor
accuracy and placement, refining controller feedback loops,
and improving communication protocols within the system.

The insights gained from this study highlight the practical
benefits of using STPA for complex industrial systems. The
recommendations we provided—covering sensor upgrades,
controller adjustments, and operator support enhancements—
offer actionable steps to strengthen the MLC system’s
resilience. This work not only reinforces the value of a
systems-theoretic approach in continuous casting but also
opens doors for future studies to further enhance the safety and
robustness of manufacturing processes in steel production.

However, this study also presents certain limitations. The
proposed mitigation strategies have not yet been validated
through simulation or experimental testing. Additionally,
external disturbances such as signal noise, fluctuating casting
speeds, or human operator delays were not quantitatively
modelled in this analysis. These factors could influence system
behaviour and should be considered in future evaluations.

Future work may include simulating the MLC control
environment under varying operational conditions to test the
effectiveness of proposed mitigation measures. Further studies
could also explore hybrid approaches that combine STPA with
traditional techniques (e.g., FMEA or HAZOP) for a more
comprehensive safety assessment. Expanding the scope of the
analysis to other subsystems involved in the continuous
casting process may provide additional insights into systemic
risks across the steel production line.
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