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The Internet of Things (IoT) is an intelligent paradigm integrating users from the physical 

world to the cyber domain, enabling sensing, detection, communication, and decision-

making processes. These systems enhance comfort, safety, reliability, and operational 

efficiency. To ensure secure, distributed storage and computation, IoT is now integrated 

with Edge Computing Devices (ECDs). However, internet-enabled communication 

networks expose these devices to increasing cyber threats, raising concerns about 

reliability and security breaches. Blockchain technology, a transparent and distributed 

database, offers high credibility, traceability, and versatility. Yet, deploying blockchain 

in IoT devices demands substantial computational resources, posing new challenges in 

combating data manipulation and unauthorized access. This research proposes a 

blockchain-driven lightweight encryption method using fractional-order logistic maps, 

Henon, and tent chaotic systems (BDLE-FOLHT). The integration of these chaotic maps 

generates highly random encryption keys to secure data transmitted via IoT devices. 

Encrypted data is securely stored in the blockchain, enhancing protection. Extensive 

experiments using benchmark medical image datasets demonstrate the proposed method’s 

superiority over existing encryption frameworks. The BDLE-FOLHT scheme achieves 

strong security metrics with NPCR of 95.5%, UACI of 32.90, and entropy of 7.9. 

Furthermore, the randomness of the encrypted output is validated through the NIST 

randomness test, ensuring robustness and security. 
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1. INTRODUCTION

Rapid expansion of 5G and Wi-Fi, IoT, has shown the rapid 

development and exploded its growth in various domains like 

healthcare, automation, agriculture, and defense systems [1-3]. 

According to the Telecommunication Industry Association 

(TIA), nearly 18 billion devices were connected using IoT by 

the end of 2022 [4]. This paradigm of interconnected devices 

consists of different stages such as collection, processing, and 

communication [5, 6]. However, IoT still has many pitfalls 

such as insecure communication, energy consumption, 

centralized data storage, and privacy breaches [7-9]. 

Edge computing devices (ECDs) have emerged as a 

significant complement to IoT, designed to enhance both 

processing and data storage capacities at the network's edge. 

Within the ECD framework, IoT devices can access resources 

by assigning tasks to adjacent edge servers. These servers are 

positioned near IoT devices and data sources, effectively 

addressing challenges related to security, privacy breaches, 

and system vulnerabilities [10]. 

Moreover, edge node resources can be seamlessly 

incorporated and utilized to reduce the computational, storage, 

and bandwidth constraints typically associated with traditional 

IoT devices. As a result, ECD provides decentralized, low-

latency computing services across various IoT applications, 

including smart cities, smart grids, and smart healthcare [11]. 

However, the constrained resources of IoT devices, diverse 

network infrastructure, and the rapidly changing environment 

pose challenges that prevent the full implementation of many 

existing data security techniques in the Edge-IoT architecture 

[12]. 

Recently, blockchain technology (BCT) has attracted the 

bright light of attraction to reduce the security risks in edge-

IoT devices. Blockchain functions as a decentralized ledger 

that leverages technologies such as peer-to-peer (P2P) 

networking, cryptography, and distributed storage to attain 

key characteristics including decentralization, transparency, 

traceability, security, and immutability [13]. Fundamentally, 

blockchain enhances the reliability of edge nodes—

comprising edge servers and devices in edge computing 

(EC)—by saving vital information within the blockchain [14]. 

Additionally, blockchain facilitates the implementation of 

security mechanisms in EC, such as access control, 

authentication, and privacy safeguarding through well-

structured smart contracts [15, 16]. Moreover, blockchain 

enables edge computing devices (ECDs) to manage diverse 

edge resources via smart contract-driven techniques for 
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resource allocation, task offloading, and resource pricing. In 

return, ECDs support blockchain by offering sufficient 

computational resources for mining tasks. For example, when 

edge devices contribute idle resources similar to edge servers, 

these facilities can be allocated through bidding and trading 

mechanisms for operations. 

The incorporation of blockchain with ECD presents a 

promising approach, as the two technologies complement each 

other in constructing frameworks to address challenges across 

various fields [17]. However, despite its potential, the practical 

deployment of blockchain in edge environments introduces 

significant challenges. Blockchain protocols typically require 

considerable computational resources and storage capacity, 

which may exceed the capabilities of lightweight edge devices 

[18, 19]. The continuous synchronization of data, consensus 

validation, and encryption operations can strain device 

performance and lead to increased latency or power 

consumption. In resource-limited settings, this can 

compromise overall system reliability and even open up new 

vulnerabilities [20]. Thus, achieving a balance between the 

benefits of blockchain and the limitations of edge devices 

remains a critical research concern. 

Motivated by the drawback, this research introduces the 

blockchain-driven light weight image encryption schemes 

which integrate the principles of fractional logistic maps, 

Henon and tent maps to produce the optimum cryptographic 

keys. The design of the integrated chaotic encryption in the 

blockchain is considered to be the novelty of the work. The 

major contribution of this study is as follows: 

1) Proposed Blockchain driven Light weight Encryption 

Framework to be deployed for the IoT-Edge 

computing devices. 

2) Proposed the Combination of the three lightweight 

chaotic maps like tent, fractional logistic maps and 

henon maps for achieving the high secured defence 

system against the unknown growing attacks. 

3) Extensive experimentation is conducted and findings 

are analysed. To demonstrate the efficacy of the 

recommended approach, performance has been 

benchmarked against other cutting-edge frameworks 

in which the recommended model exceeded the 

varied procedures. 

The structure of the paper is organised as pursues: Section 

2 represents the related works designed by varied authors. The 

preliminary description about the Blockchain, types of chaotic 

maps are presented in the Section-3. The recommended 

encryption schemes with the detailed description and its 

deployment in blockchain is detailed in Section-4. The 

experimental implementation, performance validation and 

comparative outcomes are demonstrated in Section-5. Lastly, 

the paper wraps up with the discussion on future prospects in 

Section 6. 

2. RELATED WORKS 

 

Sammeta and Parthiban [21] proposed the Hyperledger 

Blockchain enabled multiple key–based homomorhic 

encryption to produce the optimal key generation that aids for 

the better security analysis. The hosted cuckoo optimization 

technique was adopted in the homomorphism encryption to 

achieve the better security mechanisms. The mechanism of 

this framework leads to high computational which Is not 

suitable for deploying the IoT-Edge devices. 

Ali and Ali [22] presented an chaotic relied security system 

for clinical data. In this technique, a private encryption key is 

generated by the user with the medical center's public key. The 

recommended chaos-relied medical image encryption 

technique encrypts the image using the private key. Then, the 

medical institution creates a collective confidential data by 

merging the encrypted picture, private keys, and electronic 

seal. This mutual key is employed by the administrator to 

decipher the picture, authenticate it using a validation, and 

authorize it once confirmed. 

Hosny et al. [23] proposed an encryption technique utilizing 

fractional-order chaotic systems to secure pictures. The 

process employs the 4D Hyperchaotic Chen System (HCS). 

The framework comprises a three-tier approach developed to 

generate highly random encrypted sequences, incorporating 

dual operations based on the 4D HCS. This method ensures 

optimal randomness, rendering this system exceptionally 

resilient to numerous types of threats. 

Neelakandan et al. [24] introduced an innovative 

blockchain-based system integrated with deep learning (BDL-

SMDTD) to ensure secured healthcare information transfer 

and diagnosis. Initially, the encryption process employed the 

Moth Flame Optimizer with Elliptic Curve Cryptography 

(MFO-ECC), which enhances key generation for ECC using 

the MFO system. Blockchain procedure is then utilized for 

preserving the encrypted images securely. 

Bhaskaran et al. [25] proposed a unique blockchain-enabled 

lightweight cryptography-based image encryption system 

(BC-LWCIE) designed for Industry 4.0 setting. This 

framework generates cryptographic pixel values for image 

encryption from blockchain technology, assuring data privacy 

on Industrial Internet of Things (IoT) platforms. 

Afzal et al. [26] developed a biplane and chaotic image 

encryption technique (BCE) for securing medical images. The 

chaotic key sequence is derived by combining two keys 

generated. Ultimately, following the retrieval of the ciphered 

image from the cryptographic system, the plain medical image 

is reconstructed. However, this procedure has a notably high 

computational cost. 

Table 1 presents the summary of different existing 

techniques handled by the researches. 

 

Table 1. Summary of related works 

 
S. No Reference Technology Results Obtained Advantages Disadvantages 

1 
Sammeta and 

Parthiban [21] 

Hyperledger Blockchain 

with multiple key-based 

homomorphic encryption 

Optimal key generation for 

better security analysis 

Enhanced security 

mechanisms through 

hosted cuckoo 

optimization 

High computational issue 

2 Ali et al. [22] 
Chaos-relied security 

system for clinical data 

Secure encryption of 

medical images 

Private key generation 

with public key of medical 

center 

Requires significant 

processing for mutual key 

decryption 

3 Hosny et al. [23] 
Fractional-order chaotic 

systems using 4D 

Highly random encrypted 

sequences 

Three-tier approach 

ensuring optimal 

Complex implementation 

of dual operations 

1220



 

Hyperchaotic Chen 

System 

randomness 

4 
Neelakandan et 

al. [24] 

Blockchain-based system 

with deep learning (BDL-

SMDTD) 

Secured healthcare 

information transfer and 

diagnosis 

Enhanced key generation 

using Moth Flame 

Optimizer with ECC 

Potentially resource-

intensive due to 

blockchain and deep 

learning integration 

5 
Bhaskaran et al. 

[25] 

Blockchain-enabled 

lightweight cryptography-

based image encryption 

(BC-LWCIE) 

Cryptographic pixel values 

for image encryption 

Data privacy assurance for 

Industrial IoT platforms 

Limited to Industry 4.0 

settings 

6 Afzal et al. [26] 

Biplane and chaotic image 

encryption technique 

(BCE) 

Secure encryption of 

medical images 

Combined key generation 

for chaotic key sequence 
High computational cost 

 

 

3. PRELIMINARY BACKGROUND 

 

This section discusses about the preliminary background of 

blockchain technology and different chaotic principles. 

 

3.1 Blockchain technology 

 

Blockchain has become a foundational technology in 

cryptosystems and various industrial domains because of its 

versatile structure and unique characteristics. Sammeta and 

Parthiban [21] originally introduced blockchain for 

cryptocurrency (digital currency) for monitoring transactions 

managed by third parties and eliminate their involvement. 

Today, this technology has been widely utilised in numerous 

real-world applications, including the IIoT, connected vehicles, 

energy trading systems, smart cities, Industry 4.0, healthcare, 

secure communications, cryptosystems, and more. The 

blockchain framework resembles a P2P network consisting of 

nodes (i.e., blocks) with unique hash values. Each block serves 

as a digital ledger, recording historical data from previous 

transactions conducted within the network. All information on 

the blockchain is permanent and immutable. Figure 1 depicts 

the blockchain framework, highlighting the blocks and their 

features. 

 

 
 

Figure 1. Basic structure of blockchain technology 

 

The genesis node represents the initial block in the 

blockchain structure, remaining constant throughout the 

system. Each block contains immutable attributes such as an 

index, timestamp, previous hash, hash, and data, with 

timestamping ensuring the integrity of stored data, making 

modification nearly impossible. The hash and previous hash 

are key components, updated with each transaction or data 

modification, establishing the chain-like structure by linking 

consecutive blocks. A blockchain framework operates as a 

decentralized system, where nodes are interconnected and 

share data, ensuring transparency and security. This 

integration allows for automated processes through smart 

contracts—self-executing scripts used to enforce rules and 

prevent fraudulent activities. Blockchain can be categorized 

into public and private networks, with public networks like 

Ethereum and Bitcoin supporting commercial applications, 

and private networks tailored to specific organizational needs. 

For secure transaction ledgers, the system uses a certificate 

authority to assign digital certificates to users and nodes, 

ensuring secure authentication and communication. Each node 

plays a role in validating and adding new blocks, maintaining 

data integrity and decentralization. Interaction between edge 

devices and the blockchain is facilitated by the REST API, 

allowing seamless communication between the distributed 

ledger and edge resources. They ensure blockchain’s 

scalability and security when applied in edge computing 

environments. 

 

3.2 Chaotic principles-A background theory 

 

Chaos theory is focused on the behaviour of dynamic non-

linear systems with high sensitivity to initial conditions. 

Therefore, a delta change in the initial conditions leads to a 

substantial change in outputs [27]. Lyapunov exponents are 

used to check the sensitivity of initial criteria. This crucial 

characteristic introduces additional randomness into the 

outputs, which drives numerous researchers to incorporate 

chaotic systems in cryptographic encryptions [28]. The Table 

2 lists the chaotic maps commonly utilized for encryption. 

 

Table 2. List of chaotic maps used for the different 

applications 

 

Lorentz Equation 

�̇� = 𝑥 − 𝑥𝑦 − 𝑧 

�̇� = 𝑥2 − 𝑎𝑦 

z=b x—c z+d 

where, x and y represent the dual 

focus system, Z denotes constant, and 

b is the bifurcation parameter. 

Lorenz-type chaos 

Axes: 

x: -1.8 to +1.8 

y: 0 to +1.8 

z: -0.18 to +0.18 
 

Sandwich chaos 

Axes: 

x: -1.2 to +1.2 

y: 0 to +1.4 

z: -0.1 to +0.1 

t: 0 to 336.  
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Double-horseshoe chaos 

Axes: x range from -1 to 

+1, y from 0 to 2, z from 

-0.1 to +0.1 

 

Screw type of chaos 

Axes: x and y range from 

-10 to +10, z from 0 to 10 

 
 

 

4. BDLE-FOHLT: PROPOSED SCHEME 

 

This section discusses about the different categories of the 

chaotic employed and its application used for the encryption 

and its blockchain technology. 

The recommended architecture is shown in Figure 2. As 

shown in Figure 2, the recommended BDLE-FOHLT 

framework consists of medical image collection unit from IoT 

devices, encryption process and finally the blockchain based 

edge storage mechanism. Each component is detailed in the 

preceding section. 

 

 
 

Figure 2. BDLE-FOHLT-its frameworks and components 
 

4.1 Medical image collection process 

 

The suggested framework utilizes the medical imaging 

datasets in the form of CT and MRI format which is mentioned 

in references [29, 30]. Typically, IoT is used to collect the 

clinical information and transfers to the hospital cloud (HC) 

for the further processing. 

 

4.2 Encryption process 

 

In this encryption process, preliminary view of logistic 

maps and Henon maps are described in the first phase, 

followed by the encryption process in the proposed framework. 

 

4.2.1 Fractional order logistic maps 

The fractional order LM, in the context of Caputo's 

fractional differences, is approached numerically. It is 

demonstrated that the required number of iterations to bypass 

transients should be on the order of thousands, rather than the 

hundreds often used in many studies. Additionally, an 

intriguing phenomenon is observed, where each initial 

condition corresponds to a distinct bifurcation diagram. This 

phenomenon appears to be present in other Fractional Order 

(FO) difference systems as well, which could pose a challenge 

for numerical analysis. 

As discussed in reference [31], a 3D fractional logistic 

chaotic map exhibits more chaotic behavior compared to 

conventional chaotic maps. The Computational formulations 

for the proposed logistic maps (LM) are provided by: 

 

𝑋 = µ𝑔(1 − 𝑔(𝑖)) + 𝐵ℎ′𝑋 + 𝛼𝑍 (1) 

 

𝑌 = µℎ(1 − ℎ(𝑖)) + 𝐵𝑔′𝑍 + 𝛼𝑌 (2) 

 

𝑍 = µ𝑠(1 − 𝑠(𝑖)) + 𝐵𝑠′ℎ + 𝛼𝑋 (3) 

 

 
 

(a) 

 

 
 

(b) 

 

Figure 3. Lorentz plot for the proposed 3D fractional logistic 

maps for the different initial conditions 

 

Here, the variable μ serves as the growth rate parameter that 

influences the system's nonlinearity. The functions g(i), h(i), 

and s(i) represent the fractional population values at a given 

iteration i for each respective dimension such as X, Y, and Z. 

The parameter B acts as a coupling coefficient, managing the 
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interaction between these variables. The terms h′, g′, and h″ 

denote the fractional derivatives of the state variables, 

capturing the system’s memory-dependent behavior. α is a 

small constant that introduces cross-dimensional feedback 

among the variables, contributing to the chaotic characteristics 

of the system. Finally, X, Y, and Z are the state variables that 

dynamically evolve and collectively define the system's 

behavior over time. 

When 0.35<µ<0.381, B<0.0022, and α=0.0015, the 

equations above demonstrate the 3D LM. Figure 3 illustrates 

the chaotic behavior for the specified values in the 

recommended 3D chaotic system. 

 

4.2.2 Henon maps-Its working principles 

Henon Maps are the dynamic quadratic and non-linear 

mappings defined by their characteristic equation. 

 

𝑋𝑛+1=1 − 𝑎𝑋𝑛
2+𝑌𝑛

  (4) 

 

𝑌𝑛+1=1 − 𝑏𝑋𝑛
  (5) 

 

The classical maps depend on two parameters, a and b, with 

values set to a=1.4 and b=1.3. At these classical values, the 

Henon map unveils chaotic behavior. For varied values of 

attributes, the map's dynamics vary and Henon maps may 

exhibit the chaotic behavior which can be identified with the 

several times of iteration. Figures 4 (a) and (b) represents the 

chaotic behavior of the Henon maps utilising conventional 

values. 

 

 
(a) 

 
(b) 

 

Figure 4. Characteristics of Henon maps a) a=1.4 and b=1.3 

b) a=2.0 and b=1.78 

 

4.3 Proposed encryption process 

 

As shown in Figure 5, encryption algorithm works in three 

different phases. In the first phase, inter-pixel of the images 

and fractional logistic maps are permutated and diffused to 

form the inter cryptographic pixels (J). In the second stage, 

intra-pixels of images are permuted and diffused with the 

Henon maps to form the intra-cryptographic pixels (K). The 

last level comprises unique sequence generated by diffusing 

the inter (J) and intra cryptographic pixels (K). The density of 

the recommended approach provides the strong resistance to 

the attackers. Figure 5 shows the proposed encryption schemes. 

 

 
 

Figure 5. Proposed encryption process in the BDLE-FOHLT 

framework 

 

4.4 Stage 1 of encryption 

 

Recommended encryption framework consists of permuting 

the position of the inter-pixels in an Unaltered image. During 

the initial level of computation, chaotic sequence is generated 

using the fractional logistic maps(FLM) using the different 

fractional initial conditions. The chaotic sequence is generated 

repeatedly using FL maps. The inter-pixels of the images are 

permuted and diffused with the strong chaotic sequences. 

Mathematically the procedure is expressed as follows: 

 

E= 𝐹𝑂𝐿 𝑚𝑎𝑝𝑠(𝑋, 𝑌, 𝑍) For I=1,2…..L (6) 

 

𝐾𝐸𝑌1 = 𝑚𝑜𝑑(𝑏𝑦𝑡𝑒{ (𝐸)𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑡𝑒(𝑅)}) (7) 

 

𝐾𝐸𝑌2 = 𝑚𝑜𝑑(𝑏𝑦𝑡𝑒{ (𝐸)𝑑𝑖𝑓𝑓𝑢𝑠𝑒 (𝐾𝐸𝑌1)}) (8) 

 

E=Chaotic Maps created by Fractional Order logistic maps. 

 

4.5 Stage 2 of encryption 

 

Recommended encryption framework consists of permuting 

the position of the intra-pixels in an Unaltered image. During 

the initial level of computation, chaotic sequence is 

constructed utilising the Henon Chaotic using the different f 

initial conditions. The chaotic sequence is constructed 

repeatedly utilising Henon maps. The inter-pixels of the 
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images are permuted and diffused with the strong chaotic 

sequences. Mathematically the procedure is expressed as 

follows: 

F= 𝐻𝐸𝑁𝑂𝑁 𝑚𝑎𝑝𝑠(𝑋, 𝑌, 𝑍) For I=1,2…..L (9) 

 

𝐾𝐸𝑌3 = 𝑚𝑜𝑑(𝑏𝑦𝑡𝑒{ (𝐹)𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑡𝑒(𝑆)}) (10) 

 

𝐾𝐸𝑌4 = 𝑚𝑜𝑑(𝑏𝑦𝑡𝑒{ (𝐹)𝑑𝑖𝑓𝑓𝑢𝑠𝑒 (𝐾𝐸𝑌1)}) (11) 

 

F=Chaotic Maps created by Henon maps. 

 

4.6 Stage 3 of encryption 

 

Ultimately, the intermediates are combined to form the 

novel random sequence. After continuing the several times, 

inter and intra cryptographic pixels are then put through using 

diffusion process. Consequently, it generates robustly 

encrypted bytes that change independently with each instance. 

The entire encryption process is demonstrated in Algorithm-1. 

Mathematically, the final encrypted process is expressed as 

follows: 

 

𝑈 = 𝐶𝑜𝑛𝑐𝑎𝑡(𝐾2. 𝐾4) (12) 

 

Final Encrypted Data = Diffusion (U, Input Data) (13) 

 
Steps Algorithm-1//Complete Encryption Procedure 

1 Input : Medical images captured by the camera 

2 Output : Encrypted data 

3 Begin: 

4 Divide the image into inter-pixels and intra-pixels 

5 
Create random sequences for Fractional logistic maps 

using Eq. (6) 

6 Generate the Chaotic Sequence using Henon maps  

7 Construct the Intermediate S1-box-S1-box 

8 
Formulate the intermediate sequence utilising inter-image 

pixels and FML maps using Eq. (13) 

9 
Generate the Intermediate S2-box utilising intra-pixels 

and Henon Maps 

10 Key=J concatenates K 

11 Encrypted Data=Key Diffused Input medical images. 

12 End 

 

4.7 Blockchain-edge deployment 

 

In the presented framework, the cryptographic pixels can be 

preserved on the Blockchain (BC) network, by ensuring the 

privacy and security of user’s/patient’s data. Moreover, BC 

offers amenability and resolves the security breaches. 

Additionally, blockchain supports the achievement of 

decentralization, privacy, and trust. It also facilitates seamless 

connections with multiple devices. In this study, the encrypted 

data is stored within the blockchain network that enables the 

secured communication with numerous nodes. The IoT 

devices act as the nodes and then commences making 

connections to the edge gateways. These nodes are exchanges 

the encrypted data with the edge gateways and may transfer to 

the cloud for the further processing. 

The hash value represents each transaction that occurs 

within the block. Transactions are grouped to form a block, 

which is then added to the chain after receiving approval from 

the endorsed node. The process initiates when the client begins 

submitting a proposal. The transaction procedure involves 

dual categories of peers: committer peers and endorsers. The 

certificate authority (CA) issues credentials to the client, 

which are required for entity’s applications to gain permission 

for submitting new communications. To initiate a new 

operation, the entity’s application sends the transaction 

recommendations to an edge-based peer, which either updates 

or reads the ledger. Then the peer reads and verifies the 

authorization policy. At last, the committer peer 

asynchronously announces the transaction’s status within the 

system. 

 

 

5. RESULTS AND DISCUSSION 

 

5.1 Implementation details 

 

The recommended framework was designed utilising 

libraries from python that can be used to evaluate the 

effectiveness of the method in Etherum blockchain settings. 

The distributed applications (D-Apps) were created, and 

Influra APIs are utilized to interface with the Ethereum 

network which is shown in Figure 6. 

 

 
(a) 

 
(b) 

 

Figure 6. (a), (b) Chaotic encrypted bits created in Etherum 

blockchain using the proposed architecture 

 

5.2 Security assessment 

 

 
 

Figure 7. Encrypted Images a) CT input picture, b) 

Encrypted CT picture, c) MRI input picture, d) Encrypted 

MRI picture 
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This section focuses on the security assessment of the 

recommended hybrid systems used for encrypting several 

types of medical images. The experimentation validation 

involves 256×256 general CT images and MRI brain images. 

The algorithm has been tested on all image categories. Figure 

7 illustrates the input images alongside their corresponding 

encrypted versions. As shown in the figures, it is evident that 

the encrypted images are completely unidentifiable. 

 

5.3 Key sensitivity analysis 

 

In this approach, the secret key must exhibit high sensitivity 

to minor changes in order to defend against brute-force attacks. 

To evaluate key sensitivity, NPCR and UACI were processed 

to examine the recommended encryption approach’s efficacy 

concerning the cipher keys using the following mathematical 

formulas. The values from NPCR and UACI for the varied 

encrypted pictures are computed and represented in Tabular 2. 

 

𝑁𝑃𝐶𝑅 =
∑ 𝐸(𝑞, 𝑟)𝑞,𝑟

𝐿
∗ 100 (14) 

 

U𝐴𝐶𝐼 =
1

𝐿
∑

|𝑓(𝑞,𝑟)≠𝑓(𝑞,𝑟)|

256𝑞,𝑟 ∗ 100 (15) 

 

where, 

 

𝐸(𝑞, 𝑟) = [
1, 𝑓(𝑞, 𝑟) ≠ 𝑓(𝑞, 𝑟)

0, 𝑓(𝑞, 𝑟) = 𝑓(𝑞, 𝑟)
 (16) 

 

Table 3. Proposed encryption frameworks with the values of 

NCPR and UACI 

 
Image Type NPCR UACI 

CT Images 91.7 32.90 

MRI Images 90.89 32.80 

 

From the Table 3, it is obvious that the above stated values 

for numerous clinical image datasets has been derived and 

evaluated. The findings show that the recommended 

encryption schemes deliver optimal performance, with 

NPCR=99.65% and UACI=33.90% for the tested input 

pictures, demonstrating their ability to withstand IoT attacks, 

including brute-force attacks. 

 

5.4 Statistical adjacent pixel evaluation 

 

Normal images typically exhibit high correlations between 

their pixels, while encrypted images show diminished 

correlations. To assess the correlations within the images, 

nearly 100 images were selected, and the interaction among 

adjacent pixel values in each image was calculated using the 

following mathematical expressions. 

 

𝑅𝑥𝑦 =
𝑐𝑜𝑣(𝑎, 𝑏)

√𝐸(𝑥)𝐸(𝑦)
 (17) 

 

𝑐𝑜𝑣(𝑎, 𝑏) = 𝐷{[𝑎 − 𝐷(𝑎)][𝑏 − 𝐷(𝑏)]} (18) 

 

𝑒(𝑎) =
1

𝑛
∑ 𝑎𝑖

𝑛

𝑖=1

 (19) 

 

𝐿(𝑥) =
1

𝑛
∑[𝑎𝑖 − 𝑎(𝑥)]2

𝑛

𝑖=1

 (20) 

 

Here, e(a) and L(x) denote the expected values and diversity 

of the plaintext image and ciphertext datasets, respectively. 

The contrast of correlation values among distinct methods is 

presented in Table 4. 

Table 4 clearly shows that the cipher images demonstrate 

minimal correlation, with a difference of less than 0.000001, 

which enables this approach more resilient against multiple 

attacks.

 

Table 4. Coefficient of correlation analysis among the plain and encrypted pictures 

 

Image Types 
Plain Images Encrypted Images 

Lateral Upward Crosswise Lateral Upward Crosswise 

CT Images 402.90 433.68 457.76 0.0005423 0.00019202 0.008945 

MRI Images 428.90 435.91 468.91 0.0005690 0.00009202 0.008546 

5.5 Information entropy evaluation 
 

It depicts the degree of Irregularity that reflects the highest 

level of Variability in medical data. Higher Variability values 

may suggest increased unpredictability in encrypted images. 

 

𝑔(𝑚) = ∑ 𝑞(𝑚) log2

1

𝑞(𝑚𝑖)

𝑙−1

𝑙

 (21) 

 

where, l denotes the gray level, and q(m) is the probability of 

a specific gray value occurring in the image matrix. For an 8-

bit grayscale picture, the bit length is considered to be 256. In 

a well-encrypted image, the Variability value could be 8. The 

Variability values acquired for varied picture sets are 

presented in Tabular 5. 

Table 5 reports entropy values of 7.8964 for CT images and 

7.87546 for MRI images. These values, though slightly below 

the ideal value, fall within an acceptable deviation range 

(typically ±0.1), which is common in practical encryption 

schemes due to data constraints and inherent image structures. 

This small deviation still reflects high randomness and strong 

unpredictability, implying the encryption algorithm is 

effective in key generation and resistant to entropy-based 

attacks. 

 

Table 5. Entropy numerals for the different image datasets 

 
Image Types Entropy Values 

CT Images 7.8964 

MRI Images 7.87546 

 

5.6 NIST test analysis 

 

This experiment examined the security robustness of the 

encrypted bits. To assure the uncertainity of these bits—

essential for confidentially transferring private schemes to 

central servers—National Institute of Standards and 
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Technology (NIST) tests were performed. The results of the 

12 required NIST tests are synopsized in Table 6. 

Based on the Table 6, it is clear that the ciphered bits 

demonstrate high uncertainty, making it more challenging for 

an attacker to alter the clinical information while 

transmutation. 

 

5.7 Comparative analysis 

 

To prove the superiority of the preferred encryption method, 

various chaotic encryption phases are examined, as detailed in 

references [32-37]. Table 7 presents a comparative valuation 

of the effectiveness of various encryption methods. 

Tables 7 and 8 clearly show that the proposed method 

outperforms existing schemes in terms of NPCR, UACI, 

entropy, and encryption time. Specifically, the proposed 

method consistently achieves higher values in NPCR, UACI, 

and entropy, indicating enhanced sensitivity to pixel changes, 

stronger diffusion, and increased randomness, respectively. 

Furthermore, the encryption time of 24.79 seconds 

outperforms all other methods, highlighting its efficiency. 

This improvement stems from the integration of fractional 

order logistic and Henon maps, which provide higher 

complexity in chaotic behavior without significantly 

increasing computational load. Additionally, the proposed 

model successfully pass the NIST statistical test, further 

verifying its cryptographic strength. From this, it is very clear 

that adding the fractional logistic maps and henon maps has 

produced the considerable better performance against the 

growing attacks. 

 

Table 6. NIST standard test results for the recommended 

framework 

 
S.No. NIST Test Specification Status of Test 

1 Linear Complexity Test Authorized 

2 Frequency MonoTest Authorized 

3 Frequency Test Authorized 

4 Long Run Test Authorized 

5 Matrix Rank Test Authorized 

6 RunTest Authorized 

7 Universal statistical Test Authorized 

8 DFT Test Authorized 

9 Overlapping Template of all One’s Test Authorized 

10 Random Excursion Test Authorized 

11 Block Frequency Test Authorized 

12 Lempel-ZIV Compression Test Authorized 
 

 

Table 7. Performance comparision for various encryption schemes (CT images) 

 

Algorithm 
Performance Evaluation 

NPCR UACI Entropy Adjacent Pixel Analysis NIST Test Encryption Time(s) 

Ref. [32] 86.4 29.90 7.342 Medium Unavailable 45.90 

Ref. [33] 85.4 28.78 7.23 Medium Unavailable 35.90 

Ref. [34] 90.45 29.78 7.12 Medium Unavailable 33.89 

Ref. [35] 91.23 20.89 7.56 Medium Unavailable 34.90 

Ref. [36] 90.56 29.9 7.34 High Unavailable 32.90 

Ref. [37] 92.8 29.45 7.4 High Unavailable 31.90 

Proposed Model 91.97 32.9 7.87 Very High PASSED 24.79 

 

Table 8. Comparative evaluation of various encryption techniques (MRI images) 

 

Algorithm 
Performance Evaluation 

NPCR UACI Entropy Adjacent Pixel Analysis NIST Test Encryption Time(s) 

Ref. [32] 86.4 29.90 7.342 Medium Unavailable 45.90 

Ref. [33] 85.4 28.78 7.23 Medium Unavailable 35.90 

Ref. [34] 90.45 29.78 7.12 Medium Unavailable 33.89 

Ref. [35] 91.23 20.89 7.56 Medium Unavailable 34.90 

Ref. [36] 90.56 29.9 7.34 High Unavailable 32.90 

Ref. [37] 92.8 29.45 7.4 High Unavailable 31.90 

Proposed Model 91.97 32.9 7.87 Very High PASSED 24.79 

5.8 Blockchain transaction analyses 

 

 
 

Figure 8. Transaction time analysis for the recommended 

approach  

The performance evaluation of the proposed framework 

must consider the scenario where the number of transactions 

increases. To assess this, the computational cost for signing 

and verifying operations is examined in relation to the number 

of transactions, as shown in Figure 8. The outcomes reveal that 

both the generation and deployment times maximises 

progressively with the rising count of operations. Moreover, 

latency is estimated for per operation. Results shows that the 

latency linearly increases as the number of transaction 

maximises. 

 

 

6. CONCLUSION AND FUTURE DIRECTION 

 

This study article introduces a blockchain-driven medical 

image encryption scheme opt for an IoT-Edge computing 

setting. The encryption model incorporates fractional-order 

logistic maps and Henon maps to achieve a lightweight and 
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highly cryptographic mechanism. Highly random keys and 

highly secure data are generated and preserved in the edge 

devices using the blockchain framework. The complete 

algorithm was developed using Python 3.9 and deployed in the 

Ethereum Blockchain environment. A comprehensive analysis 

was carried out, and results were compared with other existing 

frameworks. Results demonstrated that the recommended 

approach exceeds other models in terms of encryption time 

and security performance. Challenges such as compliance with 

healthcare data privacy regulations, interoperability across 

platforms, and latency in edge environments must be further 

evaluated. As a future direction, the framework could be 

enhanced by incorporating meta-optimization techniques that 

take into account the energy efficiency and operational 

lifetime of IoT and edge computing devices, while also 

ensuring alignment with legal and ethical standards in medical 

data processing. 
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