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Nowadays, the most trustworthy tool to protect our information is based on cryptography.
To enhance cryptography, it is highly important to select a robust cryptographic key that
implies a high degree of uniqueness and randomness. In general, users lack proficiency in
generating strong cryptographic keys. Furthermore, they often struggle with remembering
how to generate strong cryptographic keys. This paper introduces an interesting method
to abridge and boost the key generation step. The proposed method makes use of audio
files that contain the user's voice biometric. A variable histogram-thresholding, which is
calculated for each audio file distinctly, was used to get approximation peaks in the audio
file and then to extract the discriminating features that ensure the uniqueness. The features
will then be normalized and converted from a decimal to binary system to generate two
128-bit subkeys. Finally, to generate a robust AES-128-bit encryption key, these two
subkeys are shifted, mixed, and XORed to enhance randomness. A dataset of more than
900 audio files is used. Testing and evaluation demonstrate how robust the suggested

system is for helping users generate robust cryptographic keys.

1. INTRODUCTION

Internet cyberspace, as an openly available resource, allows
users to acquire and exchange different types of information.
This situation, plus the recent advancements in the Internet of
Things (IoT), raises many privacy and security issues for
individuals and organizations that have to deal with
cyberattack challenges [1, 2]. Fortunately, cryptography and
steganography are perfect techniques to protect our data [3].
Most cryptography techniques use encryption keys and special
algorithms to encrypt data [4-6]. This makes sure that without
the necessary key, attackers cannot decrypt our ciphered data,
even if they manage to get their hands on it. Generally, the
strength of the cryptography process requires a strong
encryption key [7-9]. To strengthen encryption keys, many
recent systems take advantage of biometric mechanisms [10,
11]. User biometrics offer reliable methods for wuser
authentication. Numerous feature extraction techniques have
been proposed to extract some kind of discriminating
characteristics from voice, iris, fingerprint, face, etc. [12, 13].
These characteristics can be used for generating a secure
encryption key [14-16]. In practice, user voice patterns are
efficient biometric and preferred by the general population for
two reasons [17-19]: first, people do not like to use things that
are used by others. For instance, the same biometric reader or
scanner is used to take samples from a group of individuals.
Generally, capturing a user’s voice sample typically doesn't
require any physical interaction with other devices. Second,
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voice samples offer excellent randomness, which is important
when creating encryption keys. This ensures that the generated
key is robust and resistant to brute-force attacks.

In this study [20], a new technique for strengthening key
generation is proposed that combines the user’s voice,
histogram generation, peak thresholding, and finally mixing
and permutation. The main idea is to extract control features
from the human voice. Then, these control features will be
passed as control points for creating two subkeys. To enhance
the randomization and confusion that generates a strong key,
the first subkey would be shifted and then mixed by XOR
operation with the second key. A dataset of more than 900
audio files had been collected from the study [20].

The rest of this study is divided as follows: Section 2
presents a brief introduction to the AES-128 encryption
algorithm. The proposed system is described in Section 3.
Testing and evolution are presented in Section 4. Finally,
Section 5 presents the conclusions and future work directions.

2. THE AES ENCRYPTION ALGORITHM

The Advanced Encryption Standard (AES) is an interesting
encryption method that has been practically applied to protect
different types of data in many applications [5, 21]. It is
classified as a modern symmetric-key block cipher that
eclipses the previous techniques. The AES performs perfectly
in three criteria: security, cost, and implementation [5, 21].
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The strength of AES comes from operating at various levels of
data units: bit, byte, word, state, and block along with four
types of transformations: substitution, permutation, mixing,
and key-adding. Many different AES versions are proposed
such as AES-128, 192, and 256-bit encryption algorithms. The
key size, which can be 128, 192, or 256 bits, depends on the
number of rounds as shown in Table 1 [5, 21]. As the structure
of AES-128 is publicly available, it is highly important to
generate a strong encryption key to encrypt our data. The next
section describes the proposed system to generate a strong
AES-128 bit encryption key.

Table 1. Advanced Encryption Standard (AES) possible

combinations
Key Length No. of Rounds Possible Combinations
128 Bits 10 3.4 x10%
192 Bits 12 6.2 x 1057
256 Bits 14 1.1 x1077

3. THE PROPOSED SYSTEM

This section describes the main steps to generate a strong
AES-128 encryption key with high randomness and
uniqueness. The main idea of the proposed method is to
generate the encryption key from voice biometrics. The
proposed system implies four main steps: histogram
generation for audio file, thresholding peaks in voice,
extracting features, and encryption key generation.

3.1 Histogram generating for audio file

The proposed method begins with a pre-processing step that
reads the audio file contents. This stage will first read the
chunk of the header bytes in the audio file until voice data is
reached. The audio data will be used as input to the histogram
generation step. A histogram is some kind of plot that shows
the number of data points with a specific range of values in the
dataset (i.e., count of occurrences). Initially, the minimum and
maximum data values are determined to compute the range.

The range was divided into consecutive, non-overlapping
intervals (i.e., bins) that represent the entire range. Then, count
how many data values belong to each interval. Generally, the
dataset and the range of a histogram are normalized to 1, and
then passed to peaks-thresholding step. Figure 1 shows the
histogram of a sample audio file.

3.2 Thresholding peaks in voice

Thresholding in computer science is a fast and interesting
method that is highly used to deal with and analyze different
data types. Thresholding can be applied to perform many tasks,
such as segmentation, color adjustment, audio data processing,
etc. Generally, the threshold T is a value calculated according
to the task to be done. But, in some cases, the task at hand may
require multiple thresholds. Furthermore, the threshold may be
a constant value referred to as global-thresholding or it may
vary over the input data and be referred to as variable-
thresholding. In this study, a peak-thresholding step would be
applied on the histogram rather than the actual data, which
shows the peaks and valleys between the voice data. We
propose to use variable-thresholding, which is calculated for
each audio file distinctly (i.e., each individual’s voice) as
follows:

1. Choose an initial threshold value T, where the mean
of peaks p, is used as the initial value T.

2. Split the audio file data using T to generate two sets
of audio data: G involving audio data with levels >
T and G; involving audio data with levels < T.

3. Compute the mean levels of values in G1 as p; and G;
as Ha.

4. Compute a new threshold value T:

_ Mt
T=H2E (1)
5. Repeat steps (2-4) until the difference in T in
successive iterations is less than a predefined value e.
Practically, this algorithm shows excellent results for
finding thresholds T for each voice biometric data distinctly.
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Figure 1. Histogram of a sample audio file
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3.3 Extracting features

The peaks-thresholding aims at determining the
discriminating features of the peaks in an audio file. This is
accomplished by extracting the highest peaks, as shown in
Figure 2, and dividing the thresholded peaks by N, where N is
the sample’s size. Then, multiply the peaks output with 1E+8
to get a sequence of 8-digit integers (i.e., wy, w,, ws, wy) as
shown in Figure 3(a) and (b).

3.4 Encryption key generation

In general, users lack proficiency for generating strong
cryptographic keys. Furthermore, they are usually tackling
how to remember how to create strong cryptographic keys.
This section illustrates how the encryption key is generated
from the user’s voice biometric with high randomness and
uniqueness. The main idea of the proposed method is to
generate two subkeys based on the audio voice file in order to
ensure the uniqueness. Practically, an important component in
most block ciphers is the exclusive-or operation (i.e. XOR).
So, these two subkeys are shifted, mixed, and XORed to
enhance the randomness. As mentioned in the previous step
(see Section 3.3), four 8-digit integers (i.e., wy , w, , ws, w,)
would be concatenated to produce a 32-digit integer. Then,
convert each two decimal digits into its binary representation
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to produce a 128-bit subkey. To overcome the weakness of the
8-bit conversion step that usually produces 0’s more than 1’s
in 8-bit representation and to get a high randomness (e.g., the
binary representation of number 21 is 00010101 that involves
many 0’s), we propose that each two subkeys SK; and SK, are
used to produce a robust AES-128 encryption key as follows:
the subkey SK; would be shifted 4 digits to the left and then
XOR-ed with the subkey SK, as shown in Figure 3(f). The
proposed permutation by the shift transformation exchanges
bytes without permuting the bits inside the bytes, while the
XOR carries out an interbyte transformation that changes the
bits inside a byte based on the bits inside the other byte.

As shown in Figure 3, a 128-bit encryption key is generated
based on the individual’s voice biometric (i.e., audio file).
Figure 3(a) shows a sample of voice peaks-thresholding results.
Figure 3(b) shows the peaks multiplied by 1E+8 to produce 8-
digit integers. Figure 3(c) shows the concatenation step to
generate a 32-digit integer. Figure 3(d) shows the results of
conversion into binary representation Figure 3(e) shows the 4
bits shifted of subkey SK;. The result of XOR operation of the
two subkeys is shown in Figure 3(f). Finally, Figure 3(g)
shows the generation of a robust AES-128 encryption key.
Testing and evaluation of sample keys that are generated by
the proposed system are presented in the next section.
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Figure 2. Extracting the highest peaks using thresholding



SubKey SK; SubKey SK,

Wy W W3 Wy wq W W3 Wy
0.67981654 | 0.44453243 | 0.34707293 | 0.84733919 0. 97564993 | 0.87632237 | 0.73676472 | 0.16364333
(a) (a)

Wy w2 W3 Wy Wy Wa W3 Wy
67981654 48453243 | 34707293 | 84733919 97564993 87632237 73676472 16364333
(b) (b)

Concatenation Concatenation
67981654484532433470729384733919 97564993876322377367647216364333
(©) (©)
128-Bit SubKey SK; 128-Bit SubKey SK,

00000110 00000111 00001001 ....... 00001001 00001001 00000111 00001001 ....... 00000011
(d) (d)

Shifted SK; Non- Shifted SK,
01100000 01110000 10010000 ....... 10010000 00001001 00000111 00001001 ....... 00000011
(e) (e)

The result of XOR-ed subkeys SK; and SK,

01101001 01110111 10011001

10010011

®

Output: AES-128 bit encryption key

01101001 01110111 10011001

10010011

©)

Figure 3. The key steps of the proposed method; (a) Peaks-thresholding; (b) Converted into 8-digit integers; (¢) Concatenation
step; (d) The 128-bit binary representation; (¢) The 4 bits rotation results; (f) The result of XORing the two subkeys SK; and SK,;
(g) The generation of a robust AES-128 encryption key

4. TESTING AND EVALUATION

Testing and evaluation are crucial steps for security
evaluation of a cryptographic system. Generally, randomness
constitutes a necessary part of many tests. This section is
devoted to verifying the strength of the keys generated by the

proposed system using different testing and evaluation metrics.

According to the NIST suite, various statistical tests can be
applied. In this study, four empirical statistical tests were
performed on the 128-bit sample keys, these are: the Entropy
Test, Frequency Test, Frequency Mono Test, and Runs Test.
Table 2 shows the detailed explanation of these tests along
with success/failure threshold values. In these tests, the
selected statistics were calculated for a dataset composed of
more than 900 audio files that had been collected by Ref. [20].
Table 3 shows the testing and evaluation results of five sample
AES-128 keys generated by the proposed system. The
experimental results reveal that the generated AES-128 keys
are robust and passed the success/failure measures, as shown
in Table 3.

This innovative approach differs significantly from other
works. Monrose et al. [14] proposed a key generation system

based on voice biometrics utilizing the user's spoken password.
The main drawback of the spoken password method is that an
attacker would have the opportunity to hear/record the user’s
voice while speaking their password. This makes the system
vulnerable to a risk. Conversely, the proposed method
overcomes this drawback, making it more reliable for key
generation. The proposed system does not directly use the
user’s voice/password. Instead, the voice-biometric file is
processed through highly secure steps to generate the key.
Other works, such as in Refs. [8, 9, 11, 15], have explored the
feasibility of biometric-based key generation. The main
drawback of such systems is the use of static biometrics (such
as fingerprints, irises), which are highly suitable for
controlling access gates but are not preferred for key
generation, as using static samples with systematic algorithms
would result in static keys. Furthermore, such biometrics are
exposed to a similar risk, as the iris can be captured by a hidden
camera, and fingerprints left on surfaces can be lifted hours
later. Conversely, the proposed method overcomes this
drawback by using its applicability to use different voice files
for the same user, which would generate multiple derived keys.

Table 2. The empirical statistical tests

Test Meaning Success Measure  Explanation

Entropy Test Randomness of data closeto 1 More robust
Frequency Test The occurrences of a specified symbol 0 < X? < 384 Success
Frequency MONO Test  The number of symbols in a key are nearly equal.  P_value > 0.01 Success
Runs Test Investigate the number of runs in a sequence P_value > 0.05 Success
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Table 3. Comparing the randomness of keys generated from different audio files

Keys Generated by the Proposed System

Freq. Test

Freq. Mono

Test Runs Test

Entropy Test

0001000010111001001001010100010100010000011100001
0111011101111
10001101101011101100111100010110000
10000011100001 0100010001100
110010100111010101100101101110010111100001100001
111101001111100
100110001001101001100101110110011000110110101110
00110011001100
001100000101010111101110100011011011110000100000
100100010010011

3.781250e+00

1.531250e+00

3.125000e-02

3.125000e-02

2.812500e-01

5.576726e-01  4.211455e-01  9.785845e-01

6.399940e-01 1.0 9.913533e-01

8.596838e-01  6.239325e-02  9.998239¢-01

8.506838e-01  4.232813e-01  9.998239%-01

7.594629-01  6.752074e-01  9.984144e-01

5. CONCLUSION

The structure of many cryptography algorithms, including
AES-128, is publicly available and open for users. So, the
strength of the cryptography must be guaranteed by the
cryptography key. Therefore, it is crucial to use a key in such
a way that will be difficult for the adversary to break. On the
other hand, using weak random values in key generations can
cause a leakage in the system, and hence an adversary can gain
the ability to break the whole cryptosystem. In general, users
are not skilled at creating secure cryptographic keys. In this
study, a new method is proposed to generate encryption keys
for the AES-128 encryption algorithms. The proposed system
is based on the adoption of several techniques in one integrated
system to get a combination of randomization and uniqueness
to enhance the key generation step. The suggested system
extracts discriminatory features from the audio files that
contain the user’s voice. The features will then be normalized
to generate two 128-bit subkeys. Finally, to generate a robust
AES-128 encryption key, these two subkeys are rotated, mixed,
and XORed to enhance the randomness.

Testing and evaluation showed that the threshold values are
not exceeded by any of the randomization test findings. Thus,
the generated keys have passed the success/failure measure
and satisfy the necessary requirements for unpredictability and
randomness so they can be used successfully for AES-128
cipher systems.

Future research directions will concentrate on extracting the
best peaks from audio recordings using machine learning and
artificial intelligence techniques. The key generation task will
be greatly accelerated by the use of parallel processors, which
will increase the applicability of the proposed system.
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