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The increasing prevalence of cyber security threats underscores the need to understand 

employee behavior to prevent phishing-related risks and effectively promote a sustainable 

working environment. This issue is particularly critical for state-owned enterprises 

(SOEs), especially those operating in sensitive industries. Our study explores the factors 

influencing the behavior intentions of SOE employees to avoid clicking on phishing email 

links. The research adopts a quantitative approach, utilizing Structural Equation 

Modelling (SEM) for data analysis using SmartPLS 4.1.0 software. A sample size of 189 

respondents was determined using the G-Power Calculator and selected through 

purposive sampling. The results reveal that self-efficacy, perceived vulnerability, and 

perceived severity significantly influence security behavior intention. Furthermore, threat 

awareness was identified as a significant predictor of response efficacy, perceived 

vulnerability, and self-efficacy. Security knowledge was found to play a crucial role in 

shaping perceived severity, perceived vulnerability, and response efficacy. However, 

three hypotheses were not supported, specifically the relationships between threat 

awareness and perceived severity, security awareness and self-efficacy, and response 

efficacy and security behavior intention. These findings underscore the need for 

organizations to address the gaps by reinforcing practical training and targeted 

intervention for strengthening employee perception of severity perception, self-efficacy, 

and security behavior intention. The study highlights the importance of implementing 

robust cybersecurity awareness campaigns and policies within organizations prone to 

cyber threats. By fostering a culture of vigilance and improving employees understanding 

of the severity and vulnerability of phishing attacks, organizations can enhance their 

resilience against cyber threats and mitigate potential risks effectively. 
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1. INTRODUCTION

Due to the rapidly changing digital landscape, cybersecurity 

has become a top priority for corporations worldwide, 

including Indonesia's state-owned enterprise (SOE) sector. 

Phishing, one of the many cyber hazards, has become a 

significant issue, leading enterprises to strengthen their 

defenses to protect sensitive data and critical infrastructure [1]. 

The utilization of this malevolent strategy has resulted in 

significant monetary damages, as demonstrated by the FBI's 

startling disclosure of a staggering sum of US $10 billion or 

147 trillion Indonesian Rupiah being lost to phishing attacks 

in 2022 [2]. While precise data on the financial losses caused 

by phishing in Indonesia is not given, the widespread use of 

financial applications and digitalization has led to a rise in 

fraud cases. This has left users at risk of cybercrimes due to 

insufficient improvements in security systems. The Indonesian 

authorities have implemented cyber patrols to combat 

cybercrime. However, fraud continues to be widespread due to 

the inadequacy of fraud prevention mechanisms and the 

absence of comprehensive cybersecurity policies [3]. The 

prevalence of phishing is underscored by the significant 

number of reported cases, amounting to 164,131 incidents in 

the same year [2], highlighting both the financial 

consequences and the potential for identity theft and 

participation in more extensive fraudulent schemes. 

The SOE sector, which includes banking, energy, 

information, communication, and technology (ICT), plays a 

crucial role in Indonesia's economy, with substantial revenue 

and profit numbers [4]. Despite its economic importance, this 

sector faces an increased vulnerability to phishing attacks due 

to its crucial function and high employee welfare standards 

[5]. Furthermore, the transition to remote work, accelerated by 

the worldwide pandemic, has emphasized the need to 

strengthen cybersecurity protocols for SOE staff [6]. Central 

Bureau of Statistics reports that around 65.78% of Indonesia's 

population will be involved in productive activities [7]. As a 

result, the risk of cyber-attacks, namely phishing attacks that 

target individual weaknesses, has become increasingly 

noticeable [8]. 

Previous studies have provided insight into the complex 

psychological and environmental elements that affect how 

SOEs employees respond to phishing attacks. However, these 

studies have produced inconsistent results. Several studies 
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emphasize the significant influence of perceived severity, 

perceived vulnerability, and self-efficacy on security behavior 

intentions [3, 9, 10]. However, other studies reach different 

conclusions [11]. Moreover, there are differing viewpoints on 

threat and security awareness [12]. Certain studies suggest a 

direct relationship between these awareness levels and 

engaging in self-protective actions [13, 14]. However, other 

research warns of potential drawbacks, such as a decreased 

perception of vulnerability, which may result in less stringent 

protective measures [10, 15]. 

Based on the synthesis of previous research findings, the 

researchers conclude that a substantial gap persists in 

understanding the interaction of these determinants within the 

context of SOEs. Their employees often operate under unique 

organizational and cultural frameworks that may influence 

their cybersecurity behaviors. Moreover, existing research has 

focused on the general population or private sector 

organizations, leaving the dynamic within SOEs, especially in 

the financial and non-financial sectors, largely unexplored. 

This study addresses these gaps by focusing on the interplay 

of protection motivation theory determinants, such as 

perceived severity, perceived vulnerability, threat awareness, 

and self-efficacy. Moreover, their impact on the behavior 

intention of SOE employees in responding to phishing attacks 

is also important. This research seeks to provide nuanced 

insights into the factors influencing cybersecurity behavior. 

The findings are expected to contribute to developing 

interventions and strategies to foster a sustainable working 

environment by enhancing cybersecurity resilience in both 

financial and non-financial sectors of SOEs. 

 

 

2. LITERATURE REVIEW 
 

2.1 Protection motivation theory 

 

The Protection Motivation Theory (PMT) is a conceptual 

framework created by Rogers in 1975 and subsequently 

elaborated upon in 1983. The concept of PMT, initially 

introduced in health behavior, seeks to understand how 

individuals react to risks and take preventive actions [16]. 

Over the years, PMT has been used in several areas, such as 

cybersecurity, to analyze how people respond and behave to 

protect themselves from possible threats of cyberattack [13, 

17]. 

The PMT theory suggests that individuals choose protective 

behaviors according to their subjective assessment of potential 

risks. These perceptions are developed based on two promary 

evaluations: perceived vulnerabilty and severity. Perceived 

vulnerability is an individual’s subjective susceptibility 

assessment to a specific hazard. It entails evaluating the 

probability of being exposed to the threat. Perceived severity 

refers to an indivual’s evaluation of the probable repercussions 

or harm from a threat. The process entails assessing the 

severity of the anticipated consequences of a perceived danger 

threat [16, 18]. 

According to the theories, individuals are more inclined to 

exhibit defensive responses when they perceive a combination 

of high susceptibility and high magnitude of the threat. This 

impression elicits a drive to safeguard oneself from impending 

danger using precautionary measures. The PMT has played a 

crucial role in examining the intention of individuals to engage 

in secure conduct within the field of cybersecurity. 

Researchers can gain insights into individuals' intentions to 

adopt security measures and protect their digital assets by 

analyzing their perceptions of vulnerability and severity of 

cyber threats. This can be achieved by referring to studies 

conducted by previous studies [10, 15-18]. 

 

2.2 Extending protection motivation theory 

 

An extension of PMT emphasizes the importance of threat 

and security awareness as additional factors influencing 

individuals' motivation to adopt protective behavior. Threat 

awareness refers to individuals' comprehension of 

cybersecurity risk and their understanding of vulnerabilities 

within information systems. This awareness can motivate 

individuals to take self-protective actions by highlighting the 

seriousness of potential threats [19]. However, research also 

indicates a paradoxical effect, where heightened awareness 

may reduce perceived vulnerability, leading individuals to 

adopt fewer comprehensive security measures [10, 15]. For 

instance, the previous research demonstrated that awareness of 

cyber risks significantly enhances government employee's 

ability to implement adequate cybersecurity measures [13]. 

Similarly, the previous research highlighted that an 

individual’s perception of cyberattack severity influences their 

behavioral tendencies to avoid security risks [20].  

In addition to threat awareness, security awareness is 

pivotal in enhancing individuals understanding of 

cybersecurity risks and security measures. Security awareness 

encompasses knowledge of cyber threats, comprehension of 

security strategies, and adherence to security protocols in 

professional and personal contexts [14]. This includes 

recognizing cyber threats, implementing security measures, 

and complying with established security regulations. Effective 

security education and awareness programs can significantly 

improve individuals understanding of their roles and 

responsibilities in cybersecurity. The program aims to protect 

valuable information and systems, mitigating the risks of 

cyberattacks that could disrupt operations and damage 

organizational reputation [21-23]. 

 

2.3 Hypothesis development 

 

2.3.1 Threat awareness and perceived severity 

Research indicates that individuals with greater awareness 

of cyber threats tend to perceive these threats as more severe 

[13]. In the context of SOEs, where sensitive data and critical 

infrastructure are at risk, heightened threat awareness is vital 

[24]. Awareness of threats like phishing enables employees to 

recognize risks such as operational disruptions, financial 

losses, and reputational damage [25]. Those issues were 

particularly critical in high-risk environments like SOEs. With 

organizational policies emphasizing cybersecurity 

preparedness, employees who understand these risks are more 

likely to perceive cyber threats as severe and adopt proactive 

measures to protect organizational assets [10, 26]. Therefore, 

the hypothesis is: 

H1: Threat awareness positively affects perceived severity 

in avoiding clicking on phishing emails. 

 

2.3.2 Threat awareness and perceived vulnerability 

Research suggests that as individuals become more 

informed about potential cyber threats, their perception of 

vulnerability to those threats increases [27]. In SOEs, where 

employees handle sensitive data and operate within high-risk 

environments, increased awareness of cybersecurity dangers 
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increases recognition of their susceptibility to security threats. 

Awareness programs, including phishing education and 

simulation exercises, equip employees with the necessary 

skills to identify and avoid phishing attempts, reinforcing their 

understanding of vulnerabilities [28]. Furthermore, security 

training and a strong organizational cybersecurity culture 

encourage proactive behaviors, motivating employees to adopt 

security measures and reduce exposure to cyber risks [13]. By 

recognizing their likelihood of being impacted by phishing and 

other cyberattacks, SOE employees develop a stronger sense 

of perceived vulnerability, critical for fostering preventive 

actions. Therefore, this led to the formulation of the following 

hypothesis:  

H2: Threat awareness positively affects perceived 

vulnerability in avoiding clicking on phishing emails. 

 

2.3.3 Threat awareness and self-efficacy 

Research demonstrates a positive correlation between threat 

awareness and self-efficacy. For example, entrepreneurs 

aware of ransomware threats are more confident in 

implementing effective self-protective measures [17]. 

Similarly, during the COVID-19 pandemic, merchants aware 

of the risks from contaminated banknotes exhibited great 

confidence in adopting mobile payment solutions, enhancing 

their motivation to continue the solutions [28]. Finally, state-

owned employees face heightened cybersecurity risk, and 

threat awareness is crucial for building confidence in 

preventing phishing attacks [29]. Conversely, when 

individuals perceive higher risks associated with unreliable 

information, their self-efficacy in sharing information may 

decrease, given concerns about the consequences of spreading 

misinformation [30]. Therefore, this led to the formulation of 

the following hypothesis:  

H3: Threat awareness positively affects self-efficacy in 

avoiding clicking on phishing emails. 

 

2.3.4 Threat awareness and response efficacy 

Research indicates a positive relationship between threat 

awareness and response efficacy across various contexts. For 

instance, entrepreneurs with greater awareness of 

cybersecurity threats are more likely to trust the effectiveness 

of protective measures they can implement against 

ransomware [17]. Similarly, individuals who perceive higher 

risks associated with information quality are more confident 

that their information-sharing behaviors can mitigate these 

risks for themselves and others [30]. In the context of SOEs, 

heightened threat awareness among employees in high-risk 

industries can similarly strengthen their belief in the efficacy 

of organizational policies and protective behaviors [31]. This 

underscores the importance of tailored training programs and 

clear policy communication to enhance response efficacy [32]. 

Therefore, this led to the formulation of the following 

hypothesis:  

H4: Threat awareness positively affects response efficacy in 

avoiding clicking on phishing emails. 

 

2.3.5 Security awareness and perceived severity 

Research demonstrates a positive correlation between 

security awareness and perceived severity. Individuals with 

higher cybersecurity awareness are more likely to assess cyber 

threats as severe, which motivates protective behaviors [14]. 

For example, perceived knowledge about online risks and 

countermeasures heightens the awareness of cybersecurity 

consequences, reinforcing the sense of threat severity [10]. 

Similarly, users with heightened security awareness tend to 

recognize the severity of threats in their desktop environments, 

leading to proactive protective behaviors. These findings are 

consistent with the Protection Motivation Theory, which 

posits that great threat awareness and perceived severity drive 

individuals to adopt protective actions [18]. Therefore, this led 

to the formulation of the following hypothesis:  

H5: Security awareness positively affects perceived severity 

in avoiding clicking on phishing emails. 

 

2.3.6 Security awareness and perceived vulnerability 

Research indicates that increased security awareness often 

makes individuals perceive greater vulnerability to 

cybersecurity threats. Heightened awareness of data collection 

practices and information security risks can make individuals 

feel more exposed, influencing their behavior on social 

networks [33]. Similarly, as employees gain a deeper 

understanding of cybersecurity risks, they become more 

conscious of how these risks could personally affect them, 

increasing their perceived vulnerability [14]. Conversely, 

evidence suggests a negative association between perceived 

knowledge and perceived vulnerability. Individuals who 

believe they are highly knowledgeable about cyber threats and 

safety measures tend to feel less susceptible to becoming 

victims of cybercrime [10]. This highlights complex 

relationships where perceived knowledge may provide a sense 

of security, potentially reducing feelings of vulnerability. 

Therefore, this led to the formulation of the following 

hypothesis:  

H6: Security awareness positively affects perceived 

vulnerability in avoiding clicking on phishing emails. 

 

2.3.7 Security awareness and self-efficacy 

Research indicates that security awareness and self-efficacy 

influence users' security behaviors, particularly in mitigating 

email and website-based phishing attacks [34]. As individuals 

become more knowledgeable about security threats and 

protective measures, their confidence in effectively 

identifying suspicious emails or avoiding phishing links 

increases [35]. Additionally, coping awareness, a key security 

awareness component, strengthens individuals' confidence in 

handling cyber threats [15]. This suggests that as employees 

become more adapt at recognizing and managing cyber risks, 

their belief in their ability to implement adequate security 

measures is significantly enhanced. Therefore, this led to the 

formulation of the following hypothesis:  

H7: Security awareness positively affects self-efficacy in 

avoiding clicking on phishing emails. 

 

2.3.8 Security awareness and response efficacy 

Research shows a positive correlation between security 

awareness and response efficacy across various contexts. As 

individuals gain awareness of strategies to manage and cope 

with cyber threats, their confidence in the effectiveness of 

protective measures increases [15]. This heightened 

understanding strengthens their belief in the efficacy of 

protective actions across different cyber threats. Additionally, 

individuals who perceive themselves as well-informed about 

cyber risks and security measures tend to have greater 

confidence in the success of their actions [10]. Awareness of 

information security threats further reinforces belief in the 

effectiveness of recommended responses [18]. Consequently, 

as security awareness grows, so does the belief that proactive 

measures can effectively prevent or mitigate security threats 
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[13]. Therefore, this led to the formulation of the following 

hypothesis:  

H8: Security awareness is a positive predictor for response 

efficacy in avoiding clicking on phishing emails. 

 

2.3.9 Perceived severity and security behavior intention 

Research indicates that users who perceive the severe 

consequences of not adhering to recommended security 

policies are likelier to engage in protective behavior against 

phishing threats [36]. Similarly, an entrepreneur's perception 

of the severity of ransomware risk influences their likelihood 

to take preventive measures; the more severe the perceived 

risk, the higher the probability that an entrepreneur will engage 

in protective behaviors to safeguard their business against 

ransomware attacks [17]. Moreover, perceived severity has 

been found to have a substantial effect on the intention and 

behavior of users regarding security practices, with severity 

having the most substantial effect on protection behavior 

among all other factors considered [31]. Therefore, this led to 

the formulation of the following hypothesis:  

H9: Perceived severity positively affects security behavior 

intention in avoiding clicking on phishing emails. 

 

2.3.10 Perceived vulnerability and security behavior intention 

Research suggests that perceived risk vulnerability 

significantly influences behavioral intention toward security 

behaviors. For instance, a study on smartphone security 

behavior found that perceived risk vulnerability more 

substantially impacts behavioral intention among female 

employees than male employees. This highlights how 

individuals assess their likelihood of security risks 

materializing, which subsequently shapes their intention to 

adopt protective behaviors [11]. Similarly, those who perceive 

themselves as more vulnerable to cyber fraud and cybercrime 

are more inclined to take protective measures. This aligns with 

the Protection Motivation Theory, which posits that higher 

perceived vulnerability motivates individuals to take proactive 

security actions [37]. Furthermore, enhancing users perceived 

vulnerability by educational and awareness programs can 

strengthen the intention to engage in security behaviors. 

Educating employees about phishing risks and the 

cybersecurity measures importance increase their perception 

of vulnerability, encouraging a substantial commitment to 

protective actions [38]. Therefore, this led to the formulation 

of the following hypothesis:  

H10: Perceived vulnerability is a positive predictor for 

security behavior intention in avoiding clicking on phishing 

emails. 

 

2.3.11 Self-efficacy and security behavior intention 

Research indicates a positive relationship between self-

efficacy and security behavior intention. Employees with 

greater confidence in their ability to perform security-related 

actions tend to reflect it through their protective behaviors 

[14]. Additionally, a higher level of self-efficacy can boost 

employees' behavioral intention to ensure the security of their 

smartphones, making the effect stronger among male 

employees [11]. Furthermore, self-efficacy positively impacts 

security behaviors, and increased situational support is 

proposed to enhance self-efficacy, which, in turn, may 

influence individuals to engage more effectively in 

information security measures [39]. Therefore, this led to the 

formulation of the following hypothesis:  

H11: Self-efficacy positively affects security behavior and 

the intention to avoid clicking on phishing emails. 

 

2.3.12 Response efficacy and security behavior intention 

Research highlights a positive correlation between response 

efficacy and intention to engage in security behavior among 

entrepreneurs. Entrepreneurs who believe their actions 

effectively mitigate ransomware risks tend to engage more in 

protective behaviors to secure their business from cybercrimes 

[17]. Similarly, response efficacy positively impacts the 

comprehensiveness of cybersecurity behavior, as individuals 

who trust the effectiveness of their protective measures are 

likely to adopt intentional and thorough cybersecurity 

practices [39]. Furthermore, an individual's belief in the 

effectiveness of their responses to threats directly enhances 

their intention to engage in protective actions [40]. Therefore, 

this led to the formulation of the following hypothesis:  

H12: Response efficacy is a positive predictor for security 

behavior intention in avoiding clicking on phishing emails. 

 

 

3. METHODS 

 

3.1 Research design 

 

This study employed a quantitative, cross-sectional research 

design to examine the cybersecurity behavior among SOE 

employees. Data was analyzed using Structural Equation 

Modeling (SEM) with SmartPLS version 4.10 software. 

SmartPLS is particularly appropriate for exploratory studies 

because it can effectively handle complex models, non-normal 

data distributions, and small sample sizes [41, 42]. 

 

3.2 Sampling strategy and data collection 

 

A purposive sampling strategy was adopted to ensure the 

sample was representative of the target population. The 

selection criteria focused on SOE employees, given the 

increasing frequency of phishing email attacks targeting this 

demographic in recent months. The data was collected through 

an online questionnaire distributed via Google Forms over two 

months, from March to April 2024. Eligibility criteria were 

implemented to ensure the quality and relevance of responses. 

 

3.3 Sample size determination 

 

The study employed G-Power analysis to determine the 

appropriate sample size [43]. A priori power analysis was 

conducted using F-tests for linear multiple regression, with 

parameters set at a power value of 0.95, an alpha level of 0.05, 

six predators, and an effect size of 0.15 [44, 45], although the 

analysis recommended sample size of 146, a larger sample of 

189 was utilized to ensure a higher response rate and mitigate 

the risk of non-response bias. 

 

3.4 Questionnaire development and measures 

 

The questionnaire item of threat awareness and self-efficacy 

was adapted from study [17], security awareness was adapted 

from [14, 34]. Perceived severity, perceived vulnerability, 

response efficacy, and security behavior intention was adapted 

from the study [14]. The indicator was measured using a five-

point Likert scale, with one is strongly disagree and five 

strongly agree. Following the translation and editing of the 
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questions from prior research, a fluent English speaker 

assessed the final version to detect any flaws. 

 

3.5 Content validation 

 

Two subject matter experts in management and information 

systems evaluated the questionnaire for content validity. The 

evaluation focused on overall format and structure, linguistic 

clarity and coherence, and eliminating ambiguous or 

redundant items. The received feedback was then used to 

improve the questionnaire’s clarity and reliability. 

 

3.6 Ethical consideration 

 

The consent statement provided at the beginning of the 

questionnaire highlights the research purpose, the respondent's 

rights, the privacy and data security policy, the anticipated data 

usage, and the approval request. This ensured that additional 

safeguards were made to protect the respondents' information. 

 

3.7 Pilot testing 

 

A pilot test was conducted with 30 respondents from 

financial and non-financial SOEs to assess the quiestionnaire’s 

reliability and validity [46]. The researchers examined the 

respondents who met the predetermined criteria to evaluate the 

initial internal coherence. Except for SA1 (0.476) and PS3 

(0.520), all structures demonstrated good internal reliability 

results during the pilot testing. The composite reliability (CR) 

values ranged from 0.775 (SA) to 0.897 (SE), while the 

average variance extracted (AVE) values ranged from 0.549 

(SA) to 0.719 (RE). The comprehensive data collection can 

commence following the approval of the AVE values for SA 

(0.549) and PS (0.662), despite two indicators failing to meet 

the standards for internal consistency reliability. 

 

3.8 Data analysis procedure 

 

The previous researchers suggested a conceptualization 

model incorporating a reflective strategy [47]. The previous 

researchers stated that the data was assessed utilizing 

convergent and discriminant validity, internal consistency, and 

factor reliability [48]. The previous researchers examined the 

structural model and its associated hypotheses after the 

completion of the confirmatory factor analysis phase and the 

fulfillment of all requisite requirements [48]. The efficacy of 

the proposed model in generating accurate predictions was 

assessed using the PLS predict method by previous study [49]. 

Identifying prior versions that had mediocre performance but 

were vital to the intended structures was performed by 

applying importance-performance map analysis (IPMA) [50]. 

The results and discussions section thoroughly and extensively 

explains the procedure. 

 

 

4. RESULTS AND DISCUSSIONS 

 

4.1 Descriptive and data normality analysis 

 

In this study, the researchers obtained 189 respondents. The 

research started off by conducting a normal test by assessing 

excess kurtosis and skewness. Table 1 shows the normality test 

using kurtosis and skewness values. The data can be 

considered a normal distribution when the kurtosis and 

skewness are between -1 and + 1 [51]. The kurtosis and 

skewness values ranged from -0.891 (SE2) to 1.246 (PS2) and 

-1.411 (PS2) to -0.246 (SE2). Therefore, the researchers 

determine that the data is not normally distributed as several 

indicators fail to meet the criteria. However, several studies 

using SEM with SmartPLS did not require the data to be 

distributed normally [52]. The researcher subsequently 

conducts a descriptive analysis of the respondent profile. Table 

1 shows the descriptive analysis of the respondent profile. The 

researchers concluded that the majority of the respondents are 

male (71.43%), between the age range of 26-45 years 

(88.89%), with the education background of bachelor's degree 

and high school (88.36%), and financial sector (60.85%).  

 

Table 1. Descriptive analysis of respondent profile 

 
Description Frequency/Percentage 

Gender 
Male 135/71.43% 

Female 54/28.57% 

Age Group 

26-35 y.o 136/71.96% 

36-45 y.o 32/16.93% 

15-25 y.o 13/6.88% 

46-56 y.o 8/4.23% 

Education 

Level 

Bachelor Degree 144/76.19% 

High School 23/12.17% 

Master Degree 14/7.41% 

Diploma 8/4.23% 

Industry 

Financial Sector 115/60.85% 

Non-Financial 

Sector 
74/39.15% 

 

4.2 Measurement model evaluation 

 

Next, the researchers perform confirmatory factor analysis 

(CFA) by examining the individual indicator consistency, 

internal consistency reliability, convergent validity, and 

discriminant validity. The researchers employ cut-off values 

that previous researchers widely used. The outer loading, 

composite reliability, and AVE a minimum of 0.6, 0.7, and 0.5, 

respectively [47]. CFA is a statistical technique to examine the 

validity of indicators and variables. The AVE measures the 

variance captured by a latent construct concerning the variance 

due to measurement error. Table 2 shows the convergent 

validity and internal consistency reliability. The outer loading 

value ranged from 0.661 (SE4) to 0.878 (PS2). The composite 

reliability value ranged from 0.788 (TA) to 0.868 (RE). The 

AVE value ranged from 0.526 (SE) to 0.687 (RE). Table 2 

shows the convergent validity and internal consistency 

reliability test results. Therefore, the researchers concluded 

that the individual indicator consistency, internal consistency 

reliability, and convergent validity meet the criteria. 

Next, the researchers conduct discriminant validity using 

the Fornell-Larcker criterion to confirm each construct is 

distinct from other constructs in the model. Table 3 shows the 

discriminant validity results. The Fornell-Larcker criterion 

was used due to reliability, simplicity, ease of interpretation, 

and relevance to the research context [41, 42]. The researchers 

conclude that the model meets the criterion. Therefore, the 

model shows satisfactory discriminant validity. 
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Table 2. Normality, individual indicator consistency, convergent validity, and internal consistency reliability 

 
Variable and Indicator 1 2 3 4 5 6 

Perceived Severity (PS): 

Companies can incur significant losses (in terms of finances, time, or privacy) 

when getting attacked by ransomware (PS1) 
0.634 -1.091 4.159 0.794 

0.862 0.675 I will be penalized for violating the company's security policy (PS2) 1.246 -1.411 4.275 0.878 

Having a computer infection due to opening suspicious email attachments is a 

serious problem for me (PS3) 
0.500 -1.175 4.180 0.790 

Perceived Vulnerability (PV): 

If I do not comply with the company security policy, it may cause security issues 

with company information (PV1) 
0.061 -0.926 4.196 0.819 

0.855 0.663 
The company becomes vulnerable to a security breach if I do not comply with 

existing information security policies. (PV2) 
-0.700 -0.632 4.111 0.793 

If I do not comply with my agency's information security policy, then I could fall 

victim to a malicious attack (PV3) 
0.037 -0.981 4.175 0.829 

Response Efficacy (RE): 

I believe I can evaluate the risk to my work entity if I get an email phishing attack 

(RE1) 
0.383 -1.022 4.212 0.819 

0.868 0.687 
I am sure I can protect my work entity from email phishing attacks (RE2) -0.124 -0.885 4.169 0.821 

I believe I can identify email phishing attacks (RE3) -0.241 -0.792 4.233 0.846 

Security Awareness (SA): 

The company has an information security policy (SA1) -0.100 -0.860 4.079 0.731 

0.813 0.593 
The company reminded me to implement computer and Internet security policies 

(SA2) 
-0.032 -0.871 4.026 0.776 

I have a high awareness of the risks of clicking on suspicious email links (SA3) 0.654 -1.129 4.190 0.800 

Security Behavior Intention (SBI): 

I keep the antivirus software on my computer up to date (SBI1) -0.246 -0.604 3.937 0.704 

0.798 0.569 
I monitor unusual computer behavior (e.g., slow or freezing, pop-up windows, 

etc.) (SBI2) 
-0.368 -0.677 3.974 0.777 

I always act immediately when malware alerts appear (SBI3) 0.174 -0.854 4.169 0.779 

Self-Efficacy (SE): 

I believe I can evaluate the risk to my work entity if I get an email phishing attack 

(SE1) 
-0.284 -0.497 3.794 0.767 

0.815 0.526 
I am sure I can protect my work entity from email phishing attacks (SE2) -0.891 -0.246 3.746 0.712 

I believe I can identify email phishing attacks (SE3) -0.382 -0.401 3.688 0.755 

I am confident I can take the necessary action if my work entity is hit by an email 

phishing attack (SE4) 
-0.417 -0.398 3.704 0.661 

Threat Awareness (TA): 

I understand that a ransomware attack could hit my organization. (TA1) -0.381 -0.441 3.847 0.683 

0.788 0.554 
I understand that hackers can install ransomware on my working devices. (TA2) -0.446 -0.738 4.048 0.768 

I understand what happens when ransomware is installed on my working devices. 

(TA3) 
-0.155 -0.672 4.085 0.777 

1 = Kurtosis, 2 = Skewness, 3 = Mean, 4 = Outer loading, 5 = Composite reliability, 6 = AVE. 

 

Table 3. Discriminant validity Fornell-Larcker criterion 

 
 1 2 3 4 5 6 7 

1 0.822       

2 0.657 0.814      

3 0.637 0.795 0.829     

4 0.719 0.692 0.679 0.770    

5 0.519 0.599 0.555 0.513 0.754   

6 0.226 0.325 0.320 0.326 0.485 0.725  

7 0.507 0.630 0.654 0.595 0.601 0.444 0.744 
Note: 1: Perceived Severity; 2: Perceived Vulnerability; 3: Response 

Efficacy; 4: Security Awareness; 5: Security Behavior Intention; 6: Self-
efficacy; 7: Threat Awareness. 

 

4.3 Structural model evaluation 
 

Next, the researchers perform the structural model 

examination, the coefficient of determination, and the 

predictive power. The researchers select a one-tailed test, a 

sub-sample size of 5,000, and a bias-corrected and accelerated 

(Bca) bootstrap. The Bias-corrected and accelerated (Bca) 

confidence interval method for 0.025 was applied. The f2 

statistic was used to illustrate the influence of independent 

variables on the dependent variables. Different levels of effect 

are presented as follows: high (f2 > 0.350), moderate (f2 > 

0.150), and minor (f2 > 0.020) [53]. Furthermore, a composite 

criterion consisting of p-values and effect sizes can give a 

better understanding of the data [54, 55]. In Table 3, the 

outcome of hypothesis testing shows that all hypotheses were 

accepted. 

The results of the structural model depicted that self-

efficacy (H11, β = 0.315), perceived vulnerability (H10 

accepted, β = 0.288), and perceived severity (H9 accepted, β = 

0.193) positively affect security behavior intention. However, 

response efficacy found not significant (H12 rejected, β = 

0.103). Therefore, the researchers conclude that perceived 

severity is critical for determining security behavior intention. 

Next, threat awareness positively affects response efficacy 

(H4 accepted, β = 0.387), perceived vurnerability (H2 accepted, 

β = 0.339), and self-efficacy (H3 accepted, β = 0.387). 

However, the relationship between thread awareness and 

perceived severity was insignificant (H1 rejected, β = 0.122). 

Therefore, the researchers conclude that threat awareness 

moderately affects response efficacy and perceived 

vulnerability.  

Finally, security awareness positively affects perceived 

severity (H5 accepted, β = 0.646), perceived vulnerability (H6 
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accepted, β = 0.490), and response efficacy (H8 accepted, β = 

0.449). However, the relationship between security awareness 

and self-efficacy found not significant (H7 rejected, β = 0.096). 

Therefore, the researchers conclude that security awareness 

highly affects perceived severity (Table 4). 

 

Table 4. Hypothesis test result 

 

Hypothesis β Stdev T-Stat P-Values BCI LL BCI UL F2 

H1: TA ->PS 0.122 0.088 1.395 0.082 -0.050 0.285 0.020 

H2: TA -> PV 0.339 0.072 4.726 0.000 0.196 0.475 0.166 

H3: TA -> SE 0.387 0.089 4.354 0.000 0.193 0.543 0.122 

H4: TA -> RE 0.387 0.069 5.609 0.000 0.251 0.522 0.218 

H5: SA -> PS 0.646 0.064 10.166 0.000 0.518 0.763 0.570 

H6: SA -> PV 0.490 0.068 7.241 0.000 0.358 0.624 0.347 

H7: SA -> SE 0.096 0.091 1.058 0.145 -0.074 0.279 0.007 

H8: SA -> RE 0.449 0.076 5.929 0.000 0.297 0.592 0.294 

H9: PS -> SBI 0.193 0.084 2.284 0.011 0.049 0.379 0.038 

H10: PV ->SBI 0.288 0.098 2.951 0.002 0.103 0.484 0.052 

H11: SE -> SBI 0.315 0.071 4.421 0.000 0.173 0.453 0.170 

H12: RE -> SBI 0.103 0.096 1.074 0.141 -0.082 0.300 0.007 
Note: R2 of SBI = 40.3%; PS = 32.4%; PV = 38.9%; RE = 32.2%; SE = 39.5%; PS: Perceived Severity; PV: Perceived Vulnerability; RE: Response Efficacy; SA: 

Security Awareness; Security Behavior Intention; SE: Self-efficacy; TA: Threat Awareness. 

 

4.4 PLS predict evaluation 

 

Next, the researchers perform the PLS prediction analysis 

to evaluate the predictive capability to assess how well the 

model predicts data, focusing on the relevance of the 

endogenous construct [49]. The researchers employ 10 10-fold 

cross-validation methods with 10 repetitions. The researchers 

select the Means Absolute Error (MAE) because the data is not 

normally distributed. The researchers evaluate the PLS_MAE 

to have naïve lower linear regression (LM) MAE. Table 5 

shows the predictive efficacy of PLS predict. It is concluded 

that the model shows a low predictive power due to a minority 

of the dependent indicators producing lower PLS_MAE than 

LM_MAE. 

Table 5. PLS predict 

 
Indicators 1 2 3 4 

SBI1 0.138 0.862 0.687 -0.021 

SBI2 0.182 0.886 0.726 -0.016 

SBI3 0.293 0.745 0.601 -0.011 
Note: 1: Q²predict; 2: PLS-SEM_MAE; 3: LM_MAE; 4: Δ PLS-SEM_MAE 

- LM_MAE. 

 

4.5 Importance-performance map analysis 

 

Finally, the researchers performed a significant 

performance map analysis to enhance the PLS-SEM results 

and the important improvement factors [50]. Figure 1 shows 

the IPMA of security behavior intention. The researchers 

classify security awareness, self-efficacy, perceived 

vulnerability, and threat awareness in quadrant II (concentrate 

here). Moreover, the perceived severity is in quadrant IV 

(possible overkill), and response efficacy falls in quadrant III 

(low priority). 

Based on IPMA of security behavior, the researchers 

identify managerial implications: Management can increase 

security awareness through training activities on protecting 

company data and strategies to protect employees through 

increasing awareness about cyber security. In addition, it is 

important to use passwords that are not easy to hack and 

change every 6 months. Improving the security system through 

implementing multi-factor authentication needs to be 

considered for implementation to improve the security of 

important company data.  

 
 

Figure 1. Importance performance map analysis of security 

behavior intention 

 

At the individual employee level, management needs to pay 

attention to improving each employee's self-efficacy. 

Management needs to cultivate knowledge sharing about how 

hackers' modus operandi, the impact on hacking victims, and 

the level of vulnerability of individuals to hacker attacks. This 

can provide reasonable confidence for users to be careful when 

using the internet. In addition, ongoing training development 

programs and campaigns on how employees' computers are 

infected with computer viruses can also increase employee 

confidence in daily activities. 

Management needs to introduce how every employee is 

vulnerable to cyber-attacks. The development of training 

modules that focus on introducing phishing, trojans, password 

keyloggers, and how a hacker's modus operandi of obtaining 

bank account authorizations can equip employees with 

knowledge of the risks of cyber-attacks. Therefore, training 

activities like this are very beneficial for employees to avoid 

access to suspicious emails, text messages, and website links. 

Another thing that can be developed to increase employee 

threat awareness against cyber-attacks is the development of 

educational programs based on infographics, simulations, 

video tutorials, and interactive games delivered through the 

company's learning management system. In the end, how to 

manage policies to force employees at the operational, middle, 

and top management levels to access, follow, and implement 

the results of educational programs that have been developed 
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thoughtfully. 

Finally, it is crucial for the management to develop and 

implement a detection and curation approach when the 

preventive measures fail. Management needs must allocate 

resources in security tools analysis such as data and system 

backup, incident response, and threat detection, and 

periodically perform risk analysis. 

 

4.6 Discussions 

 

Self-efficacy was reported to affect security behavior 

intention moderately (H11 accepted). This finding aligns with 

the previous research [11, 14, 39]. Next, perceived 

vulnerability does not affect security behavior intention (H10 

accepted). This finding is consistent with the previous research 

[11, 36, 38]. Next, perceived severity does not affect security 

behavior intention (H9 accepted). This finding is consistent 

with the previous research [17, 34]. Finally, response efficacy 

was to be not significant in terms of security behavior intention 

(H12 rejected). This finding argues the previous research 

finding [17, 39, 40]. 

It was reported that threat awareness moderately affects 

response efficacy (H4 accepted). This finding is consistent 

with the previous research [17, 30-32]. Next, threat awareness 

moderately affects perceived vulnerability (H2 accepted). This 

finding is consistent with the previous research [13, 27, 28]. 

Next, threat awareness shows a negligible effect on self (H3 

accepted). This finding is consistent with the previous research 

efficacy [17, 28-30]. Finally, threat awareness was 

insignificant in perceived severity (H1 rejected). This finding 

argues the previous research finding [10, 13, 24, 25]. 

Security awareness was reported to highly affect perceived 

severity (H5 accepted). This finding is consistent with the 

previous research [10, 14, 18]. Next, security awareness 

moderately affects perceived vulnerability (H6 accepted). This 

finding is consistent with the previous research [10, 14, 55]. 

Next, security awareness moderately affects response efficacy 

(H8 accepted). This finding is consistent with the previous 

research [10, 13, 15, 18]. Finally, security awareness was not 

significant in self-efficacy (H7 rejected). This finding argues 

the previous research finding [15, 34, 35]. 

 

 

5. CONCLUSIONS 

 

Our research examines the determinant factors of security 

behavior intention in state-owned organizations. The 

researchers extend the protection motivation theory with 

security and threat awareness. The findings show that self-

efficacy, perceived vulnerability, and perceived severity are 

important factors of security behavior intention. Moreover, 

threat awareness can be important in response efficacy, 

perceived vulnerability, and self-efficacy. Finally, security 

awareness can be considered an important factor in perceived 

severity, vulnerability, and response efficacy.  

However, three hypotheses are rejected (threat awareness 

on perceived severity, security awareness on self-efficacy, and 

response efficacy on security behavior intention). 

Contradictory results in hypothesis tests can be caused by 

educational background, age group, and occupation in the 

financial sector. In their daily work, the respondents face the 

threat of online crime, so a character is formed who is always 

alert to the threat of online crime and follows the development 

of cybersecurity. 

The proposed model shows good coefficient determination 

despite low predictive power. The researchers used IPMA to 

strengthen managerial implications. The findings significantly 

contribute to the state-owned organization management 

strengthening employee awareness of cyber threats, especially 

email phishing. The proposed risk management strategies have 

been discussed in the previous section. The researchers feel 

that preventive, detective, and curative activities must be 

considered and executed by the IT and human resources 

management division. 

Our research contributes to advancing cyber security 

behavior research, especially the role of protection motivation 

theory application. The proposed model shows the importance 

of incorporating security and threat awareness as determinant 

factors of perceived vulnerability, self-efficacy, perceived 

severity, and response efficacy of email phishing threats. Next, 

our proposed model can be applied in cyber security behavior 

research, especially in state-owned organizations. Finally, we 

employ rigorous methodology to ensure and enrich the 

existing research findings. 

Finally, our research has several limitations in its design and 

execution. Therefore, we propose some future research 

directions for further researchers. First, applying g-power 

analysis to determine sample size is trending nowadays. 

However, the purposive sampling selected as the sampling 

strategy has limitations for the generalization of findings. 

Future researchers need to increase the sample size and 

employ probability sampling to generalize findings 

potentially. Second, the researchers gathered 60.85% of the 

total respondents (115 of 189) from the financial sector. 

Therefore, the findings mainly apply to the financial sector due 

to the highly regulated industry. The researchers suggest 

replicating the proposed model to specific state-owned 

organizations like banking, insurance, agriculture, electricity, 

or telecommunication. Lastly, the researchers have examined 

the effect of security and threat awareness in existing studies. 

Those variables explained 32.4%-39.5% of perceived 

vulnerability, response efficacy, self-efficacy, and perceived 

severity. Future research might consider the effect of cultural, 

cyber security literacy, and personality trait factors on 

protection motivation theory. 
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