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The three-phase electrical generator is considered the essential and vital element of the
power system, forming the nucleus of the electrical infrastructure and being one of the
energy industry's most important and costly components. Therefore, an advanced and
intelligent protection system is required to isolate it quickly from the system in cases of
abnormal operating conditions or faults. This paper discusses different types of generator
protection equipment currently in use, such as stator protection, rotor protection, and
protection against abnormal conditions. It also reviews methodologies for protecting
electrical machinery through continuous monitoring, and evaluation of changes in load
current, stator temperature, resistance, and rotor speed fluctuations. It also discusses
observations, gaps, challenges, and the increasing applications of artificial intelligence. In
conclusion and recommendation, a structure of an intelligent relay capable of performing
all electrical generator protection tasks is proposed. The new structure included the effect

of changing the capability curve with air temperature.

1. INTRODUCTION

Many faults occur in electrical power systems. Therefore, it
is essential to forecast all faults and take all necessary
measures to ensure the power system's safety [1].

Differential relays that incorporate both restraint and
blocking differential elements in parallel exhibit superior
operational and second-order harmonic speed compared to
differential relays that solely utilize a single differential
element [2]. The negative sequence filter, integrated with the
overcurrent relay, is a protective measure against imbalanced
loading conditions [3]. The distinctions among various
optimization techniques are defined by the duration required
for prototyping and their robustness in industrial environments
[4]. It is important to enhance the reliability of the power
system by implementing generator maintenance scheduling
and safeguarding the system [5].

With the replacement of electromechanical relays, the
fundamental elements of relay protection and automation
systems were improved [6], with semiconductor devices [7, 8],
which are presently being supplanted by microprocessor
terminals [9, 10], and Artificial Neural Networks (ANN)
Protection Stages [11], thereby yielding increased efficiency
and an elevated degree of functionality in relay protection,
automation, and measurement [8]. The malfunctions
associated with microprocessor systems arise from various
factors, including overvoltage, random memory and software
errors, and power supply disruptions, among others [10].
Hence, significant emphasis is placed on the evaluation of the
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electromagnetic environment and the regulation of grounding
systems [12].

A substantial 25-28% of system failures can be attributed to
the malfunctioning of relay protection and automation devices.

Modern generating units are complex systems comprising
stator and rotor windings, exciter windings, power
transformers, and prime movers with auxiliary components.
These systems are prone to various faults, requiring electrical
and mechanical protection strategies. Due to harsh operational
conditions, advanced protection methods are essential like
using Artificial Neural Network (ANN) algorithms and the
Adaptive Neuro-Fuzzy Inference System (ANFIS) used [11];
these multifunction numerical relays are equipped with the
capability to provide extensive protection, such as differential
protection, ground fault protection for stator and field
windings, out-of-step protection, as well as safeguards against
over/under voltage and frequency variations, in conjunction
with loss-of-excitation protection, relevant to generators of
various scales. All at a negligible expense [13, 14], to maintain
the generator in a secure operational state, the dynamic
regulation of both real and reactive power through the
application of FACT devices is crucial. It is equally essential
to manage the implications of such controls [15].

This paper discusses different types of generator protection
related to stators and rotors and their use against abnormal
conditions. It also reviews the most conventional and
intelligent methodologies for using generator protection
systems and discusses observations, gaps, challenges, and
opportunities.


https://orcid.org/0009-0001-5954-6871
https://orcid.org/0000-0002-1248-4538
https://orcid.org/0000-0002-5071-0102
https://crossmark.crossref.org/dialog/?doi=10.18280/jesa.580310&domain=pdf

2. OVERVIEW OF AN ELECTRICAL GENERATOR
PROTECTION

Power systems are exposed to faults at many different time
intervals, attributed to numerous factors; thus, it is imperative
that these faults are anticipated and that appropriate safety
measures are implemented within the power system [16].

The selection of protection devices is contingent upon the
specifications and classification of the generators and
associated equipment. The protection of generators consists of
multiple components designed to detect abnormal operating
conditions or lead to the instability of power systems [17],
enabling the disconnection of the generator and mechanical
systems before potential damage occurs. Two key protective
elements related to synchronizing issues are reverse power
protection (when the generator operates as an electric motor)
and loss-of-excitation protection (failure of the excitation
system) [18, 19]. The electrical generator protection systems
are shown in Figure 1. In addition to the aforementioned
relays, differential protection, field failure protection [20],
protection for rotor ground, protection for reverse power, and
protection for negative sequence phase are also employed for
generator protection. Vibration signals can also be used to
protect power system devices such as generators, transformers,
etc. [21]. Different faults and their corresponding protective
devices are discussed in the following sections.

Stator winding Faults

v'Phase to phase fault
. v'Phase to ground faults
¥ Inter-turn faults

Rotor Faults

¥ Phase to ground faults (winding)

v Inter-turn faults of field windings

v'Loss of field protections

* ¥'rotor over heating Protection

v'Auntomatic field suppression and use of neutral
cireuit breaker

v Alternate arrangement for ficld suppression

Abnormal operating conditions
v'voltage protection (Over/under)
v'Over loading condition

¥ frequency protection (Over/under)
v'Loss of excitation protection
v'Negative phase sequence protection
¥'Loss of Prime-mover or Motoring
.' ¥'vibration Protection

¥'bearings Overheating Protection
¥'Sub-synchronous oscillation

¥'Out of step (Loss of synchronism)
v'External fault back-up protection
¥'Ventilation failure

Faults types and abnormal operating conditions of the electrical generators

¥'Current leakage in the body of the generation

Figure 1. Types of various electrical generator malfunctions
and unusual operation circumstances [22-24]

3. TYPES OF DIFFERENT FAULT ON ELECTRICAL
GENERATOR

Generators often face external, internal, or combined faults.
As part of the power system, it is crucial to quickly isolate

faults to prevent severe generator damage [25].

Phase-to-phase faults and faults between the windings of the
same phase are less common, but they can develop into ground
faults. However, faults between the windings of the same
phase are difficult to detect. There are several types of faults,
including rotor variances and atypical operational states of the
generator. Therefore, it is essential that the generator is
protected not only against electrical faults and mechanical
complications but also against negative interactions that may
arise when the generator goes out of synchronization with the
power system or due to the loss of field windings, and so on.
In some cases, such as internal faults, the generator must be
quickly isolated, and in situations such as the failure of field
windings, it is imperative that an "alarm" be activated to notify
the operator [22, 23].

Statistical analyses indicate that the generator is responsible
for 5.5% of the failure rate observed in wind turbines, which
subsequently contributes to 8.9% of the overall downtime [26].
As reported by the International Renewable Energy Agency
(IRENA), approximately 30% of the total energy expenditure
is allocated to operational and maintenance costs within the
global onshore wind farm sector [27]. A comparable
assessment of 23% has been corroborated by the National
Renewable Energy Laboratory (NREL) based in the United
States [28, 29].

A recent investigation conducted in 2022, encompassing
generators from 57 wind farms, identified a total of 1,752
faults classified into 31 distinct types. Among these, 706
failures, representing 40.3%, were attributed to issues with
generator bearings, while 452 failures, accounting for 25.8%,
were linked to the carbon brushes in the doubly fed
configuration.

Failures related to fans or heaters constituted 7.9%, whereas
winding failures represented 7.1%. Additionally, 4.2% of
failures associated with generator temperature anomalies were
ascribed to alternative causes, as explained in Figure 2 [30, 31].

Figure 2. Failure data for wind turbine generators in 2022

4. VARIOUS CLASSIFICATIONS OF GENERATOR
SAFEGUARDING MECHANISMS

Generator protection systems constitute assemblages that
incorporate an array of protective measures for the generator.



These protective measures are fundamentally predicated upon
three principal factors: variations in load current magnitude,
stator thermal conditions and impedance, and rotor rotational
velocity [32].

A multitude of protection systems exist within generators,
with the most prevalent among them being.

4.1 Overvoltage & undervoltage protection (Abnormal
voltage protection)

In the absence of voltage rise, drop, or fluctuation from the
rated value [27], this protection does not activate. It operates
in two main scenarios: overvoltage conditions and
undervoltage conditions [28]. Undervoltage conditions do not
cause any negative impact or physical damage; however, there
is a potential risk of overheating auxiliary motors. The
importance of the overvoltage relay lies in preventing
excessive dielectric stress, which could lead to insulation
failure [29].

According to IEEE standards, voltage fluctuation ranges are
classified, and acceptable limits are defined. The IEEE 1159-
2019 standard categorizes voltage fluctuations into different
classes, while IEEE 519-2022 provides guidelines on
permissible limits. As per the IEEE C84.1-2020 standard, the
utilization voltage (for end-user equipment) should remain
within £5% of the nominal voltage, while the service voltage
(at the utility supply point) should stay within +5% to -2.5%.

Exceeding these limits can lead to significant damage, such
as generator failure, reduced efficiency, increased electrical
and mechanical faults, and decreased performance and
equipment lifespan. Therefore, it is essential to adhere to these
standards and take the necessary measures to ensure voltage
stability and maintain equipment efficiency [30].

4.2 Earth fault and restricted earth fault protection (REF)

A restricted earth fault (REF) protection mechanism
facilitates the precise identification of ground faults occurring
in close proximity to the neutral point of a transformer or
generator. The advantages derived from the sensitivity of the
REF mechanism become particularly significant when the
apparatus is grounded with low impedance, rendering the
transformer phase differential element (87T) ineffective [31],
Stator Earth Fault protection calculates the current passing
through the neutral point of the generator or transformer
without being restricted by any other value [32].

4.3 Overload & overcurrent protection

This protection detects any fault in the three phases of the
generator. Any drop in the voltage of one of the phases may
cause contact, even partial, with the ground or between the
phases, which will lead to an increase in the main current of
the generator due to the resulting short circuits. The relay
begins to sense the current value once the voltage drops by a
certain percentage from the rated value, as this protection
depends on voltage. There are three options in this type, as
follows.

(1) Simple overcurrent mode.

(2) Voltage control overcurrent mode.

(3) Voltage restrained overcurrent mode.

In the first case, there is no need to adhere to the voltage, as
this relay operates to detect an increase in current at the rated
voltage, with a rise higher than the rated load current. The

second case is used when the generating unit is directly
connected to the grid without being constrained by the grid
voltage. The third case, which is the one adopted in power
generation stations, involves connecting generation stations
indirectly through power transformers constrained by the grid
voltage. Figure 3 illustrates the difference between the last two
cases. The operation of this relay depends on time, with two
types either fixed time (Definite Time) or inverse time, which
depends on the curve of the relationship between current and
voltage [33].

Current Current
Pick-up Pick-up
Level Level
> - — > bo——————

KI> KI>

Vs Voltage Vs2 Vs1Voltage
level leve

Voltage controlled mode Voltage restrained mode

Figure 3. Overcurrent protection voltage control/voltage
restrained

The inverse-time overcurrent relay Figure 4 is designed to
isolate faults characterized by elevated current levels quickly.

The speed of fault clearance depends on the intensity of the

Various inverse-time relays present distinct time-current
characteristics (TCCs), facilitating the selection of an
appropriate relay tailored to the application's specific
requirements. A selection of available options is enumerated
below [34].

The defining equations pertinent to the previously
mentioned categories of inverse-time overcurrent relays are
articulated as follows [35].

Definite time

Standard inverse

Time in seconds

Very inverse

Extremely inverse

Multiples of tap setting

Figure 4. Illustrates an increase in fault current, which results
in a faster relay response

Standard inverse overcurrent relays:

top = —gom— X TM (1)

T M0.02_1

Very inverse overcurrent relays

top = —o X TM )

M-1



Extremely inverse overcurrent relays:

80
top - M2-1

xTM 3)
where, top: operating time (s), TM: ratio of the input current to

the pickup current, M: time multiplier or time dial setting
thermal.

4.4 Over frequency & under frequency

The operational frequency of the system is maintained at 50
Hz during standard functioning. The frequency of the system
is contingent upon the rotational velocity of the generator.

_120xf

s== ©)
where, NS: synchronous speed [rpm], P: number of magnetic
poles.

The difference between active power production and system
requirements leads to an increase or decrease in the generator's
rotational speed, resulting in the acceleration of the generator
rotors and an overall increase in system frequency. The
opposite occurs due to the sudden loss of significant
generation capacity. Operating at an irregular frequency is
inherently harmful, as it can negatively impact many aspects
of the power system, jeopardizing the reliability and security
of the entire generation facility [36]. When the frequency is
irregular, it causes damage to electrical equipment. For
example, the natural frequency (and its harmonics) of turbine
blades is designed to be sufficiently separated from the
nominal speed and its multiples to prevent mechanical
resonance. If the turbine operates at speeds that differ from the
specified parameters, the turbine blades may experience
excessive mechanical stress, which could lead to the formation
of cracks in the turbine structure [37].

4.5 Loss of excitation protection methods

There are two main concerns regarding Loss of Excitation
(LOE) protection [38]:

(1) Making sure that in the event of a loss-of-field
condition, the relay will trip the generator fast enough to
prevent damage to the equipment or detrimental effects on the
system.

(2) Making sure that Special Protection Systems (SPS) or
temporary circumstances that don't harm the equipment won't
cause the relay to trip the generator unnecessarily.

The most popular techniques for (LOE) protection are:

a. Mason

A single-phase offset mho relay product by Mason in 1949
[39], The distance relay was developed to avoid incorrect
decisions between LOE protection and other abnormal
operating conditions. The characteristics of the relay mho
(diameter X; and offset Xy).

b. Berdy

In 1975, Berdy [40] made a change to the protection system.
(The first diameter is equal to 1.0 p.u without an external time
delay, and the second unit has a diameter equal to X;) This is
to ride through transient conditions and undesirable operations
[40].

Currently, Mason’s scheme is recommended for generators
with X; < 1.2 p.u., as well as Berdy’s scheme for X;> 1.2 p.u.
Figure 5 illustrates Berdy’ and Mason's methods.
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X(p.u.) X(p.u.)

R(p.u.) Rip.u.)

i
Offset = X"y/2
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Z; =10
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Diameter = Xy Z, =X,

() (b)

Figure 5. The proposed protection characteristics (LOE) by:
(a) Mason and (b) Berdy

c. Positive offset

Undervoltage, impedance, timers, and directional elements
are considered components of this technique for protect
generator and transmission networks [41, 42], as shown in
Figure 6. Using the following formulas, the first relay (Z22), the
positive offset mho element, is configured with a 10% margin
above the steady-state stability limit.

Diameter = 1.1X; + X; (5)
Offset = X (6)
Directional Unit
X(p.u.) \ e Z
i .
X4/ 2 Zi
Steady-state stability limit
1,1 X4

Minimum excitation
limiter

Figure 6. Positive offset scheme
4.6 Generator watt/var capability

Figure 6 shows a typical capability curve for a generator
with a cylindrical rotor. The generator's operating limits under
steady state (continuous) conditions are shown by this capacity
curve. The generator capability curve is usually distributed at
the rated voltage of the generator. In the under-excited area,
salient pole generators show a slightly different feature.

The curve also shows how the Automatic Voltage Regulator
(AVR) limits steady-state operation to stay within the
generator's limits. Three separate curves the stator winding
limit, the rotor heating limit, and the stator end iron limit
combine to form the generator capability shown in Figure 7
[28, 43].



Rotor

Reactive Power - @@L
into System W.m.dlng System
. Limited Mvar  Normal Overexcited
Mvar Operation
Overexcited /_T\ ) Stator
Qﬁe@xcﬁatmn o - Winding
Limiter (OEL ) ///,— Limited
//’//’
0 ke=— il Real Power
“\\\ into System
Under T
Excitation
Limiter
Underexcited (UEL) \ )
B Underexcited
Mvar | T Operation
MW
(: )—‘_> System
Steady State y

Mvar

Reactive Power Slator. E.nd Stability Limit
into Generator  Iron Limited

Figure 7. A cylindrical rotor generator's typical generating
capability curve and operating restrictions

4.7 Over flux protection

This suggests that the per unit voltage is divided by the per
unit frequency and can be attributed to various factors,
including turbine overspeed, load rejection on the machine
resulting from the disconnection of a load block, The
malfunctioning of the Automatic Voltage Regulator (AVR)
during the operational state of the machine, over-excitation
during the machine's unloaded condition, situations where the
machine operates at a terminal voltage that exceeds its rated
capacity, and instances where the machine functions at its
rated or lower voltage in conjunction with reduced frequency
can lead to operational issues [44].

This phenomenon can be mitigated by implementing a relay
that measures the ratio of voltage to frequency (V/Hz relay),
adjusting the speed accordingly so that the generated voltage
is proportionately regulated [22, 26].

The diverse modalities of safeguarding implemented for the
generator can be described into two classifications:

(1) Protective relays are designed to identify anomalies
manifesting outside the generator.

(2) Protection relays are established to recognize faults
arising within the generator.

4.8 Other protective devices

Protective relays play a vital role in protecting generators
from faults or abnormal operating conditions that could cause
significant damage to the electrical generator, whether these
faults originate internally or externally to the generator.

In addition to the power transformers and protection relays
that are directly connected to the generator. Other devices
include lightning arrestors, overspeed protection devices,
instruments for measuring the temperature and vibration of
shaft bearings, stator windings, transformer windings,
transformer oil, and others, as well as monitoring lubrication
systems such as oil flow, oil pressure, and oil temperature.
Some of these protective arrangements are classified as non-
trip types (Non-Trip Types) (provided that these protective
arrangements do not cause damage to the electrical generator),
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meaning they are limited to issuing alarms in response to
abnormal conditions. Table 1 provides a detailed enumeration
of the additional protective relays used for safeguarding
generators [33, 34].

Table 1. Generator protection elements

Device Description ANSI
Differential protection 87G
Current element Over current 51V
Negative phase sequence  46NPS
Over voltage 590V
Under voltage 27UV
Voltage element Volt/ Hz 24
Over frequency 810
Under frequency 81U
VT — fuse failure 60
Power element Reverse power 32R
Low forward power 32L
Neutral side protection Stator qarth fault SIN
Neutral displacement 59N
Excitation protection Field failure 40FF
Rotor protection Rotor earth failure 64F

5. GENERATOR PROTECTION METHODOLOGIES
AND EFFICIENCY ENHANCEMENT SYNOPSIS

Many optimization techniques have been used as defect
classifiers, such as algorithms based on Artificial Neural
Networks (ANNs), which have shown to be useful in a variety
of pattern and signature recognition applications.

These algorithms possess the capability to identify the
normal functioning of the generators and transformers by
discerning their waveform characteristics with greater
precision and distinguishing them from fault current
waveforms [45-48]. Compared to other intelligent algorithms,
genetic algorithm optimization technology offers numerous
benefits, including high accuracy and quick response times to
produce ideal results [49]. Furthermore, alternative
methodologies such as traditional techniques (including
Stochastic ~ Methods, Sequential Optimization, Goal
Programming,  Constraint  Programming, = Weighting
Objectives, Linear Programming, Gradient-Based/Hill
Climbing, etc.) and artificial intelligence solutions
(comprising Particle Swarm Optimization, Parcto Multi-
Objective Optimization, Simulated Annealing, Fuzzy Set
Theory, Evolutionary Computation and Ant Colony
Optimization,) are extensively applied in the realms of power
system operation and control [50-52].

By reviewing most of the research related to the protection
of electrical generators that utilize artificial intelligence, which
contributes to improving operational efficiency, reducing
failures, and providing predictive maintenance, major
companies rely on technologies such as machine learning,
artificial neural networks, fuzzy logic, support vector
machines, etc. to enhance the performance of protection
systems and ensure the stability of power systems [53].

Most research utilizes fuzzy logic in electrical generator
protection devices, as it is used to process imprecise or
ambiguous data, making it useful for predicting faults. It also
aids in making accurate decisions regarding the operation and
shutdown of the generator based on operational conditions
[54].



6. LITERATURE REVIEW

Phadke et al. [55] discussed the significant role of wide-area
monitoring (WAM) in enhancing power system protection,
particularly in the context of modern challenges faced by
power systems .

It highlights the limitations of existing protection systems,
which often rely on fixed relay characteristics that do not adapt
to varying system conditions .

The authors emphasize the need for adaptive and intelligent
protection schemes, as well as the importance of a robust
communication infrastructure to support these advancements .

The paper aims to explore new protection concepts that can
mitigate the risks of blackouts caused by relay maloperations
and wide area disturbances [55].

Hasani et al. [56] discussed the investigation of the impact
of electrode shapes on the performance of gas discharge
arresters (GDAs), which are crucial for overvoltage protection
in low-voltage circuits.

GDAs function as insulators under normal conditions but
can discharge when voltage exceeds the gas breakdown
threshold, leading to electric arcs.

The study emphasizes the significance of electrode shape in
preventing the reignition of arcs after extinguishing, as the
geometry of the electrodes influences the electric field strength.

The authors utilize a differential evolution optimization
algorithm to compute optimal electrode shapes for improved
electric-field distribution [56].

Dumitrescu [57] discussed the design and modelling of an
intelligent multifunctional protection system for an electric
generator. It proposes a fuzzy safety analysis model to
evaluate fail-safe behaviour in automation and protection
systems.

The electric generator's protection and automation system
(PAS) is crucial for detecting and isolating faults to maintain
the system's operational state. By utilizing fuzzy logic and
event-tree analysis, the PAS can effectively respond to various
dangerous events with imprecision and uncertainty in data.
This innovative approach allows for qualitative evaluation of
events using verbal statements for probabilities and
consequences.

The work mentions using fuzzy logic to account for
imprecision and uncertainty in data while employing event-
tree analysis, indicating a limitation in traditional deterministic
approaches that do not consider such uncertainties.

The very high, low, and moderate probabilities are verbal
statements for probabilities and consequences permitted by
fuzzy event-tree logic, highlighting a limitation in traditional
numerical probability assessments that may not capture
qualitative aspects effectively [57].

Taalab et al. [58] discussed and address the critical issue of
stator winding faults in synchronous generators, which can
lead to significant damage and maintenance costs.

It highlights the limitations of conventional differential
relays in detecting ground faults, particularly under high-
impedance grounding conditions.

The authors suggest an internal fault detector algorithm
based on artificial neural networks (ANNs) that makes use of
the average and difference between the currents flowing into
and out of the generator windings.

This proposed method demonstrates high sensitivity and
stability in fault discrimination, surpassing traditional
detection methods [58].

Cui et al. [59] proposed a multifunction intelligent relay (IR)
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scheme that includes fault detection, fault ride through (FRT)
selective blocking features, islanding detection, and fault type
recognition for inverter-based distributed generators; this
system presents a thorough IR modelling approach to lower
computational resources and allows the integration of these
functionalities. The approach outperforms standard detection
time in a hardware-in-the-loop (HIL) context.

This innovative protection system addresses protection
functions in terms of dependability, security, and the
challenges posed by inverter-based distributed generators,
enhancing overall grid reliability and performance.

The work highlights the challenges introduced by inverters
in distributed generation systems, emphasizing the need for a
sophisticated interconnection protection relay to address these

challenges.
It mentions the importance of reducing offline
computational resource consumption while integrating

multiple functions in the same intelligent relay, indicating a
limitation in traditional protection schemes [59].

Abdi-Khorsand and Vittal [60] proposed a new technique
for identifying possibly malfunctioning relays during the
planning stage with the goal of preventing unintended system
separation and preventing these relays from tripping during
erratic power swings. By lowering voltage and frequency
fluctuations during disruptions like the triple line outage
examined in the Western Electricity Coordinating Council
data, the proper design and installation of out-of-step
protective relays, identified by the suggested method, enhance
the power system's dynamic performance.

The work does not explicitly mention any limitations of the
proposed method for detecting mis-operating relays in time
domain simulations.

It focuses more on the benefits and results of the novel
method in improving the dynamic performance of power
systems rather than discussing any potential drawbacks or
constraints [60].

Li et al. [61] developed an efficient method for diagnosing
faults in the elevator of fixed-wing unmanned aerial vehicles
(UAVs) using deep learning techniques to improve fault
detection accuracy and enhance UAV system reliability. The
research relied on designing a model based on the Transformer
architecture to analyze sensor data and detect faults in the
UAV elevator. Deep learning techniques, particularly the
Transformer architecture, were used to process time-series
data and classify faults with high accuracy. The model
demonstrated superior performance in diagnosing faults,
outperforming traditional methods in detecting complex
failures. However, some limitations exist, including the need
for a large amount of training data and the difficulty of
generalizing the model to other types of UAVs [61].

Hou et al. developed an effective method for diagnosing
rolling bearing faults using an enhanced model based on the
Transformer architecture, aimed at improving the accuracy
and efficiency of diagnosis in industrial systems. A new model
called "Diagnosisformer" was proposed, which relies on
optimizing the Transformer architecture to identify faults in
rolling bearings. The model was trained on a dataset
containing vibrational signals collected from various bearings.
Deep learning techniques were employed, with the
Transformer architecture optimized for processing time-series
signals, along with automatic feature extraction techniques.

The proposed model demonstrated high accuracy in fault
diagnosis compared to traditional methods, with enhanced
capability to handle large and complex datasets. However,



among the limitations are the need for a large amount of data
for training and the difficulty in interpreting the decisions
made by the model [62].

Bashirov et al. [63] address the creation and investigation of
an intelligent electrical network protection and control system,
with an emphasis on relay protection in an active-adaptive
network. To improve the protection system's capabilities, it
incorporates supervised machine learning, artificial neural
networks, and digital twins; while the focus is on relay
protection within the broader electrical network, the
methodologies and technologies discussed could potentially
be adapted for designing and modelling an intelligent
multifunction protection system for electrical generators,
leveraging advanced technologies like neural networks for

enhanced functionality and reliability.

Research was conducted to establish the limits on the
application of artificial intelligence in an intelligent security
system for electrical network relay protection.
In order to answer queries about the application of a neural
network in relay protection, the authors examined the complex
by adding digital twins, physical models of the power supply
system, and an artificial neural network [63].

In general, many software programs have been used by
researchers for protection systems, including MATLAB and
LabVIEW [64].

Table 2 offers a sample of protection elements used in
electrical generators, methods used, the circuit outcomes,
conclusions, and features. This work presents a sum of works
that used generator protection relays in power systems.

Table 2. Samples of protection elements, methods used, and circuit outcomes

Eeof. Methods Used The Circuit Outcomes Conclusions Features
A prototype of the SBP was The ability to accurately Distinguish internal faults
: i locate faulted components . - The proposed SBP represents
developed using a digital signal - . : under various conditions, . -
. using the current differential N - a significant improvement for
[65] processor and field . A demonstrating immunity to L
principle, coordinating - . future backup protections in
programmable gate array effectivelv with orimar fault resistance, inrush Smart Grid svstems
(DSPFPGA). y P y currents, and CT saturation. Y '
protection systems.
Based on artificial neural Good results were obtained The proposed system based The use of relays as backup
[66]  networks, an intelligent modular for precise coordination in on neural networks ensures protection and coordination of
protection system is simulated. power system protection. precise relay coordination. parameters between relays.
Monitoring and storing the Microprocessor-based relays Computer simulations help
Computer simulation, specifically — operational response of each  and other intelligent electronic understand the behaviour of
the EMTDC transient simulator, protective relay, control devices (IEDs) are important  the network and the protection
is used to evaluate the relays, and associated circuit in providing real-time data system during faults and other
[67] e . : . : L !
functionality of protective relays breakers in an event and information to aid in disturbances, as well as assess
in the transmission substation database, and implementing understanding system the reliability of the protection
model. corrective or preventive operation and response during system for different fault
maintenance strategies. events or commands. scenarios.
A method for real-time estimation ; [ results h ‘I];he wolrk_presents a method Real-time power system
of power system impedance Experimental results have for reaj-time power system impedance estimation to
[68] aimed at enhancing the verified the identification impedance estimation. The enhance the performance of
gthe method proposed in the experimental results have 1€ perto
performance of power quality work verified the identification power quality devices such as
devices such as STATCOM. ' . STATCOM.
method proposed in the work.
The motor speed gradually The generator protection unit Implem_entlng aI_I necessary
changes to the set speed and . : protective functions for the
L offers easily reconfigurable >
The complete design is simulated locks at the set speed, . - generator. Easily
. > . - features, multiple protections, -
[69] using the Modelsim simulation demonstrating the . . reconfigurable, rather than
S and the implementation of - -
tool. functionality of the - focusing on high accuracy and
necessary protective :
synchronous generator - processing speed for generator
- - functions. -
protection unit. signals.
"Flexibility in implementing Coordination with the re- - .
Employs a general-purpose intelligent distribution closer is independent of other Providing accurate modeling
software simulation tool to s stems%vhile maintainin devices hiphli hting the of the device as part of an
[70]  implement a finite state machine ystems wr . 9 » NgMIgnting intelligent protection system
. coordination with the re- standalone functionality of the . - .
that models the proposed section - - . - . and a design suitable for use in
. closer independently of sectionalized in the intelligent
of the protection scheme. - - urban and rural areas.
other devices. protection system.
The description of the
hardware, signal processing Intelligent Electronic Device Diaital relav svstems provide a
Prototype IED was developed test results, and (IED) for generators based on 9l Y Sy P
; L . . ; - wide range of functions for
using DSP (Digital Signal measurement accuracy of Digital Signal Processing -
[71] : L measurement, protection,
Processor) and microprocessor the prototype IED aiming to (DSP) technology and P
A . control, monitoring, and
technology. replace imported generator microprocessor-based S
: communication.
protection panels technology.
effectively.
Flexible testtectnology based on ¢ &S 80y e T and " protecton functons et
[72] the LabVIEW software 9 P Y, P 9

development platform.

devices was efficient,
automatic, and accurate.

expandability of flexible test
technology.

and flexible testing
technology.
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[73]

[74]

[75]

[76]

[77]

(78]

[79]

(80]

[81]

(82]

(83]

Decoupling of sequence for valid

equations. Fortescue transforms

for fault analysis and protection
design.

Analytical models utilize
simplified differential-algebraic
equations to describe dominant

dynamics, while numerical
models require accuracy and
simplicity for stability prediction
through time or frequency-
domain response analysis.

Detailed modeling of a diesel
generator system. Development
of a power electronic-based
controller to reduce load levels.

calculating the eigenvalue of
harmonics to detect inter-turn
short circuit faults, where an
increase in eigenvalue indicates a
fault condition.

a comprehensive analysis of
protection schemes for
synchronous generator-based
electric grids, focusing on the
design and implementation of
robust protection systems.

Software design framework:
hardware interface, data
processing, database layers.

Utilizes the MATLAB/Simulink
toolbox with the protection
system.

A particle swarm optimization
(PSO) algorithm is utilized to
solve the nonlinear programming
problem associated with 1IDG
planning.

Fuzzy logic-based multistage
relaying model for cascaded
intelligent fault protection
scheme.

Use of deep learning neural
networks to develop intelligence
in relay protection devices.

Utilization of sensors such as the
ACS-712 current sensor and
ZMPT101b AC voltage sensor,
along with measuring frequency
using the AC voltage sensor
signal without the need for an
external zero crossing detector
hardware circuit.

Proposed protection
configurations and possible
improvements against
internal faults.

It differentiates the
modeling needs for various
types of stability studies
based on a broad stability
classification and two
methodologies: analytical
studies and numerical
calculations.

Excessive drivetrain loads
and potential damage to
critical components.
Disturbances from the
engine and load sides cause
torque overloads.

The results indicate that
FOCT can prevent
significant damage by
shortening protection
operation time, thus
enhancing generator safety.

Implementation of dual fast
protection schemes for
critical components,
enhancing fault-clearing
efficiency.

Enables device interchange
and plug-and-play
functionality.

The designed protective
devices operate efficiently
based on the simulation
results.

When the DTO acted as a
backup for the adjacent line,
the average and minimum
sensitivity values increased
by 29.91% and 50.95%,
respectively.
Effectively detect and
isolate faults in power
systems, improving the
overall reliability and
efficiency of the system.
The performance of the
control system is examined
through numerical
simulations, demonstrating
the feasibility and successful
operation of the device.
Based on Arduino, a
multifunctional electric
meter is designed and
implemented for a three-
phase synchronous
generator, capable of
measuring load current,
terminal voltage, and
frequency.

Predicts currents and voltages
using Park equivalent circuit
parameters.

It differentiated modeling
needs for various stability
studies from a broad stability
classification and
methodologies.

A detailed model was used to
predict the effects of
disturbances in diesel

generator systems. The
proposed active protection
scheme reduces torsional
stresses and over torque.
The successful operation of
FOCT in several Chinese
power plants indicates its
reliability, although long-term
stability in harsh
environments remains to be
validated.

There is a need for innovative
protection strategies to adapt
to the evolving dynamics of

modern power grids.

Software design framework
ensures logical control for
general protection devices.

The study will explore various
protection systems,
highlighting the use of digital
logic algorithms.

The optimization results
indicated that the minimum
relay sensitivities after
optimization met the required
standards in all tested
scenarios.

The proposed model surpasses

traditional protection systems

in terms of fault detection and
isolation.

Simulated systems allow for
easy modification of
equipment parameters without
additional cost, providing
more productive solutions.

The multi-meter displays the
measured parameters and
protection status on an LCD
screen, in addition to serial
printing on the computer via
USB cable, with smart
monitoring capabilities using
a Bluetooth module.

Model for internal fault
analysis and assessment of
conventional protection.

A general conceptual
modeling framework was
presented, linking stability
characteristics to WTG
components.

Reducing fuel consumption
and addressing disturbances.

FOCT improves current
differential protection
performance by reducing
operating time and increasing
sensitivity, mitigating issues
related to CT saturation.

a comprehensive analysis of
protection schemes for
synchronous generator-based
electric grids.

The current devices are unable
to be interchanged, and a
proposal for a new design

method is needed.

The system was developed
using MATLAB/Simulink
tools. The relays were
implemented using a digital
logic algorithm.

A novel optimization model
that integrates relay protection
sensitivity into the planning of
inverter interfaced distributed
generators (I11DGs) in
distribution networks (DNS).
The use of fuzzy logic in fault
protection systems is
beneficial in enhancing the
intelligence and efficiency of
these systems.

Smart devices operate
effectively without the
constraints of the complexity
of training the neural network.

Monitoring devices with
power consumption for
efficient energy management.
It displays the protection status
directly and the measured
parameters on the LCD screen,
in addition to serial printing on
the computer via a USB cable.
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[84]

[85]

(86]

(87]

(88]

It utilizes the Support Vector
Machine (SVM) algorithm to
classify and filter the relay
protection action characteristics
recorded by the fault recording
data.

Designing an intelligent
controller using Matlab/Simulink
to interpret operating modes and

activate the correct function
based on network conditions.

Uses MATLAB/SIMULINK and
also involves the use of Arduino
Mega 2560 microcontrollers to
build the system and design the
relay.

Overcurrent protection relay
model and transfer station model
were developed in
MATLAB/Simulink.

The research utilizes an auto-
regression technique focused on
the positive sequence component
of current angles to detect fault
directionality.

The experimental results
indicate that the method
accurately reflects the actual
situation of various relay
protection actions, such as
current quick-break
protection and overcurrent
protection.

Feasibility and successful
operation of the device.

A relay for comparison that
offers protection against
unbalanced voltage and

reverses power through DQ

transformation, along with
exploring the concept of
relay cascading for
enhanced protection in
industrial applications.

Investigation of
communication operations
and cybersecurity threats on
relay operations.

Identified faults within the
protected zone, ensuring
proper detection of internal
and external faults across
different fault conditions.

This method enhances the
identification and
classification of relay
protection actions, ensuring
they meet expected standards,
thereby improving overall
system reliability.

The proposed system
mitigates threats in power
networks such as short circuit
current, voltage sag or swell,
and voltages resulting from
ferroresonance by utilizing
elaborate switching in its
unified structure.

Modeling, simulating, and
developing a multifunction
digital relay using
MATLAB/SIMULINK for
protection against voltage and
frequency fluctuations, as
well as overcurrent, for
industrial applications.

The integrated model of
protective relay considers
cyber-physical,
communication, and
cybersecurity.

The system’s adaptability and
insensitivity to parameter
settings make it suitable for
smart grids.

The study emphasizes the
importance of accurately
analyzing relay protection
actions to ensure the safe and
reliable operation of power
systems.

Coordination with the re-
closer is independent of other
devices, highlighting the
standalone functionality of the
sectionalizer in the intelligent
protection system.

The equipment is analyzed

under both normal and
abnormal conditions,

disturbances are intentionally

created to obtain disturbance

data, and equipment
parameters can be easily

adjusted without cost.

The role of Intelligent
Electronic Devices (IEDs) in
protecting power systems.

Its design is resilient to fault
types, fault arc characteristics,
power flow direction, and
swing frequency variations,
making it ideal for close-in
faults.

The research studies mentioned in Table 2 [66-89] contain
various constraints; however, they all share the limitation of
not incorporating current, voltage, and temperature together to
cover all protection aspects. These parameters have been
integrated in this work, by the suggestion of a new intelligent
multifunction protection relay system.

7. RECOMMENDATION

a. A comparison of artificial neural networks and
support vector machines in generator protection
schemes shows that the former have better reaction
times and are more reliable at fault classification.

b. Generator  protection  systems based on
microcontroller technology are advised to attain rapid
response, improved isolation, and precise fault
detection capabilities.

c. The solid-state relay exhibits significant reliability,
resilience to shock and vibration, rapid response
characteristics, and compatibility with
microprocessor systems.

A generator's active or reactive power limitations must be
restricted in order to guarantee efficient fault clearance when
it is judged required.

Based on a review of previous research studies and the
protections employed in modern power generation stations,
which feature more than nine protection systems per
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generating unit, as referenced in the paragraphs above. Table
3 illustrates the differences between the generally used relays.

Harmonics pose a significant challenge to protective
electrical devices, as they affect measurement accuracy and
increase the likelihood of incorrect operation. Therefore,
improving the reliability of these devices requires adopting
modern technologies, such as intelligent relays, in addition to
advancing signal processing algorithms, to ensure the stability
and efficiency of power systems in challenging operational
environments [89].

8. CONCLUSION

The main source of electrical power used in business
settings is synchronous generators. Significant equipment
damage, interruptions in electricity distribution, and financial
consequences result from SG failure. Effective generator
protection requires knowing the kind of fault, whether it is
caused by rotor failures, stator problems, or unusual generator
operating circumstances, and then implementing the proper
mitigation techniques.

Many studies on generator protection have shown that
implementing performance optimization methodologies
within the system is crucial for maintenance cost reduction in
addition to increasing the basics of protection systems targets
such as speed, selectivity, reliability, and sensitivity. These
studies' objectives and positive points were clarified, and their



negative aspects were presented to identify and address them
in the future.

All previous works did not include the incorporation of the
capability curve and its constraints for the Intelligent relay or
the effect of temperature on it, which can be added as an input-
output training dataset.

Table 3. The different relay types with features

Feature Electromechanical Solid Digital
State
Accuracy & Better than Best of
) . Good
sensitivity electromechanical them
Lifetime Small Small Tall
Undesired . Thereisa  Almost
- There is a chance
operating chance never
Reliability Good Not bad Excellent
Dlscrlml_n_atlon Good Best of Little
capability them
Con_dltl_on N.A Good N.A
monitoring
Multifunction Little Yes N.A
Data N.A Yes N.A
communications
Remote N.A Yes N.A
operation
D_|sturbar_10es Low Very low High
immunity
CT burden Low Low High
Parameters Easy Very Difficult
setting easy
Range of Wide Very | imited
settings wide
Self-diagnostics N.A Yes N.A
Metering N.A Yes N.A
Event archiving N.A Yes N.A
Size Small Compact Bulky
 Visual LEDs LCD  Targets
indication
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Figure 8. A proposed model for the smart relay, including
ANSI code numbers
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With the integration of artificial intelligence (Al) into
practical applications and the significant advancements in
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finding optimal solutions, a smart relay specifically designed
for generating units can be developed. This smart relay would
encompass all the protections mentioned in the paragraphs
above, incorporating all constraints and functioning both
during faults and in issuing warning signals. Furthermore, it
would ensure that operation continues for non-critical faults
that do not necessitate the shutdown of the generating unit.
Figure 8 illustrates a new structure for the proposed smart
relay model, including changing the capability curve with air
temperature in addition to the other signal clarified as ANSI
code number, which is explained in Table 4.

When the temperature increases, the efficiency of electric
generators generally decreases, and the value of the stator and
rotor winding limit on the capability curve, in addition to the
machine stability margin, also decreases. This case can be a
proposal for future research.

Table 4. ANSI code number with the equivalent protection

type
ANSI Code Protection Type
25 Check synchronizer and permission
21 Phase Distance
24VIF Volts/Hertz
27UV Undervoltage
50/27 Inadvertent Energizing
32R/32L Reverse power/low forward power
40FF Loss of excitation (impedance)
46NPS Negative sequence overcurrent (1% t)
47 Voltage phase reversal
49 Stator thermal (Positive Sequence Overcurrent)
50 Instantaneous Phase Overcurrent
50BF Circuit Breaker failure detection
51V Voltage-restrained phase overcurrent
590V Overvoltage
59X Multi-purpose Overvoltage
59GN/27TN 100% stator ground
60FL VT fuse failure
64F/64B Field Ground Protection
78 Out of Step
810/81U Over frequency/Under frequency
87G Percentage differential Current
M Metering for life/neutral side
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