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The Infrastructure less mobile ad hoc network is known as MANET and all MANET
environment networks are having Good Sensor Nodes (GSN) initially and they become
Bad Sensor Nodes (GSN) due to internal and external attacks. Therefore, the MANET
environment networks have both types of GSN and BSN. These BSN are categorized
into Malicious Sensor Nodes (MSN) and Residual Sensor Nodes (RSN). The formation
of these MSN and RSN may degrade the performance efficiency of the entire MANET
environment network. Therefore, it is necessary to detect and mitigate these BSN from
the network. In this work, GSN and BSN are classified using the proposed CNN
structure. This proposed system consists of feature computations, feature optimization
through Ant Colony Optimization (ACO) Algorithm and the optimized features are
classified through the proposed CNN structure. The performance of the proposed
MANET system is analyzed using precision, recall, True Negative Rate, Accuracy,
Packet Delivery Ratio (PDR) and throughput.
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1. INTRODUCTION where the functional characteristics of the node is altered
which continuously sends the irrelevant information to the
nearby sensor nodes [7]. Figure.1 is the MANET environment
where all the mobile sensor nodes (MS) are interfaced with

other sensor nodes.

The Infrastructure less mobile ad hoc network is known as
MANET and all the sensor nodes in MANET are self
configure. The main application of the MANET is disaster
management and the network environment which requires
mobility of sensor nodes [1-3]. The sensor nodes in MANET
are designed with the sensing element which is followed by
the Analog to Digital (A/D) converter. The converted digital S
outputs are transmitted via the microcontroller unit with less
mobility based energy aware antenna. These sensor nodes in

Symmetric m

MANET are affected by some external resources which are
called as hacker. The hacker attacked the sensor nodes in

MANET and converts the actual and real functionalities of
sensing node. This degrades the performance efficiency of the
entire MANET environment network. Hence, the detection
and identification of these attacked sensor nodes in MANET
are important in order to improve the performance efficiency
[4-6]. These hacked or attacked sensor nodes are categorized
as malicious and residual sensor nodes. The malicious nodes
are the attacked sensor nodes which have the energy less than
10 mj and further they are not able to transmit the data to the
nearby sensor nodes. The residual sensor nodes are the nodes
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Figure 1. Interfacing sensor nodes in MANET
2. LITERATURE SURVEY

Michail Chatzidakis et al. (2022) detected and mitigated the
abnormal malicious and residual sensor nodes using graph
based linear correlation method. The authors developed this
linear correlation algorithm using clustering approach. The
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authors split the entire simulation model into three regions and
cluster head was formed for each individual region. Among
these three split regions, regionl obtained 93.9% of malicious
detection accuracy, region 2 obtained 94.9% of malicious
detection accuracy and the region 3 obtained 94.1% of
malicious detection accuracy. Sherif et al. (2021) discussed
various machine learning techniques on the classification of
sensor nodes in MANET for improving the security
mechanism in real time disaster applications. In this work, the
performance of the machine learning techniques on the
detection process of sensor nodes in MANET were cross
validated with respect to existing malicious node detection
approaches in terms of detection accuracy and computational
complexity. Zulfiqar Ali Zardari et al. (2019) proposed dual
attack detection algorithm which detected both malicious and
residual nodes in MANET environment network. This
proposed and developed algorithm was able to detect all kind
of black and hole attacks in this environment and the authors
verified the attack detection ration with other existing similar
models in MANET environment network. The authors split the
entire simulation model into three regions and cluster head was
formed for each individual region. Among these three split
regions, regionl obtained 95% of malicious detection
accuracy, region 2 obtained 95.1% of malicious detection
accuracy and the region 3 obtained 93.3% of malicious
detection accuracy.

Rajeswari et al. (2016) developed an effective clustering
based algorithm for the detection of malicious sensor nodes in
MANE. This algorithm was entirely based on back off
working principle and the malicious sensor nodes were
categorized into various sub class counts using the developed
and proposed back off algorithm in this work. The authors also
developed mitigated algorithm to predict the behavior of each
detected malicious nodes in MANET and the detected
malicious sensor nodes were completely mitigated and their
performance was estimated and compared with other similar
malicious node detection models. Singh et al. (2011)
developed intrusion identification and processing algorithm
for detecting and mitigating the residual nodes and malicious
sensor nodes in MANET environment system. The authors
computed the Euclidean distance parameters between all the
sensing nodes in MANET and these sensor nodes were
classified through the distance computing mechanism in this
work. The authors tested this proposed work on standard test
benches to validate the effectiveness of this MANET intrusion
detection algorithm. The authors split the entire simulation
model into three regions and cluster head was formed for each
individual region. Among these three split regions, regionl
obtained 90.1% of malicious detection accuracy, region 2
obtained 92.0% of malicious detection accuracy and the region
3 obtained 93.0% of malicious detection accuracy.

3. PROPOSED METHODOLOGIES

All MANET environment networks are having Good
Sensor Nodes (GSN) initially and they become Bad Sensor
Nodes (GSN) due to internal and external attacks. Therefore,
the MANET environment networks have both types of GSN
and BSN. These BSN are categorized into Malicious Sensor
Nodes (MSN) and Residual Sensor Nodes (RSN). The
formation of these MSN and RSN may degrade the
performance efficiency of the entire MANET environment
network. Therefore, it is necessary to detect and mitigate these
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BSN from the network. In this work, GSN and BSN are
classified using the proposed CNN structure. This proposed
system consists of feature computations, feature optimization
through Ant Colony Optimization (ACO) Algorithm and the
optimized features are classified through the proposed CNN
structure. Figure. 2 (a) shows the proposed ACO-CNN
training phase and Figure. 2(b) shows the proposed ACO-
CNN testing phase.
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Figure. 2 (a) Proposed ACO-CNN training phase
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Figure. 2 (b) Proposed ACO-CNN testing phase
3.1 Feature computations and optimization

The features in this work are determined between the
Sensing Center Node (SCN) and Surrounding Sensing Nodes
(SN), as illustrated in Figure .3. In this Figure .3, the center
node SCN is classified as GSN, MSN and RSN, using the
computed features which are feed as input to the classification
architecture.
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Step 1:

Compute the distance between Sensing Center Node (SCN)
to all other surrounding sensing nodes SN1, SN2, SN3, SN4,
and SNS5, using the following equations.

d1=./(SCN — SN1)? (1)
d2 = \/(SCN — SN2)? 2)
d3 = \/[(SCN — SN3)? (3)
d4 = \[(SCN — SN4)? 4)
d5 = \/(SCN — SN5)2 )

Step 2:
Determine the Distance Metric (DM) of the computed all
distances with the following equations.

DM = Y d1+d2+d3+d4+dS ©6)

n
Where, n is the number of surrounding sensor nodes in
MANET environment.

Step 3:
Find the Sensing Node Metric (SNM) between SCN and all
other SN as given below.

d1+*DM

SNM1 == )
SNM2 = 228 (8)
SNM3 = 228 )
SNM4 = =28 (10)
SNM5 = &22 (11)

Step 4:
Find Odd Node Metric (ONM) between SCN and all
other surrounding SN as stated below.

SNM1+d1
Y. SNM1+SNM2+SNM3+SNM4+SNM5

(12)
SNM3+d3
Y. SNM1+SNM2+SNM3+SNM4+SNM5

(13)
SNM5+d5
Y. SNM1+SNM2+SNM3+SNM4+SNM5

(14)
Step 5:
Find Even Node Metric (ENM) between SCN and all
other surrounding SN as stated below.

ONM1 =

ONM3 =

ONMS5 =

DM(SNM2+d2)

ENM2 = (15)
> SNM1+SNM2+SNM3+SNM4+SNM5

ENM4 = DM(SNM4+d2) (16)
Y. SNM1+SNM2+SNM3+SNM4+SNM5

Step 6:

Find Feature Matrix (FM) using the following
equation.

d1,d2,d3,d4,d5
SNM1,SNM2,SNM3,SNM4,SNM5
ONM1,0NM3,0NM5
ENM2,ENM4,DM

FM = (17)

In this paper, during training the FM is computed
individually for GSN, MSN and RSN and they are individually
trained by the following proposed CNN architecture for the
classification of center sensing node into any one of the
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sensing node category as GSN or MSN or RSN. The size of
this constructed FM is large due to the computation of all
features individually for all the sensing nodes in MANET
environment. This cannot be directly processed by the
proposed CNN architecture. Hence, this constructed FM from
the entire MANET architecture should be reduced using
feature optimization algorithm. Figure. 4 shows the flow of
ACO Algorithm for FM optimization. The entire constructed
FM is fed into ACO algorithm which is given in Figure .4. In
this working flow of FM optimization, each element in the FM
is compared with ‘t’, which is the average value of all the
elements in FM. If the element in FM is greater than the
computed ‘t’, then the computation of distance metric of the
selected feature space is processed and the feature space is
updated into FM. Now, the iteration value is compared with ‘t’
which produces the updated optimized FM (OFM) if the
condition is satisfied, as depicted in Figure.4.

Tteration=0

v

Read next feature

Compute distance metric of
the selected feature space

Update the feature space in
to FM

Tteration
value > t

Generate updated
optimized features

Figure. 4 Flow of ACO Algorithm for FM optimization
3.2 CNN structure

In this work, two CNN architectures are used to perform
classification process of sensing nodes in MANET into either
GSN or BSN. The existing AlexNet CNN architecture is
designed using five Convolutional layers along with three
pooling layers and two Fully Connected layers as illustrated in
Figure. 5(a). The first Con_Lay_1 in this architecture
constitute using 96 filtering elements with 11*11 kernel size
along with stride 4. The input Optimized Feature Matrix
(OFM) is passed through Con_Lay_1, to produce the matrix
which is greater than the size of the OFM with negative index
values. These negative index values are removed by passing
the output of Con_Lay_1 to the Poo_Laye_1, which is
operated using Max function. The output of Poo_Laye_1 is
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passed through Con_Lay_2 , which constitute using 256
filtering elements with 5*5 kernel size along with stride 1. In
order to remove the negative index values in this output, the
output of Con_Lay_2 is again passed through Poo_Laye_2.
The output of Poo_Laye_2 is now passed through the three
consecutive elements Con_Lay_3 , Con_Lay_ 4 and
Con_Lay_ 5 . The design specifications of these three
consecutive elements are given in Table 1. Now, the response
from Con_Lay_5 is passed through Poo_Laye_3 and its
output is passed through FCNN-1 (4096 neurons) and FCNN-
2 (1028 neurons). The final output from FCNN-2 gives the
classification indexes as GSN, MSN or RSN.

384 filters,
3*3,stride 1

Optimized
Feature Matrix

Con_Lay_1 Poo_Laye 1 Con_Lay 2 Poo_Laye 2 Con_Lay_3

96 filters,
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5*5, stride 1

A Con_Lay 4
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Figure. 5 (a) Processing Elements of Existing AlexNet
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Figure. 5 (b) Processing Elements of proposed CNN

The proposed CNN is the resource efficient modifications
of the existing AlexNet CNN architecture, which is illustrated
in Figure. 5(b). The number of utilization layers in existing
AlexNet CNN architecture is significantly reduced in the
proposed CNN, which optimize the output response of the
proposed design in this work.The internal elements
configuration and its size with filter counts are clearly given in
Table 1. Even though the number of Con_Lay elements are
reduced, the number of filters and its size are increased which
maximizes the output, as depicted in Figure. 5(b).

Table 1. Proposed CNN internal design specifications
Internal elements name Specifications remarks

Con_Lay_ 1 256 filters, 5*5, stride 6
Poo_Laye_1 Max function (2*2)
Con_Lay_2 512 filters, 7*7, stride 4
Con_Lay_3 512 filters, 5*5, stride 1
Poo_Laye_2 Max function (2*2)
FCNN-1 1024 neurons
FCNN-2 1024 neurons

4. RESULTS AND DISCUSSIONS
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The simulation environment of MANET network consists
of 1000 GSN and 1500 BSN and Network Simulator version
3 is used in this work to simulate the entire proposed ACO-
CNN algorithm. The simulation area is set to 1000m * 1000m
as width and height respectively and the initial energy of the
each sensing node is set to 2000 J.

The transmission rate of each sensing node is set to 100
Mb/s. The specification of the simulation environment is
illustrated in Table 2.

Table 2. MANET simulation environment specifications

Parameters Simulation initial value
Total sensing nodes 2500
GSN counts 1000
BSN counts 1500
Simulation area 1000m * 1000m
Initial energy of node 2000J
Routing protocol Dynamic Source Routing
(DSR)

The following mathematical equations are used in MANET

system to analyze its performance behavior.
TP

Precision (Pr) = P (18)
Recall (Re) = TPT:’FN . (19)
True Neagative Rate (TNR) = T (20)
Accuracy (Acc) = % (21)

Whereas, TP and TN indicate correctly detected GSN and
BSN respectively, FP and FN indicates the wrongly detected
GSN and BSN respectively.

In this work, 950 GSN are correctly detected over 1000
GSN nodes and hence the TP is 950. The 1450 BSN nodes are
correctly detected over 1500 BSN nodes and hence the value
of FP is set to 1450. The 50 GSN nodes are wrongly detected
and hence the value of FP is set to 50 and the 50 BSN nodes
are wrongly detected and hence the value of FN is set to 50.
These computed parameters are applied in the above equations
and the performance evaluation parameters for MANET
system is depicted in Table 3.

Table 3. Performance computations of the proposed ACO-
CNN system
Performance parameters Computed values in %

Precision (Pr) 95
Recall (Re) 95

True Negative Rate (TNR) 96.6
Accuracy (Acc) 96

Figure. 6 is the graphical illustration of the proposed ACO-
CNN system with various parameters Precision, Recall, True
Negative Rate and Accuracy. From this graphical analysis of
various performance parameters, the precision and recall have
more or less similar values which are 95% and it is most
suitable values for the proposed MANET system. Further, the
value of TNR is high which is 96.6% which illustrates that
there is few malicious nodes presence in the proposed
MANET system. Finally, the graph illustrates the accuracy
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value which is 96% which highlights the performance
efficiency of the proposed MANET system.
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Figure 6 Graphical illustration of the proposed ACO-CNN
system with various parameters

Table 4 shows the performance comparisons of proposed
ACO-CNN with other existing classifiers. In this work, the
performance of ACO-CNN classifier is compared with
existing AlexNet CNN, Support Vector Machine (SVM) and
Neural Networks (NN) classifiers in terms of Pr, Re, TNR and
Acc. The proposed MANET system using ACO-CNN
architecture stated in this paper obtains 95% Pr, 95% Re,
96.6% TNR and 96% Acc. The MANET system with existing
AlexNet CNN architecture obtains 91% Pr, 92% Re, 92%
TNR and 93% Acc. The MANET system with existing SVM
architecture obtains 86% Pr, 87% Re, 85% TNR and 87% Acc.
The MANET system with existing NN architecture obtains
83% Pr, 81% Re, 80% TNR and 80% Acc.

Table 4. Performance comparisons of proposed ACO-CNN
with other existing classifiers

Methodologies/Classifiers ~ Performance parameters in

%
Pr Re TNR  Acc
ACO-CNN 95 95 96.6 96
(proposed in this work)
Existing CNN-AlexNet 91 92 92 93
SVM 86 87 85 87
NN 83 81 80 80

Figure. 7 is the graphical illustration of the comparisons of
proposed ACO-CNN with other existing classifiers Alaxnet-
the deep learning classification algorithm, SVM and NN-the
machine learning classification algorithms. In case of ACO-
CNN method, the TNR have higher value than the other
parameters. In case of AlexNet method, the value of Accuracy
has higher value than the other parameters. In case of SVM,
the value of recall has higher value than the other parameters.
In case of NN method, the value of Precision has higher value
than the other parameters.
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Figure 7 Graphical illustration of the comparisons of
proposed ACO-CNN with other existing classifiers

Table 5 shows the comparative analysis in terms of PDR for
MSN detection system. In this paper, the MANET
performance is evaluated and compared with other
classification methods AlexNet, SVM and NN with respect to
number of MSN nodes in MANET environment network. The
number of MSN in MANET environment reduces the PDR
performance as illustrated in Table 5. The presence of 50 MSN
in MANET obtains 99.1% PDR and the presence of 750 MSN
obtains 94.3%. PDR using ACO-CNN architecture in this
paper.

The MANET system using existing AlexNet obtains 86.3%
PDR for the presence of 50 MSN and also obtains 66.5% PDR
for the presence of 750 MSN. The MANET system using
existing SVM obtains 88.1% PDR for the presence of 50 MSN
and also obtains 59.3% PDR for the presence of 750 MSN.
The MANET system using existing NN obtains 83.2% PDR
for the presence of 50 MSN and also obtains 65.9% PDR for
the presence of 750 MSN.

Table 5. Comparative analysis in terms of PDR for MSN
detection system

Number ACO- Existing SVM NN
of MSN CNN CNN-
AlexNet

50 99.1 86.3 88.1 83.2
100 98.7 85.9 87.3 81.7
150 98.4 81.9 87.0 80.3
200 98.1 78.3 85.9 79.1
250 97.8 77.3 83.2 78.2
300 97.5 75.9 82.7 76.9
350 97.1 74.3 81.5 75.1
400 96.8 73.9 78.3 73.2
450 96.4 71.9 75.9 71.6
500 96.1 69.3 71.9 70.3
600 95.7 68.8 65.2 68.3
700 95.3 67.1 61.9 67.1
750 94.3 66.5 59.3 65.9

Figure. 8 shows the graphical illustration of the

comparative analysis in terms of PDR for MSN detection
system. From this graph, the number of MSN nodes are mainly
dependant on the proposed method performance and its
significantly affects the performance of the entire system with
respect to various parameters.
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Figure 8 Graphical illustration of the comparative analysis in
terms of PDR for MSN detection system

Table 6 shows the comparative analysis in terms of
throughput for MSN detection system.The presence of 50
MSN in MANET obtains 78,291b/s and the presence of 750
MSN obtains 62,917 b/s using ACO-CNN architecture in this
paper. The MANET system using existing AlexNet obtains
75,298 b/s for the presence of 50 MSN and also obtains 54,962
b/s for the presence of 750 MSN. The MANET system using
existing SVM obtains 74,392 b/s for the presence of 50 MSN
and also obtains 52,747 b/s for the presence of 750 MSN. The
MANET system using existing NN obtains 72,198 b/s for the
presence of 50 MSN and also obtains 55,956 b/s for the
presence of 750 MSN.

Table 6. Comparative analysis in terms of throughput for
MSN detection system

Number ACO- Existing SVM NN
of MSN CNN CNN-
AlexNet
50 78,291 75,298 74,392 72,198
100 77,186 69,197 73,298 70,547
150 76,297 66,208 72,168 69,291
200 75,938 65,298 70,827 66,894
250 74.397 64,296 69,567 64,298
300 73,748 63,847 68,296 63,198
350 72,865 62,486 67,957 62,747
400 70,947 61,947 66,299 60,896
450 68,916 60,837 65,198 59,187
500 67,947 58,297 60,286 58,846
600 66,297 57,187 55,492 57,946
700 64,915 55,298 53,192 56,198
750 62,917 54,962 52,747 55,956

Figure 9 is the graphical illustration of the comparative
analysis in terms of throughput for MSN detection system.
From this graph, the number of MSN nodes are mainly
dependant on the proposed method performance and its
significantly affects the performance of the entire system with
respect to various parameters.
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Figure 9 Graphical illustration of the comparative analysis in
terms of throughput for MSN detection system

Table 7 shows the comparative analysis in terms of PDR for
RSN detection system. In this paper, the MANET performance
is evaluated and compared with other classification methods
AlexNet, SVM and NN with respect to number of MSN nodes
in MANET environment network. The number of RSN in
MANET environment reduces the PDR performance as
illustrated in Table 7. The presence of 50 RSN in MANET
obtains 98.3% PDR and the presence of 750 RSN obtains
91.6%. PDR using ACO-CNN architecture in this paper. The
MANET system using existing AlexNet obtains 96.6% PDR
for the presence of 50 RSN and also obtains 85.2% PDR for
the presence of 750 RSN. The MANET system using existing
SVM obtains 95.3% PDR for the presence of 50 RSN and also
obtains 80.3% PDR for the presence of 750 RSN. The
MANET system using existing NN obtains 94.2% PDR for the
presence of 50 RSN and also obtains 77.3% PDR for the
presence of 750 RSN.

Table 7. Comparative analysis in terms of PDR for RSN
detection system

Number of  ACO- Existing SVM NN
MSN CNN CNN-
AlexNet
50 98.3 96.6 95.3 94.2
100 97.1 95.2 95.1 93.7
150 96.9 94.9 94.7 93.1
200 96.3 93.2 94.3 92.7
250 95.2 92.9 93.7 90.7
300 95.1 91.5 93.1 89.2
350 94.4 90.9 92.8 87.8
400 94.1 89.3 92.1 85.8
450 93.9 88.2 90.7 83.2
500 93.2 87.9 85.9 81.0
600 92.7 87.1 83.2 80.7
700 92.3 85.9 81.9 78.7
750 91.6 85.2 80.3 77.3

Figure. 10 is the graphical illustration of the comparative
analysis in terms of PDR for MSN detection system. From this
graph, the number of MSN nodes are mainly dependant on the
proposed method performance and its significantly affects the
performance of the entire system with respect to various
parameters.
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Table 8 shows the comparative analysis in terms of in terms of throughput for RSN detection system

throughput for RSN detection system. The presence of 50 RSN

in MANET obtains 73,209 b/s and the presence of 750 RSN Table 9 shows the comparisons of the proposed ACO-CNN
obtains 61,928 b/s using ACO-CNN architecture in this paper. method with other existing methods.
The MANET system using existing AlexNet obtains 70,298 .
b/s for the presence of 50 RSN and also obtains 50,726 b/s for Table 9. Comparisons of the proposed ACO-CNN method
the presence of 750 RSN. The MANET system using existing with other existing methods
SVM obtains 68,298 b/s for the presence of 50 RSN and also Methodologies Pr Re TNR Acc
obtains 48,725 b/s for the presence of 750 RSN. The MANET (%) (%) (%) (%)
system using existing NN obtains 66,298 b/s for the presence ACO-CNN 95 95 96.6 96
of 50 RSN and also obtains 46,981 b/s for the presence of 750 MANET system
RSN. Michail 90 91.2 90.8 91.8
Chatzidakis et
Table 8. Comparative analysis in terms of throughput for al. (2022)
RSN detection system Sherif et al. 79.9 78.3 79.1 79.0
(2021)
Number ACO- Existing SVM NN Zulfiqar Ali 78.3 78.1 76.7 76.3
of MSN CNN CNN- Zardari et al.
AlexNet (2019)
5() 73,209 70,298 68,298 66,298 Rajeswarietal.  75.8 753 74.1 74.3
100 72,198 68291 66918 64,198 _(2016)
150 71,097 66,298 64,298 63,298 Singh et al. 73.1 72.9 72.9 74.1
200 70,298 64269 63,298 61,298 (2011)
250 69,009 63,916 60,198 60,956
300 68,514 62,749 58,287 56,198 Fig. 12 shows the graphical comparisons of the proposed
350 67,298 60,816 56,487 54,296 ACO-CNN method with other existing methods. It is well
400 66,674 59,296 54,298 52,187 known that, the proposed ACO-CNN method obtains higher
450 65,987 57,826 53,209 50,961 performance efficiency with respect to various performance
500 64,174 56,916 51,927 49,298 parameters than the other existing deep and machine learning
600 63,298 54,286 50,957 48,915 classification algorithms in this paper.
700 62,938 52,918 49,198 47,296

750 61,928 50,726 48,725 46,981

Figure 11 shows the graphical illustration of the
comparative analysis in terms of throughput for RSN detection
system.
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Figure 12 Graphical comparisons of the proposed ACO-
CNN method with other existing methods

5. CONCLUSIONS

This paper proposes a high performance ACO-CNN based
malicious and residual sensor node detection system in
MANET environment network. In this work, the performance
of ACO-CNN classifier is compared with existing AlexNet
CNN, Support Vector Machine (SVM) and Neural Networks
(NN) classifiers in terms of Pr, Re, TNR and Acc. The
proposed MANET system using ACO-CNN architecture
stated in this paper obtains 95% Pr, 95% Re, 96.6% TNR and
96% Acc. The MANET system with existing AlexNet CNN
architecture obtains 91% Pr, 92% Re, 92% TNR and 93% Acc.
The MANET system with existing SVM architecture obtains
86% Pr, 87% Re, 85% TNR and 87% Acc. The MANET
system with existing NN architecture obtains 83% Pr, 81% Re,
80% TNR and 80% Acc. The presence of 50 MSN in MANET
obtains 99.1% PDR and the presence of 750 MSN obtains
94.3%. PDR using ACO-CNN architecture in this paper. The
presence of 50 MSN in MANET obtains 78,291b/s and the
presence of 750 MSN obtains 62,917 b/s using ACO-CNN
architecture in this paper.
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