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Landslides are one of the disasters that are increasing in incidence along with climate
change. Hilly areas that have experienced a change in designation from forest to
agricultural or residential have low soil resilience. High rainfall easily triggers landslides.
Early warning is a preventative effort to avoid and reduce the impacts caused by disasters.
Remote monitoring using the Internet of Things helps in the early detection of
catastrophes. However, remote mountainous areas need more internet network
infrastructure. LoRa technology connects sensor networks in blank spot areas with the
internet network via cellular internet to form LoORAWAN. Using the Chirpstack platform,
the system responds quickly to changes in the location of sensor nodes, which are signs of
ground movement. The system uses two sensor nodes: three weather nodes and six ground
nodes. Soil moisture as an indicator of soil saturation before moving can be detected
accurately using capacitive or resistive sensors. Ground movements can be detected and
identified quickly in the monitoring system within 0.17 seconds using vibration and
displacement sensors. The novelty of this study lies in integrating the Chirpstack-based
LoRaWAN nplatform, which allows for rapid, reliable, and energy-efficient landslide
monitoring in remote regions. This work significantly contributes to disaster mitigation

efforts, especially in areas with limited internet connectivity.

1. INTRODUCTION

Global climate change, characterized by changes in the
pattern and intensity of climate elements, has brought weather
changes in Indonesia [1]. One is high rainfall over a reasonably
long period, causing flooding in several areas that floods had
never hit [2]. High rainfall also causes flash floods and
landslides in highlands and mountainous regions [3]. This
disaster is also supported by a decline in land quality due to
agriculture, deforestation, or changes in land use, such as
housing. High rainfall causes land saturation and landslides
because it cannot accommodate the rainwater it receives [4].

Landslide disasters are initiated by translational, rotational,
block movement, rockfall, creeping, and debris flows [5].
Landslides can occur over a period varying from short to long
term. The opportunity for landslides to occur can also be seen
from the causes of landslides originating from human
activities, changes in soil morphology, and geological factors.
Identification of causal factors and early detection of
landslides can prevent disasters or reduce the impacts [6].
Predictions using real-time monitoring data processed with
machine computing can provide accurate information about
the potential and opportunity for landslides to occur [7].
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Despite various landslide studies, limited research focuses on
real-time and energy-efficient monitoring in remote
Indonesian regions, which this study aims to address.

Monitoring and early detection of landslides aims to avoid
(mitigate) disasters to minimize their impact [8]. In 2022, there
will be 629 landslides causing 318 victims, 459 people
displaced, and 892 buildings damaged, most of which
occurred on the island of Java. The number of disasters was
more significant in previous years, namely in 2020 and 2021,
respectively, amounting to 2099 and 1321 incidents [9]. The
impact of disasters can be minimized through early warning
and efforts to prevent disasters [10, 11].

Early warning of landslides is carried out by monitoring
land and weather conditions in disaster-prone areas [12, 13].
Using wireless sensor networks (WSN) and Internet of Things
(IoT) technology, monitoring land and the environment
accurately and in real-time can provide complete and detailed
data. Data processing using cloud computing and machine
learning algorithms produces fast and accurate information
[14]. WSN and IoT-based landslide monitoring has been
carried out using WiFi communications and GSM cellular data
combined with edge computing [7], Zigbee [15, 16], and
Zigbee-LoRa [17]. Landslide monitoring and detection
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involves large mountainous areas far from electricity and
communications network infrastructure, so selecting the right
technology is essential.

This article will explain the development of a monitoring
and early detection system for landslides using WSN based on
LoRAWAN and NB-IoT. The sensor uses GPS-based
coordinate sensors for movement, sound, rainfall, wind, air
temperature, and soil moisture. These parameters are censored
and produce small data according to the characteristics of
LoRa communication. An edge server on the gateway is added
to process initial data before sending it to the cloud network
server. The monitoring application is provided via a cloud
application server and accessed via the internet using a desktop
computer or Android device. Contributions of this article are:

- The landslide monitoring system integrates weather
and soil condition monitoring using cheap, low-energy devices
and long-distance communications. The system architecture
provides accurate and quick monitoring.

- Changes in location as a sign of land shifts in
landslides are detected using changes in the position of sensor
nodes based on data from the accelerometer sensor. These
changes can be detected quickly compared to GPS systems,
which require internet communication with the GPS server.

- Sensor nodes using LoRa SX1278 are integrated with
STM32 microcontrollers to communicate between sensor
nodes and gateways equipped with AES data security.

- Gateway using LoRa SX1302 incorporated with
mini-computer using MT7628 processor and 32MB RAM in a
Chirpstack package Sensecap M2.

2. RELATED WORK

An IToT and LoRa-based monitoring system has been
developed to prevent landslides. Arduino and LoRa SX1278
have been used for [oT-based real-time monitoring [18]. The
Arduino's computing capabilities are low, and the LoRa
SX1278 device provides point-to-point communication. This
architecture [18] and others [17, 19] do not use controller
nodes as gateways, so the monitoring system cannot
implement end-to-end data security mechanisms. Guidelines
for designing, implementing, and testing wireless networks
have been developed to produce robust monitoring systems
[20]. The gateway on the LoRAWAN network provides
multiple access from sensor nodes with a controller node that
forwards sensor data to the cloud server via the cellular
internet network [21]. This LORAWAN and IoT-based sensor
network is also used for intelligent flood monitoring [22].
Cloud-based landslide detection to provide early warning has
been developed with IoT technology [23] and sensors [24].

3. LANDSLIDING IN INDONESIA

Landslides are a disaster that occurs in highland areas,
namely mountains and hills. As an archipelagic country
located in the world's Ring of Fire, Indonesia has many
mountainous regions prone to landslides. The potential for
landslides is supported by Indonesia's geographical location
on the equator, which has a tropical climate with high rainfall.
Global climate change has caused increased rain in Indonesia
(1). The number of landslide incidents in 2020 was 2099; in
2021, it was 1032; and in 2022, it was 639. Even though the
number of incidents shows a decrease, the impact is getting
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more extensive both in terms of the number of fatalities and
the level of loss. Some of the most affected regions include
West Java, Central Java, and Sumatra, where steep slopes,
deforestation, and high rainfall contribute to frequent
landslides. These areas are particularly vulnerable due to rapid
urbanization, unsustainable land use, and geological instability.

In a landslide event, a large amount of soil moves from one
place to another at a lower position. This movement will cause
sound, changes in the land's surface, and the movement of
large amounts of material. Land movement, soil conditions,
the surrounding environment, and weather are parameters used
to determine the potential for landslides to occur. Monitoring
rainfall and its limits is the main factor that causes landslides,
which is heavy rain [25, 26]. Rainfall data is collected and
analyzed to find patterns and boundaries that indicate when the
soil becomes saturated and unstable [27, 28]. Landslide
warnings can be activated when rainfall exceeds a specific
limit. Likewise, sudden changes or acceleration in ground
movement can signify an impending landslide. Geological and
geomorphological mapping is based on past events and slope
conditions. Geological and geomorphological mapping of an
area can help identify areas prone to landslides. It is more
likely for steep slopes, loose soil, and certain rock formations.
Another method used to detect landslides is remote sensing
and satellite imaging. Remote sensing [29] and satellite
imaging [30] Can offer observations on changes in land
surface, vegetation, and topography that may indicate possible
instability-seismic monitoring through seismic signals
produced by landslides [31]. Monitoring seismic activity in an
area can provide early warning of impending landslides. The
following method checks soil moisture and infiltration rate.
These two parameters help us understand how much water the
soil can absorb before it becomes unstable. LIDAR technology
[32, 33] can be determined by providing a detailed elevation
model of the slope based on the steepness and characteristics
of the hill.

4. SYSTEM ARCHITECTURE AND DESIGN
4.1 Research flow

Based on Figure 1, the first is to conduct a literature study
to understand landslides in Indonesia by reading several
previous or related research journals, then preparing materials
and sensors such as soil, weather sensors, and 1oT; after the
tools and materials are designed by connecting the battery to
the component. Where solar panels supply the battery. Then,
the tool is tested by comparing it with the actual value; if the
results are by the research objectives, then it is successful, and
if not, then an evaluation is carried out.

4.2 Development of research tools

The hardware used in the developed system is based on the
LoRAWAN stack topology at the physical and data link layers,
as depicted in Figure 1. The star topology of the LoRa network
ensures that the LoRa gateway can receive and send chirp
signals to all existing sensor nodes so that there is no routing
process on the sensor node network. The hardware generally
consists of a processing unit (microcontroller or
microprocessor), sensors, communication devices (LoRa
transceiver, LoRa multichannel gateway, WiFi, and 4G
modem), and power supply. Cloud server devices use



infrastructure-based cloud services configured directly over
secure communication channels (SSL). The hardware
specification is described as follows.

Power consumption is a consideration because sensor nodes
use limited energy sources of batteries. Battery life and
replacement can be carried out longer if energy-efficient
devices are used. The microcontroller chosen is a Raspberry
Pi Pico, which uses the RP2040 chip. This microcontroller has
a dual-core Cortex MO+ processor with a flexible clock
running up to 133MHz, 264kB SRAM, and 2MB on-board
flash memory. The USB 1.1 port is used to communicate with
the host to enter the operating system and write programs that
support file drag-drop. This microcontroller interface is
provided via 26 GPIO pins of 2 SPI, 2 12C, three 12-bit ADCs,
and 16 controllable PWM channels-low power consumption
in sleep and dormant conditions and an accurate clock and
timer on the chip.

Sensors are used to measure parameters related to landslides,
which are grouped into two parts: parameters related to
weather and parameters related to soil conditions. Weather
parameters are calculated by weather sensor nodes, and soil
parameters are measured by soil sensor nodes, which are
sensor nodes in the Internet of Things (IoT) system topology.
Weather sensor nodes measure rainfall using a tipping-type
ombrometer, wind speed using a hemispherical-cup type
anemometer, air (temperature, humidity, and pressure) using
BME280, and light intensity using BH1750.

The second sensor node in the system is a soil sensor node
as a sensor, which functions to monitor soil conditions and
movements. Parameters monitored include soil saturation
level, soil movement, and position. The soil sensor node is
mounted on a base that is easy to move following the
movement of the soil beneath it. The soil saturation level is
measured based on the level of soil moisture using a soil
moisture sensor. The water content in the soil, which
determines the humidity level, is detected by the sensor
through changes in the resistance value between the probe legs.
The higher the water content, the smaller the resistance
between the probes since water is conductive to electrical
currents. Land shifts are an initial sign of a landslide and are
detected based on movement, speed of movement, and
distance moved. This position change parameter is measured
using an ADXL345 accelerometer, ITG3200 gyroscope, and
HMC5883L as a magnetometer/barometer integrated into the
GY85 sensor module. The ground sensor nodes integrate
accelerometer, gyroscope, and magnetometer/barometer data
to detect changes in position accurately. The GY85 sensor
module collects raw data from the accelerometer (ADXL345)
for displacement detection, the gyroscope (ITG3200) for
angular velocity measurement, and the
magnetometer/barometer (HMCS5883L) for altitude changes.
Combining these three sensors ensures precise ground
movement monitoring, distinguishing between minor
vibrations and significant shifts that indicate landslide
potential. Changes in the position of the ground sensor node
are detected by an accelerometer, which corrects the initial
position of the ground sensor node. The horizontal shift value
(x and y axes) is added to the initial latitude and altitude
position. The process is much faster compared to updating
positions using GPS. The vertical location shift (z-axis) is
combined with the height change of the barometer to update
the vertical position of the node. The soil sensor node uses
double 3000mAh 18650 batteries. Under normal conditions,
each sensor node consumes approximately 0.2W, allowing for
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continuous operation for up to 6 months before requiring
battery replacement or recharging via solar panels. Soil sensor
nodes are light in weight and free from other objects around
them, making them easy to move when the ground beneath
them shifts.

The weather and ground sensor nodes send data to the
LoRAWAN gateway using the 915MHz LoRa network within
the AS923 Standard. The gateway is a concentrator of the
LoRa network of sensor nodes and has a connection to the
internet. Connection to the internet is served via a narrowband
IoT cellular network (NB-IoT), wireless LAN (wifi), or
ethernet, depending on the availability of internet access
infrastructure at the gateway placement location. The gateway
consists of a multichannel LoRa module, which can receive
LoRa signals from several sensor nodes simultaneously, and
an MT7628 mini-computer, which controls communications
using the LORAWAN protocol. The computer uses Chirpstack
Gateway OS as an open operating system based on OpenWRT.
This system consists of three components: concentrator,
MQTT Forwarder, and UDP Forwarder. The gateway
communicates bidirectionally with sensor nodes using the
MQTT protocol and with the cloud server via the internet
network using the UDP protocol. Therefore, the LoRa
communication devices on the sensor nodes are configured to
communicate with the MQTT protocol, and the cloud server
provides access via the UDP protocol. The LoRa
communication device on the sensor node uses the LoRa
SX1302 chip at 915MHz (within AS923 Standard). LoRa
devices used in LORAWAN are grouped into three classes: A,
B, and C, based on the transmit and receive methods in bi-
directional communication. Class A devices divide
communication slots into transmit, receive 1, and receive 2.
Each receive phase begins with a delay time longer than the
time to receive the packet, as shown in Figure 2. Class A is
used for environmental monitoring and detection-forest fires,
water leak detection, etc. In the landslide monitoring system,
data transmission is only carried out by uplink from the sensor
node to the network server via the LORAWAN gateway. Time
slots are allocated to transmit or uplink Tx and are not assigned
to receive or downlink Rx. The sensor node sends one data
packet and remains silent for 10 ms before the subsequent
packet transmission. The upgrade-over-the-air (UOTA)
feature allows the transmission mode to be changed via the
network.

The UDP Forwarder function of the LORAWAN Gateway
is used to send data packets to the cloud server via the GSM
data communication network. The NB-IoT GSM module used
in this monitoring system is SIM7020C. The uplink speed of
this modem is 62.6kbps, and the downlink is 26.1kpbs with a
low power consumption of 5 uA at a voltage of 3.6V, which is
by the characteristics of the LoRa sensor network. The sensor
node circuit and LORAWAN gateway are shown in Figure 3.
Once the gateway receives the data via LoRAWAN, it
undergoes several processing stages before being transmitted
to the cloud server. The process starts with the LoRa Packet
Forwarder, which decapsulates the LoRa packet and forwards
it to the Chirpstack Network Server (CNS) using the MQTT
protocol. The CNS authenticates, decodes, and filters the data
before sending it to the Chirpstack Application Server (CAS).
The processed data is converted into JSON format at the CAS
level and transmitted to the cloud server via REST API or
MQTT broker. The cloud server utilizes a NoSQL database
such as InfluxDB to store historical data and employs a
Grafana-based dashboard for real-time monitoring. To ensure



secure and reliable communication, the system implements
Advanced  Encryption Standard (AES-128) for
communication between the sensor nodes and the gateway.
Meanwhile, the Transport Layer Security (TLS) protocol is
used between the gateway and the cloud server to encrypt data

during transmission.
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Figure 1. Research flow diagram of Chirpstack-based
LoRAWAN platform for land-sliding monitoring system
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5. RESULT AND DISCUSSION
5.1 Sensor sensitivity

Sensor nodes are an essential part of the monitoring system
responsible for data collection accuracy, and each sensor is
calibrated to produce correct measurements. The measurement
method used by the sensor affects its sensitivity level.
Measuring soil water content to determine the soil saturation
level influences the potential for landslides [27, 35].
Measurement trials were carried out with capacitive or
resistive sensor types, as shown in Figure 4. Resistive sensors
are more sensitive at low humidity levels to detect changes in
the measured object.

The accelerometer sensor is used to detect the movement of
the ground sensor node when the ground beneath it moves.
Changes in the direction of the x and y axes cause a shift in
position, while changes in the z-axis have an impact on the
vertical position. Figure 5 shows that the displacement of the
ground sensor node position was measured accurately with an
error of 4%. This error was compared with the actual value
using the following formula. The displacement sensing
performance presented in Figure 6 depicts a great correlation
between actual values and sensor values with negligible errors.

WEATHER NODE SENSOR

SOIL NODE SENSOR

Mikrokontroler
PiPico

Copactivean Restive

(a) (b)

Figure 4. Node sensor, (a) weather, (b) soil
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Figure 5. Soil moisture sensor performance
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Percentage Relative Error

_ |[Measured Value — True Value| x 100% (1)
= ( |True Value)| ) 0

5.2 LoRa performance

Disaster monitoring requires fast data transmission so
appropriate responses can be carried out immediately. Data
transmission speed using LoRa is expressed by the time of
arrival (ToA), which is determined by coding rate, spreading
factor (SF), and bandwidth. According to data transmission
requirements, testing was conducted at a coding rate 4/8 and a
bandwidth of 125kHz with an SF value of 7 to 12. The
monitoring system operated for 24 hours, so testing was
carried out day and night, as shown in Table 1, where ToA is
expressed in ms.

5.3 Implementation scenario

After conducting a series of tests, a monitoring system will
be implemented to monitor landslide-prone areas in
Songgokerto Village, Batu City. This area experiences
landslides every rainy season, blocking access to the
provincial roads below. Trader stalls, residential areas, and the
Songgoriti tourist area are along this road. Monitoring this area
is essential to minimize losses and even human casualties. The
deployment included six ground sensor nodes and three
weather sensor nodes, covering an area of approximately 2
km?. Data was collected continuously for 6 months, with real-
time monitoring accessible through a cloud-based dashboard.
The location of the sensor node and gateway placement are
shown in Figure 7. The placement of this system is coordinated
with the National Agency for Disaster Management at Batu
City (BNPB).

Tabel 1. Time of arrival LoRa performance (s)

SF 7 8 9 10 11 12
ToA Avg. Daylight 2.46 247 247 248 249 322
ToA Avg. Evening 0.17 0.17 0.17 0.18 0.19 0.20

“Emm s
Balaikota:Among:Tani

Figure 7. Site plan for the placement of a landslide disaster
monitoring system

5.4 Challenges and limitations

Despite its effectiveness, the monitoring system faces
several challenges. Regular maintenance is required to ensure
sensor accuracy and prevent data loss. Additionally, harsh
weather conditions, such as heavy rainfall and strong winds,
can impact sensor durability. The reliability of the
communication network is another concern, as intermittent
connectivity in remote areas can delay data transmission.
Future improvements may include the integration of edge
computing to enhance real-time processing at the gateway
level, reducing dependence on cloud-based data analysis.

6. CONCLUSIONS

A landslide monitoring system for disaster prevention using
LoRAWAN based on Chirpstack has been developed, tested,
and implemented in landslide-prone locations. The sensors
work quickly and accurately, are delivered to the gateway soon,
and can be monitored remotely via an application from a cloud
server.

Based on these observations, it is recommended that further
research should focus on increasing our understanding of
landslide mechanisms using progress methodology and
developing new techniques to prevent and reduce landslides.
Apart from that, research is also a must to focus on the reliable
and effective development of a method for monitoring and
predicting the occurrence of landslides by taking rainfall data
so that it can be collected and analyzed to find patterns and
limits when the soil becomes very damp and unstable so that
disaster mitigation can be carried out on time.
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