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In the past ten years, the Internet of Things (IoT) attracted many researchers, by combining 

diverse and distributed objects to display information about the physical world. The service 

composition process provides an interaction between the user needs and the smart objects 

of the IoT environment. Therefore, it is regarded as an essential module. According to 

previous research findings, different approaches assisted the service composition for IoT. 

However, most previous research reviewed different service composition approaches in IoT 

environments, depending on an insufficient number of criteria. Additionally, there is no 

complete and exhaustive review of this field. Therefore, our contribution to this paper is to 

comprehensively analyze IoT's popular service composition techniques, considering all 

possible criteria that could influence this process. Also, we describe the different service 

composition techniques in seven (07) main categories: agent-based, heuristic-based, QoS-

based, probabilistic-based, social network-based, Petri net-based, and recommendation-

based. Additionally, we discuss the benefits and drawbacks of the important technique in 

each category. Thereby, this paper aids researchers in selecting the optimal technique based 

on the particular requirements and constraints of the application domain. It also clarifies 

future directions and challenges related to service composition in the IoT that need to be 

addressed in this field. Four objectives are included in this paper: 1) firstly, it defines a set 

of specific criteria: privacy, security, scalability, service selection, heterogeneity, 

performance, adaptability, composition mechanism, energy consumption, QoS estimation, 

anomaly detection, optimization, interoperability, trust management, monitoring, service 

representation, and implementation tools; 2) secondly, it presents various challenges and 

possible solutions to these issues  for service composition in IoT systems; 3) thirdly, it 

makes use of the previous issues to compare the well-known current approaches; 4) 

fourthly, it helps researchers to identify the most important techniques for IoT service 

composition and the applicability of each one of them. Consequently, this paper aids 

researchers in developing more efficient service composition methods for future research. 
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1. INTRODUCTION

Nowadays, the Internet of Things (IoT) is a new paradigm 

that enlarges our daily lives through a wireless network of 

uniquely identifiable objects [1]. The number of physical 

objects connected to the Internet is soaring rapidly to embody 

the ideas of the IoT.  Cisco’s evaluation shows that 50 billion 

devices will be connected to the Internet by 2020 to achieve 

an intense IoT environment [2]. IoT applications are opted to 

enable connected objects to create robust and valuable services. 

IoT services are primarily differentiated from traditional 

services by their direct connection to the physical world [3]. 

By merging some resources in many IoT applications, the 

demand of users can be satisfied with a process called service 

composition [2]. This latter comprises combining the 

functionality of different services into a single process to fit 

complex demands that cannot be satisfied by a single service. 

Nevertheless, it is a challenging task because of the 

heterogeneity and mobility of objects in an IoT environment. 

Accordingly, different approaches are suggested by 

researchers to address the service composition in the IoT 

where each of them focuses on various aspects of the IoT.  

In this paper, we conducted a comparison analysis of the 

popular approaches using different criteria. These issues 

(described in section 3) directly influence the service 

composition in IoT. However, few works have reviewed 

service composition approaches in IoT environments. 

Aoudia et al. [4] compared 30 service composition 

approaches using insufficient criteria regarding the various 

issues faced in IoT. This survey article did not address 

important criteria, including scalability, heterogeneity, energy 

consumption, QoS parameters, and interoperability.   

Asghari et al. [5] further reviewed some IoT service 

composition approaches without comparing them. It covered a 

discussion of the primary issues and offered open perspectives 

and future research directions.  

Kashyap et al. [6] provided an overview of the approaches 

currently used to develop an efficient IoT service composition. 
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The authors adopted various techniques to provide an 

optimized solution to the service composition (SC) problem in 

IoT environments. 

Rabah et al. [7] further addressed the composition 

mechanism of IoT services, concentrating only on QoS-aware 

approaches and compared some proposed methods in the 

related literature.  

On the other hand, the research paper by Safaei et al. [8] 

compared different enterprise service composition techniques 

in the IoT field to uncover the power of each one and address 

challenges in real-world applications. This comparison was 

addressed on three criteria (the problem, the QoS parameter, 

and the model).  

Han et al. [9] clarified the practicability of the future full-IP 

IoT with real-time web protocols to clearly explain the service 

composition issue for IP intelligent objects. They also 

discussed the research challenges and included a literature 

review. In other words, they provided an overview of service 

composition models using some composition needs. 

Razian et al. [10] reviewed previous research findings in 

service composition in various environments, such as cloud 

computing, mobile computing, the Internet of Things (IoT), 

and Fog (Edge) computing, which are based only on QoS 

uncertainty.  

Barakat et al. [11] evaluated existing IoT service 

composition mechanisms to identify their scalability 

requirements within the IoT environment. 

Hamzei and Navimipour [2] further conducted a 

comparative study of some service composition methods in the 

IoT. They distinguished these selected approaches into four 

types: framework, service-oriented architecture (SOA), 

heuristic, and model-based. They displayed the similarities 

and changes in the current service composition in the IoT 

according to a few parameters.  

Most of the previous surveys compared different service 

composition approaches in IoT according to an insufficient 

number of parameters or untargeted criteria. However, in our 

current work, we evaluate twenty-eight (28) popular service 

composition approaches in the IoT using all possible criteria. 

Thus, this paper provides an extensive survey of comparative 

studies for service composition approaches based on different 

issues: privacy, security, scalability, service selection, 

heterogeneity, performance, adaptability, composition 

mechanism, energy consumption, QoS estimation, anomaly 

detection, optimization, interoperability, trust management, 

monitoring, service representation, and implementation tools. 

These criteria directly influence the service composition in IoT. 

Thereby, this paper aids researchers in selecting the optimal 

technique and developing more efficient service composition 

methods in future research. It also clarifies future directions 

and challenges related to service composition in the IoT that 

need to be addressed in this field.  

The following sections of this paper are organized as 

follows: Section 2 demonstrates the background for service 

composition. Section 3 describes all possible technical and 

non-technical issues that need to be studied for service 

composition in IoT. Section 4 presents different approaches 

proposed for service composition in IoT. In contrast, Section 

5 compares these approaches according to our defined criteria 

with their sub-criteria, illustrated in following tables. In 

Section 6, we present a detailed discussion of our comparison 

study. In Section 7, we discuss open research challenges for 

future works. Finally, Section 8 concludes this paper. 
 

2. BACKGROUND 
 

The Internet of Things (IoT) is a new paradigm that makes 

connectivity between physical and virtual things using 

advanced distributed services [12]. Currently, the IoT 

environment increases rapidly and appropriately for user 

interactions, which can compose heterogeneous service 

technologies. Each atomic service has an associated IoT 

device that performs the service's functionality. A single IoT 

service cannot fulfill users' needs. Therefore, composite 

services are necessary to satisfy complex requirements from 

multiple application domains, and intelligent object services 

can be aggregated through the service composition process [5]. 

It can be efficiently used to develop innovative applications. 

An efficient service composition process makes supporting 

applications in a dynamic network environment possible. This 

process is the key to supporting the development of Internet of 

Things applications [9]. Service composition becomes more 

challenging in IoT environments due to their high scalability, 

complexity, heterogeneity, and dynamicity [13]. 

The need for practical service composition algorithms that 

can handle the increasing number of equivalent services in 

these large-scale service environments is one of many 

problems. Another difficult challenge is finding the optimal 

combination of services to satisfy QoS constraints, known as 

QoS-aware service composition. In this case, quality of service 

(QoS) is the primary factor determining whether the composed 

application succeeds or fails [2]. Current service composition 

techniques aim to identify a QoS-optimal service composition 

solution [2]. The QoS of the user requests should be evaluated 

by gathering the QoS criteria for each service. The QoS of 

composite services is determined by the composition patterns. 

This latter could be sequential, parallel, loop, and branch 

models, which provide distinct QoS aggregation functions [5]. 

The IoT architecture's service composition is briefly 

described in Figure 1. The five layers of this architecture are 

represented as follows: 

(1) Sensors and IoT devices are part of the data collection 

layer, which gathers data from the Internet of Things 

environment. 

(2) The connection layer connects smart objects to other 

servers. This layer allows data acquired from the collection 

layer to be processed and transmitted. 

(3) Multiple private or public clouds provide different 

services through the cloud layer.  

(4) Depending on the user's functional or non-functional 

needs, the service composition layer combines several sub-

services. 

(5) The application layer gives specific composited services 

to end users based on their needs [5]. 

 

 
 

Figure 1. Service composition architecture in IoT 
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3. FUNDAMENTALS CHALLENGES OF SERVICE 

COMPOSITION IN IOT 

 

When discussing service composition in the IoT, we 

currently encounter numerous challenges in the literature. 

Among these issues, we are particularly interested in privacy, 

security, scalability, service selection, heterogeneity, 

performance, adaptability, composition mechanism, energy 

consumption, QoS estimation, anomaly detection, 

optimization, interoperability, trust management, monitoring, 

service representation, and implementation tools. These 

challenges directly influence the service composition in IoT. 

 

3.1 Privacy 

 

With the development of the Internet of Things (IoT), the 

increasing quantity of interactions between connected objects 

forces a reconsideration of the security of personal data. 

Service composition in IoT has become more complex due to 

the creation of numerous services and complex client demands. 

A significant consideration when composing different IoT 

services is protecting privacy when exchanging data [14-44]. 

Most research has concentrated on adding a dynamic security 

check between plan generation and execution to protect user 

data. As a result, we can ensure that implementing this plan 

will not provide user data to an unauthorized IoT service [44]. 

Three challenges are available for this criterion: 

(1) Hardware layer: should protect privacy when data is 

temporarily gathered and stored on the device. 

(2) At the protocol layer, ensure adequate security for 

communication between IoT services. 

(3) The application layer: monitors who can access the 

context. 

 

3.2 Security 

 

For various reasons, the IoT environment is highly 

susceptible to attacks. Although service composition is 

essential in IoT, security issues have yet to be fully explored. 

Additionally, many characteristics that make the composition 

of IoT services interesting, such as increased data accessibility, 

dynamic application-to-application connections, and the 

absence of human intervention, are incompatible with 

conventional security models. 

Two perspectives are available for this criterion. 

(1) Service-level security involves basic security features. 

Web services (WS) can generally embed security headers to 

protect SOAP messages transmitted through unsecured 

channels. The WS-Security standard specifies how security 

tokens, cipher texts, and signatures may be included in such 

headers. 

(2) Composition-level security concentrates on security 

problems faced during web service composition [45]. 

 

3.3 Scalability 

 

As the number of connected devices and services rapidly 

increases, IoT systems must interact with billions of services. 

Therefore, scalability becomes crucial. Scalability poses the 

problem of dynamically composing services based on different 

IoT resources [22]. The scalability factor indicates the capacity 

to deal with increasing workloads by integrating new 

operations and devices as service nodes for user functions 

while maintaining the quality of the existing services [5]. 

For this criterion, there are three possible perspectives: 

(1) Horizontal scalability: includes adding or removing 

entities from an IoT system. It aims to divide the workload 

among several things to reduce overall workloads and 

response time.  

(2) Vertical scalability: indicates the insertion or deletion of 

computational resources within a single entity, such as 

increasing processor capacity to accelerate processing or 

increasing memory capacity to expand the buffer size. 

(3) Functional scalability: supporting many IoT services 

[12]. 

 

3.4 Service selection 

 

The capacity to compose services is used to identify the best 

services to satisfy the composition needs. The selection 

algorithm results are a list of services that satisfy the user's 

functional and quality needs [46]. 

 

3.5 Heterogeneity 

 

The service composition approach fulfills user requirements 

based on heterogeneous services from different providers. 

Hardware and software resources employ Heterogeneous 

technologies and languages [47]. 

For this criterion, there are two possible sub-criteria: 

(1) Semantic heterogeneity of objects and IoT system 

services. 

(2) Technological heterogeneity. 

 

3.6 Performance 

 

The service composition process requires calculations and 

resources to create a service that satisfies the user's preferences. 

This process consumes a lot of time, resources, and processing. 

This challenge is due to the increasing number of services 

available in the IoT. 

 

3.7 Adaptability 

 

IoT environments are very dynamic; new services could 

appear anytime, current services could be discontinued or 

unavailable for a period, and service features (QoS attributes) 

could change. The service composition should enable dynamic 

service binding or automatically substitute certain component 

services with new ones that provide a higher quality of service 

at runtime. 

Concerning this criterion, the following points can be 

studied: 

(1) Type: Adaptations can take two forms: proactive 

adaptation manifests before a specific action, and reactive 

adaptation occurs after it. 

(2) Mechanism: indicates the technique used to permit the 

adaptation. This technique is based on specific methods. 

(3) Time: demonstrates the time appropriate to adapt 

(development time, compilation time, deployment time, and 

runtime). 

(4) Implementation of adaptive code: This code may be 

installed in the operating system, the executing engine, or the 

composition process's source code [48]. 

 

3.8 Composition mechanism 

 

Combining services is done through a composition process. 
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As a result, an IoT system needs a things infrastructure, a 

definition of a service, and the choice of a composition 

mechanism. A service composition mechanism defines a 

significant interaction between services. The definition of the 

service composition mechanisms involves two workflows: 

orchestration (which can be distributed or centralized) and 

choreography. 

(1) Centralized orchestration: A single coordinator node 

executes a composite service specification. 

(2) Decentralized orchestration: Multiple coordinators 

collaboratively define workflow control. 

(3) Choreography applies a decentralized method to 

compose services. It is an overall description of the existing 

services, determined by exchanging messages between them 

[12]. 

 

3.9 Energy consumption 

 

The rapid development of service composition technology 

in IoT has significant consequences, including increased 

service energy consumption. Effectively reducing service 

energy consumption is a challenge. 

We can make the following two specifications of the energy 

consumption:  

(1) Environmental energy consumption   

(2) Energy consumption of network communication [49]. 

 

3.10 QoS estimation 

 

Finding an appropriate service to build a composite service 

based on non-functional parameters like Quality of Service 

(QoS) has become a significant concern due to the vast number 

of web services with similar functionality [50]. The objective 

of QoS-aware service composition is to identify the best 

candidate services to satisfy users' QoS needs and optimize the 

overall quality of the composite service [51]. When estimating 

QoS, we should consider factors like availability, cost, 

response time, and more. 

 

3.11 Anomaly detection 

 

Various factors can cause anomalies in the quality of 

internet services, including network failure, heavy system 

workload, and temporary machine failures. Anomalies are 

abnormal data points. Anomaly detection is an extensively 

studied aspect of the services composition process. 

Consequently, examining the historical QoS records and 

eliminating anomalies is crucial to building an accurate QoS 

model [52]. 

 

3.12 Optimization 

 

Optimization becomes a crucial concern with the increasing 

complexity of computing tasks and the variety of services in 

the IoT environment. In this context, it is necessary to optimize 

the service composition reasonably to provide users with the 

most appropriate services. The optimization problem of IoT 

services composition needs an optimization method that 

depends on a constrained multi-objective model based on 

target criteria [53].  

 

3.13 Interoperability 

 

Several service models are usually involved in the service 

composition process. These models may represent the 

composite service from different perspectives. Maintaining 

interoperability between these models is necessary to ensure 

the composition process's accuracy. The objective of 

interoperability is the capacity of multiple systems to 

reciprocate and benefit information [54]. Services can 

communicate and exchange data. Also, various middleware 

can interact and utilize shared data. 

 

3.14 Trust management 

 

Services interact in dynamic environments, including the 

Internet of Things (IoT), in an undefined way, leading to a 

significant aspect in trust management. In addition, the 

prevalent usage of services and composite services in 

distributed environments discloses the increasing necessity of 

trust management regarding the service composition process. 

Therefore, users in these environments need more confidence 

to identify trustworthy service providers. As a result, trust can 

be regarded as one of the most essential elements for choosing 

the relevant providers and improving the quality-of-service 

composition process [55]. 

 

3.15 Monitoring 

  

One major issue recognized is the runtime monitoring of the 

service composition process. To obtain extensive knowledge 

about the composite service and its component services work 

within the execution environment, it is necessary to oversee 

and monitor its progress after its execution. In addition, 

requirements and features validated during design time may be 

invalidated during runtime [56]. 

 

3.16 Service representation 

 

Define the architecture type to represent service in the IoT 

system. 

 

3.17 Implementation tools  

 

Represent different tools for implementing service 

composition in IoT systems (dataset, programming language, 

platform). 

For a detailed study of these various issues, Table 1 presents 

the most important challenges and proposed solutions in the 

literature for each criterion. 

 

Table 1. Challenges and proposed solutions for different technical issues 

 
Technical 

Issues 
Challenges Solutions 

Privacy 

➢ Data security in transmission and storage 

➢ User authentication and access control 

➢ Data minimization and purpose limitations 

(IoT devices often collect excessive data 

➢ Encryption 

➢ Edge computing (by processing data closer to where it's 

generated) 

➢ Multi-Factor Authentication 2(MFA) 

➢ Role-Based Access Control (RBAC) 
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beyond what’s necessary for their 

functionality) 

➢ End-to-End privacy policies 

➢ standardization and interoperability 

➢ Device Identity Management 

➢ Data Minimization Techniques (Configure IoT devices to 

collect only essential data, applying anonymization) 

➢ Local data processing (process data locally to retain only 

relevant information) 

➢ Integrate privacy concerns into the design of the Internet 

of Things system from the beginning. 

➢ Blockchain (use blockchain to create an immutable record 

of transactions) 

➢ Industry standards: adopt frameworks like ISO/IEC 30141 

for IoT security architecture or NIST guidelines for IoT 

device cybersecurity 

➢ Interoperability frameworks (such as oneM2M for 

machine-to-machine interactions) 

Security 

➢ Device resource constraints 

➢ Network security and communication risks 

➢ Physical security of devices 

➢ Firmware and software vulnerabilities 

➢ Lightweight cryptography 

➢ Efficient authentication: DTLS (Datagram Transport 

Layer Security) or CoAP (Constrained Application 

Protocol). 

➢ Encrypted communication protocols like TLS/DTLS 

➢ Intrusion Detection and Prevention Systems (IDPS) 

➢ Tamper-resistant hardware 

➢ Regular physical audits 

➢ Regular Firmware Updates 

➢ Secure boot and firmware integrity checks 

Scalability 

➢ Network bandwidth and latency 

➢ Processing and Analytics 

➢ Data storage and management 

➢ Energy management and battery life 

➢ Edge Computing 

➢ Bandwidth-efficient protocols (MQTT and CoAP 

protocols) 

➢ Edge analytics 

➢ Distributed databases (use distributed databases like 

Apache Cassandra, and MongoDB) 

➢ Data compression and aggregation 

➢ Power-Efficient Protocols 

➢ Adaptive power modes 

Service selection 

➢ Heterogeneity of IoT devices and services 

➢ Quality of Service (QoS) requirements 

➢ Dynamicity 

➢ Cost efficiency and resource optimization 

➢ Data integrity and reliability 

➢ Standardized communication protocols (like MQTT, 

CoAP, and RESTful APIs) 

➢ Interoperability frameworks (Implement IoT platforms 

like oneM2M, OCF) 

➢ QoS-Based selection algorithms 

➢ Multi-Criteria Decision Making (MCDM) 

➢ Service Level Agreements (SLAs) 

➢ Context-aware middleware (that gathers and processes 

contextual information) 

➢ Edge Computing for real-time adaptation 

➢ Cost-aware selection algorithms 

➢ Reputation and trust-based selection 

 

Heterogeneity 

➢ Device and platform diversity 

➢ Inconsistent data formats and structures 

➢ Software and firmware compatibility 

➢ Data processing and aggregation 

➢ Interoperability standards (open IoT standards, such as 

oneM2M, Open Connectivity Foundation (OCF)) 

➢ Use common APIs or software development kits (SDKs) 

➢ Data normalization and transformation 

➢ Ontology-based data models (Semantic Sensor Network 

ontology) 

➢ Standardized firmware platforms (such as Zephyr RTOS 

or RIOT OS) 

➢ Over-the-air (OTA) updates 

➢ Unified data models 

➢ Edge Analytics 

Adaptability 

➢ Dynamic network topology 

➢ User preference and behavior adaptation 

➢ Handling device resource constraints 

➢ Real-Time decision-making 

➢ Scalability of adaptive algorithms 

➢ Implement self-organizing network protocols 

➢ Use auto-discovery protocols (like mDNS, UPnP) 

➢ Implement user profiling to build personalized service 

profiles 

➢ Collaborative filtering and recommendation engines 

➢ Implement energy-efficient protocols (e.g., MQTT-SN, 

CoAP) 

➢ Edge data processing 

➢ Edge and Fog Computing 

➢ Implement low-latency communication protocols (e.g., 

5G, TSN) 

➢ Implement hierarchical and distributed adaptive 

algorithms. 

➢ Scalable middleware solutions (Apache Kafka, 

RabbitMQ) 
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Energy 

consumption 

➢ Limited battery life 

➢ Frequent data transmission 

➢ Processing and computation overhead 

➢ Energy constraints in high-density IoT 

deployments 

➢ Incorporate energy-harvesting techniques (like: solar, 

kinetic, and thermal) 

➢ Low-power hardware components 

➢ Data compression and aggregation 

➢ Batching and scheduling transmissions 

➢ Edge and Cloud Offloading 

➢ Energy-Efficient algorithms 

➢ Optimize network traffic patterns 

➢ Implement energy-aware routing protocols 

Anomaly 

detection 

➢ High volume and velocity of data 

➢ Data heterogeneity 

➢ Dynamic and evolving patterns 

➢ Scalability in large-scale IoT networks 

➢ Perform preliminary anomaly detection on edge devices. 

➢ Data normalization and standardization 

➢ Feature extraction and transformation 

➢ Context-aware detection 

➢ Distributed anomaly detection 

➢ Hierarchical detection frameworks 

Optimization 

➢ Energy consumption optimization 

➢ Network bandwidth optimization 

➢ Optimization for adaptability in dynamic 

environments 

➢ Duty Cycling and low-power modes 

➢ Energy-efficient communication Protocols (like 

LoRaWAN, BLE, and Zigbee) 

➢ Bandwidth-efficient protocols (like MQTT and CoAP) 

➢ Edge data filtering (Filter data at the edge) 

➢ Self-learning algorithms (reinforcement learning) 

➢ Context-aware optimization 

Interoperability 

➢ Diverse communication protocols 

➢ Heterogeneous data formats and structures 

➢ Security and privacy interoperability 

➢ Inconsistent device discovery mechanisms 

➢ Protocol gateways 

➢ Adoption of universal protocols (MQTT or CoAP) 

➢ Common data models (such as Sensor Markup Language) 

➢ Middleware for data translation 

➢ Standardized security protocols (like TLS, DTLS, and 

OAuth 2.0 for encryption) 

➢ Unified privacy frameworks 

➢ Universal discovery protocols 

➢ Middleware for device discovery 

Trust 

management 

➢ Trust establishment between heterogeneous 

devices 

➢ Scalability of trust management solutions 

➢ Trust management in decentralized IoT 

networks 

➢ Privacy protection for user trust 

➢ Trust evaluation models 

➢ Edge computing for trust processing 

➢ Reputation-based trust models 

➢ Blockchain-based trust 

➢ Data anonymization 

➢ Decentralized data storage 

Monitoring 

➢ Scalability of monitoring solutions 

➢ Resource constraints of IoT devices 

➢ Real-time data collection and analysis 

➢ Maintaining data privacy during monitoring 

➢ Hierarchical and Edge-based monitoring 

➢ Cloud-based monitoring platforms 

➢ Edge Computing for intensive processing 

➢ Edge and Fog Computing 

➢ Data encryption 

➢ Access control and authentication 

 

 
4. SERVICE COMPOSITION APPROACHES IN IOT 

 

The related review shows many approaches that allow 

service composition in the Internet of Things. In this section, 

we present the most representative and well-known 

approaches. In addition, to highlight the most important 

differences between these approaches, Table 2 shows the most 

important of them. 

Asghari et al. [14] proposed a privacy-aware cloud service 

composition approach to optimize QoS in the IoT environment. 

It presented an IoT-based cloud service composition 

framework, incorporating the privacy level computing model 

and a composite hybrid evolutionary algorithm (SFLA-GA). 

This latter used the Shufed Frog Leaping Algorithm (SFLA) 

and the Genetic Algorithm (GA). This algorithm optimizes the 

proposed service composition by aggregating the different 

QoS parameters used as fitness values. The simulation results 

indicated that the suggested approach ameliorates the fitness 

compared to other recent algorithms. 

Razian et al. [15] focused on the issue of QoS value 

uncertainty in the dynamic environments of Cloud and IoT by 

proposing a new anomaly-aware robust service composition 

(ARC). The suggested approach aims to compose services 

using Bertsimas and Sim's mathematical robust optimization 

method. The results show that the proposed approach finds 

optimal solutions with an average improvement of 14.55% 

compared to information theory-based and clustering-based 

methods. 

Pavan Kumar et al. [16] suggested an approach for QoS-

aware IoT optimal service composition. It uses a decision tree 

and genetic algorithm (GA). The operation uses two levels of 

QoS parameters to arrive at the optimal service composition. 

This system's scalability is more reliable and accurate than the 

regular optimal service composition. 

Baker et al. [17] proposed a new multi-cloud IoT service 

composition algorithm called (E2C2). This algorithm pursues 

selecting the least possible number of IoT services to create an 

energy-aware composition plan to satisfy user needs. The 

suggested algorithm was evaluated considering four well-

known service composition algorithms in several cloud 

environments. Considering the results of this evaluation, the 

suggested approach has a better performance. 

In the research by Zhang et al. [13], a relation between 

services has been suggested by applying a model for service 

dependency and minimizing the traversal space using efficient 

filtering techniques. The generated service composition can be 
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directly displayed to avoid a backtracking search based on a 

composition path traversal sequence. Experiments of this 

paper have indicated that this approach can reach the top-k 

QoS-optimal service composition and improve performance 

time. 

Badidi et al. [18] have proposed an integrated framework 

for improving personalized mobile cloud services. The 

proposed framework used a standard service metadata 

specification model to adapt context information. To 

demonstrate the suggested algorithm's effectiveness, this 

paper's authors evaluated their framework using an application 

scenario. 

Bao and Chen [19] and Chen et al. [20] have suggested 

adaptive and scalable trust management to enable service 

composition applications in SOA-based Internet of Things 

systems. The researchers promoted a technique based on 

distributed collaborative filtering to sort out feedback using 

similarity ratings of friendship, social contact, and community 

of interest relationships. The efficacy of the suggested trust 

management is demonstrated through service composition use 

cases and a comparative performance evaluation against 

EigenTrust and PeerTrust. 

An enhanced eagle strategy algorithm has been presented 

by Rajendran et al. [21] to improve the computation time in 

large-scale cloud-based Dynamic Web Service Composition 

(DWSC) and on both functional and non-functional service 

attributes. Proposing the improved bio-inspired method can 

ameliorate computation time, particularly in a large-scale 

repository of IoT. 

In the study by Dar et al. [22], service orchestration and 

choreography ideas were used to create a flexible and adaptive 

service composition for Large-scale (VLS) IoT systems. To 

evaluate the composition process for this vast number of 

devices, the authors intend to experiment with real large-scale 

sensor network applications and deploy a very large-scale 

open wireless sensor network platform via the SensLab 

platform. 

Two popular meta-heuristic algorithms, Genetic Algorithm 

(GA) and Particle Swarm Optimization (PSO), were suggested 

by Kashyap et al. [23] to address QoS for service composition 

issues. This paper focuses on selecting a suitable SC (Service 

Composition) for Internet of Things applications, aiming to 

optimize the QoS parameters to satisfy the user's needs. 

Experimental findings show that GA and PSO can improve the 

effectiveness of solutions for service composition problems in 

the Internet of Things. 

White et al. [24] applied goal-oriented service composition 

and collaborative filtering to propose an approach to self-

managing dependable systems. QoS prediction permits the 

goal-driven model to activate adaptation decisions by 

endorsing execution paths to adapt dynamically. The 

experiment results show that the prediction composition has 

primarily improved compared to the without prediction. 

Razian et al. [25] have proposed a scalable anomaly-aware 

approach (SAIoT). It comprises two main components: the 

first uses machine learning anomaly detection to model QoS 

values, and the second employs an efficient meta-heuristic 

algorithm to arrive at the ideal composition. Comparing the 

proposed approach to previous research, like information 

theory-based and advertised QoS-based methods, the 

experimental results on real-world datasets demonstrate a 

30.64% average improvement in the QoS value of a composite 

plan, achieved with equal or lower cost. 

The challenge of achieving the best possible balance 

between the QoS level and the consumed energy of the IoT 

service composition has been formulated by Alsaryrah et al. 

[26] as a bi-objective shortest Path Optimization (BSPO) 

problem. For this purpose, it employed Pulse's algorithm to 

solve this issue. The suggested strategy, known as BSPO, aims 

to reduce two elements: the energy consumption of the 

composite service and the quality of service (QoS), which 

includes execution time, network latency, and service cost. 

The research evaluations proved that the suggested approach 

was executed rapidly in various complex service profiles. In 

the interim, it can gain good performance in terms of energy 

consumption and, consequently, network lifetime by keeping 

an acceptable QoS level. 

Yang et al. [27] suggested a Petri net-based model for IoT 

service composition. It evaluates cost-effectiveness using a 

comprehensive performance function (RTC) considering cost, 

response time, and reliability. Moreover, the FBasedMonitor 

algorithm does well in solving composition in dynamically 

changing environments. The research proves the soundness 

and correctness of the proposed model and algorithms. 

Berrani et al. [28, 29] have suggested a multi-agent system-

based approach for IoT service composition where multiple 

agents are employed to meet user demands. The use-case 

scenarios and comprehensive testing clarify the multi-agent 

system's interest and suitability for service composition. 

From the sensory data aggregation and selection perspective, 

Yang and Li have presented an efficient method [30]. In other 

words, IoT quality of service (QoS) is addressed when 

selecting candidate services. A method for global optimization 

called upgraded binary coded genetic algorithm (GA) is 

applied. The service composition scheme with the highest 

overall function value is considered the optimal solution. The 

research results detect the leverage of the proposed method in 

IoT. 

Kashyap and Kumari [31] have proposed a hyper-heuristic 

approach to solving the service composition problem in the 

Internet of Things. Twenty-five test data instances are used to 

measure the effectiveness of the hyper-heuristic approach, and 

the results are compared to the genetic algorithm. 

A cloud-based IoT platform medical monitoring program is 

found by Asghari et al. [32]. The patient's medical conditions 

are determined using his physiological data from the Internet 

of Things devices to predict diseases. Considering the patient's 

non-functional preferences, meta-heuristic approaches can be 

used to find suitable composite services. Results show that the 

suggested approach successfully provides composite health 

prescriptions by achieving accurate disease diagnosis. 

Li et al. [33] have formally described and analyzed 

reliability and cost-related features of service composition in 

the Internet of Things using a probabilistic approach. The 

authors examine and verify the properties of the suggested 

service composition models using a probabilistic model 

checker called PRISM. 

Urbieta et al. [34] have offered an adaptive service 

composition framework. This latter is based on the abstract 

service model WEASEL, which describes services and user 

tasks in terms of their signature, specification, and 

conversation. According to the evaluation, the wEASEL-

based system outperforms other methods regarding accuracy 

and provides end-users with more composition opportunities. 

Kashyap et al. [35] have proposed an evolutionary multi-

objective optimization algorithm to solve service composition 

issues for IoT-based applications. The authors of this work 

demonstrated how to apply the Non-dominated Sorting 
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Genetic Algorithm (NSGAII), one of the widely used 

algorithms. In other words, the evaluation showed that 

NSGAII could be initiated to solve the service composition 

problem efficiently. 

Chen et al. [36] have presented a distributed method for IoT 

device management and service composition. IoT services are 

modeled on three dimensions using social network theory: 

location, type, and correlation based on the relationships 

between IoT devices. Simulation experiments using real-

world datasets are carried out to verify the efficacy of the 

suggested method.  

A hybrid method has been suggested by Bouazza et al. [37] 

to provide users with personalized IoT service 

recommendations by combining ontology and implicit 

collaborative filtering. The proposed approach involves 

extending the social relationships between users and their 

objects to satisfy the service requirements by finding alternate 

sources of the missing information. From the results, the 

suggested hybrid algorithm outperforms the current 

algorithms considering accuracy and performance. 

Wanigasekara et al. [38] have presented a novel method that 

uses contextual bandit algorithms to sense information from 

the community of mobile devices interacting with the 

environment and use it to learn and suggest contextually 

relevant IoT resources. The researchers described the general 

methodology, a functional prototype system, and a validation 

of the system obtained from two experimental scenarios with 

encouraging preliminary results. 

Faieq et al. [39] adopted a context-aware system based on 

recommendations for service composition. A collaborative 

filtering framework based on auto-encoders to predict the QoS 

values has been used to select the best services to fulfill each 

task in the service model. The service with the best-predicted 

value is then selected. The experiment results demonstrate the 

efficacy and efficiency of the suggested recommendation 

policies. 

Meissa et al. [40] presented a new recommendation 

approach to finding and recommending personalized and 

reliable web services appropriate for composition. Seven 

different variant algorithms (item-based, user-based, and 

popularity-based) are compared using the MovieLens 20M 

dataset to verify the effectiveness of the suggested approach. 

The results of the experiments demonstrate that the proposed 

model increases recommendation accuracy by 12% compared 

to other methods. 

Cao et al. [41] have suggested a QoS-driven service 

recommendation framework leveraging RTM (Relational 

Topic Model) and FMs (Factorization Machines) to develop 

value-added composite web services for IoT Mashup 

applications. According to experimental results, the proposed 

approach significantly improves precision, recall, and F-

measure parameters compared to other recommendation 

systems. 

Chen et al. [42] have proposed an access service 

recommendation strategy in Social IoT (SIoT) environments 

to improve service composition efficiency and protect against 

malicious attacks. Furthermore, an energy-aware mechanism 

was considered for workload balancing and network stability. 

Experiments show that the suggested scheme is beneficial and 

effective in rating accuracy, dynamic behavior, network 

stability, and quality of service composition. 

 

Table 2. Differences between service composition approaches in the IoT environment 

 
Ref  Strengths Weaknesses 

[14] 

Unique focus on privacy in QoS optimization 

Combing QoS and privacy criteria into the service 

composition framework 

A quantitative assessment is conducted to validate the 

potential benefits of this approach 

Based on simulated evaluations rather than real-world IoT 

deployments 

Scalability for large IoT networks is not considered. 

Privacy-aware QoS optimization can be computationally intensive, 

which might challenge IoT devices with limited resources 

Limited comparison with existing models 

[15] 

Focus on anomaly detection and robustness 

Consideration of QoS uncertainty 

Enhanced reliability for IoT applications 

Quantitative validation through simulations 

It has not been evaluated in practical IoT environments 

The computational requirements are not considered 

The ARC model’s performance in large-scale IoT environments is 

not discussed 

The model considers only uncertainties in QoS analysis 

[16] 

Effective use of genetic algorithms for QoS optimization 

Heuristic structure to enhance the search efficiency 

Focus on multiple QoS Parameters 

Flexibility for diverse IoT applications 

The results are based on simulations rather than actual IoT 

environments 

Computational complexity of genetic algorithms especially in large 

IoT networks 

Scalability for large-scale IoT systems is not explored 

Lack of a detailed exploration of heuristic parameters and their 

impact on performance 

[17] 

Focus on energy efficiency 

Applicability to multiple IoT applications 

The algorithm is more practical for real-world IoT devices 

that operate on limited power 

Limited focus on other QoS metrics 

Scalability concerns are not addressed 

The study does not consider context-specific factors that can impact 

energy usage 

A detailed analysis of the computational costs is not discussed 

Lack of real-world implementation 

[13] 

Innovative use of service dependency graphs 

Top-K service compositions based on QoS 

Adaptability to dynamic environments 

QoS-optimized compositions 

Scalability for large-scale service graphs is not discussed 

Computational costs of generating a service dependency graph are 

not explored 

Dependency graph complexity 

The trade-offs between different QoS metrics are not explored 

[18] 

Focus on personalization which can improve user 

satisfaction 

Integrating context-aware service composition 

Adaptive service provisioning for user context in real-time 

Limited focus on privacy 

Computational overhead is not considered 

Scalability challenges are not discussed 
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The focus on mobile users makes the research applicable to 

the real world 

Data inaccuracy or delayed data retrieval could affect service 

quality, but these challenges are not fully addressed 

[19, 

20] 

Applying trust management to IoT service composition 

Providing a practical use case, showing how trust 

mechanisms can improve IoT service reliability and user 

satisfaction 

Enhancing overall IoT system security and stability. 

Decentralized trust model 

Combination of direct and indirect trust 

Framework adaptable to different types of IoT devices and 

services 

Lack of quantitative evaluation of the proposed trust model 

Scalability issue in large networks is not addressed 

Limited discussion on trust dynamics for IoT environments 

The mechanism to filter unreliable recommendations (indirect trust) 

is not addressed 

A discussion on adapting the model for low-resource devices is not 

mentioned 

[21] 

Novel use of nature-inspired algorithm in the context of IoT 

Adaptation to dynamic environments 

The conceptual approach handles large-scale IoT networks 

effectively 

Optimization for QoS parameters 

Complexity of nature-inspired algorithms 

Lack of empirical results or real-world validation 

Limited focus on privacy and security concerns 

Absence of comparative analysis 

[22] 

Focus on scalability and dynamic Adaptation 

The approach applies to a wide range of IoT applications. 

Efficient resource utilization 

Limited real-world validation 

The approach focuses on scalability and adaptability but does not 

address other important factors 

Potential complexity in implementation 

[23] 

Innovative approach with hybrid optimization (combining 

genetic algorithm (GA) and particle swarm optimization 

(PSO)) 

Focus on QoS optimization 

Potential for scalability 

A quantitative assessment of the GA-PSO model’s 

performance 

The computational complexity of the genetic algorithm and particle 

swarm optimization are not addressed 

Sensitivity to parameter tuning (population size, mutation rate...) 

Lacks a comprehensive comparison with other service composition 

methods, such as heuristic-based 

[24] 

Focus on reliability in IoT service composition 

Application of machine learning for QoS prediction 

Support the scalability of IoT systems 

Comprehensive evaluation to prove the validity of the 

approach in different IoT scenarios 

Dependence on historical data quality is not addressed 

Limited exploration of multi-factor influences on QoS (network 

conditions, device mobility) 

Machine learning-based QoS prediction needs a high computational 

cost 

[25] 

Focus on scalability in CloudIoT. 

Anomaly-aware composition to improve the reliability of 

service composition 

Dynamic adaptation 

Emphasize modularity, making it adaptable for diverse IoT 

use cases 

Lack of real-world testing 

The anomaly detection and scaling mechanisms introduce 

significant computational costs 

The impact of detected anomalies on QoS has not been explored 

[26] 

Addressing energy efficiency in IoT 

Focusing on both energy consumption and QoS 

Quantitative analysis and simulations 

Practicality for IoT applications 

Limited real-world validation 

Scalability concern is not considered 

The trade-offs between energy consumption and QoS are not 

explored 

[27] 

The model facilitates real-time monitoring. 

Petri nets are well-suited to distributed systems (distributed 

nature of IoT environments) 

Flexibility and scalability using Petri nets 

Complexity of Petri Net models 

High computational overhead 

Limited focus on QoS optimization and privacy concerns 

[28, 

29] 

Innovative use of multi-agent systems 

Enhanced flexibility and scalability 

Real-time adaptability 

Focus on decentralization 

Potential for autonomous decision-making 

The complexity of coordination and communication in multi-agent 

systems 

Addressing agent reliability and fault tolerance has not been fully 

explored 

Ensuring consistency and handling concurrency across agents are 

not addressed 

Limited real-world implementation 

[30] 

The user-centric approach enhances the applicability of the 

proposed framework 

Flexibility and adaptability 

Limited practical validation 

Scalability concern is not addressed 

Lack of consideration for QoS and security 

[31] 

Innovative hyper-heuristic approach 

The proposed hyper-heuristic framework is designed to 

handle the scalability 

Dynamic adaptability 

Limited real-world application 

Complexity of implementation 

Hyper-heuristic approaches often depend on the tuning of various 

parameters 

While heuristics can improve efficiency, they may not always 

guarantee optimal solutions 

[32] 

The study focuses on medical monitoring 

Cloud-based IoT Integration which provides scalability, 

flexibility, and enhanced data management capabilities 

Focus on data security and privacy 

Potential for real-world application 

High scalability concern is not considered. 

The financial implications of adopting cloud-based IoT solutions for 

healthcare monitoring are not discussed 

Complexity of Cloud-based IoT integration 

[33] 

Probabilistic modeling approach 

Focus on reliability and cost 

The cost-oriented aspect of the model makes it practical for 

resource-constrained IoT environments 

Limited applicability to dynamic IoT Environments 

Lack of privacy considerations 

Scalability for large-scale IoT Systems is not considered 
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Quantitative assessments demonstrate the model's ability to 

optimize reliability and cost 

[34] 

Relevance to smart city applications 

Emphasis on adaptivity and context-awareness 

Innovative use of contextual data 

Incomplete, or inaccurate context data is not addressed. 

Context-aware adaptivity can introduce computational overhead 

Limited real-world implementation 

[35] 

Effective use of NSGA-II for Multi-Objective Optimization 

Focus on multiple QoS criteria 

Scalability is addressed 

Lack of consideration for privacy and security 

NSGA-II approach requires careful parameter tuning (population 

size and crossover rate), which may be complex and affect 

performance 

Lack of comparison with other optimization methods 

[36] 

The use of social networks in IoT device management and 

service composition is unique 

Enhanced flexibility and scalability 

Efficient device discovery 

Dynamic service composition 

Complexity in large-scale implementations 

Privacy and security considerations are not addressed. 

The approach assumes that IoT devices can effectively mimic social 

network relationships, which may not always be applicable in highly 

heterogeneous IoT environments 

[37] 

Novel use of Social IoT (SIoT) concepts 

Combining collaborative filtering with SIoT relationships 

provides a more comprehensive recommendation mechanism 

Emphasis on trust and reliability 

Enhanced user satisfaction 

Data privacy and security risks 

Scalability concerns in large networks 

computational overhead 

Cold-start issues for new devices occur if there is insufficient data to 

establish trusting relationships or social connections 

[38] 

The application of a bandit approach to IoT service 

composition is innovative 

Adaptability to heterogeneous environments 

Consideration of QoS in decision-making 

Intelligent service composition using a reinforcement 

learning approach 

Limited scalability analysis 

Computational overhead 

[39] 

Innovative use of context-awareness 

Integration of recommendation mechanisms 

Enhanced user experience 

The system is designed to adapt to a variety of smart 

environment applications 

Quantitative evaluation 

Limited exploration of privacy concerns 

High computational requirements 

Contextual data can often be incomplete, which impacts the 

system's effectiveness 

Lack of real-world testing 

[40] 

The paper focuses on web API discovery within the social 

Web of Things, making the research highly relevant and 

forward-looking 

The system potentially enhances interoperability within IoT 

networks by enabling easier API discovery 

By emphasizing personalized recommendations, the 

approach addresses the diverse preferences of IoT users 

Limited evaluation metrics 

Scalability concern is not discussed 

Privacy concern is not discussed 

[41] 

Relevance to IoT mashup applications 

Personalized QoS recommendations 

The combination of RTM and factorization machines is a 

well-considered choice 

Combining RTM and factorization machines increases the model's 

complexity, which could lead to overfitting 

Limited real-world deployment 

[42] 

Novel approach to social IoT service recommendation 

Consideration of device relationships 

Improved service accessibility 

Quantitative evaluation to validate the model’s feasibility 

The system may fail to provide effective recommendations if the 

devices are poorly interconnected 

The scalability challenge is not addressed 

Privacy and security concerns are not addressed 

Recommendation processes can add computational and 

communication overhead, especially in real-time applications 

 

 

5. THE COMPARISON OF THE DIFFERENT 

APPROACHES PROPOSED FOR SERVICE 

COMPOSITION IN IOT 
 

The different approaches that have already been presented, 

along with their characteristics with other issues, are shown in 

Tables 3-8. Our comparison relies on the clearly defined 

criteria mentioned earlier. 

 

Table 3. Comparative study between approaches (1) 

 

Criteria Sub Criteria 
Asghari et al. 

[14] 

Razian et al. 

[15] 

Pavan Kumar 

et al. [16] 
Baker et al. [17] Zhang et al. [13] 

Privacy 

Hardware Layer + - - - - 

 Protocol layer + - - - - 

Application layer + - - - - 

Security 

Service level - - - - - 

Composition 

level 
- - - - - 

Scalability 

Horizontal - - - - - 

Vertical - - - - - 

Functional - - + + - 
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Service selection  

An SFLA-GA 

hybrid 

evolutionary 

method to select 

the best 

candidate 

composite 

service. 

The ARC 

(Anomaly-aware 

Robust service 

Composition) 

algorithm 

chooses services 

that align with 

the user's needs 

by minimizing 

response time 

and cost. 

Genetic 

Algorithm 

The multi-cloud 

IoT service 

composition 

method (E2C2) 

creates an 

energy-aware 

composition 

strategy by 

choosing a few 

IoT services. 

The top-k QoS 

optimal service 

composition 

method is 

selected using a 

service 

dependency 

graph. 

 

 

Heterogeneity 
Semantic ? + ? ? + 

Technological ? + ? ? + 

Energy 

consumption 

Environmental - - - + - 

Network 

communication 
- - - + - 

QoS estimation  

Response time, 

Availability, 

Reliability, 

Throughput, 

Latency, Success 

ability, 

Compliance, 

Best practice 

Response time, 

Availability, 

Reputation 

Cost (C), 

Reliability (R), 

Availability (A), 

Response time 

(Rt), Throughput 

(Th), and 

Reputation (Rp) 

Energy 

consumption 
Response time 

Anomaly 

detection 
 - 

+ (anomaly 

detection 

technique using 

machine 

learning) 

- - - 

Interoperability 
Internal + ? + + + 

External + ? + + + 

Trust 

management 
 - - - - - 

Monitoring  - - - - + 

Adaptability 

Type 

- 

Reactive 

- - - 

Mechanism 

Using machine 

learning anomaly 

detection to 

identify 

erroneous QoS 

data, address 

uncertain 

services, and 

adapt with 

another 

candidate. 

Time Runtime 

Implementation 

of adaptive code 

The adaptive 

code is installed 

in the engine that 

runs the 

composition. 

Composition 

mechanism 

Centralized 

Orchestration 
- + - + - 

Decentralized 

Orchestration 
+ - - - - 

Choreography - - + - + 

Optimization  

QoS 

optimization 

uses a hybrid 

evolutionary 

algorithm, the 

Shufed Frog 

Leaping 

Algorithm 

(SFLA), and a 

Genetic 

Algorithm (GA). 

A mathematical 

optimization 

model that can 

handle uncertain 

QoS value by 

minimizing cost 

considering user 

restrictions. 

Apply a decision 

tree and a 

genetic 

algorithm (GA) 

to provide the 

best possible 

QoS-aware IoT 

service 

composition. 

Optimization of 

the final 

composition 

using energy 

efficiency as the 

main parameter 

for IoT 

resources. 

The service 

dependency 

graph constructs 

a connection 

between services 

and minimizes 

traversal space 

by implementing 

efficient filtering 

techniques. 

Performance  

Compared to the 

GA, the SFLA-

GA 

When the 

suggested 

approach is 

The execution 

cost is 

significantly 

This algorithm 

was evaluated by 

performance 

Tests 

demonstrate that 

this method can 
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outperformed it, 

indicating a 90% 

efficiency rate 

for the suggested 

approach. 

compared to 

previous 

research, 

including 

information 

theory-based and 

clustering-based 

methods, the 

results show that 

it produces 

14.55% of the 

average 

improvement in 

discovering 

optimal 

solutions. 

decreased by this 

method. 

The assessments 

show a 

significant 

increase in 

matching with 

user needs. 

comparison with 

other algorithms, 

including All 

Cloud, Base 

Cloud, Smart 

Cloud, and 

COM2. 

The simulation 

results showed 

that the 

suggested 

method 

identified the 

minimum 

number of 

services needed 

to find the ideal, 

energy-efficient 

composition. 

provide 

improved time 

performance and 

consistent 

accuracy. 

Service 

representation 
 Abstract service Abstract service Abstract service 

XML 

configuration file 

As a node in the 

service 

dependency 

graph 

Implementation 

tools 
 

QWS dataset, C# 

language and 

using Azure 

cloud 

environment in 

Visual Studio 

2017 version and 

NCSS 12.0.2 

version, SPSS 

software. 

Real-world QoS 

dataset, IBM 

ILOG CPLEX 

Optimizer, sci-

kit-learn 

machine learning 

library in Python 

sci. 

Random QoS 

datasets. 

The experiments 

were executed on 

an Apple iMac, 

NetBeans 

8.1(prototype 

development 

platform), Java 

EE 8 

(programming 

language). 

WSBen tool Java 

language. 

 

Table 4. Comparative study between approaches (2) 

 

Criteria Sub criteria 
Badidi et al. 

[18] 

Rajendran et al. 

[21] 
Dar et al. [22] 

Kashyap et al. 

[23] 
Razian et al. [25] 

Privacy 

Hardware 

Layer 
- - - - - 

Protocol layer - - - - - 

Application 

layer 
- - - - - 

Security 

Service level - - - - - 

Composition 

level 
- - - - - 

Scalability 

Horizontal - - - - - 

Vertical - - - - - 

Functional - + + - + 

Service 

selection 
 

An algorithm 

for efficiently 

choosing an 

appropriate 

context service 

that satisfies 

cloud service 

provider 

requirements 

concerning 

context quality 

and information. 

Proposing an 

Improved Eagle 

Strategy 

algorithm by 

using K-means 

clustering 

(depending on a 

particular cluster, 

a service is 

chosen according 

to the non-

functional 

characteristics). 

Aiming to address 

the problem of 

integrating sensor 

services with 

conventional IT 

systems by 

applying the ideas 

of service 

orchestration and 

choreography. 

Two meta-

heuristic methods 

address the QoS-

based service 

composition 

challenge: Particle 

Swarm 

Optimization 

(PSO) and 

Genetic 

Algorithm (GA). 

A powerful and 

efficient meta-

heuristic 

approach. 

Heterogeneity 
  Semantic + + + ? ? 

Technological + + + ? ? 

Energy 

consumption 

Environmenta

l 
- - - - - 

Network 

communicatio

n 

- - - - - 

122



 

QoS estimation  

QoC attributes 

for context 

service 

providers 

(Freshness, 

Precision, 

Probability of 

correctness). 

Availability, 

response time, 

and performance 

- 

Execution time(t), 

service cost(c) 

and reliability(r) 

Cost, response 

Time, availability, 

reputation 

Anomaly 

detection 
 - 

 

- 
- - + 

Interoperability 
Internal + + + + + 

External + + + + + 

Trust 

management 
 - - - - - 

Monitoring 
 

 
+ + - + - 

Adaptability 

Type Proactive 

 

 

 

 

- 

Reactive 

 

- 

Proactive 

Mechanism 

Adaptation of 

the service 

composition 

plan using the 

adaptation 

engine about the 

user's profile, 

preferences, and 

context 

information. 

Reconfiguration 

of a part or a 

complete service 

composition 

during the design 

or execution 

phase to create a 

more adaptable 

composition 

process. 

 

QoS values are 

used in the QoS 

modeling to 

determine the 

utility of each 

proposed service. 

This module uses 

Isolation Forest, a 

machine-learning 

anomaly detection 

technique, to 

remove the 

inaccurate QoS 

data. 

Time Runtime Runtime Design phase 

Implementatio

n of adaptive 

code 

The service 

composition and 

the adaptation 

process apply a 

standard 

description 

model. 

The adaptation 

model is instantly 

deployed after 

being converted 

into executable 

code. 

The adaptive code 

is installed in the 

anomaly detection 

component for 

abnormal 

historical QoS 

data. 

Composition 

mechanism 

Centralized 

Orchestration 

 

 

- 

 

 

- 

+ (local 

orchestration 

process) 

 

 

? 

 

 

+ 

Decentralized 

Orchestration 
- - - ? - 

Choreography + + 

+ (global 

choreography 

process) 

? - 

Optimization  - 

Dynamic service 

selection 

improves the 

response time. 

- 

The service 

composition 

multi-objective 

issue is optimized 

using meta-

heuristic search 

algorithms, which 

give equal 

weights to each of 

the three QoS 

metrics. 

An efficient 

optimization 

technique called 

ACFS selects 

CloudIoT services 

from many 

candidate services 

to reduce costs. 

Performance  

Considering an 

application 

scenario where 

the temperature 

reading at the 

mobile user's 

location is the 

necessary 

context 

information. 

Freshness, 

accuracy, and 

probability of 

The simulation 

results showed 

that the suggested 

strategy (IES) 

performed better 

than other 

approaches, such 

as WOA and 

PSO. 

The suggested 

solution's 

scalability is 

examined 

considering the 

large number of 

resources to be 

composed. The 

system's accuracy, 

efficiency, and 

response time are 

also checked. 

After the 

Two QoS criteria, 

response time and 

reliability, were 

used to 

empirically 

evaluate the data 

set for ten tasks 

and 40 candidates. 

The results show 

that using meta-

heuristic search 

algorithms to 

solve the SC 

After comparing 

the suggested 

strategy with 

previous research, 

including 

information 

theory-based and 

advertised QoS-

based techniques, 

the results 

demonstrate an 

average 

improvement of 
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correctness are 

the three QoC 

properties 

considered 

during this 

procedure to 

determine a 

good context 

provider for 

temperature 

provisioning. 

composition 

application is 

effectively 

installed, the 

associated 

adaptability, 

reconfigurability, 

and awareness 

aspects will also 

be examined. 

 

problem in IoT is 

feasible. 

 

 

 

30.64% in QoS 

value for a 

composite plan 

with equivalent or 

even lower cost. 

Service 

representation 
 ? RESTful services RESTful services ? Abstract service 

Implementation 

tools 
 

Application 

scenario 

WS-DREAM 

repository+Micros

oft Azure 

Machine Learning 

Studio+Microsoft 

Visual 

Studio+Netlogo 

tool 

SensLab platform 
Real-world data 

sets 

Real-world 

datasets+ 

MATLAB 

R2018b+ sci-kit-

learn machine 

learning library in 

Python 

 

Table 5. Comparative study between approaches (3) 

 

Criteria Sub criteria 
Alsaryrah et al. 

[26] 
Yang et al. [27] 

Berrani et al. 

[28, 29] 
Yang et al. [30] 

Kashyap et al. 

[31] 

Privacy 

Hardware 

Layer 
- - - - - 

Protocol layer - - - - - 

Application 

layer 
- - - - - 

Security 

Service level - - - - - 

Composition 

level 
- - - - - 

Scalability 

Horizontal - - - - - 

Vertical - - - - - 

Functional + - - - - 

Service 

selection 
 

The suggested 

selection 

strategy 

converted the 

issue into a bi-

objective 

optimization 

problem, 

maximizing the 

QoS and 

minimizing 

energy 

consumption. 

Composition 

algorithm based 

on Petri nets, 

called 

FindTOptimal, to 

determine the 

most optimum 

composition 

method, which 

includes a high 

user satisfaction 

rate (high RTC 

value). 

Considering 

devices, services, 

targets, and 

requests as agents, 

the composer 

agent selects 

suitable service 

agents based on 

the target. 

The improved 

Genetic 

Algorithm. 

 

Hyper-heuristic 

evolutionary 

algorithm 

(HypEA). 

Heterogeneity 
Semantic + + + + + 

Technological + + + + + 

Energy 

consumption 

Environmental + - - - - 

Network 

communication 
+ - - - - 

QoS 

estimation 
 

Execution time, 

cost, and energy 

consumption. 

Reliability, 

response time, 

and cost. 

- 

Cost, response 

time, reliability, 

reputation, and 

geographic 

location. 

Execution time, 

Execution cost, 

Reliability. 

Anomaly 

detection 
 - 

 

- 
- - - 

Interoperabilit

y 

Internal + + + + + 

External + + + + + 

Trust 

management 
 - - - - - 

Monitoring  - - + - + 

Adaptability 

Type 

- - - - - Mechanism 

Time 
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Implementation 

of adaptive 

code 

Composition 

mechanism 

Centralized 

Orchestration 
+ - + - - 

Decentralized 

Orchestration 
- - - - - 

Choreography - + - + + 

Optimization  

The best 

possible balance 

between the 

QoS and the 

energy 

consumed in the 

IoT service 

composition. 

A composition 

path with an 

effective cost is 

found by 

addressing the 

FindTOptimal 

algorithm. 

- 

The service 

composition 

scheme with the 

highest overall 

service function 

value is 

considered the 

optimal solution 

in this approach. 

The optimal 

service 

composition in 

IoT by 

considering three 

QoS attributes. 

Performance  

BOSC, EPC, 

and QoSC 

measured the 

composition 

lifetimes. The 

tests 

demonstrate that 

the suggested 

method 

effectively 

selects smart 

and provides an 

ideal balance 

between the 

QoS data and 

energy 

consumed. 

The performance 

of FindTOptimal 

was compared to 

two other 

methods. 

Experimental 

results 

demonstrated the 

algorithm's 

accuracy and 

robustness. 

The use-case 

scenarios 

demonstrated the 

effectiveness of a 

multi-agent 

system for 

Service 

Composition in 

IoT. 

Improved genetic 

algorithms are a 

feasible method of 

optimizing IoT 

service 

composition. 

The experiment's 

findings show that 

with 25 test 

inputs, the hyper-

heuristic 

technique can 

identify service 

compositions that 

are approximately 

four times more 

accurate than GA. 

Service 

representation 
 Abstract service ? Abstract service ? ? 

Implementatio

n tools 
 

Java language, 

synthetically 

generated data. 

MATLAB Netlogo language 

The software 

development 

environment is 

VS2010, based on 

Windows XP. 

Generated data 

sets, MATLAB 

7.6.0 

 

Table 6. Comparative study between approaches (4) 

 

Criteria Sub criteria 
Asghari et al. 

[32] 
Li et al. [33] 

Urbieta et al. 

[34] 

 

Kashyap et al. 

[35] 

 

Chen et al. [36] 

Privacy 

Hardware layer + - - - - 

Protocol layer + - - - - 

application 

layer 
+ - - - - 

Security 

Service level + - - - - 

Composition 

level 
+ - - - - 

Scalability 

 

Horizontal - - - - - 

Vertical - - - - - 

Functional + - - - + 

Service 

selection 
 

Data mining 

techniques to 

identify the best 

composite 

service. 

The quality 

attributes of the 

service 

composition can 

be analyzed using 

probabilistic 

model checking. 

wEASEL 

(Context-Aware 

Web Service 

Description 

Language) 

enables the 

description of 

services. 

A multi-objective 

meta-heuristic 

search technique 

is used to find the 

best solution for 

the service 

composition 

problem. 

Service selection 

strategies are 

based on the 

social network 

model. Three 

distinct service 

search algorithms 

operate 

independently in 

location, type, and 

correlation 

contexts. In 

parallel, each 
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algorithm 

provides the 

service broker 

with the results of 

local selection. 

Heterogeneity 

 

Semantic 

 

+ 

 

+ 

 

 

+ 

 

+ 

 

 

+ 

 

+ 

 

? 

 

? 

+ 

 

+ Technological 

Energy 

consumption 

Environmental - + - -                        - 

Network 

communication 
- + - - - 

QoS 

estimation 
 Cost and time reliability and cost - 

Execution time, 

Reliability 
- 

Anomaly 

detection 
 + 

 

- 
- - - 

Interoperabilit

y 

Internal + + + + ? 

External + + + + ? 

Trust 

management 
 - - - - - 

Monitoring  - - - + - 

Adaptability 

Type  Reactive Proactive 

 

 

- 

 

 

 

 

- 

Mechanism - 

If the selected 

service fails, the 

successful 

execution 

probability can 

notify the system 

to determine 

another candidate 

service. 

The requested 

service 

conversation can 

be modified 

through 

reshuffling 

capabilities by 

using adaptive 

task conversation 

reshuffling. 

Time  Runtime Design phase   

Implementation 

of adaptive 

code 

 ? ?   

Composition 

mechanism 

Centralized 

Orchestration 
- - - ? + 

Decentralized 

Orchestration 
- + - ? - 

Choreography + - + ? - 

Optimization  

Determine the 

patient's 

preferences to 

select the best 

composite 

health/medical 

service (reduce 

cost and time). 

The best 

composite service 

is based on 

reliability and 

cost. 

- 

IoT's Service 

Composition 

Problem (SCP) 

can be optimally 

solved using a 

multi-objective 

meta-heuristic 

search algorithm. 

- 

Performance  

The results 

show that the 

suggested 

approach 

provides a 

functional 

scenario for an 

efficient 

diagnosis and 

disease 

prediction and 

gives patients an 

appropriate 

medical 

recommendatio

n (health-

medical service 

composition). 

PRISM version 

4.0.1 executes the 

verifications with 

three checks: 

reaching 

capability, 

execution time 

probability, and 

estimated cost 

value. 

The evaluation 

demonstrates that 

the suggested 

wEASEL-based 

system executes 

composition more 

accurately than 

other techniques. 

The proposed 

system enables 

end-users to find 

and explore more 

composition 

opportunities. 

A range of 10 to 

50 candidates is 

used to display 

and evaluate this 

approach's 

performance. The 

optimal result was 

obtained by 

considering the 

execution time 

and reliability 

parameters. 

According to the 

results, the 

increasing speed 

of the execution 

time decreases 

significantly with 

the growth of the 

search space 

compared to the 

exponential 

solution. The 

outcomes 

demonstrate that 

the search 

algorithm can 

effectively select 

services. 

Service 

representation 
 Abstract service ? wEASEL model ? 

RESTful web 

service 
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Implementatio

n tools 
 

IoTD online 

dataset+ Weka 

3.6 

PRISM version 

4.0.1, 

Raspberry Pi 3 

Model B 

MATLAB 

R2017b 

+randomly 

generated datasets 

Open-source IoT 

dataset 

 

Table 7. Comparative study between approaches (5) 

 

Criteria Sub criteria 
Bao et al. [19, 

20] 
White et al. [24] 

Bouazza et al. 

[37] 

Wanigasekara et 

al. [38] 
Faieq et al. [39] 

Privacy 

Hardware Layer - - - - - 

Protocol layer - - - - - 

Application 

layer 
- - - - - 

Security 

Service level + - - - - 

Composition 

level 
+ - - - - 

Scalability 

Horizontal + - - - - 

Vertical - - - - - 

Functional + - - - - 

Service 

selection 
 

The aim is to 

identify the 

most reliable 

service 

providers to 

maximize the 

utility score, 

which indicates 

the quality of 

the service 

composition. 

The predictive 

composition 

approach selects 

the best flow 

using predicted 

values produced 

by collaborative 

filtering. 

A hybrid 

recommender 

approach using 

ontology and 

collaborative 

filtering to 

recommend the 

most suitable 

services to users 

in an IoT 

environment. 

Using the 

extended 

LinUCB-Hybrid 

algorithm 

Collaborative 

filtering 

framework that 

uses auto-

encoders to 

predict the QoS 

values and select 

the service with 

the best-predicted 

value. 

Heterogeneity 
Semantic + + + + + 

Technological + + + + + 

Energy 

consumption 

Environmental - - - - - 

Network 

communication 
- - - - - 

QoS 

estimation 
 

QoS trust 

metrics (honesty 

trust, 

Cooperativeness 

trust, and 

community-

interest trust). 

Response Time, 

Throughput. 
- - 

The accuracy of 

the predicted 

values. 

Anomaly 

detection 
 + 

 

- 
- - - 

Interoperabilit

y 

Internal + + + + + 

External + + + + + 

Trust 

management 
 + - - - - 

Monitoring  - - - - - 

Adaptability 

Type 
 

Reactive 
Reactive 

- 

Reactive 

- Mechanism 

A novel 

adaptive 

filtering method 

that minimizes 

trust estimation 

error by 

dynamically 

adjusting the 

parameters of 

the trust 

protocol. 

Online prediction 

techniques have 

been proposed to 

detect QoS 

anomalies and 

service failures in 

the currently 

running services. 

The goal-driven 

model may make 

adaptation 

decisions using 

QoS prediction, 

which enables the 

execution process 

to adapt 

dynamically. 

Adaptation to 

changing context 

information and 

finding 

contextually 

suitable services. 

Time 
 

Runtime 
Runtime Runtime 
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Implementation 

of adaptive code 

The adaptive 

code that 

executes the 

composition 

operates in the 

engine. 

? ? 

Composition 

mechanism 

Centralized 

Orchestration 
? - ? - - 

Decentralized 

Orchestration 
? - ? - - 

Choreography ? + ? + + 

Optimization  

The efficiency 

of the suggested 

trust 

management 

protocol was 

demonstrated 

through an IoT 

service 

composition 

application. 

According to 

the results, 

trust-based 

service 

composition 

with a 

recommendatio

n system 

outperforms 

random. 

The predictive 

composition 

method selects the 

best service 

composition using 

predicted values 

produced by 

collaborative 

filtering. 

- 

The LinUCB-

Hybrid method 

aims to enhance 

performance by 

optimizing partial 

feedback. 

Optimize the 

accuracy of the 

predicted values. 

Performance  

 

According to 

the findings, 

trust-based 

service 

composition 

performs better 

than random 

service 

composition and 

gets close to the 

best possible 

performance 

based on ground 

truth. 

The response time 

of the service 

composition is 

between 1 to 100 

users, with and 

without 

prediction: the 

prediction 

composition 

outperforms the 

composition 

without 

prediction. 

User preferences 

are predicted 

using 

collaborative 

filtering. The 

results 

demonstrated that 

the suggested 

hybrid algorithm 

outperforms the 

other methods 

considering 

accuracy and 

performance. 

The findings show 

that new users can 

benefit from the 

good 

recommendations 

of the suggested 

bandit strategy. 

The LinUCB-

Hybrid technique 

can facilitate 

generating an 

appropriate IoT 

service. 

The system works 

with developers 

and domain 

experts to suggest 

pertinent tasks 

that should be 

integrated into 

service models. 

The results 

demonstrate the 

efficacy of the 

proposed 

recommendation 

method. 

Service 

representation 
 ? ? ? RESTful style ? 

Implementatio

n tools 
 

Real dataset, 

ns3 simulator 
QoS dataset 

Python 3.7 with 

Anaconda 

distribution. 

Crowd-sensed 

data, Ambient 

Dynamix 

AutoRec 

framework, 

WSDREAM. 

 

Table 8. Comparative study between approaches (6) 

 
Criteria Sub Criteria Meissa et al. [40] Cao et al. [41] Chen et al. [42] 

Privacy  

Hardware Layer - - - 

Protocol layer - - - 

Application 

layer 
- - - 

Security 

Service level - - + 

Composition 

level 
- - + 

Scalability 

Horizontal - - - 

Vertical - - - 

Functional - - - 

Service 

selection 
 

An enhanced recommendation 

approach (Personalized Web API 

Recommendation PWR) aims to select 

APIs and offer users specific 

recommendations without decreasing 

accuracy. 

A QoS-aware service 

recommendation based on 

relational structure and 

factorization machines was 

proposed for IoT Mashup 

applications. The aim is to 

Selections based on 

access service 

recommendation 

scheme. 
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select the top N web API 

recommendations. 

Heterogeneity 
Semantic + + + 

Technological + + + 

Energy 

consumption 

 

Environmental 

 

- 

 

- 

 

+ 

Network 

communication 
- - + 

QoS estimation  - 

Co-occurrence and popularity 

of services in historical 

Mashup applications 

Trustworthiness 

Anomaly 

detection 
 - - - 

Interoperability 
Internal + + + 

External + + + 

Trust 

management 
 - - + 

Monitoring  - - - 

Adaptability 

Type 

- - - 

Mechanism 

Time 

Implementation 

of adaptive code 

Composition 

mechanism 

Centralized 

Orchestration 
- - ? 

decentralized 

Orchestration 
- - ? 

Choreography + + 
 

? 

Optimization  

The Receiver Operating Characteristic 

(ROC) metric is used to evaluate the 

predicted accuracy of the suggested 

model. 

Reducing the overall error 

between the 

actual and predicted value. 

The suggested approach 

produces the lowest 

possible 

recommendation error. 

Performance  

 

The suggested model PWR performs 

better in prediction accuracy and 

performance than the other models 

(UPCC, IPCC, UC-KNN, IC-KNN, 

PHR, PMI, and PHS). The tests also 

demonstrate that the proposed model 

has the highest score and increases 

recommendation accuracy by 12%. 

The results demonstrate that the 

proposed approach considerably 

improves precision, recall, and 

F-measure compared with other 

existing recommendation 

systems. 

The results demonstrate 

the efficiency of the 

proposed model, 

particularly the rating 

accuracy, dynamic 

behaviour, 

network stability, and 

service composition 

quality. 

Service 

representation 
 ? ? ? 

Implementation 

tools 
 MovieLens 20M dataset 

Crawled Dataset+ service 

network platform 

Simulative IoT 

environment 

1: + Solved problem; 2: - Unsolved problem; 3: ? Not mentioned 

 

 

6. DISCUSSION 

 

This paper reviews the latest prominent solutions for service 

composition in IoT. It reviews 28 selected approaches 

according to the mentioned criteria. It also discusses and 

describes their service selection methods, composition 

mechanism, performance, and other issues. Currently, the 

most proposed solutions focus on the service composition 

mechanism, which defines behavior by workflows using the 

choreography technique. Tables 3-8 show that only a few 

approaches consider security or privacy protection by applying 

different strategies, like in Asghari et al. [14], Asghari et al. 

[32], Bao and Chen [19], and Chen et al. [42]. 

The criterion of scalability becomes a critical requirement 

for implementing Internet of Things systems. Most research 

approaches focus on functional scalability like in Pavan 

Kumar et al. [16], Baker et al. [17], Rajendran et al. [21], Dar 

et al. [22], Razian et al. [25], Alsaryrah et al. [26], Asghari et 

al. [32], and Chen et al. [36]. 

Specifically, it allows for the composition of unlimited 

services without negatively affecting global system features 

like monitoring, maintenance, and performance.  

Considering the trustworthiness of services is crucial to 

allowing users to choose reliable resources in Internet of 

Things environments. A few studies on trust management for 

IoT environments have been conducted, including those by 

Bao and Chen [19, 20], and Chen et al. [42]. 

Each service composition solution concentrates on different 

aspects of the IoT system like the capacity to exchange and 

explore information between several heterogeneous objects or 

systems. All approaches satisfy the heterogeneous and 

interoperability issues. 

The goal of the studies in Baker et al. [17], Alsaryrah et al. 

[26], and Chen et al. [42] aim to reduce the energy 

consumption of service composition.  

Concerning the adaptability issue, the approaches of Razian 

et al. [15], Badidi et al. [18], Dar et al. [22], White et al. [24], 

Razian et al. [25], Li et al. [33], Urbieta et al. [34], and 

Wanigasekara et al. [38] considered to respond to three 

questions related to adaptability: How, where, and when the 
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adaptation takes place. 

This comparison of the presented approaches in IoT has 

exposed the different techniques for service composition. We 

can divide these approaches into seven (07) distinct categories: 

agent-based, heuristic-based, QoS-based, probabilistic-based, 

social network-based, Petri net-based, and recommendation-

based.  In addition, we have deducted the differences between 

these techniques  according to two important criteria 

(execution time, and resource efficiency) as follows: 

(1) Execution Time: 

Heuristic-based mechanisms generally offer low execution 

times as they apply problem-specific optimizations, especially 

for tasks that are not computationally intensive. 

Probabilistic-based and Recommendation-Based 

mechanisms may have medium execution times for the 

following reasons: probabilistic mechanisms are often 

lightweight and adapt to dynamic network conditions, while 

recommendation-based approaches leverage historical data to 

handle increasing service demands. 

Agent-Based and QoS-Based mechanisms may have 

medium to high execution times, particularly as the network 

grows due to increased interactions and QoS checks. 

Petri Net-Based mechanisms can have higher execution 

times, especially in larger systems, due to the overhead in 

managing detailed models and ensuring synchronization. 

Social network-based: social relationships can introduce 

delays due to the need to gather and analyze data about service 

interactions, service history, and user preferences.  

(2) Resource Efficiency: 

The agent-based mechanism is moderate to highly resource-

efficient. The efficiency depends on the agent's ability to adapt 

to changing resource conditions. Agents can optimize resource 

usage by dynamically selecting the most efficient services. 

However, the overhead associated with agent communication 

and decision-making can reduce efficiency in resource-

constrained environments. 

Petri Net-based mechanisms can be resource-intensive due 

to the computational requirements for managing complex 

workflows, especially in resource-limited IoT devices. 

The heuristic-based mechanisms are moderate for resource 

efficiency. These methods often balance between 

computational complexity and efficiency, but they may not 

always find the globally optimal solution, especially in 

resource-constrained environments. 

A QoS-based mechanism is highly resource-efficient. This 

method can lead to efficient service compositions by focusing 

on service parameters like resource consumption. 

The probabilistic-based mechanism is moderate to highly 

resource-efficient. This technique can offer resource-efficient 

solutions by considering probabilistic factors. But, the 

overhead of maintaining probabilistic models can reduce 

overall efficiency. 

The social network-based mechanisms are highly resource-

efficient. These methods can reduce unnecessary resource 

consumption, as services can be selected based on previous 

experiences and reputations. 

The recommendation-based mechanism is moderately 

resource-efficient. However, the computational overhead of 

maintaining recommendation algorithms can impact resource 

efficiency, especially in real-time applications. 

The methodology of each technique, its applicability, and 

its limitations are shown in Table 9. 

 

Table 9. Methodology, applicability, and limitations for each mechanism 

 

Mechanism 
Example of a 

Simulation Study 
Methodology  Applicability Limitations 

Agent-Based [28] 

Based on 

computational 

models that simulate 

the behaviors and 

interactions of 

autonomous agents 

and evaluate their 

impact on the service 

composition process. 

It is relevant to dynamic, 

decentralized IoT environments 

due to its high quality for task 

control [57]. 

It is effective in systems that 

require autonomous interactions 

and adapt to changing 

environments. 

In IoT networks of moderate 

size, agent-based systems can 

manage scalability well. 

It challenges high messages 

transmitted between agents and 

composition time in large networks. 

Developing and managing the 

agents can be complex and 

computationally intensive. 

Agents may make inconsistent 

decisions, especially in highly 

heterogeneous IoT environments. 

Resource constraints in IoT devices 

can restrict the complexity of 

agent-based solutions. 

Heuristic-Based 
[23, 25, 26, 30, 31, 

35] 

It solves the IoT 

service composition 

problem as a multi-

objective 

optimization to 

satisfy the user's QoS 

requirement. 

This method efficiently finds 

high-quality service 

composition plans and 

optimization [57]. 

It is particularly effective in 

dynamic and changing 

environments in IoT. 

It can manage complex 

decision-making processes that 

involve multiple objectives. 

It provides reasonable solutions 

when trade-offs between 

different QoS attributes are 

required. 

It does not guarantee the best 

possible solution; it often provides 

good but not necessarily optimal 

results. 

Scalability challenges 

Many heuristic approaches are 

based on historical data and may 

not adapt well to new situations. 

Complexity in heuristic rules. 

QoS-Based [14-17, 26] 

It is based on QoS 

evaluation for 

composite services, 

which generally 

requires a 

mathematical model. 

It is essential in applications 

where performance metrics 

(latency, throughput, and 

reliability) are critical, such as 

in healthcare. 

It can adaptively select services 

IoT systems are composed of 

heterogeneous devices, which can 

complicate QoS management. 

Complexity of dynamic QoS 

changes. 
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based on real-time QoS metrics. 

It helps in filtering services 

based on user-defined QoS 

parameters. 

It facilitates the optimization of 

multiple attributes 

simultaneously. 

Balancing the trade-offs between 

QoS parameters may complicate 

decision-making. 

Definitions of QoS metrics are 

often lacking across different IoT 

platforms and devices, making it 

difficult to implement this 

mechanism. 

Probabilistic-

Based 
[33] 

It specifies the 

desired quality 

attributes of the 

service composition 

and enables us to 

define different 

characteristics 

formally. 

It is well-suited for IoT 

environments 

that have frequent changes and 

uncertainties. 

In IoT systems where service 

reliability is not guaranteed, this 

model can help estimate the 

likelihood of service success 

and optimize service selection 

accordingly. 

It is very expressive for 

modeling and analyzing service 

composition methods with 

probabilistic behavior. 

It assists in distributing 

workloads across services based 

on probabilistic assessments of 

service performance. 

Complexity of modeling 

Evaluating and processing 

probabilistic models can introduce 

computational overhead. 

It does not guarantee that a selected 

service composition will meet 

reliability expectations, which can 

be critical in applications such as 

safety-critical systems. 

Social Network-

Based 
[36] 

Considering the 

social connections 

among IoT services, 

heterogeneous IoT 

devices can 

collaborate to satisfy 

user needs 

automatically. 

It is well-suited for IoT 

environments where devices act 

autonomously but 

collaboratively. 

It is inherently adaptable, 

making it suitable for IoT 

networks with high device 

mobility. 

It can establish trust based on 

past interactions, reliability, and 

reputation, which is useful in 

applications like healthcare. 

The complexity of managing social 

relationships can become 

computationally intensive. 

Not all IoT applications have well-

defined social relationships. 

Creating artificial social 

relationships where none naturally 

exist can reduce effectiveness. 

Petri Net-Based [27] 

It uses Petri nets, 

which represent 

processes in each 

phase of the service 

composition task, the 

internal functions of 

services, and 

interactions between 

them. 

Petri Nets are ideal for IoT 

systems with complex 

workflows that require 

concurrent processes. 

Petri Nets support formal 

verification of system properties 

which is advantageous in 

critical IoT applications 

(healthcare). 

Petri Nets work well for 

moderate-sized IoT systems 

Scalability challenges in Large 

Networks. 

Adaptability challenge to dynamic 

environments 

Verifying properties in a large-

scale petri net model can be 

computationally intensive. 

Petri Nets traditionally focus on 

process flow rather than QoS 

attributes like latency, and 

reliability. Other approaches may 

be more appropriate in IoT systems 

where quality of service is a 

primary concern. 

Recommendation-

Based 
[19, 24, 37-42] 

Use algorithms to 

suggest users with 

more accurate 

services based on 

user preferences, 

historical 

interactions, or 

contextual 

information in 

service composition. 

Recommender systems can be 

helpful in many aspects of 

service composition, especially 

when information extraction 

from sparse and incomplete data 

is required [39]. 

IoT systems in smart cities 

benefit from the contextual 

awareness provided by 

recommendations. 

Recommender systems can 

solve information overload 

which results from the growing 

number of IoT services. 

Managing large-scale 

recommendations becomes 

computationally expensive. 

In IoT systems where users may 

not actively provide feedback, the 

algorithms may lack the necessary 

input to refine recommendations. 

Adaptability issues in dynamic 

environments 

 

 

7. OPEN ISSUES 

 

This review leads us to believe that the following directions 

can be pursued for future research on service composition in 

IoT environments: 

(1) Privacy protection is critical due to the vast amounts of 
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personal and sensitive data IoT devices collect and transmit. 

The most important technical methods for enhancing privacy 

protection of service composition in IoT systems are as 

follows: 

•  Data encryption and secure communication protocols: 

encrypting data transmitted between devices ensures that only 

authorized entities can decrypt and understand it (like 

symmetric encryption). 

• Access control mechanisms: are essential to regulate who 

can access devices, data, and network resources within an IoT 

environment. The primary access control approaches used in 

IoT are: Role-Based Access Control (RBAC), Attribute-Based 

Access Control (ABAC), and Capability-Based Access 

Control (CapBAC) 

• Blockchain and distributed ledger technology: can secure 

IoT data by recording it in an immutable ledger, preventing 

unauthorized alterations or breaches. 

• Machine learning models can detect unusual patterns in 

IoT data flows, identifying potential security or privacy threats. 

• Edge and Fog Computing for localized privacy control: 

processing data at the edge or fog layer (closer to IoT devices) 

minimizes data exposure and allows immediate privacy 

control. 

•  Privacy-aware service composition frameworks handle 

privacy policies, data flow control, and service interactions 

while ensuring privacy compliance. 

• Data anonymization techniques can help anonymize IoT 

data before sharing with composed services. 

(2) Context-aware processing: could enhance the Internet of 

Things by providing new information for new applications and 

improving knowledge construction from intelligent objects. 

Additionally, context-aware processing restores the original 

use of ontologies as sources of knowledge; however, this is 

still an unresolved issue legally attached to IoT intelligent 

objects. The most important technical methods for this 

direction in IoT systems are as follows: 

•  Machine learning models help predict future states or 

changes in context. 

• Semantic modeling and ontologies specify relationships 

and concepts in a form that systems can understand and 

interpret. 

•  Edge and Fog Computing: in context-aware systems, 

processing data at the edge or in the fog layer improves latency 

and increases responsiveness, which is vital for real-time 

applications. 

•  Automated planning techniques allow IoT systems to 

decide based on dynamic contexts. 

•  Distributed context-aware systems with blockchain: 

provides a decentralized approach to managing context 

information securely across IoT devices. 

(3) Energy consumption relates to the enormous amounts of 

energy used to stream information created by numerous 

interconnected devices with limited resources, which need to 

be efficiently stored, processed, and presented.  The most 

important technical methods for energy consumption of 

service composition in IoT systems are as follows: 

•  Using energy-efficient communication protocols can 

reduce power usage 

• Data reduction techniques reduce the amount of data sent 

to central servers, thus saving energy in transmission 

• Machine learning models can predict sensor activity and 

optimize data collection 

• Energy harvesting technologies: some IoT devices can 

recharge battery life by harvesting energy from their 

environment. 

• Network optimization: energy-efficient routing protocols 

can optimize energy usage by balancing communication loads 

across nodes. 

(4) Resource management: IoT nodes typically have low 

storage capacity and processing power despite an intense 

workload. Thus, practical use and management of smart 

devices are crucial in an Internet of Things environment. 

Resource management generally involves several issues that 

can be the subject of further research. The most important 

technical methods for this issue of service composition in IoT 

systems are as follows: 

• Edge and Fog Computing: processing data at the edge 

distributes the computational load and minimizes network 

congestion.  

•  Dynamic resource allocation: Allocates workloads 

dynamically across different nodes to optimize the use of 

available resources, avoiding overloading. 

• Machine learning algorithms can predict resource demand 

based on historical data, enabling proactive resource allocation. 

• Using blockchain can create a decentralized framework 

for resource sharing, reducing the reliance on centralized 

management 

(5) Cost: Service providers engage in interactive 

commercial activity with clients to establish a cost-effective 

supply chain and encourage ordering composite services. One 

of the major challenges is that IoT smart devices may compete 

when offering innovative services like health care monitoring. 

Thus, studies should consider offering cost-effective service 

composition techniques that satisfy other necessary QoS 

requirements. The most important technical methods for this 

direction in IoT systems are as follows: 

• Edge processing reduces data transfer costs. 

• Efficient data management: reduce the amount of data 

transmitted by data filtering techniques to minimize 

bandwidth costs. 

•  Cost-effective cloud solutions: distribute workloads 

across various cloud providers to prevent vendor lock-in and 

to take advantage of cost-effective services. 

• Resource management: design devices to operate in low-

power or sleep modes when not in use, extending the life of 

batteries and reducing operational costs. 

• Data storage management: implement policies to delete 

old or low-value data automatically, reducing storage costs 

over time. 

(6) Formal verification: The idea of formalization and 

verification shows an effective mathematical method to 

determine the accuracy of the service composition strategy as 

an NP-hard problem in the Internet of Things environment. 

Evaluating the correctness of the service composition process 

in IoT platforms, including healthcare systems, is one of the 

most critical concerns. The main issue of this field is providing 
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an effective tool for modeling and verifying the service 

composition techniques in IoT, taking into account a massive 

number of IoT services [5]. 

The most important technical methods for this direction in 

IoT systems are as follows: 

• Model checking: applying model checking to the entire 

service composition rather than individual services. 

•  Formal contract verification: define expected inputs, 

outputs, and behaviors for each service in a composition. 

•  Petri Nets for service composition modeling: help to 

visualize and verify service workflows. 

•  Runtime verification monitors the actual behavior of 

services during execution, validating them against specified 

properties in real time. 

• The use of constraint satisfaction techniques and logic 

programming guarantees that service compositions follow 

certain rules. 

 

 

8. CONCLUSIONS 

 

Service composition aims to coordinate the best available 

services to offer a new composed service for user needs that a 

single service cannot satisfy. Service composition in IoT is a 

very active field of research. This paper has presented:  

(1) A synopsis of twenty-eight (28) representative research 

for service composition in IoT in its literature.  

(2) An introduction to most particular criteria depends on 

the fundamental issues of service composition in an IoT 

environment. 

(3) Various challenges and possible solutions to these 

criteria for service composition in IoT systems. 

(4) A detailed comparative analysis between the studied 

approaches through well-target criteria. 

(5) The most important techniques for IoT service 

composition and the applicability of each one of them. 

(6) The most important challenges that are required for 

future work. 

Each middleware solution for service composition in IoT 

focuses on different aspects, such as adaptability, energy 

consumption, privacy, scalability, and many more. Most 

approaches focus on developing a solution that gives users the 

best possible composite service based on their requirements. 

The upcoming research on service composition for IoT 

environments should incorporate middleware architecture for 

QoS-oriented service composition by combining more than 

one mechanism and having an adaptability component to 

handle service changes without generating undesired 

execution interruptions or significantly decreasing the 

composite application's quality. 
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