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Power theft is a major challenge in many developing nations, disrupting the consistent
supply of electricity and undermining efforts to provide affordable energy to legitimate
consumers. In densely populated countries such as India, frequent power outages and
inflated energy prices are further exacerbated by illegal grid tapping, which hinders
economic growth. This problem not only drains financial resources from utility companies
but also results in unreliable electricity supply, affecting industries, businesses, and
households alike. Addressing this requires a robust solution that ensures secure and
efficient power distribution. This article proposes a theft-proof method of distributing
electricity from power substations to homes, utilizing phase modulation and Code Division
Multiple Access (CDMA) technology. Phase modulation encodes power signals in such a
way that only authorized users with the correct decoding mechanism can access the
electricity, while CDMA assigns unique codes to each user, ensuring secure, simultaneous
energy distribution to multiple consumers without interference. These techniques make
unauthorized access to the grid virtually impossible. The proposed system was simulated
using MATLAB software to test its effectiveness. The encouraging results demonstrated
the feasibility of the approach, highlighting its potential to be implemented at full capacity
in real-world scenarios, offering a reliable solution to combat power theft while improving
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grid stability and energy efficiency.

1. INTRODUCTION

In present era, every human-being require some electrical
and electronic equipment for their comfortable living.
However, electronics and electrical equipment works on
electrical energy, the generation and distribution of the
electricity is a challenging issue for many developing
countries. The electrical energy can be generated from various
ways based on the availability of natural resources. Most of
the countries are producing electrical energy according to their
needs, but they are not getting the expected value out of that
energy. A significant portion of electricity losses in India,
exceeding 20%, stems from inefficiencies during transmission
and the rampant theft of electricity during its distribution.
These issues not only undermine the reliability of the power
supply but also impose substantial financial burdens on utility
providers, highlighting the urgent need for systemic reforms
[1]. In terms of Peak, all the regions except Western Region
are likely to face deficit varying from 1.0% to 7.9% with 1.0%
in North-Eastern Region, 1.8% in Southern Region, 7.3% in
Northern Region and 7.9% in Eastern Region [2]. Therefore,
transmission and distribution of electricity is a challenging
task for any developing country like India, compared to the

1687

generation of electricity.

On the other hand, uninterrupted power distribution to the
schools, offices, households and the industries is indispensable
for any country to remain significant in the cohesive global
eco-system. Energy theft in India is so common during the
distribution of electricity, which causes more than X 1 trillion
losses annually [3]. This leads to power outages and
interruptions in planned or unplanned manner in the schools,
offices and households. In present time the electricity has
reached all the households of India, rural or urban, and many
precautions has been taken during distribution of energy to
protect it from transmission loss as well as from theft, but the
problem of power theft has still not been addressed adequately.

There are broadly two ways in which electricity is being
stolen in India: one is meter fraud- manipulating data of
electricity usage; second is unmetered usage- tapping into the
supply lines or bypassing the meter [4]. Political influence
often makes it hard to report the crime of theft against the
culprits by the distribution companies. Besides, most of the
overhead electrical wires in India are not insulated, which adds
to the challenges to the distribution companies.

A lot of effort has been made by many researchers in last
two decades for the detection of illegal tapings on the
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distribution lines [5, 6]. Based on their findings, they have
categorized illegal tapping detection into the power
distribution lines in two ways: (i) data analytical practices and
(i1) electrical losses identification techniques. The data
analytics methods of tracking illegal tapping are based on the
comparison of current month bill of electricity with the
previous month bills for finding the irregularities in the power
consumptions. It also has another way of comparison in which
current month bill is compared with the load consumption of
house hold appliances. On the other hand, electrical loss
identification technique is based on the smart meters employed
at customer end. In the smart meter there is a provision to
detect the theft when power is taken directly from the supply
by bypassing the electrical meter. Various research papers
have been reported in the literature based on these two
approaches for illegal tapping detection, which are discussed
in chronological order in next paragraph.

In this section, the methodology adopted for designing of
illegal tapping protection system and proposed end-to-end
protection system is developed. In present era, every human-
being require some electrical and electronic equipment for
their comfortable living. However, electronics and electrical
equipment works on electrical energy, the generation and
distribution of the electricity is a challenging issue for many
developing countries. The electrical energy can be generated
from various ways based on the availability of natural
resources. Most of the countries are producing electrical
energy according to their needs, but they are not getting the
expected value out of that energy. The main reason behind this
is the losses during transmission and theft of electricity during
distribution. Therefore, transmission and distribution of
electricity is a challenging task for any developing country like
India, compared to the generation of electricity.

On the other hand, uninterrupted power distribution to the
schools, offices, households and the industries is indispensable
for any country to remain significant in the cohesive global
eco-system. Energy theft in India is so common during the
distribution of electricity, which causes more than one trillion
rupees losses annually [3]. This leads to power outages and
interruptions in planned or unplanned manner in the schools,
offices and households. In present time the electricity has
reached all the households of India, rural or urban, and many
precautions has been taken during distribution of energy to
protect it from transmission loss as well as from theft, but the
problem of power theft has still not been addressed adequately.

There are broadly two ways in which electricity is being
stolen in India: one is meter fraud- manipulating data of
electricity usage; second is unmetered usage- tapping into the
supply lines or bypassing the meter [4]. Political influence
often makes it hard to report the crime of theft against the
culprits by the distribution companies. Besides, most of the
overhead electrical wires in India are not insulated, which adds
to the challenges to the distribution companies.

A lot of effort has been made by many researchers in last
two decades for the detection of illegal tapings on the
distribution lines [5-7]. Based on their findings, they have
categorized illegal tapping detection into the power
distribution lines in two ways: (i) data analytical practices and
(i1) electrical losses identification techniques. The data
analytics methods of tracking illegal tapping are based on the
comparison of current month bill of electricity with the
previous month bills for finding the irregularities in the power
consumptions. It also has another way of comparison in which
current month bill is compared with the load consumption of
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house hold appliances. On the other hand, electrical loss
identification technique is based on the smart meters employed
at customer end. In the smart meter there is a provision to
detect the theft when power is taken directly from the supply
by bypassing the electrical meter. Various research papers
have been reported in the literature based on these two
approaches for illegal tapping detection, which are discussed
in chronological order in next paragraph.

Jokar et al. [8] have reported AMI data-based approaches
for the detection of illegal power theft. This article adopted the
strategies that depend on classification-based, state
estimation-based, and game theory-based algorithms for
detection of various energy-thefts. Smart meters and data
collectors can help judicial processes in cases of electricity
theft [9]. Kadurek et al. [10] talked on current smart metering
practices and the circumstances in the Netherlands. They also
provide a brand-new automated technique for detecting fraud
and tampering. Nizar et al. [11] conducted research on non-
technical losses utilizing cutting-edge tools including data
mining and machine learning. A statistical model of technical
losses and non-technical losses is estimated to detect theft in
the study [12]. It accomplishes this by estimating that each
user is directly linked to its local distribution terminal and
computing the effective resistances between the distribution
terminals and the customer premises. Pattern recognition
algorithms are suggested as a way to detect stealing of
electricity [13]. And in the study [14], it is suggested to use a
state estimation-based method to identify electricity theft in
micro grids while maintaining secrecy.

Therefore, for addressing the issue of power theft, this
article presents, a phase-modulation based electricity
waveform masking method that imposes a high penalty for the
electricity theft, which indirectly discourages the illicit tapping
into the supply lines of the electricity. The waveform masking
produces the random shifting of the phase angle of transmitted
power and the direct use of masked signal may produce the
severe harm to the utility devices. The proposed method is
demonstrated through a MATLAB-based simulation, where
all components are virtually integrated. The remainder of this
paper is organized as follows: In Section 2, proposed system
methodology has been discussed. Section 3 presents the
proposed model for Electricity Theft Protection and its
calculation in detail. In Section 4, the simulation results are
discussed. Finally, concluding remarks and future scope are
included in Section 5 and Section 6, respectively.

2. PROPOSED SYSTEM

In this section, the methodology adopted for designing of
illegal tapping protection system and proposed end-to-end
protection system is developed.

2.1 Methodology

In general, most of the house hold appliances used for
various purposes receive AC power from the supply and works
on the phenomenon of inductance, capacitance and resistance
as their integral part [15]. Therefore, we have gone through the
working of these components and observed that inductance
and capacitance are majorly influenced by change in phase of
applied AC signal. Based on this study, we reach to the
conclusion that if the phase of input signal is changed after a
random interval of time, then this type of signal is not suitable



for the proper working of these household appliances and
create malfunctioning [16, 17]. Besides, some phenomenon is
needed to create this type of secured signal whose phase
changes with random interval of time sent by the electricity
board and must be retrievable at the customer end. This idea
can help in prevention of theft of electricity through illegal
tapping. To make this idea on real ground, literature on various
secured code signal have been made. From the literature, it is
found that orthogonal signals have a property: if they are
multiplied with the input signal, they produce a coded output.
Further, if this output is multiplied by any other orthogonal
code, it produces a zero output. It will give only 1 when it is
multiplied by the same code that produced the original signal,
which remains the same as it was at the sending end [18, 19].

There has been literature produced on different secured
code signals in order to put this theory into practice [20, 21].
According to the literature, orthogonal signals have the ability
to produce a coded output when multiplied with the input
signal. They also produce a zero output when multiplied by
another orthogonal code, and only yield a 1 when multiplied
by the same code, which results in the original signal that was
present at the sending end.

For producing the orthogonal signals, it is required to
generate a binary sequence of finite length and this sequence
must follow the property of orthogonality. The Walsh code has
been adopted for generation of binary sequence, which is
fundamentally based on Hadamard Transform. The procedure
of the binary sequence generation through the Walsh code is
described in the following sub-section.

2.2 Binary sequence generation
For the generation of binary sequences, a Walsh table is

used, which is basically a two-dimensional table with an equal
number of rows and columns, as shown in Eq. (1).

+1 +1 +1 +1 +1 — — — Nj
41 -1 +1 -1 +1 - - - N
41 41 -1 -1 +1 - - - N
41 -1 -1 +1 +1 - - - N
Wy=]+1 +1 +1 -1 +1 - - - N (1)
N
N
[N N N N N N y N N
Wy Wy
WZN_ WN WN (2)
Wy = [+1] 3)
_[+1 +1
Wa=141 1 @
+1 41 +1 +1
_ |41 -1 +1 -1
Wa=141 41 -1 -1 ©)
+1 -1 -1 +1

Generalized equation for Walsh table (Wy) is given in Eq.
(1). From the Eq. (1), it can be seen that elements of each row
of Walsh table are a binary sequence of either +1(logic ‘1°) or
-1 (logic ‘0’). According to Walsh, the square matrix W,y can
be generated by using Wy that is given in Eq. (2) where Wy
with the overbar W)y, stands for the complement of Wy, during
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complement each +1 is changed to -1 and vice versa. Therefore,
for N=1, W, has a binary sequence of one row and one column,
we can choose -1 or +1 for the chip for this trivial table (we
took +1) as shown in Eq. (3) [17], whereas for N=2, it has two
rows and two columns and the matrix can be developed by
using (2) which is shown in Eq. (4). To generate sequence N=4,
Eq. (2) is used which replicates W, in two rows and two
columns with the last one the complement form of W,. Of
course, Wy is composed of four Wy's, and so on. This process
is used to generate any binary sequence for different values on
N where N varies in the form of 2N.

2.3 Generation of orthogonal signal

For the generation of the orthogonal signal, any one of the
rows of the Walsh table which basically represent the binary
sequence can be used [22-25]. To understand this, the Walsh
table (W) with N=8 is considered which has 8 rows of binary
sequence. Suppose if second row, i.e.,

VVs(Z) — {+1’ —1’+1,—1, +1,_1) +11 _1}

which is used then generation of orthogonal signal with this
binary sequence is shown in Figure 1.

The orthogonal signal generator as shown in Figure 1
consists of three elements i.e. (i) DC generator, (ii) Binary
sequence generator using Walsh table and (iii) product
modulator. The DC generator generates a constant dc signal of
fixed amplitude with zero frequency whereas binary sequence
generator, generates a sequence of +1 and -1 according to

Walsh table (W ®).

y(®

‘hann..
HpEpEDE

(b)

1

Figure 1. (a) Orthogonal signal generator; (b) generated
waveform

Finally, the product modulator multiplies the binary
sequence with DC signal which will produce the required
orthogonal masking signal as shown in Figure 1(b). This
orthogonal masking signal will be utilized to develop power
theft protection system which is described in next section.

3. PROPOSED ELECTRICITY THEFT PROTECTION
SYSTEM (ETPS)

In present electricity distribution system, the electricity is
transmitted from the main substation to the distribution pole
(DP) located in the particular region where electricity has to



be provided. At DP, the transformer is placed to maintain the
constant power supply and this constant power supply is
distributed to the consumer resides in the apartment/ houses.
During transmission of electricity from DP to the house, one
can theft the electricity through cable pinning or bypassing the
meter which otherwise should be recorded in the meter of
consumer. This type of electricity theft causes financial losses
to the power distribution company. Protection from electricity
theft is a challenging issue for any of the developing country.
Therefore, in this paper Electricity Theft Protection System
(ETPS) is developed to overcome the electricity theft issue
from various means as mentioned in previous sections. The
proposed ETPS model is shown in Figure 2. In the proposed
system the electricity distribution company will send a unique
code to the DP as well as consumer meter through cloud as
shown in Figure 2. At DP this unique code will be combined
with the electrical signal to generate secured electrical signal.
Further, this secured electrical signal will be transmitted to the
consumer meters. On the other side, the code received from
the cloud at consumer meter will be used to decode the secured
signal transmitted from the DP to get the original electrical
signal. Therefore, special design of transmitter and receiver is
required where transmitter will be attached at DP end to
generate secure signal and receiver attached to consumer
meter end to decode the signal, which are discussed in next sub
sections.

code received at houses for
unmasking the supply

sending of
code to
cloud AR
" ,?'R, /umn "L & wh v‘\ﬁ &
| TR

code
received at

Substation from
code will be
send to cloud

Colony of row
houses

1

Encoded masked supply send to
houses meter

DP outside the apartment / colony

Figure 2. Overview diagram of proposed “ETPS”
distribution structure

Design of Transmitter for ETPS:

The design of transmitter for ETPS system is shown in
Figure 3. It consists of code receiver, Analog to Digital
converter, wave shaping circuit, product modulator, and input
power supply. Basically, code receiver receives a signal from
the cloud which contains the unique code. Further, A/D
converter is deployed in the transmitter to extract the unique
code from the received signal. This extracted unique code is
send to the wave shaping circuit which converts unique code
in the form of non-return-to-zero (NRZ). The NRZ form of
signal have only two levels i.e. +1 to -1, where +1 indicates
logic one and -1 indicates logic zero. Further the product
modulator is used which receives the NRZ signal from wave
shaping circuit and input signal from raw power supply
(220V/50Hz) substation and produces a secured output signal
to disincentivize electricity theft.

This secured output signal is transmitted through
transmission line to the consumer houses. During transmission,
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if anyone tries to steal the electricity from the wire then this
coded signal creates malfunctioning and may damage their
electronic and electric equipment. This happens because
transmission line carries the secured output signal which is not
in the form as desired by the available home appliances. This
secured output signal can prevent the electricity theft from any
of unauthorized means. Besides, authorized customer must
have receiver with the meter for converting this secured signal
into a desired form before applying to home appliances.
Therefore, a receiver is required to get the desired output from
the secured signal which is discussed in next subsection.

Code AID
Converter,

Wave
shaping
(NRZ)

Product
Modulator

l

Raw Power Supply
(from substation)

Secured
Output

Receiver

Figure 3. Block diagram of ETPS transmitter

Design of Receiver for ETPS:

The receiver consists of code receiver, A/D converter, wave
shaping circuit, product modulator as shown in Figure 4. In
receiver section first block is code receiver which receives a
signal from the cloud that contains the unique code and this
unique code is extracted from the received signal through A/D
converter connected next to the code receiver block. After the
A/D converter, wave shaping circuit block is connected to
convert unique code in the form of non-return-to-zero (NRZ).
Further the product modulator is used which receives the NRZ
signal from wave shaping circuit and secured signal from the
transmission line and produces a desired AC output signal
(220V/50Hz) for the use of home appliances.

Wave
shaping
(NR2)

AC Output for
Authentic
Customer

Code
Receiver |

Product
Modulator

AD
Converter

Figure 4. Block diagram of proposed method

4. EXPERIMENTAL RESULTS AND ANALYSIS

To set up the experiment, a computer system with a 64-bit
Core 17 processor and 6GB of RAM was used. MATLAB 19
was employed to complete the system simulation and analysis,
specifically for developing the transmitter and receiver models
to validate the proposed system. As illustrated in Figure 5, a
unique code and sinusoidal input signal were also generated in
MATLAB. The input signal is fed solely to the transmitter,
while both the transmitter and receiver models receive the
unique code. The transmitter model was simulated in
MATLAB, resulting in the output waveform shown in Figure
5. The waveform exhibits a phase shift whenever the code
changes from 1 to 0 or vice versa. If this phase-modulated
waveform is intercepted during transmission and used



unauthorizedly, it could cause an imbalance in the equipment.
This imbalance refers to any deviation in the voltage or current
waveform, either in magnitude or phase shift. The following
effects can be observed when using an unbalanced signal
across various equipment:

e Unbalance raises the working temperature, which
shortens the equipment's lifespan and decreases motor
efficiency by creating excessive heating. The motor
windings deteriorate and grease or oil in the bearings
breaks down as a result of the increased heat.

* Negative sequence currents run alongside positive
sequence currents in induction motors that are linked to
an imbalanced supply, decreasing the percentage of
productive current and motor efficiency. Motor
performance is greatly impacted by an imbalance of
more than three percent.

*  There are fluctuations as a result of the motor's torque,
and by extension, its speed becoming irregular. These
abrupt torque changes cause damage, noise, and a
decrease in the equipment's overall efficiency by
increasing vibrations in the gearbox or related
machinery.

*  Variable frequency drives connected to an unbalanced

250 [ f

The input _sine wave

system may trip, as they interpret severe unbalances as
phase faults, leading to earth fault or missing phase
fault triggers. Unbalances also result in the de-rating of
power cables, increasing iron losses. For distribution
cables, the de-rating factor indicates the portion of total
current effectively contributing to productive outcomes.

e UPS or inverter supplies operate with reduced
efficiency and introduce higher harmonic currents
when the system experiences unbalances.

* Negative phase sequence currents caused by unbalance
can lead to motor faults, potentially resulting in tripping
or permanent damage to electrical equipment.

It can be concluded that the primary components of most
home appliances are resistors, capacitors, and inductors.
Among these, phase shifts have the greatest impact on the
operation of inductors and capacitors, leading to an imbalance
that affects the appliances' functionality. If an unauthorized
individual attempt to access the power supply, their appliances
may become unbalanced, potentially causing malfunctions or
even permanent damage to the equipment. Furthermore, the
next sub section clearly demonstrates how the proposed
system generates an unbalanced situation in response to any
type of illegal power usage.
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Figure 5. Waveform developed from transmitter section of proposed method: (a) Original Signal from main supply, (b) Coded
NRZ signal and (c) Secured signal from transmitter

The results of the simulated transmitter section at various
stages are illustrated in Figure 5. The outputs from each
section are as follows: Figure 5(a) displays the unencrypted
sinusoidal wave input to the transmitter. Figure 5(b) shows the
NRZ waveform generated using a code downloaded from the
cloud. Finally, Figure 5(c) illustrates the encrypted and
secured output waveform produced by the transmitter, which
will be used for power transmission. Further, according to the
proposed model, the generated theft proof signal from
transmitter are now send to the consumer house as showed in
Figure 5(c). In authentic consumer house there is a receiver
provision inside the electricity measuring meter to recover the
original required waveform with same phase and frequency.

According to the proposed model receiver section, the theft-
proof waveform developed by the transmitter is sent to the
customer's home. An internal receiver enables the electricity
meter in a genuine consumer's house to retrieve the original

waveform at the same frequency and phase. As mentioned
carlier, the receiver comprises several stages, which can be
simulated in MATLAB. These stages include the code receiver,
A/D converter, wave-shaping circuit, and product modulator.
The code obtained from the cloud is further retrieved and sent
to the product modulator section together with the secured
signal obtained from DP in order to obtain the receiver
outcome.

The product modulator's intended output is now available
for the user to employ for a variety of purposes. Figure 6
displays the results of the simulated receiver section. The input
encrypted sinusoidal wave to the receiver section is displayed
in Figure 6(a). The NRZ waveform created using code
downloaded from the cloud is displayed in Figure 6(b). The
output recovered waveform is finally shown in Figure 6(c),
where it will be further utilised by the customer.
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Figure 6. Waveform developed from receiver section of proposed method: (a) Original Signal from main supply, (b) Coded NRZ
signal and (c) Secured signal from receiver

The proposed system is analyzed both qualitatively and 1 v

quantitatively as follows: MSE = N <M Z Z XD -Y@EnNP? (6)
Qualitative Analysis: i=0 j=0
The perfect recovery of the useful signal from the encrypted,
secured signal received from the transmitter is evident in where, X(i,j) and Y (i, j) are the image of recovered signal
Figures 5 and 6. Figure 5(a) shows the original signal supplied and original signal respectively. The value of
by the grid, while Figure 6(c) displays the decrypted signal X(i,j)and Y(i,)) are taken from Figures 5 and 6, and the
from the receiver—both are identical. This ensures that the computed value of MSE is shown in Table 1.
receiver output will not cause any issues for authorized users.
However, if an unauthorized user bypasses the electricity Table 1. Computed value of MSE

meter to access the direct signal (which is actually the secured
signal shown in Figure 5(c)), they may face equipment damage

Comparison Between Signal Received

Parameter

or malfunction. by Authorized User by Unauthorized User
Quantitative Analysis: MSE 0 6.5e+3
The qualitative analysis is further validated through the PSNR o0 9.9873
measurement of quantitative parameters. In this context, the
mean square error (MSE) is calculated between the original To quantitatively analyses the consistency of the proposed
signal and the authorized user's signal, as well as between the model, from Figures 5 and 6, up to three peaks with a
original signal and the unauthorized user's signal (i.e., the minimum distance of three units were selected, and signal
encrypted signal), using the Eq. (6) below. statistics such as peak-to-peak, mean, median, and RMS

values were computed. The results are presented in Table 2.
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Table 2. Signal statistics
Signal szl;kto Mean Median RMS
Original ~ 4.15¢+02 '2'213386' 0 1.638¢+02
Encrypted 4.15e+02 1.741e-13 0 1.638e+02
Decrypted  4.15¢+02 '2'213;86' 0 1.638¢+02

As shown in Table 2, the mean value of the encrypted signal
(secured signal from the transmitter) changes noticeably,
while the other values remain consistent during encryption.
This indicates that the secured signal effectively creates
obstacles for unauthorized users only.

5. CONCLUSIONS

The conversion of the power signal into the secured signal
and its transfer to the consumer will be the foundations of the
system's successful prevention of unauthorized tapings from
distribution lines. This strategy sought to completely eliminate
the threat that unlawful recording has become in our modern
society. These illegal tapings have a negative impact on the
local economy as well as the transmission company's economy,
both of which may be protected. In this method, there is no
need to report any vigilance team about the occurrence of theft,
because if there is any illegal tapping occurs, it will
automatically create malfunction in the appliances of thieves.
The development of the working model for this system can be
done at a reasonable cost without the need for a significant
capital expenditure. This additional investment is nothing as
compared to the capital loss bear by the government or the
utility company because of the electricity theft. This study
should be helpful in developing a smart power distribution
system for contemporary smart city government projects.
Implementing this technique in a distribution automation
system will bring considerable advantages to the power utility.

6. FUTURE SCOPE

The security of the current ETPS relies solely on a single-
phase parameter. In the future, the integration of additional
security features can be explored to enhance system robustness.
More advanced security measures can be incorporated into the
proposed ETPS to improve its reliability. Furthermore, while
the present system is designed for single-phase systems, it can
be extended for application in three-phase systems.
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