\Z I El' A International Information and

Engineering Technology Association

Mathematical Modelling of Engineering Problems
Vol. 11, No. 12, December, 2024, pp. 3465-3477

Journal homepage: http://iieta.org/journals/mmep

An Enhanced Ultra-Lightweight Mutual Authentication Protocol for RFID: Securing N

Against Vulnerabilities with Optimized Performance

Ahmed Qasim Abd Alhasan®?"

, Mohd Foad Rohani®

Check for
updates

, Oras N. Hamad?

1 School of Computing, Faculty of Engineering, Universiti Teknologi Malaysia, Johor Bahru 81310, Malaysia
2 Department of Computer and Information Technology, Missan Oil Company (MOC), Maysan 62001, Iraq
3 Department of Anatomy, Faculty of Medicine, University of Misan, Maysan 62001, Iraq

Corresponding Author Email: aalcorejy@gmail.com

Copyright: ©2024 The authors. This article is published by IIETA and is licensed under the CC BY 4.0 license

(http://creativecommons.org/licenses/by/4.0/).

https://doi.org/10.18280/mmep.111225

ABSTRACT

Received: 8 August 2024

Revised: 13 October 2024
Accepted: 20 October 2024
Available online: 31 December 2024

Keywords:

radio frequency identification, ultra-lightweight
mutual authentication protocols, security attack,
cryptanalysis

This paper reviews ultra-lightweight mutual authentication protocols (UMAPS) tailored
for passive radio frequency identification (RFID) tags, which face limitations in
computational power and storage capacity, rendering traditional cryptographic methods
inadequate. We identify critical security vulnerabilities in existing UMAPs, including
replay, desynchronization, full disclosure, and denial of service attacks. In response, we
propose an innovative UMAP that enhances session key management and updates
session data to maintain high authenticity while minimizing execution time and memory
usage. Our methodology employs T-functions and bitwise operations (AND, OR, XOR,
and rotation) to develop a UMAP suitable for RFID applications. Comprehensive
security analyses conducted using formal verification tools (Scyther and AVISPA)
confirm that the proposed protocol effectively mitigates identified security threats.
Performance evaluations reveal that our protocol achieves a total execution time of
0.033 milliseconds, significantly lower than that of existing protocols while
demonstrating reduced overhead. Furthermore, we provide a comparative analysis with
recent protocols, highlighting that our proposed protocol requires less storage space and

exhibits ultra-lightweight cryptographic demands.

1. INTRODUCTION

Using wireless methods, radio frequency identification
(RFID) is an identifying technology that allows for object
tracking and identification. RFID technology is now widely
employed in a variety of fields, including security and
healthcare. Governmental organizations and businesses were
encouraged to use this technology into their applications due
to its affordability and versatility.

An RFID system is made up of three primary parts: an RFID
tags, an RFID reader, and a back-end server. An antenna is
used to communicate between the RFID tags and readers, and
integrated circuits (IC) is used for storage and computing. The
RF module, control unit, and antenna are all part of the RFID
reader. The reader or transceiver's job is to give the tag the
energy it needs to function as well as the communication
signals it needs to carry out particular tasks. The back-end
server can handle hundreds of RFID tag queries since it has
fast processing power and ample storage [1].

There are three categories for RFID tags: semi-active,
active, and inactive. The semi-active tags have their own
battery, but it is only used for the computing function; the
active tags have their own battery, which is used for both
transmission and computation. The passive tags, also known
as low-cost RFID tags, do not have their own battery [2].

Due to their limited computational power and storage
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capacity, low-cost RFID tags are unable to carry out traditional
security cryptography tasks. The computational capabilities of
low-cost RFID tags are surpassed by the exorbitant power and
memory needs of classic encryption algorithms and primitives.
In order to improve the security of the RFID system with these
obstacles, most researchers are tackling these issues by
introducing  UMAPs that simply employ basic bitwise
operations.

1.1 RFID challenges

Among all automated identification systems (AIDs), RFID
is the most widely used technology and maybe the most
ubiquitous in history. Similar to other kinds of systems, RFID
systems provide a number of dangers that make this
technology very vulnerable to security breaches. A few
elements of security threats are as follows:

(1) Wireless channel: The RFID tags and readers' usage of
radio waves as a communication channel leaves them
open to eavesdropping and other types of malicious
attack. As a result, encryption is used as a
countermeasure to protect the information.
Bidirectional communication: The communication
mechanism in RFID technology is bidirectional; RFID
tags and readers are two parties that communicate with
one another, and a certain protocol predetermines the
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communication channel. In contrast to other optical
identification systems that use a specific identification
sign, such as a barcode or QR code, etc., the protocol
guarantees the secrecy and anonymity of the
transactions. Furthermore, as noted by the previous
studies [3, 4], there are numerous advantages of
employing RFID technology in various sectors.
Unauthorized readers have the ability to interact with
RFID tags and retrieve information. To prevent
assaults, researchers and developers provide mutual
authentication mechanisms, allowing only authorized
RFID readers to communicate with a specific tag.
Resources limitation: As previously indicated, RFID
technology has become extensively utilized in recent
times since it is less expensive than other automatic
identifying technologies. As a result, RFID has a
number of security problems. Therefore, it is essential
to suggest secure, lightweight, or extremely lightweight
alternatives for RFID technology.
Dense environment: There is a chance of a collision
occurring when many RFIDs are transmitting signals to
the reader concurrently on the same frequency. A dense
reader environment results from the presence of several
RFID readers in one area. The likelihood of a collision
increases in this type of setting. The dense reader
environment weakens system performance by reducing
network throughput and increasing the likelihood of tag
identification errors.
RFID attacks: Although the data exchanged between
the reader and the tag is safe in most RFID systems,
attacks can still occur. To prevent these attacks, the
reader and tag authenticate one another using secret
keys. It is possible for attackers to target RFID systems.
Numerous attack types, including Desynchronization,
Replay, Full-Disclosure, Denial of Service (DoS), and
Eavesdropping attacks, can target RFID devices [5].
Since each of those difficulties raises a different kind of
security risk, safe RFID authentication procedures must be
implemented utilizing cryptography. In the past ten years,
more than a thousand RFID authentication protocols have
been presented [6].
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1.2 Classification of UMAPs

The procedure of authentication involves an RFID tag
demonstrating, through some indicator such as tag ID and
secret keys, that it is an alleged identity for the RFID reader
and back-end server. Physical solutions cannot facilitate this
procedure; only RFID protocols may be used. There are two
stages to the authentication process for RFID systems. In order
to ensure that they are communicating with a valid partner, the
RFID tags and RFID readers must first authenticate
themselves before starting any connection. In order to verify
the authenticity of the data received, the RFID tags and RFID
readers exchange data during the second phase [7].

Two parties can verify each other's identities using mutual
authentication. When the RFID reader and the RFID tag are
both verifying each other, this happens. Before sharing any
data or keys, the RFID tag and the RFID reader should conduct
mutual authentication.

Cryptographic techniques must be used by RFID systems in
order to establish safe RFID authentication protocols. RFID
tags are not able to perform classical security cryptography
operations like stream ciphers, AES, and hash functions due to
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their low processing capability and storage capacity [8].

Luo et al. [9] categorized RFID authentication protocols
into four types according on the tags' capabilities:

(1) Full-fledged: pertains to protocols that need to be
supported by traditional cryptographic features, such as
symmetric encryption [8, 10].

Simple: for protocols that enable random number
generators on the tag and one-way hashing methods.
Light-weight: for protocols that do not allow hashing
functions but do support simple functions like the
Cyclic Redundancy Code checksum (CRC) and random
numbers generator [2, 9, 11].

Ultra-lightweight: describes protocols that don't use
anything more complicated than basic bitwise
operations (like OR, AND, XOR, etc.) on tag [1, 12,
13].

In spite of the limitations of passive RFID tags (low-cost
tags), the hash functions have been used by most of the
proposed protocols [14-16], therefore, engineers are
confronted by non-trivial problem when trying to implement
cryptographic hash functions with only 250-4K gates [17, 18].

Because of their extremely limited capabilities and the
extensive use that is anticipated of them, ultra-lightweight
protocols provide a challenging security problem. Because
using an RFID tag that uses a protocol based on basic bitwise
operations to safeguard sensitive data, such as credit card
numbers, health information, or e-passport information, may
be difficult. This problem has drawn attention from
researchers, and as a result, numerous novel ultra-lightweight
techniques are put forth annually. The current Ultra-
Lightweight protocol is insufficiently secured, despite the fact
that numerous additional protocols are being developed [19].
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1.3 Problem statement

The widespread of radio frequency identification (RFID)
systems is significantly hindered by serious security and
privacy vulnerabilities, especially in low-cost RFID tags.
Traditional security mechanisms often unsuitable for low-cost
RFID tags due to limited processing power and memory
capacity. As attackers exploit these weaknesses, there is an
urgent need for effective ultra-lightweight mutual
authentication protocols that can operate within such
limitations. Current ultra-lightweight mutual authentication
protocols, specifically designed for resource-constrained
environments, demonstrate considerable shortcomings. These
include vulnerabilities to desynchronization, full-disclosure
attacks, and inadequate defenses against tracking and
impersonation. These flaws stem from reliance on weak
cryptography functions, inefficient use of random nonces, and
lack of robust alternative methods and consequently, these
protocols many of them fail to provide effective mutual trust
or provide excessive demands on RFID tags, compromising
their feasibility in real-world applications.

1.4 Contributions

This article’s main contributions are as follows:

Security analysis of existing UMAPs: In this paper,
we conducted a comprehensive review of existing
UMAPs, to identify their weaknesses and
vulnerabilities. Our analysis emphasized issues such
as de-synchronization attacks, which undermine the
reliability and security of these protocols. By



examining the structural and operational aspects of
current UMAPs, we highlighted the critical areas
where these protocols fail to provide robust
protection, thereby paving the way for the
development of more secure solutions.
Mutual authentication: The proposed protocol
ensures mutual authentication between legitimate
entities, including the back-end server, RFID readers,
and RFID tags, by utilizing indicators such as tag IDs
and secret keys.
Privacy: The proposed protocol ensures anonymity
for RFID tags, keeping their data secure from
unreliable third parties during transmission. It also
guarantees untraceability by avoiding static or linked
data that could allow tracking across sessions.
Security: The proposed protocol is designed to resist
desynchronization attacks, addressing vulnerabilities
in the wireless communication channel between
RFID readers and tags.
Performance: The proposed protocol is optimized
for RFID tags by minimizing storage space
requirements, employing ultra-lightweight
cryptographic functions, and reducing the number of
communication messages needed for authentication.
The rest of the paper is structured as follows: In Section 1,
we explain the most important challenges that is faced by this
technology and summarization of the classification of
authentication protocols based on the ability of tags is
provided. In Section 2, the security analysis of several RFID
UMAPs is presented. Section 3 describes the design of a new
ultralight-weight mutual authentication protocol. The
assumptions that we assumed, the new protocol’s features, the
notation used, and the description of the proposed protocol are
explained. Section 4 describes the security analysis for the
proposed protocol in terms of formal and informal analysis to
prove the authenticity, privacy, and secrecy between the RFID
tags and the back-end server by using official tools Scythe and
AVISPA. Performance analysis of the proposed protocol
depending on the storage cost, communication messages, and
resistance to de- synchronization attacks is presented in
Section 5. Section 6 describes the conclusion of this paper.

2. SECURITY ANALYSIS OF EXISTING UMAPS

In the past ten years, numerous RFID UMAPs have been
presented [6]. Regretfully, the majority of the suggested
protocols are open to multiple attacks [20]. We examine the
RFID ultra-lightweight mutual authentication methods in
depth in the following manner:

It was Lopez that designed the UMAPs basics in 2006.
Three types of UMAPs were postulated by Peris-Lopez et al.
[21-23], specifically M2AP [21], EMAP [22], and LMAP
[23]. The three protocols that were designed made use of the
triangular functions (AND, XOR, and OR). Each of these
protocols has a computational cost of less than 300 gates. In
2007, the Lopez protocols underwent cryptanalysis. The
researchers used the T-function's vulnerability to carry out a
variety of attacks, including replay, full disclosure, and
desynchronization assaults. The inability of the Lopez
measures to stop these kinds of attacks was demonstrated by
studies [24, 25].

Chien [8] proposed the SASI protocol in 2007. Rot(x, y), a
left rotation function, was the non-T-function that Chien
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employed. As reported by Chien [8], the rotation function is
described along with the prerequisites needed to put it into
practice. The SASI protocol's cryptanalysis was first presented
by Hernandez-Castro et al. [26] in 2008, and it was later
provided by some researchers [27-29]. The rotation function
employed by the SASI protocol has a flaw that the researchers
intended to exploit in order to present attacks related to
traceability, complete disclosure, and desynchronization.

A new UMAP (LMAP+) was proposed by Li in 2008 [30].
Li [30] achieved safe mutual authentication between the RFID
tag and RFID reader by using only bitwise operations (T-
function). Li [30] demonstrated how the suggested procedure
prevents forgeries and is resistant to Man in the Middle
attacks. Based on computational complexity, storage, and
communication, the author compared the suggested protocol
with the LMAP protocol, as indicated in Table 1. Safkhani et
al. [31] suggested the first attack on the LMAP+ protocol.
Safkhani demonstrates that LMAP+ fails to meet the security
requirement of traceability and that the protocol is unable to
thwart a desynchronization attack.

Subsequently, protocols were presented by Peris-Lopez et
al. [32] and David and Prasad [33] that involved the
development of a single non-T-function in order to enhance
the earlier protocols. These protocols' susceptibilities to
several types of assaults were revealed via cryptanalysis [34,
35].

Yeh et al. [34] presented a redesigned UMAP in 2010. This
protocol was proposed by implemented a T-function, Rot
function, and random number. The authors demonstrated that
every passive assault can be resisted by this technique. These
protocols' security study revealed that they are vulnerable to a
number of different types of attacks.

Engels et al. [36] proposed the Hummingbird-1 protocol in
2011, using an extremely lightweight cryptography method to
introduce a new UMAP. Further details on Hummingbird-1
are presented in the reference [36]. Subsequently, Saarinen
[37] demonstrated that for some cryptographic applications,
the Hummingbird-1 protocol might not provide sufficient
security. This protocol, which was an improved version of
Hummingbird-1, was suggested as Hummingbird-2. The
Hummingbird-2 cryptographic algorithm was utilized in the
protocol's construction, and its designers have demonstrated
that it can withstand prevalent attacks aimed at jeopardizing
the security and privacy of RFID systems. Zhang et al. [38]
identified a few hummingbird-2 protocol flaws. The results of
the cryptanalysis indicate that the Hummingbird-2 encryption
is vulnerable to related key attacks.

The UMAPs were enhanced by employing several non-T-
functions after 2011. One of the RFID UMAPs that was
created by utilizing the permutation function is RAPP [39].
This protocol allows for mutual authentication between RFID
readers and RFID tags by using rotation Rot(x, y) and
permutation Per(x, y). However, this also increases the
protocol execution time and memory requirements. The RAPP
has been the target of full disclosure and desynchronization
attacks by some researchers [40, 41] who took advantage of
the permutation function's flaws.

For a concise and lightweight authentication protocol
(SLAP), Luo et al. [9] developed a new ultra-lightweight
primitive in 2016. They called it the conversion function
Conv(x, y). Safkhani and Bagheri [42] presented a security
study [9] and showed that a desynchronization attack could be
carried out in just five authentication sessions between the
RFID tags and the RFID readers.



Table 1. LMAP and LMAP+ comparison

Computational Storage Communication
Protocols Overhead Overhead Overhead (Bits)
(Tag: Reader) (Tag: Reader)
480: 6NL 384
LMAP[23]  +VA® 385: SNL 288
LMAP+[30] +,®

Several cryptanalysis studies, including those found in
references [12, 43-45], have been proposed in 2017 to
demonstrate or present a number of security breaches against
the earlier UMAPs. Zhuang et al. [20] introduced de-
synchronization and replay attacks aimed at ultra-lightweight
mutual authentication protocols. His findings demonstrated
that the de-synchronization attack put out in this research is
insurmountable for all UMAPs based on T-functions.

Based on the review, we can infer that several UMAPs have
been developed in the last decade; nevertheless, cryptanalysis
studies have demonstrated that all of these procedures are
susceptible to various types of attacks, as shown in Table 2
which summarizes the advances in the proposed UMAPs and
detected attacks.

Table 2. Current research on UMAPs

Year Protocols Year Attacks
M2AP [21], EMAP [22] and

2006 LMAP [23] 2007 [24, 25]
2008 [26]
2009 [27]
2007 (SASI) protocol [8] 2010 [29]
2011 [28]
2008 Gossamer protocol [32] 2010 [35]
LMAP+ protocol [30] 2011 [31]
2010 Yeh et al. [34] 2010 [35]
2011 Hummingbird-1 [36] 2011 [37]
2012 RAPP protocol [39] 2013 [46]
2013 RAPLT protocol [46] 2015 [47]
2016 SLAP [9] 2016 [42]

Zhuang et al. [20] showed that all mentioned
ultralight-weight RFID protocols that used redundancy
2018 mechanism by store old keys on both side and one
side will not be prevent of the proposed replay attacks
and desynchronization attack.

Based on the operators employed in ultra-lightweight RFID
authentication protocols, we categorize these protocols into
three classes, highlighting their respective limitations and
vulnerabilities as follows:

(1) T-function

e  Operators: Commonly includes bitwise operators
such as AND, OR, and XOR.

e  Weakness: In T-functions, not all output bits are
influenced by all input bits, which poses significant
concerns in UMAPs.

(2) Non-T-function

e  Operators: Utilizes rotation operators, such as Left
Rot and Circular Rot functions.

e Weakness: The rotated bits remain unchanged,
leading to a limited set of possible outputs (L
possibilities).  This  limitation = compromises
untraceability, even under passive attack scenarios.

(3) Multiple Non-T-functions

e  Operators: Incorporates bitwise XOR, left rotation,
permutation, conversion functions, and merge and
separation operations.

e Weaknesses: Besides existing vulnerabilities, the
use of multiple non-T-functions increases both
protocol execution time and memory requirements.

3. PROPOSED PROTOCOL

The new ultralight-weight mutual authentication protocol
(UMAP) designed and developed by implementing the
rotation operator, the mechanism of the secret keys, and T-
function. In this section, we explain the proposed protocol in
detail.

3.1 Assumptions

Based on the following assumptions, we present an

ultralight-weight RFID mutual authentication protocol:

e  We assumed that the communication channel between
the RFID readers and the server is secured.

e The communication channels between the RFID tags
and RFID readers are wireless which are susceptible to
active attacks.

e FEach RFID tag shares secrets including secret keys, pre-
shares a pseudonym (IDS) and static identification (ID)
with a server.

e The back-end server has database to holds the all-RFID
tag’s details including the secret keys, pre-shares a
pseudonym (IDS) and static identification (ID).

e The RFID tag’s memory type is a Flash memory or
EEPROM memory to make the RFID tag’s data can be
updated.

3.2 Protocol design

There are several features that our proposed protocol
possesses as following:

e In our protocol, the implementation of all costly

computing operations is executed by the RFID reader.
The RFID reader has enough computing resources.

o the RFID reader generates the required random number
without needs to do it in tag’s side, only RFID tag need
to do a very simple bitwise operation like (OR bitwise,
AND bitwise and XOR bitwise) and Rot (a, b) left
rotate the value of a with the bits of b.

e In order to resist the possible desynchronization attack
by this proposed protocol, each tag and back-end server
keeps two entries of secret keys and IDS: old values
from the last session and the other are new for the
potential next session.

e The length of each of secret keys, pre-shares a
pseudonym (IDS) and static identification (ID) is 96
bits.

e  Any update or store to the RFID tag’s data on the RFID
reader’s side is not required.

Before starting any tag readings, the back-end server
designates the initial values in the database, and in the RFID,
tag as summarized below:

e The back-end server assigns (IDS, SID, K1, K2) for

each tag, then set the values for the record in the tag
(UDSnew=IDS, K1 pew=KI, K2,ev=K2, SID=SID).

3.3 Protocol description

The proposed protocol consists of three phases: the



Identification Phase, the Server Authentication and Update
Phase, and the Tag Authentication and Update Phase. An

overview of the protocol is illustrated in Figure 1, and it is
executed according to the steps depicted in Figure 1.

Server

Reader

Generates nl
M1 = (SID @ nl)

nl, M2, M3, M4

Tag

-
-

M4 = HUT':K lrzc-w @ Tj."l rkznuwj

K1=RotiK1, ©n1,ID5.)
K2 = Rot(K2,, & Te, IDS.,)
M5 = (KL, BK2) A (K1

Exiract Ty from M2
Searches for IDS
Marks st= new ar old
Recomputes

ferifv M4' = M4, [f OK:

M5

Y

If st =new:
IDS,4 = IDS

Kzrjid = Kznew-

DS e = (IDS B IDYV (n1 @ Tey)
lI"-'la'.lnfr,l = Klnew' lr':'1:121» = EJ'
K2pe = K2
Else if st =old: No update

M1 >
Extract n1 from M1
Ta'=l1 @ Tg)a(nl @ SID)
M2Z=SID@ Ty’
M3 = DS, & Tey'
M4 = Rot(K1pew @ Tsr' K 2500)
< M2 M3 M4
M5 >

K1=Rot{Kl, @nl,IDS,)

K2 = Rot(K2s @Tsy.IDS,,)

M5 = (K1, @ K2 AKLBR2,)
Verifv M5 = M5, If OK:

DS,z = IDS
IDS e = (IDS D ID) V (n1 @ Ty)
JI’:Ilr_lid = Klnzwr krlnzw = EL
HEUM = R?'new'r ) K?'new =K2
Te = (n1 D Tgy'), T =Ty’

Figure 1. The proposed Ultralight-weight RFID mutual authentication protocol

Identification phase

Step 1. Reader: The authentication protocol starts with
the RFID reader’s side by generates random number 71
and computes message M1 then send M1 to the RFID
tag.

M1 = (SD®n1l) €))
Step 2. Tag: From the message M1, the tag will obtain

the random number n1 and computes two messages as
follows:

T¢, = (n1@Ts;))A(1®SID) @)
M2 = (SID®TS) 3)

M3 = (IDS e, ®Ts1) (4)

M4 = Rot(K 1y ®Te1, K2new) (5)

And sends M2, M3, and M4 to the RFID reader.

Step 3. Reader: After received M2, M3 and M4 the
reader forwards these messages to the server.

Server authentication and update phase
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Step 1. The server XORs its local value SID with the
received M2 to get Ts;.

Step 2. For all the stored IDS, the server computes M3’
= IDSE@TSI until it finds the matching with received
M3:

— If IDS=IDS;ew then st=new, (IDSnew, Klew,
K2,ev) and re-computes M4'=Rot (K1,ew® Tsi,
K2,ev) in order authenticate the RFID tag.

— If IDS=IDS,,; then st=old, (IDSold, K14, KZold)
and re-computes M4'=Rot(K1,1a@ Ts1, K2014) in
order authenticate the RFID tag.

— Else if the server doesn’t find any match with
IDS in the database or M4', M4, then the server
sends an ending notification to the reader in
order to terminate this session.

Step 3. The server computes M5 as follows:



K1' = Rot(K1,@®n1,IDS,,) (6)
K2' = Rot(K24,®Tsy, IDSs,) (7)
M5 = Rot(K1,®K2') A (K1 ®K2,,) (8)

e Step 4. The server transmits M5 to the reader, in turn
sends M5 to the tag.
e Step S. The server’s data updates as follows:

—  Ifst=new
IDSo1q = IDSpew ©)
IDSyeyy, = (IDS®ID) V (n1DTs,) (10)
Klop = K1y, K1y, = K17 (11)
K201p = K210, K210y = K2' (12)

— Else if st=old where the IDS is found in IDS,;4:
No update

Tag authentication and update phase
e Step 1. After received M5 the RFID tag checks if
received M5=M5'

K1' = Rot(K1e, @11, IDSye) (13)
K2' = Rot (K2, ®Ts1, IDS00) (14)
M5' = (K1, ®K2') A (K1'®K2,0) (15)

e  Step 2. If the RFID tag find matching between received
M5 and computed M5', then the RFID tag authenticated
the back-end server and updates its values to:

IDS e =

(IDS®ID) V (n1® T,,) (16)

Kl,., = K1, K2,, = K2',Tg; =Tg;' 17)

Else if M5 is not received, or the computed M5’ is not equal
to the received M5, the RFID tag neglects all previous steps
and keeps all current values unchanged.

4. PROTOCOL ANALYSIS

This section examines how our proposed UMAP aligns with
the objectives of this study by conducting both formal and
informal security analyses. Through these analyses, we aim to
provide a comprehensive evaluation of the protocol's security
features, demonstrating its resilience against various threats
and vulnerabilities. By employing rigorous methodologies, we
intend to substantiate our claims regarding the effectiveness of
the proposed UMAP in ensuring secure and efficient
communications in relevant applications. Integrating both
formal verification and practical security assessments will
enhance our understanding of the protocol's robustness and
capacity to address the challenges identified in the literature.

4.1 Informal analysis

e Mutual authentication: In our proposed protocol the
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RFID tag and server can authenticate each other because
only a legitimate server and tags who has the keys K/,
K2, and SID. By these secret keys and SID, the only
legitimate server and tags can generate such messages
that will be accepted between them and preventing
others from creating and recovering any valid messages.
The calculations of the freshness of these messages are
ensured by involving share secret keys, server random
number, tag’s local secret key, IDS, SID, and potential
next keys.
Authentication of the tag: The back-end server can
authenticate a tag by check tag’s messages M3 and M4
to check whether there are matching /DS and the K/,
K2 values. M1 and M2 are messages that are computed
by using secret keys in addition to the random number
nl and Ts; that only known by the legitimate back-end
server and tag. Therefore, only the rightful back-end
server can verify the legitimacy of the messages. The
tag’s authenticity can determine by the correctness of
messages M3 and M4.
Authentication of the server: Once the server
successfully authenticates the RFID tag, the back-end
server computes a message M5 and transmits to the
RFID tag. After received of back-end server’s message
the RFID tag authenticates the server by using it is local
secret keys to checking the correctness and legitimacy
of received messages.
Tag content privacy: In RFID systems for each RFID
tag, there is a static unique identity /D. During the
transmission session, the [D should be transmitted
confidentially. In our proposed protocol, the back-end
server and tags are using local and shared secrets keys
in addition to random numbers n/ and Ts; in order to
compute an internal secret keys K/yew and K2,e,. The
proposed protocol by using the tuple of (IDS, SID, nl,
Ts1, Klnew and K2,.,) computes several messages to
confidentially transmitting of /D. In each session, the
attacker will obtain new messages in every time
eavesdropping this session because in the proposed
protocol, the tag’s responses are changed with new
updated values and fresh random numbers and if the
previous session the mutual authentication had been
failed, and the tag’s data not changed then the M7-M5
messages will change due to the existence of random
numbers (n/ and Ts;) generated by the reader and tag
respectively.
Prevent de-synchronization attacks: Due to the
wireless communication between RFID tags and
readers, the channel is susceptible to eavesdropping and
various attacks. A common vulnerability is the
desynchronization attack, which occurs when an
attacker successfully disrupts the mutual authentication
process between the RFID reader and the tag. To
address this challenge, we implement a mechanism to
resist desynchronization attacks. Specifically, during
each session, the back-end server will update the tag's
data only if it identifies a match among the values of
(UDSyew, K1pew, K24ew). Conversely, if the server detects
a match with the values of (IDS,ia, K114, K201a) or if it
fails to find a match with (IDSow, K101, K201a), the server
will refrain from updating its data. This approach
ensures the integrity and synchronization of the
authentication process.
Prevent replay attacks: The use of r nl and Ts; in the



message generation process ensures that old messages
cannot be reused successfully. Each session generates
unique values, making it impossible for an attacker to
replay intercepted messages without detection.

Prevent full-disclosure attacks: By utilizing secret
keys and pseudonyms, the protocol ensures that even if
an attacker intercepts message exchanges, they cannot
derive the identities or keys involved. The dynamic
nature of message generation fortifies this protection, as
each session produces distinct messages.

Protection against traceability: The wuse of
pseudonyms IDS and SID adds a layer of anonymity,
making it difficult for attackers to trace the identities of

RFID tags through message analysis. The frequent
updating of these values further complicates any
attempts at tracing.
Protection against DoS attacks: The protocol's
verification steps before data updates reduce the risk of
successful DoS attacks. If an attacker attempts to disrupt
communication by sending invalid messages, the server
will not proceed with updates, thus preserving the
system's functionality.

The robust security provided by our proposed protocol,
particularly its resilience against various attacks, surpasses
that of the other protocols illustrated in Table 3.

Table 3. Security threats in current UMAPs

Attacks

Protocol De-Synchronization

Replay

Full-Disclosure Traceability DoS

(8]
[
[21]
[22]
[32]
[39]
[46]
[47]
[48]
Proposed protocol

N X X X X X X % X X%

N> NN %X %X X% N\ % N

NSNS SN X% N\ % % X%
AN N N N N N T NN
WX % % % N\ X% NN X

4.2 Formal analysis

In this section, we formally analyze our proposed protocol
and prove the authenticity and secrecy between the RFID tags
and the back-end server are achieved, for this purpose the
Scyther [49] and AVISPA [50] tools are used.

B " Scyther results : verify

Figure 2. The Scyther analysis results
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4.2.1 Scyther analysis

One of the most important formal security analysis tools to
check the authenticity of the transmitted messages between the
back-end server and tags in the protocols is Scyther. It employs
a model-checking approach to analyze the correctness of
protocols against specific security properties. Scyther allows
users to specify security properties that need verification, such
as secrecy (ensuring that certain information is not disclosed)
and authenticity (ensuring that messages are genuinely from
the claimed sender). The tool systematically searches for
attacks against the specified security properties. It looks for
scenarios where an attacker could intercept, modify, or inject
messages to violate the protocol's security guarantees. We
used Scyther to perform a formal security analysis of our
proposed protocol based on the Dolev and Yao model [51],
which is suitable for analyzing security protocols with an
unbounded number of instances. We made the formal analysis
of the proposed protocol depending on three goals secret,
aliveness, and agreement. There are three roles defined,
namely as Server (S), Reader (R), and Tag (Ti). N1 and N2 are
random numbers defined as Nonce; and IDS (tag identifier),
SID (server identifier) and K1, K2, K4, K4 (tag shares keys)
are defined as Data. The XoR is defined as global functions.

The role Server and role Tag are sharing a secret goal
through the six values of shares secret keys: IDS, SID, K1, K2,
K3 and K4 as follows:

claim_SI(S, Secret, IDS);

claim_S2(S, Secret, SID);

claim_S3(S, Secret, K1),

claim_S4(S, Secret, K2);

claim_S5(S, Secret, K3);

claim_S6(S, Secret, K4);

claim_Til(Ti, Secret, SID),

claim_Ti2(Ti, Secret, IDS),

claim_Ti3(Ti, Secret, K1),



claim_Ti4(Ti, Secret, K2);

claim_Ti5(Ti, Secret, K3);

claim_Ti6(Ti, Secret, K4);

Also, both roles claim to be alive and share the agreement
and synchronization goals as follows:

claim_S7(S, Niagree),

claim_S8(S, Alive);

claim_Ti7(Ti, Alive);

claim_Ti8(Ti, Niagree),

claim_Ti9(Ti, Nisynch),

The Scyther verified proposed protocol and shows there are
no attacks within bounds as shown in Figure 2.

4.2.2 AVISPA analysis

The other formal security analysis tool is AVISPA. This
tool is used for validation of the security protocols by using
formal modelling [50]. To describe any protocol in AVISPA
we must be using a language called High-Level Protocol
Specification Language (HLPSL), this language validates the
security protocol specifies. We made a formal analysis of the
proposed protocol with consideration to required security
properties such as authentication and secrecy in HLPSL.

We made a formal analysis of the proposed protocol with

consideration to required security properties such as
authentication and secrecy in HLPSL.
(1) Authentication: In our AVISPA script, the

authentication is modelled by witness and request
predicates:
witness (Server, Tag, Protocolid, Information)
request (Tag, Server, Protocolid, Information)
When the RFID tag wants to authenticate the back-end
server the witness predicate is used that is mean the back-end
server is the witness for the Information. Whenever the RFID

tag wants to requests to verify the Information the request
predicate is used. The authentication _on id is the goal’s
section of authentication property in the HLPSL script where
the id is the label of type protocol_id. If any tools of the back-
end will find a trace that produces by an agent except the
Server and in this trace found the request event was preceded
by a witness event. Therefor will be reported about this attack,
Moreover, if there is no valid witness found for request then
will be reported about an attack trace.

(2) Secrecy: In our AVISPA script, the secrecy is modelled

by the secret predicate:

secret (secret-information, protocol_id, Tag, Server)

This declares the secret information(secret-information) as
a secret shared between Tag and Server. The label protocol id
of type (protocolid) is used to HLPSL goal identity. The
statement (secrecy of ids) in HLPSL goal’s section must be
presented in order to refer to it.

Tag and server defined as basic roles in our script, each one
of them shares key (K) and text (/DS). NI and N2 defined as
random numbers and we used new function to freshly
generated them. Channel(dy) also has been declared. The
intruder is identified in the environment role section and we
assumed that agents (7ag and Server) are known by the
intruder.

OFMC and CL-AtSe back-ends are support XOR properties,
when the others back-ends (SATMC and TA4SP) did not. By
OFMC and CL-AtSe back-ends our protocol results have
come secure as shown in Figures 3 and 4, which means that
the protocol successfully meets the specified goal. Therefore,
we can say that our protocol satisfies mutual authentication
and confidentiality of sensitive data, compared to a passive
intruder, as specified in the role of the environment.

SPAN 1.6 - Protocol Verification : AlkorjiAhmedQasim.hlpsl
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Figure 3. OFMC analysis results
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5. PERFORMANCE ANALYSIS

This section presents a comparative analysis of the
performance parameters related to ultra-lightweight mutual
authentication protocols, evaluating our proposed protocol's
effectiveness in meeting the objectives of this study.

(1) Storage: In this proposed protocol we assumed the
length of all used string is L where L=96 bits. We only
measure the RFID tag’s side from the proposed
protocol because the hardware resources of the back-
end server are sufficient in the general case. In this
protocol, the required storage for each tag is 6L bits
which are (ID, IDS, SID, K1, K2, Ts;).
Communication messages: In our proposed protocol
the total transmitted communication messages between
Server and Tag in one protocol session are 4L bits,
while only 2L bits sent by the tag during this session.
these influential properties will improve the
authentication speed as well as reducing the power-
consuming in authentication communication compared
with other protocols.

Table 4 illustrates the efficiency of our proposed protocol in
relation to existing alternatives. Notably, our protocol
necessitates less storage (6L) compared to the other protocols,
all of which require 7L. Additionally, it achieves a competitive
total communication message count for authentication (4L).
Furthermore, the protocol minimizes the tag's communication
messages to 2L, which aligns with our objective of enhancing
efficiency without compromising security. These metrics
emphasize the advantages of our approach, demonstrating its
potential for practical implementation in RFID systems.

(3) The computational time: The computational time cost

2
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refers to the time required for the RFID tag and back-
end server during the mutual authentication protocol
session. To facilitate a more effective comparison of
computational costs across different protocols, we
define specific symbols representing the execution time
of computational operations. The experimental
simulation was conducted using the following
environment: Intel Core i7-2.40GHz processor with
8GB of RAM, utilizing Python as the programming
language. To ensure precision and mitigate variability
in each experiment, the average execution time was
calculated after executing each computational operation
100 times. The average execution time for each
computational operation shows in Table 5.

The total execution time for the solution proposed by
Mujahid et al. [19] is calculated based on the number of
operations required. Specifically, the solution necessitates
nine XOR operations (7%.), fifteen hash function operations
(T#), and ten rotation function operations (7). Consequently,
the overall execution time is  expressed as
9T ot 15Ty +10T,,~3.824 milliseconds. The protocol proposed
described by Sun et al. [14] used twelve XOR operations (7o)
and four hash function operations (7}), Therefore, the total
execution time is 127%,+47,=1.024 milliseconds. The
protocol proposed described by Wei et al. [ 13] used seven hash
functions Therefore, the total execution time is 77,=1.771
milliseconds. Our proposed protocol needs eighteen XOR
operation Txor, five of AND and OR operations, and five of
rotation function operations (7,) therefore, the total execution
time 1S 1870 +5 T(and, ory+5 T10~0.033 milliseconds, as shown in
Table 6.



Table 4. Comparison of communication and storage metrics for UMAPs and our proposed protocol

Metric Ref. [19] Ref. [9] Ref. [43] Ref. [44] Our Protocol
Storage 7L 7L 7L 7L 6L
Total communlcat_lon_messages for 6L aL aL 17L AL
authentication
Tag's communication messages 2L 2L 3L 5L 2L

Table 5. Execution times of operations

Symbols Descriptions Execution Time (Millisecond)
Txor Execution time for the XOR operation 0.001
Tor Execution time for the OR operation 0.001
Tand Execution time for the AND operation 0.001
Tadd Execution time for the Addition operation 0.001
Trot Execution time for the Rot operation 0.002
Th Execution time for the hash function 0.253

Table 6. Comparison of protocols' computational overhead and execution time

Protocols Total Computational Overhead Total Execution Time (ms)
Ref. [19] 9Txor+15Th+10Trot 3.824
Ref. [14] 12Twor+4Th 1.024
Ref. [13] 7Th 1.771
Proposed protocol 18Txor+5T (and, on+5Trot 0.033

6. CONCLUSIONS

Since the communications between the RFID tags and the
RFID readers are carried out through an unprotected wireless
channel, RFID systems, like other wireless technologies, face
a new set of difficulties. As a result, there are various kinds of
attacks that can target RFID systems. Furthermore, it was
noted that every Mutual Authentication Protocol that had
previously been suggested was open to several replay and
desynchronization attacks. The subsection 1.2 noted that the
RFID tags have limited processing power and storage
capacity, which prevents them from -carrying out the
traditional security cryptography functions.

The computational capabilities of low-cost RFID tags are
surpassed by the exorbitant power and memory needs of
classic encryption algorithms and primitives. Because of this,
the majority of academics are tackling these problems by
creating a protocol that strengthens the security of the RFID
system while overcoming these obstacles.

In this paper, we claim that there are two constraints in
terms of RFID tag security present in most proposed protocols.
First off, since RFID tags are limited in their ability to serve
certain functions, the authors did not indicate which class of
tags the suggested protocol is meant for. Secondly, numerous
writers failed to indicate which class their suggested protocols
fall into. Low-cost RFID tags are inappropriate for
implementing UMAPs since they are based on hash functions,
which are the most frequent type of protocol.

Because using an RFID tag that uses a protocol based on
basic bitwise operations to safeguard sensitive data, such as
credit card numbers, health information, or e-passport
information, may be difficult. This problem has drawn
attention from researchers, and as a result, numerous novel
Ultra-Lightweight techniques are put forth annually. The
current UMAP is insufficiently protected, despite the fact that
numerous additional protocols are being devised.

In conclusion, the development of a new UMAP is critical
for ensuring the security of RFID systems against prevalent
attacks discussed in this paper. Our proposed UMAP is
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designed to meet the initial objectives outlined, with security
analyses conducted using formal verification tools (Scyther
and AVISPA) confirming its resilience to various attacks.
Performance analysis reveals that our protocol requires only
6L of storage and achieves a competitive total communication
message count for authentication of 4L, while reducing the
tag's communication messages to 2L, thereby enhancing
efficiency without compromising security. The total execution
time of our proposed protocol is a mere 0.033 milliseconds,
demonstrating its practicality for real-world applications.
However, several limitations must be considered: the
protocol's performance may be affected by environmental
constraints, such as interference from external signals and
signal collisions in densely populated areas; scalability issues
may arise as the number of RFID tags increases, potentially
creating bottlenecks in session key management; and while the
protocol is designed to resist common attacks, it may not be
robust against advanced threats like side-channel attacks or
physical tampering. Moreover, effective key management is
crucial; compromised keys could jeopardize overall security,
and variations in hardware capabilities may limit applicability
for extremely low-cost RFID tags. Future research should
focus on enhancing robustness to environmental factors,
investigating scalable architectures, strengthening defenses
against advanced attacks, innovating key management
practices, and conducting empirical studies across diverse
RFID tag models. By addressing these limitations and
pursuing the suggested areas for future research, the proposed
UMAP can be further improved, ensuring its effectiveness and
security across a broader range of scenarios.
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NOMENCLATURE

ID The RFID tag’s unique identity

IDS RFID tag’s pre-shares a pseudonym shared between
tag and server

SID Server pre-shares a pseudonym shared between server
and RFID tag’s

Ts1 Secret Key for each RFID tag

K1/K2 Secret Keys for each RFID tag with the back-end
server

IDSold The old value of IDS

IDSnew The new value of key IDS

KZotd The old value of K1

3477

Knew
K2o1d
KZnew
nl

st

@
A

v
Rot (a, b)
R-T:M

The new value of K1

The old value of K2

The new value of K2

Random numbers generated by reader
Back-end server value is kept old or new to show if the
tag uses new or old of values K1/K2 and IDS
Bitwise-XOR operation

Bitwise-AND operation

Bitwise-OR operation

Left rotate the value of a with b bits

R sends to T, message M





