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 Smart cities include parks where children can play with their friends and elderly people 

can spend a good amount of time peacefully by watching kids playing and chatting with 

their age group people. Due to the potential threats posed by malicious activities, 

including theft and kidnapping, there arises a requirement for fortified smart park 

infrastructure ensuring a secure environment for children and elderly persons to enjoy 

recreational activities without any fear. This research proposes a secure system that tries 

to mitigate the risks associated with malicious activities through the integration of the 

Internet of Things domain with digital image processing components, triggering 

immediate alerts to authorized personnel upon detection of any such activities. The 

proposed system employs a dataset-driven approach to identify potential threats, 

specifically focusing on metallic weapons, and is a cost-effective solution for monitoring 

and managing smart parks. 
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1. INTRODUCTION 

 

The Internet of Things (IoT) enables the integration of 

physical devices into the digital realm by granting them 

Internet connectivity and analytical capabilities. When IoT is 

combined with other domains can make an efficient system 

that can help humans. The Internet of Things (IoT) is 

revolutionizing [1] daily life by connecting smart devices to 

the internet. While promising, IoT still faces critical 

challenges. This paper reviews its key issues, architecture, and 

applications, offering insights into its real-world potential. In 

the past two decades, IoT devices have become integral across 

industries, yet their security remains a major challenge due to 

vulnerabilities [2] that cyberattacks exploit, causing 

widespread damage. This work examines the IoT security 

landscape, identifying key challenges, security goals, common 

threats, and necessary countermeasures for securing IoT 

systems. One such system is proposed in this article that 

creates a fearless and secure park as part of a smart city. A 

smart city uses technology and innovation to improve 

efficiency, sustainability, and inclusivity, tackling issues like 

pollution, population growth, and healthcare. IoT-based 

sensor networks, enhanced by machine learning, offer 

promising solutions in healthcare. Ghazal et al. [3] explores 

their application and lays the groundwork for future research 

on IoT’s impact in smart cities. Smart cities have advanced 

rapidly, driven by IoT innovations that enable new services 

and applications. Bellini et al. [4] in their work reviews the 

research on IoT-enabled smart cities, highlighting key trends 

and challenges in building sustainable, efficient urban 

environments. It also surveys IoT technologies and classifies 

smart city approaches into eight domains, expanding on the 

traditional six-domain model. 

 

 

2. RELATED WORK 

 

Babangida et al. [5] examines the present state of sensors 

and sensing devices designed to discern human activity within 

smart home environments, with a specific emphasis on 

mitigating computational burdens and enhancing the precision 

of activity recognition mechanisms. License Plate Recognition 

(LPR) stands as a pivotal facilitator for Intelligent 

Transportation Systems (ITS) and the development of smart 

cities [6]. The suggested architecture incorporates a three-

tiered image processing framework comprising pre-processing, 

segmentation, and character recognition stages. Employing 

advanced techniques such as Canny edge detection, contour 

detection, and masking, the system adeptly identifies the edges 

of vehicles and their corresponding license plates. The 

wireless connectivity of the ESP32 camera to the Raspberry Pi 

(RPI) ensures seamless communication, enabling the system 

to function with high efficiency and smooth operation. The 

envisaged SAVP (Smart Autonomous Vehicle Parking) 

system [7] offers intelligent parking solutions tailored for 

Autonomous Vehicles (A.V.s), employing fog nodes as an 

intermediary layer. A streamlined, unified blockchain and 

cryptography module is incorporated to authenticate and 

authorize A.V.s, facilitating seamless access during parking 

maneuvers. The system demonstrates exceptional efficiency 

by diminishing average throughput while concurrently 

addressing apprehensions related to security and privacy. This 

pioneering approach is applicable for the adept administration 

of forthcoming scalable Self-Parking (S.P.) systems tailored 
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for Autonomous Vehicles (A.V.s) [8]. The presented case 

study employs the Analytic Hierarchy Process (AHP) to 

systematically rank security risks associated with smart home 

consumer devices. The AHP model, founded on empirical data, 

exhibits internal consistency and robustness, underscoring the 

significance of security factors within contemporary devices. 

The incorporation of empirical security studies into future 

research endeavours can significantly enrich the model’s 

insights. In the realm of the Internet of Things (IoT), wherein 

computers and sensors interconnect, applications in smart 

homes involve functions like temperature monitoring, smoke 

detection, and lighting regulation, as elucidated in the research 

problem as discussed in the article [9]. However, the pervasive 

adoption of IoT in such contexts introduces pronounced 

security and privacy challenges, including potential breaches 

through surveillance apparatus or the occurrence of false 

alarms. This survey delves into the intricacies of IoT design, 

objects, and standards, with a specific focus on the tiered 

framework of the Internet of Things and associated security 

considerations.  

The investigation meticulously scrutinizes critical 

components requiring protection and aspires to formulate a 

resilient solution to fortify security in smart home 

environments. Quality management is dependent on advanced 

technologies such as industrial image processing and cyber-

physical cloud systems, which leverage sophisticated machine 

learning algorithms and Support Vector Machines (SVMs), as 

outlined in the proposal presented in the study [10]. Cutting-

edge cryptographic algorithms with lightweight characteristics 

have the potential to elevate data security in forthcoming 

scenarios. Geetha and Deepalakshmi [11] introduces a novel 

void avoidance mechanism, strategically eliminating void 

nodes, thereby augmenting the energy efficiency of sensor 

nodes and fortifying data security in cloud environments 

through the implementation of a B+ tree index structure. The 

storage and retrieval of secured data are executed using the 

DB+ algorithm for preservation and the RQP method for 

acquisition, respectively. Joseph et al. [12] explores the 

identification of security breaches in both open and encrypted 

networks through the utilization of the ESP8266 Wi-Fi module. 

The study focuses on revealing the victim's BSSID during the 

detection process.  
 

Table 1. Literature survey 
 

SI Author Title Methodology Conclusion 

1. Abdellatif et al. [6] 

A low cost IoT-based Arabic 

license plate recognition model for 

smart parking systems 

OCR Technology to detect the license 

plate characters 

Increase the efficiency of the license 

plate characters 

2. Shahzad et al. [7] 

Enabling Fog- Blockchain 

Computing for Autonomous- 

Vehicle-Parking 

System: A Solution to Reinforce 

IoT–Cloud Platform for Future 

Smart parking 

SAVP system for managing the 

parking services. 

The use of emerging fog-blockchain 

technologies are being explored to 

enhance the existing IoT-cloud 

platform. 

3. Tavana et al. [8] 
Analytical Hierarchy Process: 

Revolution and Evolution 

The Analytic 

Hierarchy Process (AHP) is utilized to 

categorize security risks in smart 

home consumer devices. 

The AHP model specifically and 

statistically emphasized the importance 

of different security aspects in 

contemporary home consumer products. 

4. Aldahmani et al. [9] 

Cyber-Security of Embedded IoTs 

in Smart Homes: Challenges, 

Requirements, Countermeasures, 

and Trends 

 

Temperature control, smoke detection, 

automated lighting control, and the 

installation of smart locks are all 

possible with smart home technology. 

5. 
Vineetha and Madhumala 

[10] 

Providing Security and Managing 

Quality Through Machine 

Learning Techniques for an Image 

Processing Model in the Industrial 

Internet of Things, in Smart IoT 

for Research and Industry 

Utilizing machine 

learning techniques and SVMs, quality 

management relies on cyber-physical 

cloud systems and industrial image 

processing. 

 

6. 
Geetha and Deepalakshmi 

[11] 

Enhanced Energy in Sensors by 

Avoiding Voids and Saving 

Sensitive Data on Cloud Using B+ 

Tree Index with Retrieval of Query 

Predicates 

Agglo clustering algorithm 

Dynamic Avoidance Algorithm 
Less energy utilization. 

7. Joseph et al. [12] 

Detection of DoS Attacks on Wi-

Fi 

Networks Using IoT Sensors. in 

Sustainable Advanced Computing 

The ESP8266 Wi-Fi module is used to 

implement the suggested concept. 

Extracting the victim's BSSID, it may 

identify assaults on wireless LANs 

(WLANs). 

8. Kumar et al. [13] 

Smart Face 

Recognition Using IOT and 

Machine Learning 

Finding all the faces using an oriented 

gradient histograms (HOG) 

Utilizing the Raspberry Pi Infra-Red 

camera module further, the system may 

be used as a security surveillance 

system with an improved identification 

rate. 

9. Manikantha et al. [14] 

Smart Worker 

Monitoring System Using Facial 

Recognition and Deep Learning 

Techniques 

Using Deep Learning Techniques 

Keeping tabs on them identities and 

how long background programs were 

active. 

10. Yang et al. [15] 

Cryptanalysis and Improvement of 

a Blockchain-Based Certificateless 

Signature for IIoT Devices 

A blockchain-based certificateless 

signature (CLS) 

mechanism for IIoT devices to achieve 

safe and lightweight communication 
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The research presented by Sharma and team endeavors to 

amalgamate Internet of Things (IoT), Web of Things (WoT), 

and Big Data technologies within the context of smart cities in 

India, with a focus on achieving elevated scalability and 

adaptability through the utilization of dependable embedded 

devices [16]. The convergence of IoT and machine learning 

facilitates the aggregation of extensive data sets obtained from 

cameras and sensors, empowering the deployment of real-time 

identification algorithms [17]. This advanced technological 

solution finds widespread adoption in diverse domains, 

particularly in the realms of security, access control, and 

various applications encompassing attendance monitoring, 

residential security, and parking management. Supplementary 

functionalities, such as I.P. address tracking and alert systems, 

can be seamlessly incorporated following due approval. As 

posited i, remote work not only provides the advantage of 

geographical flexibility but also contributes to an enhanced 

work-life equilibrium and diminished stress associated with 

commuting. Advanced job monitoring and tracking software 

play a pivotal role in enhancing business productivity by 

monitoring background applications, URLs, and the duration 

of applications. The methodology employed and conclusions 

drawn from the literature survey section are detailed in Table 

1. The escalating presence of active adversaries, posing a 

deliberate threat to society, underscores the growing 

imperative for security in smart parks. 

 

 

3. SYSTEM DESIGN 

 

Incorporating hardware components and deploying 

requisite software constitutes integral facets of the system 

design workflow. The ensuing section delineates the system 

design prerequisites essential for the envisaged project. 

 

3.1 Hardware setup 

 

The project mandates the installation of the official 

Raspberry Pi Operating System onto a microSD card. 

Subsequently, an apt Raspberry Pi web camera must be chosen, 

followed by the establishment of a connection between the 

Raspberry Pi 3 B+ and the selected web camera through a 

micro USB cable, interfacing with a designated USB port [18]. 

 

 
 

Figure 1. Overall system view 

 

The project is delineated by a sequence of five steps, as 

depicted in Figure 1. 

The steps include: 

1.  Acquisition of data through a webcam. 

2. Generation of a digital signature utilizing the ECDSA 

algorithm. 

3. Activation of an alarm system in the event of sharp 

object detection. 

4. Storage of data in either a local drive or a cloud 

environment, contingent upon the client's specifications. 

5. Retrieval of data and subsequent verification. 

The initial two steps are executed on a Raspberry Pi 

platform, while the third step involves data storage. The fourth 

step is carried out on end devices such as mobile devices, 

laptops, or desktops. This paper proposes utilizing the 

Raspberry Pi Model 3B V1.3 along with a Raspberry Pi-

compatible USB webcam for image capture. The USB 

webcam offers greater reliability compared to the Pi Camera, 

which uses a serial connection and is more fragile. A 64GB 

microSD card was employed to ensure faster OS performance. 

For end-user interaction, devices such as laptops, desktops, 

tablets, or smartphones can be used. The detailed 

configuration specifications for each device can be found in 

Table 2.  

 

Table 2. Hardware components and configurations 

 
SI 

No. 
Components Configuration 

1  Raspberry Pi  Raspberry Pi Model V1.3 

2 Web Camera 
Raspberry Pi webcamera with USB 

cable 

3 
Micro SD 

card 
64 bits 

4 End Users 
Smart Phones, Tabs, Desktops, and 

Laptops 

 

3.2 Web camera configuration and connection 

 

For the execution of this project, the utilization of a USB-

connected web camera is recommended, as it exhibits superior 

performance in capturing both video streams and still images. 

The inherent advantage of USB-connected cameras lies in 

their seamless plug-and-play functionality, ensuring 

straightforward integration into the system. The Raspberry Pi 

device is appropriately configured to accommodate the 

requirements of the project, leveraging the fswebcam software 

package. This software facilitates the capture of both high-

quality photos and video frames. The operational command 

employed for capturing images through the fswebcam 

software is exemplified below: 

𝑓𝑠𝑤𝑒𝑏𝑐𝑎𝑚 − 𝑟 1280𝑥720 − −𝑛𝑜 − 𝑏𝑎𝑛𝑛𝑒𝑟 /𝑠𝑚𝑎𝑟𝑡_𝑝𝑎𝑟𝑘 

/𝑖𝑚𝑎𝑔𝑒1. 𝑗𝑝𝑔 

The acquired image of the smart park sample, obtained via 

a webcam, is illustrated in Figure 2. 

 

 
 

Figure 2. Smart park 

 

In the project workflow, when timestamping is required for 

images, ImageMagick is utilized to embed temporal metadata, 

including both time and date, onto the images. This 
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preprocessing step precedes the archival of the images in the 

cloud storage system, ensuring temporal context is preserved 

for future retrieval and reference [19]. In this endeavor, the 

protection of image data captured from the webcam is 

executed by leveraging the MIRACL (Multi-precision Integer 

Rational Arithmetic Crypto Library) cryptographic library 

package. This entails employing advanced cryptographic 

algorithms and protocols provided by MIRACL to ensure the 

confidentiality, integrity, and authenticity of the acquired 

image data. The library facilitates multi- precision arithmetic 

operations, enabling robust cryptographic computations 

necessary for securing sensitive visual information. The 

utilization of MIRACL enhances the overall security posture 

of the system, fortifying against potential threats and 

unauthorized access to the webcam-derived image data [20]. 

 

3.3 ECDSA algorithm 

 

Digital signatures serve as a means of data authentication, 

with the utilization of elliptic curve cryptography representing 

an advanced technique in this domain. Elliptic Curve 

Cryptography (ECC) stands out as one of the most efficient 

cryptographic methodologies, demanding lower processing 

overhead. Within ECC, the Elliptic Curve Digital Signature 

Algorithm (ECDSA) [21, 22] is a prominent mathematical 

algorithm employed to validate the integrity and authenticity 

of digital information. Public-key cryptography, exemplified 

by ECDSA, operates on key pairs, consisting of public keys 

distributed openly and private keys maintained in secrecy, 

enhancing the overall security of cryptographic processes. 

Point arithmetic procedures like point doubling and point 

addition are used to implement ECC protocols (ECDSA). The 

ECC provided by is a curve equation 𝑦2 =𝑥3 + 𝐴𝑥 + 𝑏 𝑚𝑜𝑑 𝑝. 

This equation uses variables like [15A, B]. It is provided by 

NIST P192 elliptical curves with prime field. Below is 

information on the variables used in the equation (NIST P192) 

as described in Figure 3. 

 

 
 

Figure 3. NIST P192 curve parameters 

 

The elliptical curve digital signature algorithm consists of 

three phases. 

• Phase 1: Creation of keys 

• Phase 2: File signatures (R, S) 

• Phase 3: Validation of the signed document 

 

Phase 1: Creation of keys: 

Random seed: A random seed serves as an initial input for 

the initialization of a pseudorandom number generator 

(PRNG). In the context of computational algorithms, 

particularly those involving stochastic processes, a random 

seed is a numeric value that kickstarts the deterministic 

sequence of seemingly random numbers generated by the 

PRNG. The selection of an appropriate random seed is crucial 

for ensuring reproducibility in computational experiments and 

simulations, as the same seed will consistently produce the 

same sequence of pseudorandom numbers, enabling 

researchers to replicate and verify their results. During the 

random seed generation phase, temporal information, notably 

the precise time and date of the image, is incorporated. 

ECDSA generates the key using the basis point G and a 

significant prime number (dsp) as described in Eq. (1). 

 

𝑄𝑠𝑝 = 𝑑𝑠𝑝 × 𝐺 (1) 

 

• “dsp” - private key which is derived from the random seed. 

• “Qsp” - public key that is shared in addition to the 

signatures. 

• “G” is NIST P192’s definition of the base point. 

This random seed is utilized as a crucial input parameter in 

the key generation module, which resides within most of the 

cryptographic library. This module is subject to modifications 

to enable the generation of both public and private keys. 

Following this cryptographic process, the resultant keys are 

stored as public key and private key value, representing the 

public and private aspects of the cryptographic key pair, 

respectively. 

 

Phase 2: File signatures (R, S): 

A cryptographic process generates a 40-byte signature, 

which is subsequently divided into two 20-byte components, 

constituting the pair (R, S). This binary pair is then stored in a 

file and is contemporaneously disseminated alongside the 

corresponding image. Simultaneously, the indispensable 

public key file is shared in tandem with the image. The public 

key file assumes a crucial role in the image verification 

procedure. 

• Finding the value of R 

Utilizing a pseudo-random number generator (PRNG) or an 

initial seed, generate a random 20-byte value denoted as 'k'. 

Subsequently, employ this generated 'k' value to perform 

scalar multiplication with the elliptic curve's base point, 

thereby determining a new point on the curve. 

 

(𝑥, 𝑦) = 𝑘 × 𝐺 (2) 

 

'R' will represent that point p's 'x' coordinate value. 

• Finding the value of S: 

The equation used to find the part of signature value S is 

described in Eq. (3). 

 

𝑆 = 𝐾−1(𝑍 + 𝑑𝑠𝑝 ×  𝑅) 𝑚𝑜𝑑 𝑃 (3) 

 

where, P represents the finite field in the Ed25519 curve, 

which is given by 2255-19. K-1 is the multiplicative inverse of 

K. The x-coordinate value (R) of point P is determined by 

employing Eq. (2). The respective R and S values 

corresponding to Smart Park, as depicted in Figure 2, are 

illustrated in Figure 4. 

• Z Computation: 

The SHA-1 algorithm generates a 128-bit hash independent 

of the size of the input. The SHA-1 function inflates to a 128-

bit hash when it receives an input of 100 bits. A 128-bit hash 

will be produced from the output even if an input of one 

gigabyte is given. 
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Figure 4. R and S values generated for smart park 

 

This basic SHA1 hashing can be represented by the 

following Eq. (4): 

 

Hash1 = SHA1 (ln) (4) 

 

In the above equation, more than one input that leads to 

Hash1 may exist in the domain space. To avoid the hash value 

collision, this article proposes the use of a 4-byte SALT extra 

information that is added to SHA1. After that, the equation 

would be as follows (Eq. (5)): 

 

𝐻𝑎𝑠ℎ1 = 𝑆𝐻𝐴1(𝑙𝑛) + 𝑆𝐴𝐿𝑇 (5) 

 

Once after generating a SHA1 hash of 128 bits for more 

collision resistance, this will be given to SHA2 resulting in a 

256-bit hash value. The Eq. (6) that would result from passing 

the 128-bit Hash1 value to SHA-2 is as follows: 

 

𝑍 = 𝑆𝐻𝐴2(𝐻𝑎𝑠ℎ1) (6) 

 

There is less chance of a collision in this scenario because 

Hash1 is smaller than Z. 

The SALT is extra information to better protect an image. 

The function of SALT in the equation is to protect Z's 

uniqueness from collision assaults. “Z” is a combination of 

two hash functions of different output sizes. To guarantee 

uniqueness, this method first compresses the result of the 

SHA1 procedure using a reduced size before appending the 

SALT. Finally, the whole equation used to compute Z is as 

described in Eq. (7). 

 

Hash1 = SHA1 (ln) (7) 

 

Z stores 256 bits of output. 

 

3.4 Alarm in case of sharp object detection 

 

The alarm system utilizes sophisticated image analysis 

algorithms to expeditiously alert authorized personnel upon 

identifying anomalous objects with high acutance within an 

image dataset. This functionality enhances forensic 

investigation capabilities in cases of theft, allowing for swift 

and targeted responses. The park, functioning as a pivotal 

recreational enclave for children, serves a dual purpose. It not 

only acts as a deterrent against potential abduction scenarios 

through the implementation of the advanced alarm system but 

also plays a vital role in fostering the overall societal well-

being. 

This study analyzes biometric protocols for securing 

wireless sensor networks (WSNs), focusing on their 

characteristics and limitations. It emphasizes the importance 

of unique biometric authentication and reviews attack defense 

schemes [23]. The proposed WSN-MAS enhances WSN 

security and is applicable to smart environments such as 

healthcare and intelligent transportation. 

This paper presents a new automated model for anomaly 

detection and localization in crowd videos using optimized 

Self-Organizing Maps (SOM) [24]. The model generates three 

video frame patterns and employs feature extraction 

techniques such as HOG, LGP, and PCA for dimensionality 

reduction. 

The dataset for the detection of weapons is chosen from the 

study [25]. The dataset consists of 4794 images, with 4409 

images assigned to the training class and 385 images assigned 

to the test class. Machine learning models that input or output 

data sequences are known as sequence models. In this paper, 

we will use a sequential model. The Sequential model is a 

simple and convenient way to build a linear stack of layers for 

a neural network. which can create a Sequential model and add 

layers to it one by one, specifying the input shape and the 

number of neurons in each layer. 

The Dense layer represents a fully connected layer, where 

each neuron is connected to every neuron in the previous and 

next layers. The input shape parameter is specified only for the 

first layer, as the subsequent layers can automatically infer 

their input shapes. MaxPooling is a downsampling operation 

that reduces the spatial dimensions of the input data. Here, the 

activation functions are 'relu' and 'sigmoid'. Finally, train the 

model on a dataset using the fit method. 

 

 
 

Figure 5. Model to predict weapons 

 

If the model predicts the 'Gun' or 'Knife' then it signals the 

alarm in the park and notifies concerned security officers (see 

Figure 5). 

The performance metrics accuracy, precision, and recall, 

were evaluated across multiple deep learning models. A 

detailed comparison is provided in Table 3. 

 

Table 3. Performance evaluation of various models using a 

real dataset 

 
SI No. Algorithms Accuracy Precision Recall 

1 VGG19 97.29% 91.18% 79.01% 

2 VGG16 97.10% 87.23% 81.16% 

3 ResNet 50 86.11% 75.62% 72.19% 

 

3.5 Storage of image data in the drive 

 

The acquired images, accompanied by their corresponding 

date and time stamps, are systematically archived in cloud 

storage or a designated storage drive, facilitating their 

integration into image detection applications. Typically, these 
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images are encoded in the JPEG (Joint Photographic Experts 

Group) file format to optimize data compression, achieving a 

judicious compromise between maintaining satisfactory image 

quality and minimizing overall file size. Users are afforded the 

flexibility to tailor parameters such as compression levels 

during the image storage process. 

 

3.6 Verifying the sign 

 

The preliminary communication phase encompasses the 

transmission of the primary message, concomitant with the 

public key (Qsp) and the signature (R, S). During the 

verification procedure, the message is employed to derive the 

hash value, and subsequently, the value p is computed using 

Eq. (8) in accordance with Eq. (3). The acceptance criterion 

for the authenticity of the message is satisfied only if both the 

value R and the computed value are in concordance. 

 

𝑃 = 𝑆−1 𝑍 × 𝐺 + 𝑆−1 × 𝑅 × 𝑄𝑠𝑝 (8) 

 

The value of Z is calculated again for the received image at 

the receiver side and then the value of P is found out using the 

public key. If a signature is valid then the data is authenticated 

else the data is modified by some external malicious activity. 

 

 
 

Figure 6. Validation for images 

 

The verification of image authenticity involves a meticulous 

comparison between the provided image and the 

corresponding frame captured in the original event video (see 

Figure 6). It is imperative to recognize that relying solely on a 

single image may not yield conclusive results, as the outcome 

is contingent upon the video's frame rate, denoted as frames 

per second (fps). In essence, if the video is recorded at 33 fps, 

there will be 33 individual frames to scrutinize for every 

second of footage. Table 4 delineates the public key, R, and S 

values associated with diverse images from the smart park 

dataset. 

 

Table 4. The R and S values of the image's public key 

 
Pictures Public Key R Value S Value 

 

331863806569388260645570863

592368905864366468067795456

0261215 

118466103783852272334 

702306108854626694975 

3134157049206621 

5492873726759280974 

0132350409498796606 

46875108678525692463 

 

3867505862548321950 

4038569147896272473 

1383032544319407405 

2 

233116634303835366947 

537254679334578488537 

3921764329518959 

1954677835897677742 

0644016292921013470 

8988916225755992428 

9 

 

5922009533165673920 

7847343750542426183 

2192057813459147755 

8 

198358275997014613662 

426175066463631849314 

7765595072761196 

3706882835897790607 

0407438501563891236 

1237047524540061599 

6 

 

4941152402187364020 

3242568816934471220 

8586696520430181884 

0 

557404485900940816442 

006983941534292681910 

7218543741978939 

1563411350322933790 

8401639634476268547 

7812162069833661300 

9 

 

3242838646291286492 

5044340178232125733 

5565768932777383013 

8 

458092092585878401048 

005995236401701042862 

0391780936267915 

2073232607295099081 

1379851935096572930 

8962684113865658956 

9 

 

 

4. CONCLUSION 

 

The document introduces a robust security mechanism 

employing the ECDSA algorithm tailored for a smart park 

system, which acquires timestamped image data and archives 

it for subsequent analysis, accompanied by an authentication 

value. This dataset proves instrumental in identifying and 

addressing potential malicious activities within park premises. 

The implementation leverages a combination of a 

microprocessor and a webcam designed for operation within 

IoT environments, thereby augmenting both reliability and 

cost efficiency. The security aspects of the project are fortified 

using the MIRACL crypto library, incorporating digital 

signatures for authentication and encryption to ensure data 
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confidentiality. 
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