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The purpose of this study is to investigate the relationship between cybersecurity video
campaigns, such as the “Don’t Know? Kasih No!” campaign by Bank Central Asia, and
their impact on cybersecurity awareness among online banking customers. This research
integrates Uses-gratification Theory and Trust-Commitment Theory in the context of
digital banking use in Indonesia, as studies examining the relationship between motivation
and satisfaction towards cybersecurity video campaigns, cyberattack threats, and user
trust and commitment to digital banking use are still limited. The research design is
quantitative method using Partial Least Square Structural Equation Modeling (PLS-SEM)
ver. 4.1.0.0. The researchers cannot determine the population size. Therefore, the sample
size determination method is minimum 10 times of indicator, and the sample size is 259.
The sampling method is convenience sampling with screening question. The results
showed that content quality and social influence positively affect user satisfaction, while
entertainment was not significant. User satisfaction with digital content has a positive
impact on cyber security awareness, which further increases customer trust, even though
perceived risk has a negative impact on trust. This finding is reinforced by very strong
prediction results through PLS Predict testing. The rest of the results of the importance
performance analysis show that the performance of content quality and entertainment
needs to be maintained, while cyber-attack awareness, social influence, transaction risk
perception, and user satisfaction need to be improved. This study integrates Uses-
Gratification Theory with Trust-Commitment Theory to explain the impact of
cybersecurity education content in Indonesia, and uses cutting-edge data analysis

procedures.

1. INTRODUCTION

The digital banking revolution has brought about a
transformative shift in the financial services landscape,
offering unprecedented convenience and accessibility.
However, this shift also introduces new challenges, most
notably the rise of cybercrimes. have underscored the
prevalence of cybersecurity breaches in Internet banking,
emphasizing the critical role of customer education in
preventing unauthorized account access. Similarly [1], have
identified the escalating threat of cybercrime in the banking
sector, highlighting the urgent need to bolster cybercrime
awareness among customers to mitigate the risks associated
with financial crimes in digital banking.

Cybersecurity in the banking sector is a critical area of
focus, given the increasing reliance on digital platforms for
financial transactions. Cybersecurity breaches in banking have
become a significant concern, with cybercriminals employing
sophisticated techniques to exploit vulnerabilities in online
banking systems. These breaches can lead to unauthorized
access to customer accounts, identity theft, and financial fraud,
posing a direct threat to both individuals and institutions.
Users may inadvertently provide personal information or click
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on malicious links, enabling cybercriminals to gain access to
sensitive data. The complexity and evolving nature of cyber
threats necessitate a comprehensive approach to cybersecurity
education and awareness. This includes not only technical
measures to secure digital platforms but also psychological
strategies to enhance users' awareness and vigilance against
potential threats. By wunderstanding the mechanisms of
cyberattacks and the psychological factors that influence users'
behavior, banks and financial institutions can develop more
effective strategies to protect their customers and mitigate the
risks associated with cybercrime in the digital banking
environment.

Customer trust is a cornerstone of the banking industry,
often predicated on the psychological environment shaped by
customers' expectations of products and services, as well as
the perceived security measures in place to meet these
expectations. The growing reliance on online banking
transactions has the potential to reshape customers' trust in
banks [2, 3]. These studies found a positive correlation
between consumer trust and general information about
banking technology systems, yet they also revealed evidence
suggesting that a lack of trust may stem from internet banking.
Consequently, further research is essential to advance the
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dialogue about customer confidence in the banking sector,
particularly in the context of digital transactions.

The importance of cybersecurity education is widely
acknowledged, yet existing courses often focus on formal
teaching, which may not be engaging for beginners. The
previous research has recognized the need for interactive
consumer education tactics that create a motivated learning
environment to effectively engage audiences and simplify
knowledge acquisition [4]. The researchers identify the
research problem based on observation of mobile apps and
entertaining videos application as innovative educational tools
for cybersecurity awareness. In Indonesia, BCA has employed
an entertaining video titled “Don’t Know? Kasih No!” to
educate consumers about cybersecurity. However, there is a
limited studies that explore the use of other entertaining videos
for this purpose.

The research objective is to investigate the relationship
between cybersecurity video campaigns, such as the “Don’t
Know? Kasih No!” campaign by BCA, and their impact on
cybersecurity awareness among online banking customers.
This study employs the Uses-Gratification Theory to analyze
the effectiveness of these campaigns in satisfying customer
needs and desires, which in turn influences their satisfaction
and trust. Additionally, the study examines the trust-
commitment framework within the context of online banking
customers, drawing on the Commitment-Trust Theory to
understand how trust mediates the relationship between
cyberattack awareness, cybersecurity measures and customer
satisfaction to commitment, and on how user satisfaction
mediate the relationship between perceived content quality,
perceived social influence and perceived entertainment to
cyberattack awareness. The findings are expected to contribute
to the development of more effective educational campaigns
and strategies for enhancing cybersecurity awareness among
online banking customers, ultimately fostering a more secure
and trustworthy digital banking ecosystem.

2. LITERATURE REVIEW
2.1 Trust - commitment theory

The Trust-Commitment theory was developed by Morgan
and Hunt in 1994 in the context of relationship marketing [5].
The focus of this theory is to emphasize the importance of trust
and commitment as two key elements that drive the success of
long-term relationships between the parties involved [6]. The
definition of trust is the belief in the integrity and reliability of
the other party, while commitment is defined as a willingness
to maintain a valuable relationship and invest resources to
maintain the relationship [5]. In the context of using mobile
banking, trust and commitment are the main pillars in building
long-term relationships between customers and service
providers [7]. Trust can be defined as a customer's confidence
in mobile banking services can provide a sense of security,
reliability, and be able to protect personal information from
cybersecurity threats [8]. Meanwhile, commitment is an
outcome based on a strong level of trust so that customers want
to maintain relationships with service providers and use the
banking services for a long period of time [9].

Awareness of the potential for cyberattacks plays an
important role in shaping user trust [10]. The high awareness
of cyber threats makes users cautious when using the service,
which can reduce the trust level if the service is considered
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insecure [8]. However, through effective education efforts
using social media, users can better understand the protection
measures that need to be taken, so that their trust in mobile
banking services increases [11, 12]. In addition, the perception
of transaction risk also affects user trust and commitment [13].
Users who feel that the risk of transactions on mobile banking
has increased can cause reluctance to use the service [8].
However, trust built through awareness of cyberattacks and
cybersecurity measures can reduce this perception of risk,
thereby increasing users' commitment to using mobile banking
on an ongoing basis [14]. If users have a strong trust in mobile
banking, then users tend to commit to using the service for a
long period of time [15].

Trust-Commitment Theory is the right theoretical
framework to explain the relationship between trust and
commitment in using mobile banking. As threats to
cybersecurity increase, the role of organizations in developing
cybersecurity and reducing transaction risk with mobile
banking can increase user trust. Therefore, customer trust in
service security is an important factor for users to commit to
using mobile banking. The strategy of educating users with
digital storytelling through social media can increase
cybersecurity awareness so that it is expected to increase user
trust and commitment.

2.2 Extending trust and commitment theory with uses-
gratification theory

The Uses-Gratification Theory (UGT) was introduced in the
early 1940s in response to the traditional view that the
audience is the passive recipient of media messages [16]. This
view originated from Media Effect Theory where the media
has a direct influence on the attitude and behavior of the
audience [17]. However, UGT was developed in the 1970s
which emphasized that the audience is an active agent who
consciously chooses media to meet their psychological or
social needs [18]. This theory highlights that cognitive,
affective, personal, and social needs can be met through media
consumption, and ultimately satisfaction with the choice of
media is formed.

Along with the development of technology and digital
media, UGT has been adapted to explain interaction with the
internet and social media [19]. In the context of the internet
and social media, this theory remains relevant because internet
and social media users are looking for content that suits their
needs [20, 21]. In addition, UGT has been used to understand
motivation for activities in sharing information through online
streaming service [21], playing online games [22], problematic
smartphone use [23], information security education [24, 25],
fake news [26-28], and cyberbullying [29]. Therefore, trends
of UGT application in the context of problematic use of social
media and smartphone is emerging.

Problematic smartphone use can lead to illegal activities,
such as misuse of personal data or unauthorized access to
digital networks [23]. In addition, the use of smartphones can
facilitate criminal activities through cyberbullying, online
fraud or cybercrime [30]. Previous research has shown that
social motivation and self-expression have an important role
in encouraging social media users to interact with and spread
fake news even as they seek fact-checking to ensure the
authenticity of the news [27]. This can be suppressed by
applying the principle of caution to social media users [28].
Therefore, information security education is important to
reduce the risk of the impact of problematic smartphone use



[31]. The success of information security education is
influenced by the satisfaction of social media users with the
quality of content that is presented attractively so that it has
the potential to be disseminated on a wider scope [24].

The satisfaction of social media users with the cybersecurity
education video campaign "Don't Know Kasih No" can be
explained by using Uses Gratification Theory. The theory can
explain the relationship between content quality,
entertainment elements, and social influence on satisfaction
with educational content. Therefore, the researcher concluded
that UGT is a relevant framework to understand how the
education campaign can increase customer and public
awareness and behavior of cybersecurity.

2.3 Hypothesis development

2.3.1 Perceived content quality and user satisfaction

Previous research has examined the relationship between
perceived content quality and user satisfaction [32-34]. When
users judge that educational video content related to cyber
security is accurate and reliable, users will feel safer in using
mobile banking services [32]. In addition, scenarios in cyber
security education videos developed from real cases and can
be verified, users tend to be more confident that they are
receiving the correct information [33]. Ultimately, users who
have watched educational videos about cyber security find the
content useful and relevant, they will feel satisfied with new
insights and a better understanding of how to protect against
the threat of cyberattacks [34, 35]. Thus, this study posited the
hypothesis as follows:

Hi: Perceived Content Quality positively affects user
satisfaction

2.3.2 Perceived social influence and user satisfaction

Previous research has examined the relationship between
social influence and user satisfaction [36-38]. Social media
provides access to educational content to increase users'
knowledge and confidence in protecting themselves online
[36]. Enhanced user preparedness in addressing cybersecurity
risks resulting from exposure to social media information
tends to positively influence their satisfaction with their choice
to utilize mobile banking services [37]. In addition, the
inclusion of social media platforms in facilitating social
connection and engagement within friend groups is exerting
an impact on the acceptance of mobile banking, particularly
by means of recommendations and dissemination of
cybersecurity educational videos [38]. This social influence
can increase their perception of the security and benefits of
mobile banking services, thereby increasing their satisfaction
[39]. Thus, this study posited the hypothesis as follows:

H»: Perceived Social Influence positively affects user
satisfaction

2.3.3 Perceived entertainment and user satisfaction

Previous research has examined the relationship between
perceived entertainment and user satisfaction [39-42]. When
users enjoy educational video content about cyber security, the
absorption of information will be more effective [40].
Perceived entertainment can be influenced by attractive
visuals, a compelling storyline, the right use of humor, and
interactive delivery [40, 41]. When all aspects of
entertainment perception are fulfilled, users will pay more
attention and understand the message conveyed [42, 43]. This
will encourage users to apply the information they get from the
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videos to their daily practices, ultimately increasing their
satisfaction with mobile banking [39]. Thus, this study posited
the hypothesis as follows:

Hi: Perceived Entertainment positively affects user
satisfaction

2.3.4 User satisfaction and cyber attack awareness

Previous research has examined the relationship between
user satisfaction and cyber-attack awareness [44-47]. High
satisfaction with educational content about cyber security will
increase awareness of cyber threats [44]. A good cyber
security education video requires relevant and up-to-date
content design, clear and simple storytelling, and the right
duration [45, 48]. Satisfied customers tend to receive new
information submitted by the bank [46]. For example,
satisfaction with education about threats and mitigation of
potential phishing attacks through social media will add to the
positive customer experience when using digital banking
services [49]. In addition, customers are also motivated to
learn and follow additional security measures to be safer using
digital banking services [47]. Thus, this study posited the
hypothesis as follows:

Hs: User satisfaction positively affect cyber-attack
awareness.

2.3.5 Transaction risk perception and customer trust

Previous research has examined the relationship between
transaction risk perception and customer trust [8, 14, 50, 51].
The higher the customer's concern about the security of the
transaction, the lower the customer's trust in digital banking
services [14]. When customers feel that mobile banking
services are not safe due to the potential for data theft or
unauthorized access by hackers, phishing threats, and malware
threats, then they will be reluctant to use the service 8, 51]. If
banks fail to convince customers that their digital services are
secure, then customers will choose to avoid using mobile
banking or switch to conventional banking [50]. Therefore,
customer confidence in the security of banking transactions is
influenced by the bank's ability to manage and reduce
transaction risk perception [14]. Thus, this study posited the
hypothesis as follows:

Hs: Transaction risk perception negatively affect customer
trust

2.3.6 Cyber-attack awareness and customer trust

Previous research has examined the relationship between
cyber-attack awareness and customer trust [8, 35, 44, 51, 52].
The use of cyber security education videos to enhance
consumer knowledge of the potential of cyber assaults can
increase customer trust to believe in the security measures that
have been implemented by the bank [8, 44]. When customers
understand that banks are the target of cyberattacks, customers
will be worried about the security of their data [10]. In
addition, when customers understand the source of the threat
of cyberattacks and how to protect themselves from
cyberattacks, customers will trust digital banking services
[51]. Ultimately, knowledge and experience of the threat of
cyberattacks is an important factor in building customer trust
[35]. This is due to transparency on the threat and impact of
cyberattacks and how banks are committed to mitigating and
responding to such cyberattacks [53]. Thus, this study posited
the hypothesis as follows:

He: Cyber attack awareness positively affect customer trust
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Figure 1. Research model

2.3.7 Cyber security measures and customer trust

Previous research has examined the relationship between
cyber security measures and customer trust [8, 54, 55]. When
customers know that the bank has taken appropriate security
measures against cyber threats, customers are more confident
in the digital banking services offered [8, 56]. Banks that
proactively communicate the security protocols required of
customers can enhance customer understanding and
compliance with these measures, thereby contributing to
increased confidence in the bank's ability to protect them from
cyber threats [55]. Utilizing educational video content on
cybersecurity promotes the use of robust passwords, adoption
of two-factor authentication, and avoidance of divulging
personal information to unfamiliar persons can alleviate fears
and improve customer satisfaction [54]. Thus, this study
posited the hypothesis as follows:

H7: Cyber security measures positively affect customer trust

2.3.8 Customer trust and commitment

Previous research has examined the relationship between
customer trust and commitment [37, 49, 57, 58]. When
customers have strong trust in their banks, their commitment
to continue using digital banking services is even stronger
[37]. Conversely, when trust in digital banking services is lost,
customer commitment can be reduced as customers feel
insecure and disappointed after a cyberattack [49]. Cyber
security education videos designed to strengthen customer
trust can help mitigate negative impacts by demonstrating
banks' efforts to improve and improve security after an
incident [58]. Therefore, it is important for banks to use
effective cyber security education videos to maintain and
restore customer trust, so that their commitment to digital
banking services remains strong [57]. Thus, this study posited
the hypothesis as follows:

Hg: Customer trust positively affect commitment
Figure 1 shows the proposed research model. The model was
developed based on the utilization of Trust - Commitment
Theory in the context of mobile banking usage post cyber-
attack risk. The researchers extend the Trust - Commitment
theory with the transaction risk perception, cyber attack
awareness, cyber security measures, and the customer
motivations of consuming cyber security awareness
educational content.

3. MATERIAL AND METHODOLOGY

Research design is a quantitative approach using cross
sectional study. The study setting is non-contrived setting with
the customer bank as unit of analysis. The data analysis
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method is structural equation modelling with SmartPLS
version 4.1.0.3. The researchers selected the data analysis
method and software due to the complexity of the proposed
model and it’s commonly used for examining the theories
formulation, especially in digital storytelling of cyber security
awareness.

The researchers cannot determine the population size due to
limited access to the data. Therefore, the sampling technique
is convenience sampling. Since convenience sampling has
potential issues on selection bias. The researchers apply
screening questions. The selection criteria are the respondent
have watch digital content with title “Don't Know? Kasih No!”
in social media. The data collection method is an online survey
using Google Form. The sample size determination method is
10 times the indicator. Total indicator in this study is 25 items.
Therefore, the minimum sample size is 250 respondents. The
researchers distributed the questionnaire through social media
and whatsapp groups.

The questionnaire was structured into two main sections.
The first section consists of demographic respondent profile.
The second section focused on the variables under study,
including cybersecurity measures [10], transaction risk
perception [10], user satisfaction [59, 60], customer trust [10],
commitment [61, 62], cyberattack awareness [10], perceived
content quality [63], perceived entertainment [63, 64], and
perceived social influence [65]. The researchers used likert
scale ranging 1 (strongly disagree) and 5 (strongly agree).

Since the items were modified from the previous study, the
researchers conduct preliminary investigation by inviting three
scholars that are experts in marketing, management and
information systems to review the items. The scholars provide
inputs for increasing clarity, refining the question format, and
decreasing the ambiguity. In addition, a consent statement was
included at the beginning of the questionnaire, by informing
the research objective, privacy and data security policy,
researchers name and contact information, respondent right,
data for publication purposes, and respondent approval.

The previous research proposed a conceptual paradigm that
employs a reflective approach [66]. The data was assessed
using internal consistency, factor reliability, convergent
validity, and discriminant validity [67]. The structural model
and its corresponding hypothesis were assessed after the
confirmatory factor analysis phase was effectively completed
and all necessary conditions were met [67]. Additionally, the
predictive capability of the proposed model was assessed
using the PLS-Predict method [68]. The importance-
performance map analysis (IPMA) was undertaken to identify
predecessors that were of high importance to the target
structures but had comparatively low performance [69]. The
results and discussions section provided additional detail on



the comprehensive protocol.

4. RESULTS AND DISCUSSIONS

First, the researchers perform data screening using the
standard deviation function in Ms. Excel to ensure the data
quality [70]. The researchers collect 282 data and remove 23
data. Therefore, the researchers used 259 data for final
analysis. Table 1 presents a descriptive analysis of the
respondent profile. Based on the age group, 103 respondents
(39.8) were between 25 and 35 years old, 118 respondents
(45.7%) were over 35 years old, and 37 respondents (14.4%)
were under 25 years old. Based on the marital status, 168
respondents (65%) are married, and 90 respondents (34.9%)
are still single. Based on the education background, 212
respondents (82.1%) have completed a bachelor's degree, 22
respondents (8.1%) have completed a master's degree, 13
respondents (5%) have completed high school or equivalent,
and 11 respondents (4.2%) have completed a diploma degree.

Table 1. Descriptive analysis of respondent profile

Item N %
Age Group
25-35y.0 104 40.15%
Above 45 y.o 65 25.10%
35-45y.0 53 20.46%
Below 25 y.o 37 14.29%
Marital Status
Married 168  64.86%
Single 91 35.14%
Education
Bachelor’s Degree 213 82.24%
Master’s Degree 22 8.49%
Highschool or Equivalent 13 5.02%
Diploma 11 4.25%
*N=259

Next, the researcher performs a common method bias to
ensure the reliability and robustness of findings [71]. This is
due to research that relies on survey data where the variance
produced in the study is caused by the data collection method
rather than the measured construct. The researcher conducted
a collinearity test using SmartPLS, the cut-off value used was
less than 3.3 [72]. The researcher created a dummy variable
and conducted a regression analysis to test all the research
variables against the dummy variable. The results of the
collinearity test are presented in Table 2. The internal VIF
measurement is in the value range of 1,065 (social influence)
to 1,880 (cyber-attack awareness). This indicates that the bias
procedure does not affect the accuracy of the results of the
study.

Next, the researchers perform the data normality test by
examining skewness and kurtosis values from SmartPLS
software [66]. The cut-off value for skewness and kurtosis
values are + 1 [73]. Table 3 shows the normality test results
using skewness and kurtosis value. Most indicators did not
meet the criteria for normality test. Therefore, the researchers
conclude that the data is not normally distributed. The

SmartPLS usage allows the researchers to perform the data
analysis even if the data is not normally distributed [74].
However, the researchers need to perform bias-corrected and
accelerated bootstrapping (BCa) to ensure that the highly
skewed or kurtosis data does not affect the PLS estimate [75].

The researchers examine confirmatory factor analysis by
evaluating individual reliability, convergent validity, and
discriminant validity [76]. Table 3 shows individual
reliability, convergent validity, and internal consistency
reliability. First, the researchers evaluate individual reliability
using outer loading value. the cut-off value of outer loading is
0.6 [66]. The researchers conclude that 25 indicators meet the
cut-off value with a range from 0,618 (CA2) to 0,925 (US2).
Second, the researchers inspect internal consistency reliability
using composite reliability (CR). The cut-off value of CR is
0.7 [66]. The researchers conclude that all variables meet the
CR criteria ranging from 0,747 (Cyber-attack awareness) to
0.905 (Entertainment). Third, inspect the convergent validity
using the Average Variance Extracted (AVE). The cut-off
value of AVE is 0.5 [66]. Therefore, the researchers conclude
that all variables meet the criteria ranging from 0.525 (Cyber-
attack awareness) to 0.827 (Entertainment).

Discriminant validity is the final stage of confirmatory
factor analysis and is essential for examining the connection
between latent variables, grouped as a subcategory of
construct validity [66]. The researchers employ Fornell-
Larcker criterion for evaluating discriminant validity
evaluation [77]. The justification for the selection of these
criteria is because the criteria are more pragmatic and easier to
understand. The researchers compared the square root of the
Average Variance Extracted for each construct with the
correlation between the constructs. Table 4 shows the
discriminant validity analysis using Fornell-Larcker criterion.
Based on the findings, the researchers conclude that the results
of the discriminant validity test have met the criteria.

Next, the researchers examine the path analysis using
bootstrapping features. The bootstrapping parameter is as
follows: One-tailed test, sub-sample size is 5,000, bias-
corrected and accelerated (Bca) bootstrap, and significance
level 5%. Moreover, the f2 statistics were used to demonstrate
the impact of independent variables on the dependent
variables. Different levels of effect are presented as follows;
high (2 > 0.350), moderate (2> 0.150), and small (£ > 0.020)
[78]. Table 5 shows the hypothesis test result.

Based on the hypothesis testing results, content quality (Hj,
B=10.390, t-stat = 3.810, small effect) and social influence (Ha,
B = 0.184, t-stat = 2.854, small effect) positively affect user
satisfaction. However, entertainment (H3, = 0.112, t-stat =
1.078, no effect) was not significant. User satisfaction
positively affects cybersecurity awareness (Hs, p = 0.418, t-
stat 6.726, moderate effect). Moreover, cybersecurity
measures (H7, p = 0.490, t-stat = 6.386, moderate effect) and
cybersecurity awareness positively affect customer trust (Hg,
B = 0.160, t-stat = 2.690, small effect). However, transaction
risk perception negatively affects customer trust (Hs, p = -
0.177, t-stat = 3.584, small effect). Finally, customer trust
negatively affects commitment (Hg, B =-0.251, t-stat = 4.304,
small effect).

Table 2. Full collinearity estimate

1 2 3 4

5 6 7 8 9

VIF 1.327 1.228 1.587 1.880

1.190 1.228 1.065 1.403 1.549

1 = Commitment; 2 = Content quality; 3 = Customer trust; 4 = Cyber-attack awareness; 5 = Cyber security measure; 6 = Entertainment; 7 =
Social influence; 8 = Transaction risk perception; 9 = User satisfaction
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Table 3. Normality, individual indicator consistency, convergent validity, and internal consistency reliability

Variable and Indicator 1 2 3 4
Cyberattack Awareness (AVE = 0.525, CR = 0.766):
I am familiar with the term cybersecurity. [CA1] 4.309 -1.463 2409 0822
I am aware of the new cyber-attacks on banks in Indonesia. [CA2] 4.729 -2.478  6.816 0.618
I know that banks are a target in cyber-attacks. [CA4] 4.757 -3.008 11.524 0.719
Commitment (AVE = 0.658, CR = 0.885):
After the cyber-attack, I feel insecure when making banking transactions via mobile. [CO1] 4.649 -2:526 8.287 0839
After the cyber-attack, I feel insecure when making online banking transactions. [CO2] 4.517 -1.623  2.567 0.833
My level of trust has decreased after the cyber-attack on the bank. [CO3] 4.587 -2.604  8.355 0.815
As a result of this cyber-attack, I feel disappointed with online banking services. [CO4] 4.537 -1.277 1.084 0.754
Content Quality (AVE =0.596, CR = 0.853):
The content "Don't Know? Give No" is accurate. [CONT1] 1829 1187 0.433 0860
The content "Don’t Know? Give No" is factual. [CONT3] 3.486 -0.574  -1.004 0.776
The content "Don’t Know? Give No" is informative. [CONT4] 3.232 -0.311  -1.273 0.823
Cybersecurity Measure (AVE = 0.601, CR=0.747): -1.397
I prefer to use online banking services regularly. [CS1] 4.606 1366 0.882
I always read bank/electronic media guidelines for cybersecurity issues. [CS3] 4.699 -2.387  8.274 0.652
Cybersecurity Trust (AVE = 0.586, CR= 0.808):
I feel more comfortable with mobile banking services. [CT1] 4.625 -2.23 6.402 - 0.761
I trust mobile banking services. [CT2] 4.726 -2.706  9.185 0.851
I trust Indonesian banks. [CT3] 4.807 -3.166  10.988 0.676
Entertainment (AVE = 0.827, CR = 0.905):
I really enjoy the "Don't Know? Give No" advertisement. [ENT1] 4525 -2138 5292 0.904
I feel very interested when I see the "Don't Know? Give No" advertisement. [ENT2] 4.359 -1.699  3.377 0915
Transaction Risk Perception (AVE = 0.552, CR =0.787):
I feel insecure when using direct branch banking transactions, due to legal and orderly situations. [PR1] 2.726 0.179 - -1.317 0.752
I am worried about giving my credit card number or logging into the bank's website. [PR2] 2.722 0.223  -1.289 0.692
When I send data to the bank's website, I am worried that the data will be stolen and altered by
unauthorized third parties like hackers. [PR3] 2:595 0.295 -1.200 0.782
Social Influence (AVE = 0.706, CR = 0.827):
Using social media platforms supports my need for social interaction and helps me feel more involved in ~ 4.591 -2.732 8.185 0.855
my friends' group. [SI1]
I use social media platforms to access challenging contept and_ educational sources that challenge my 4784 1676 1607 0825
thinking and problem-solving skills. [SI2]
User Satisfaction (AVE = 0.669, CR= 0.798):
I feel I have done the right thing by deciding to use e-banking services. [US1] 2.278 0.655  -0.649 0.693
My experience using my e-bank is very satisfying. [US2] 4.764 -2.241 5366 0.925
1 = Mean; 2 = Skewness; 3 = Kurtosis; 4 = Outer Loading
Table 4. Discriminant validity Fornell-Larcker criterion
1 2 3 4 5 6 7 8 9
1 0.811
2 -0.084 0.772
3 -0.239 0.492 0.766
4 -0.024 0.460 0.354 0.724
5 -0.101 0.415 0.561 0.402 0.776
6 -0.017 0.743 0.432 0.414 0.410 0.909
7 -0.023 0.244 0.273 0.247 0.394 0.213 0.840
8 0.515 -0.140 -0.214 -0.015 -0.088 -0.087 -0.008 0.743
9 -0.195 0.509 0.634 0.409 0.526 0.433 0.302 -0.143 0.818
1 = Commitment; 2 = Content quality; 3 = Customer trust; 4 = Cyber-attack awareness; 5 = Cyber security measure; 6 = Entertainment; 7 =

Social influence; 8 = Transaction risk perception; 9 = User satisfaction

Table 5. Hypothesis test results

Hypotheses B Stdev T Statistics P Values 2
Hi: Content Quality = User Satisfaction 0.390  0.100 3.810 0.000 0.092
Ha: Social Influence - User Satisfaction 0.184 0.065 2.854 0.002 0.046
H;: Entertainment - User Satisfaction 0.112 0.102 1.078 0.140 0.008
Ha: User Satisfaction = Cyberattack Awareness 0.418 0.061 6.726 0.000 0.201
Hs: Transaction Risk Perception = Customer Trust -0.177  0.047 3.584 0.000 0.045
Hs: Cyberattack Awareness = Customer Trust 0.160 0.059 2.690 0.004 0.033
H7: Cybersecurity Measures = Customer Trust 0.490 0.076 6.386 0.000 0.303
Hs: Customer Trust > Commitment -0.251 0.056 4.304 0.000 0.061
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Table 6. PLS predict
Indicator 1 2 3 4
[COT1] 0.022 -1.416 1.331 -2.747
[CO2] 0.030 -1.420 1.390 -2.810
[CO3] 0.033 -1.360 1.279 -2.639
[COA4] 0.031 -1.252 1.206 -2.457

1: Q%predict; 2: PLS-SEM_RMSE; 3: LM_RMSE; 4: APLS-
SEM-LM RMSE

The final procedure of assessing the structural model
included the evaluation of its predictive capability using PLS
Predict [68]. Table 6 shows the PLS predict results. Our
research applied a 10-fold cross-validation method with ten
repeats as experimental design. To demonstrate prediction
skills, the RMSE value of the PLS-SEM model must be lower
than that of the linear regression model (LM). If all A PLS-
SEM-LM RMSE values are negative, the model has a
significant level of predictive capacity. If most A PLS-SEM-
LM_RMSE values are negative, the model is considered to
have a modest level of predictive capacity. If few or none of
the A PLS-SEM-LM_RMSE values are negative, the model
has low predictive capability. In this case, all A PLS-SEM-
LM RMSE values are negative, indicating that the PLS-SEM
model's RMSE values are consistently higher than those of the
linear regression model for all commitment indicators (CO1 -
CO4). This finding demonstrates that the model has excellent
predictive capability. Specifically, the negative A PLS-SEM-
LM_RMSE values suggest that the PLS-SEM model predicts
the commitment variables better than the linear regression
model.

Hypotheses Discussions

First, the result shows that content quality (H; accepted) and
social influence (H: accepted) positively affect user
satisfaction. This finding is consistent with the previous
research [32-38]. This shows that the quality of content to
educate bank customers to avoid online fraud increases the
satisfaction of the responses involved in this study. Content
"don't know? Kasih No!" provides useful education so that
bank customers are always careful before downloading files
from suspicious or unofficial sources so that bank customers
can maintain personal security. When associated with
respondent profiles, respondents with younger age groups and
higher education tend to appreciate the quality of relevant and
comprehensive content so that it can increase user satisfaction.
However, married respondents and older age groups prioritize
content that is relevant to family life and informative.
Therefore, the researcher concluded that the higher the quality
of educational content, the higher the user satisfaction.

Meanwhile, from the perspective of social influence, bank
customers will be interested in interacting after watching
educational advertisements because of their innovative,
simple, planned and unique content packaging strategies. After
customers give likes and comments on the educational content,
customers who are satisfied with the educational content will
share the post with their relatives. Customers can discuss
preventing online crime by commenting on the educational ad
post. When associated with respondent profiles, younger and
unmarried age groups tend to be influenced by
recommendations from friends, family or online reviews that
reinforce the relationship with user satisfaction. In addition,
respondents with lower education are also more susceptible to
the influence of recommendations from friends, family, or
online reviews, thereby increasing user satisfaction.
Therefore, the researcher concluded that the higher the social
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influence, the higher the user satisfaction.

However, the relationship between entertainment and user
satisfaction is not significant (Hs rejected). This finding argues
the previous research findings [39-42]. Based on the
contradictory findings in the study, the researcher suspects that
the main purpose of the content is to educate customers on how
to prevent online crime through data theft and the spread of
viruses through apps from suspicious sources. In addition, the
main character of this educational content is a legendary
comedian who reminds that Dono and Kasino are close friends
so that if someone claims to be a close friend of Indro and
sends a virus in the form of an invitation via WhatsApp, Indro
will not be fooled. In the end, if the title of this educational
content is pronounced, it will remind the audience of the late
Dono and Kasino. Finally, the older age group, married, or
highly educated groups of respondents focus more on
informative or educational content so the relationship between
entertainment and user satisfaction may be weaker.

The relationship between user satisfaction and cyber-attack
awareness is significant and positive (Hs accepted). This
finding supports the previous research findings [42, 79, 80].
The researchers concluded that customer satisfaction after
watching educational content about online crime prevention
by stealing identity through text messages or advertisements
from suspicious sources can increase cyber-attack awareness.
Educational content presented in a clear, informative, relevant,
and innovative manner can help customers understand the
threat of cyberattacks and the steps they can take to protect
themselves. When considering younger age groups and higher
education, users tend to be more aware of cybersecurity if they
are satisfied with educational videos related to cyber attacks.
In addition, married respondents are aware of cyber potential
if they are satisfied with educational videos to prevent cyber
attacks.

There are positive relationships of cyber security measures
(H7 accepted) and cyber-attack awareness (Hs accepted) on
customer trust. These findings are consistent with previous
research findings [8, 35, 44, 51, 54, 55]. The researchers
concluded that customers who understood the risks of
cyberattacks and realized that their banks had strict security
measures in place, felt more secure and trusted in the
protection of their personal data and financial transactions.
When associated with demographic profiles in measuring the
cyber security measures, respondents in older and married age
groups tend to be more concerned about cybersecurity, thus
strengthening the relationship between security awareness and
customer trust. However, respondents who have higher
education are more aware of security risks and are more
critical in protecting data. Finally, the researchers also
evaluate the insight of demographic profiles when measuring
the cyber attack awareness. The findings show that younger
and more educated respondents tend to be more aware of the
risk of cyber attacks, thus strengthening cyber security
awareness and customer trust. However, married respondents
are more worried about protecting family data so that they can
strengthen the relationship [81]. Therefore, the importance of
awareness of cyber-attacks and cyber security measures can
increase the trust of bank customers in Indonesia [56].

Our research finding shows that perceived risk of
transaction negatively affects customer trust (Hs accepted).
These findings are consistent with previous research findings
[8, 14, 50, 51]. The researchers conclude that the bank
customers feel high potential risks related to data security and
banking transactions, customer trust in banks tends to



decrease. This risk perception can be obtained by customers
through media reports on data leaks, the experiences of other
customers affected by online crimes, and the low transparency
of the bank in the event of a cyberattack. Based on the
demographic profile, older and married respondents tend to be
more worried about transaction risk. Meanwhile, respondents
with higher education can understand and consider risk factors
in transactions. Therefore, bank management needs to
proactively manage and reduce risk perceptions by providing
transparent and educational information on the security
measures that have been implemented.

Our findings shows that customer trust negatively affect
commitment (Hs accepted). This finding argues the previous
research findings [10, 57, 58, 62, 82, 83]. Researchers suspect
that customer commitment to banks remains high even though
bank customer trust has declined after cyberattacks. Moreover,
older and married respondents value commitments built on
trust. However, respondents who have higher education will
demand a stronger commitment from those they trust. This is
due to the bank's ability to respond to attacks quickly,
transparently, and effectively so that it can prevent customers
from losing trust in the bank. When bank management is
proactive in communicating with their customers through
various communication channels to explain the steps taken to
mitigate attacks and improve security, customers will feel
valued and prioritized.

This research is also implemented with the IPMA method
to enhance the understanding of PLS-SEM results and
facilitates the identification of crucial areas for improvement.
Using the IPMA approach improves comprehension of PLS-
SEM results and makes it easier to identify critical areas for
development [69]. Figure 2 presents the Importance
performance map analysis results. Prior research had stated
that the IPMA offers valuable insight in assisting company in
identifying various attributes that are crucial for improvement
[84]. In the IPMA results, customer trust and cybersecurity
measures are in quadrant of low priority, depicting a positive
impact but impractical. Meanwhile, content quality and
entertainment are in quadrant of keeping up the good work,
means both indicators are already good and should be

maintained. The cyber-attack awareness, social influence,
transaction risk perception, and user satisfaction are in
quadrant of concentrate here, depicting areas for improvement.
Finally, the researchers perform important performance map
analysis for strengthening the PLS SEM results and facilitate
the important factors for improvement [69]. Figure 2 shows
the IPMA of security behaviour intention. The researchers
classify security awareness, self-efficacy, perceived
vulnerability, and threat awareness in quadrant II (concentrate
here). Moreover, the perceived severity falls in quadrant IV
(possible overkill) and response efficacy falls in quadrant III
(low priority).

Finally, the management required to prepare and implement
detection and curration approach when the prevention failed to
protech the organization from hacker attack. Management
need to invest for security tools analyst such as data and
system backup, incident response, threat detection, and
perform risk analysis periodically.

Based on the IPMA result, the researchers proposed several
suggestions to the management. Regarding the cyber-attack
awareness strategic initiative and its satisfaction, the
researchers suggested that the top management should focus
on developing relevant and easy to understand education
content based on real case study of cyber security threat in
banking context. The education content consists of real case
examples, risk management and mitigation plan, practical tips
that developed using various media formats such as short
videos, articles, infographics, webinars, and podcast.

Next, the cyber-security team needs to partner with cyber-
security experts or independent organizations to get the latest
developments regarding cyber threats and how to deal with
them. Based on their insight, the top management should
implement cutting edge security technology for reducing the
transaction risk. Those security technologies need to be
communicated to their bank customers to reduce the cyber-
attack risk and protect the financial transaction. Using digital
marketing technology and personalized marketing campaigns,
the bank management will be able to design personalized
educational marketing campaigns to its customer for the risk
of cyber-attack.
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Next, the cyber security strategic initiative implementation
will enhance the detection and curation capabilities for
overcoming the cyber-attack risk. The cyber-attack threat
detection strategies are the implementation of monitoring
system to detect and analyze real-time financial transaction for
suspicious transaction patterns, the implementation of big data
analytic technology for classifying anomalies in customer
transactions, the implementation of intrusion detection system
will help cyber-security to monitor network traffic and detect
any potential threat, and conducting periodic system and
network activity logs assessment for identifying new potential
threat.

Based on the cyber security detection outcome, the top
management will be able to develop effective responds for
threat source isolation and system recovery after cyber-attack
happened. The cyber-security team must regularly execute the
data recovery procedure to recover the system after cyber-
attack happened. Moreover, the cyber security team need to
ensure the security systems updated to prevent any security
gaps and develop mitigation plan. Finally, the top management
need to allocate training budget for updating the employee
knowledge related to cyber-security threats and how to
mitigate the cyber-attack risks.

Lastly, the top management should evaluate the cyber-
security initiative and its education campaign using digital
marketing periodically. In certain cases, the cyber security
team might enforce the security implementation for ensuring
the safety of customers’ financial transactions. Moreover,
evaluating and reformulating the educational campaign to
ensure the effectiveness of an educational marketing campaign
is important.

5. CONCLUSION

This study was conducted to examine the influence of
perceived content quality, perceived social influence, and
perceived entertainment on user satisfaction with the
cybersecurity campaign “Don’t Know? Kasih No!” and its
impact on customer commitment. Our research explored the
combination of the Uses-Gratification Theory (UGT) and the
Trust Commitment theory to analyze the effect of the “Don’t
Know? Kasih No!” campaign on cybersecurity awareness and
its role in fostering customer commitment. The results of this
study demonstrate that cybersecurity campaigns are crucial for
improving cybersecurity awareness and can generate customer
trust, leading to commitment. However, the entertainment
factor in cybersecurity campaigns was found to be
insignificant. Interestingly, the fear of cybercrime and real
evidence of cyberattacks led to a decrease in customer
confidence in using digital banking services.

Theoretical contribution

Our study contributes to the advancement of relational
marketing from cyber-attack threat perspective. By integrating
Uses-Gratification Theory with Trust-Commitment Theory,
the researchers proven the relationship between those theory
for explaining the effect of educational content related to
cyber-security in Indonesia. Next, the researchers employ
cutting-edge data analysis procedurjsse for investigating the
phenomenon ruinously. Lastly, there are limited research
exploring the “Don’t Know? Kasih No!” campaign, cyber-
security awareness, cyber security implementation, and
transaction risk on customer trust and commitment.
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Managerial implication

Our study has several managerial implications. By
providing continuous cybersecurity education with good
quality education and interesting content to increase customer
satisfaction, increase security against cyber-attacks, provide
the perception that the risk of digital transactions can be
mitigated, but if a cyber-attack occurs, it will reduce customer
trust and result in reducing customer commitment to using
digital transactions at the bank. Therefore, the bank
management must be continuous and consistent to educate
their customer about cybersecurity for maintaining customer
trust and customer commitment to conduct digital transactions
at the bank.

Research limitation and future research

The researchers identify several limitations and offer the
future research direction. First, the researchers detect a
potential selection bias when choosing convenience sampling.
However, the researchers employ a screening question for
reducing the respondent bias. Therefore, the researchers
suggest using purposive sampling with attention trap question
for the future research. Moreover, the researchers suggest
employing experimental design for ensuring the contextual
framing. Second, the researchers only use age group, marital
status, and education for respondent demographic profiling.
Therefore, the researchers suggest adopting relevant
demographic, geographic, and psychographic question for
understanding the cyber-attack awareness and its impact on
customer trust and commitment. Second, the research does not
focus on specific cyber-security of electronic channel
technology such as ATM, mobile banking, e-banking, or other
types of digital transactions. Since the cyber security threat on
specific electronic channel might differ in nature, this might
affect the findings. Therefore, the researchers suggest
replicating the study on specific electronic channel in banking
for generalizing the findings. Lastly, our study integrates
Uses-Gratification Theory and Trust-Commitment Theory for
understanding the phenomenon from relational marketing
perspective. The researchers suggest to employ theories
related to security technology adoption or mental health for
advancing the cyber-security behaviour research.
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