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The problem of cloud forensics is the difficulty in identifying and accessing evidence log.
It also used to store illegal and prohibited content. This research proposes to address this
problem by developing a comprehensive activity for investigating Google Drive with
digital forensics. We will explore the techniques and methodologies required to uncover
digital artifacts within Google Drive by using National Institute of Standards and
Technology (NIST) method, covering aspects such as user activity logs, file metadata,
document revisions, and access permissions. The NIST method consists of collection,
interpretation, and reporting activities. Collection activities include protect, acquire and
ensure. Interpretation activities include recover, navigate, identify, and analyze. And
reporting activities consist of reporting results and writing reports. The result of this paper
is by using the DB Browser tool, the artifact such as activity log, file metadata, document
revision, and access permission is not present. Meanwhile when using Magnet Axiom, the
evidence is found but not related to the scenario. Our aim is to provide a structured
approach that digital forensics experts can employ to navigate Google Drive and extract

relevant evidence effectively.

1. INTRODUCTION

In an increasingly digital age, the way individuals and
organizations store, access, and share their data has witnessed
a significant transformation. Cloud-based platforms, such as
Google Drive, have become fundamental tools in our daily
lives, offering unmatched convenience and accessibility for
users worldwide. These platforms allow individuals and
businesses to store and collaborate on a multitude of digital
assets seamlessly, thus reducing the reliance on traditional
physical storage devices. However, this digital convenience
brings with it a unique set of challenges, particularly in the
context of digital forensics [1, 2].

The growing reliance on cloud storage platforms, like
Google Drive, for data storage and collaboration has created a
pressing need for digital forensics experts to adapt to the
unique challenges presented by these systems. Digital artifacts
within Google Drive, whether it be user interactions,
document version histories, or metadata, contain potential
evidence that can be crucial in legal cases, investigations, or
security breaches. Yet, the methods and tools for effectively
investigating Google Drive and extracting this vital digital
evidence remain relatively uncharted territory [3, 4].

Some of the major challenges include the complexity of
cloud computing systems, the lack of standardization in cloud
environments, the difficulty in identifying and accessing
evidence in logs, the need to maintain the chain of custody and
documentation of digital evidence, and the challenge of
presenting technical evidence to a jury with limited knowledge
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of computer systems [5]. The rapid and widespread adoption
of Google Drive and similar cloud storage services has raised
concerns regarding their potential misuse for storing illegal or
prohibited content [6]. This misuse poses a grave issue for law
enforcement agencies, organizations, and the providers
themselves, as the cloud's anonymity and accessibility can
inadvertently foster illicit activities [7].

To address the problem of misleading use of Google Drive
for illegal file storage, we propose the application of NIST
framework for digital forensics. The NIST framework offers a
structured and systematic approach to digital investigations,
enabling the identification and analysis of digital artifacts
within Google Drive. This approach encompasses data
acquisition, preservation, examination, analysis, and reporting,
with a focus on maintaining the integrity and legality of the
evidence collected [8-11].

This research proposes to address this problem by
developing a comprehensive activity for investigating Google
Drive with digital forensics. We will explore the techniques
and methodologies required to uncover digital artifacts within
Google Drive, covering aspects such as user activity logs, file
metadata, document revisions, and access permissions. Our
aim is to provide a structured approach that digital forensics
experts can employ to navigate Google Drive and extract
relevant evidence effectively.

This research embarks on an exploration of Google Drive
as a case study in digital forensics. Our investigation aims to
uncover the hidden digital artifacts within Google Drive,
which can provide invaluable insights for digital forensic
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experts, legal professionals, and individuals concerned with
data security and privacy. By delving into the intricacies of
Google Drive's architecture, data storage methods, and the
traces left behind during user interactions, we aspire to gain a
comprehensive understanding of its forensic potential.

2. LITERATURE REVIEW

Lim et al. [12] examined the forensic implications of the
Dropbox cloud storage service, which can be misused to store
illegal or prohibited content. Method used is examination of
the Dropbox client application on a Windows 10 system and
identification of relevant forensic artifacts from both the local
system and the Dropbox cloud storage provider.

Bowers et al. [13] proposed a system to detect suspicious
file migration or replication in cloud storage services. it
proposes a system called LAST-HDFS that integrates
Location-Aware Storage Technique (LAST) into the open
source Hadoop Distributed File System (HDFS) to enforce
location-aware file allocations and continuously monitor file
transfers to detect potentially illegal transfers in the cloud.
Main findings are the LAST-HDFS system was implemented
and evaluated in a large-scale real cloud environment, the
system uses algorithms to model file transfers and store data
with similar privacy preferences in the same region and the
system uses socket monitors to monitor real-time
communication between cloud nodes and calculates the
probability of a file transfer being illegal.

Ali et al. [14] analyzed cloud forensics techniques and their
practical challenges/limitations for investigating cyber-attacks
in cloud environments. Method of the paper is review and
analysis of cloud forensics techniques and their practical
challenges/limitations, examination of the complexities and
challenges involved in collecting digital evidence in cloud
environments, and exploration of how collected evidence can
be used for investigations and to improve cloud security.

Pawlaszczyk et al. [15] provided an overview of the state of
research on cloud forensics, discusses the technical and legal
challenges of acquiring forensic evidence from cloud services,
and introduces an API-based approach to acquiring evidence
from cloud services as well as a proof-of-concept framework
called CLOUDXTRACT. Method of this paper providing an
overview of the existing research on forensic evidence
acquisition from cloud services, identifying and discussing the
technical and legal challenges involved in this process,
comparing different basic techniques for acquiring data from
the cloud, using 30 cloud storage services as examples,
introducing and evaluating an API-based evidence acquisition
approach, where the authors utilize the officially supported
APIs of cloud services to acquire forensic data, and presenting
a proof-of-concept framework called CLOUDXTRACT,
which they use to acquire evidence from selected cloud service
providers.

Jeyamohan [16] presents the results of the case simulation
of securing Samsung Galaxy A8 brand android smartphone
evidence using the NIST method and MOBILedit Forensic
Express tool. The data backup, extraction, and analysis of the
smartphone using the NIST method and MOBILedit Forensic
Express tool resulted in findings sought for investigation and
evidence of crimes committed by persons using android
smartphone facilities. The paper also includes a reporting stage
that provides a description of the case, the tool and procedure
used, actions taken, and recommendations for policy,
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procedure, and other aspects of forensic.

3. METHOD
3.1 NIST method

The aim of this research is to identify user data artifacts
accessed through Goolge Drive on desktop application and to
provide recommendations for improving policies, methods,
tools, or other supportive aspects of the digital forensics
process. The research consists of three stages: Collecting,
interpretation, and reporting. The NIST method is used in the
analysis phase to ensure that the discovered data is indeed
unique and authentic, in accordance with the evidence at the
scene of the incident [17, 18]. The results of the digital data
analysis are subsequently referred to as digital evidence, which
must be scientifically and legally accountable [19].

Figure 1. Steps of digital investigation

From Figure 1, we can see:

Collection: the collection stage of a digital investigation
involves the collection of potential evidence, which may
include computers, mobile devices, storage devices, copies of
data from cloud accounts, and other sources. The collection
steps ensure the integrity of the acquired evidence to provide
a stable source for the analysis of the data and, if possible,
protect the original data from accidental modification during
the acquisition [20, 21].

Interpretation: the interpretation stage of a digital
investigation is the process of analyzing and making sense of
the collected evidence to draw conclusions about the case.
This stage involves examining the evidence in detail,
identifying patterns and relationships, and developing a
narrative that explains what happened. The interpretation stage
requires a deep understanding of the technology and tools used
to collect and analyze the evidence, as well as the ability to
apply critical thinking and analytical skills to the data. It is
important to note that the interpretation stage is not just about
analyzing the evidence itself, but also about considering the
broader context of the case, such as the legal and ethical
implications of the findings. The goal of the interpretation
stage is to provide a clear and accurate picture of what
happened, which can be used to support legal or other actions
related to the case [22].

Reporting: the reporting stage of a digital investigation is
the process of documenting the findings of the investigation in
a written report. This report is typically the final product of the
investigation and is used to communicate the results to
stakeholders such as law enforcement, legal teams, or other
interested parties. The report should be clear, concise, and
accurate, and should include a detailed description of the
investigation process, the evidence collected, and the
conclusions drawn from the evidence. The report should also
include any relevant legal or ethical considerations, as well as
recommendations for further action if necessary. The goal of
the reporting stage is to provide a comprehensive and objective



summary of the investigation that can be used to support legal
or other actions related to the case. It is important to note that
the reporting stage is not just about presenting the findings of
the investigation, but also about ensuring that the report is
admissible in court and meets any other legal or regulatory
requirements [23].

3.2 5W1H framework

The SW1H framework is based on the Occam Razor and
Alexiou Principles. On the principle that Occam razor thinks
that wisdom is done by simply explaining is a better thing. To
solve a case requires simple and simple steps. The principle of
Alexiou's view consists of four questions:

1.  What question are you trying to answer?

2.  What data do you need to answer that question?
3. How do you extract/analyze that data?

4. What does the data tell you?

In the digital forensic investigation process, the principle
that can be used is SW1H which covers what, where, when,
why, who, and how.

3.3 Scenario

This scenario is created to provide an overview of
cybercrime activities within the scope of Google Drive cloud
computing. In this scenario depicted in Figure 2, the
perpetrator of the crime uses a laptop to access cloud
computing, which is used as a location for storing data and
files that are utilized in criminal activities. In this scenario, the
perpetrator stores several documents related to the crime and
photos taken during the criminal activities with the intention
of avoiding the use of physical evidence if caught. The files
stored by the perpetrator in Google Drive are eventually
deleted, and these files are in PDF, doc, jpg, and txt formats.
The laptop used by the researcher will be depicted as the
evidence obtained, and the researcher will play the role of the
investigator in this scenario.

. —Upload evidence—» @ [ | +—Collection of evidence—— ‘
4 = d
Investigator

Perpetrator/Suspect Access to cloud computing

Cloud forensics process

o .]
aa
Access to suspect cloud computing

Figure 2. Scenario

The forensic process by itself will follow the NIST
guidelines on forensic methods as described above. To that
extent, the researcher has also prepared some tools for
supporting the forensic process such as imaging tools, data
acquisition tools, and tools for database access. Moreover, it
begins with the collection phase in which tries to access the
folder location suspected to contain Google Drive artifacts at
the path C:\Users\ACER\AppData\Local\Google\DriveFS in
search of key Google Drive artifacts such as sync_config.db,
snapshot.db, and sync log.db. The artifacts found on the
mentioned path are examined by making hash values to keep
the integrity of the artifacts so their condition does not change.
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The analysis stage where the findings analyzed make it easier
to create a report on the ongoing forensic process. Analysis
will be based on the evidence collected during the forensic
process in the form of the screenshots from tools and what is
observed. The final step is the reporting phase, where a report
is created regarding the results or findings obtained. This
report comprises information on the artifacts found and the
tools used, and also encompasses results of analysis using
screenshots with further explanations presented in a tabulated
form.

4. RESULT AND DISCUSSION
Before the data collection phase is carried out, the
researcher records the software and tools used during the

digital forensic process shown in Table 1.

Table 1. List of software for conducting cloud forensics

Software Description
Laptop Acer Aspire 5 AS514- Media for conduction digital
51G-52M2 forensics
Google Drive Desktop

Version: 66.0.3.0 Cloud storage

Magnet Axiom Process Tool for capturing and

imaging
DB Browser for SQLite Tool to open database file
Version 3.12.2 format
FTK Imager Tool for access hash value

4.1 Collection

4.1.1 Protect

Research was conducted using direct access to Google
Drive using existing forensic tools, Google Drive itself is a
version of File Stream with Mirror files mode where files
uploaded into Google Drive themselves can be accessed
offline. However, at the time of direct accessing Google Drive,
the forensics tools used can not detect, so the forensic process
is redirected by accessing the folder path described earlier. The
objective of this activity is to protect the data.

Table 2. List of main artifact on Google Drive

File Description
The SQLite file that provides you with
information about the connected Google Drive
account and the location of the synchronization
folder.
The SQLite file that contains a list of files
known by Google Drive and their actions

being monitored in the synchronization folder.

sync_config.db

snapshot.db This log includes some interesting information
such as file hashes, names, Google IDs, and
timestamps.
A text file containing a lot of information
about events that have occurred in Google
sync_log.db

Drive, including events of creation, deletion,
and modification.

4.1.2 Acquire

The experiment was conducted by trying to access the
location of some of the artifacts from Google Drive itself. The
researchers tried to find some artifact such as sync_config.db,
snapshot.db and sync log.db by accessing path folders or
accessing location from



C:\Users\ACER\AppData\Local\Google\DriveFS. As for the
above-mentioned archives, when accessed, they contain some
information about the Google Drive accounts that are
synchronized on the device.

The mentioned artifact files listed in Table 2, when accessed,
contain various information about the synchronized Google
Drive account on the device. The reason for choosing files in
the db format over other file types is the hope that these db
files contain detailed information about the Google Drive used
in the research.

However, at the time the location was accessed, some of the
above-mentioned artifacts were not found. As for the database
files found, among others experiments.db,
metrics_store sqlite.db and root preference squite.db. Since
the searched file was not found, it was eventually proceeded
to open the contents of the database file with DB Browser tools
against each of the files. However, before opening the contents
of the file, a hash value is taken from the file to prevent the file
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from changing its integrity using FTK Imager.

4.1.3 Ensure

To prevent the obtained artifact file from changing its
integrity, so it is done with the hash value process. Taking the
hash value itself is done using tools FTK Imager by setting the
evidence tree on the tool display to the path folder
C:\Users\ACER\AppData\Local\Google\DriveFS (see Figure
3).

The first file to take hash value is the experiments.db file
depicted in Figure 4. This file itself after taking hash value

with tools is obtained value
29cce74dc1aa0f1£36862c0787cfe046 for MD value 5 while
the value of SHA-1 is

56€2e9c52cd3a00f63f200691a8be211065fdd7a.

The data for second and third file are summarized in the
Table 3. Those three files use Microsoft Excel to open a csv
file containing hash value information.
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Figure 3. Process of retrieving hash value using FTK Imager
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Figure 4. Hash value files experiments.db accessed with Microsoft Excel
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Table 3. List of hash value

File MD5 SHA-1
sync_config.db  29cce74dc1aalf1f36862c0787cfe046 56¢2¢9¢52¢d3a00f63200691a8be211065fdd7a
snapshot.db 3b990a23941¢c7664524e6404bced96c5  c7d31f8d4c40211cd3bacb5fc5b07df68fda0cf2
sync log.db  40f791ed4b38b59404d145557441bdal  7ab6b6b0647b7865288fada74c850b04515fecbe.

4.2 Interpretation

4.2.1 Recover

At this stage, the recovery process is carried out by
accessing previously obtained database files, namely (1)
experiments.db, (2) metric_store sqlite.db, and (3)
root_preference squite.db, using the DB Browser to view the
contents. This process involves opening the files and searching
for the information contained therein. Additionally, the Axiom
Magnet tool is also used to analyze DriveFS folders with the
aim of finding digital artifacts associated with Google Drive
information. Using axiom magnet, various digital evidence
can be identified and further analyzed to find data relevant to
this investigation.

4.2.2 Navigate

At the navigate stage, the activity is performed by browsing
the contents of the database files experiments.db,
metric_store_sqlite.db, and root_preference squlite. db using
the DB Browser to identify the data or values stored therein.
This process also includes navigation to the location of the
folder on the computer
(" C:\Users\ACER\AppData\Local\Google\DriveFS") to
access the required database files. In addition, the Axiom
Magnet tool is used to navigate various categories of evidence
such as Web Related, Media, Documents, and Operating
System found in the DriveFS folder, allowing for more in-
depth digital evidence search and identification.

4.2.3 Identify

At the identification stage, the activity is performed by
identifying and recording the contents of each key in the
experiments.db file, such as the BLOB value, the "set" text,
the value "NAK102151844285171530519," and the code on
the  portablephenotype zwieback impl cookie key. In

1 registered_pedkage/dive_fs_ch
2 neooumt_is

3 uncommited_packeges/drve_fa by

S11=08R00nA P KiraywESNES PRAHEEL

1670546196

7 partabloshenatype dient storage resct vermon... st

addition, empty results were identified on files
metric_store_sqlite.db and root_preference squlite. db, which
did not contain specific information related to Google Drive.
The researchers also used the Axiom Magnet to identify digital
artifacts found in Web Related, Media, Documents, and
Operating System categories relevant to the Google Drive,
helping to determine which artefacts are important for further
analysis.

4.2.4 Analysis

In this stage, the research is carried out by accessing the
contents of the files obtained earlier using the DB Browser tool
as figured in Figure 5. This process is aimed at accessing the
information that can be obtained from the previously
discovered database files. The first file accessed is
experiments.db to view its contents, and the results are
displayed in the Table 4.

In the "registered package/drive fs ph" key with a BLOB
value, when clicked, it only displays a binary number. Moving
on to the second key,
"portablephenotype_client storage reset version key 2," it
only shows the word "set" without any other information. The
third key, "account_ids," in the tool's values displays a dot, and

when clicked, it reveals the value
"NAK102151844285171530519."

Next, for the fourth and fifth keys,
"uncommitted packages/drive fs ph/" and

"uncommitted packages/drive fs ph/1021518442851715305
19," they display BLOB values, and when clicked, they show
only binary numbers.

The sixth key,
"portablephenotype zwieback impl cookie key," displays a
code-like value that cannot be accessed. Finally, the seventh
value, "last sync," displays a number with a value of
1670723270.

ity |Select an ety 2 connec

Loy CuremCatese

Reroe

Figure 5. Experiments.db artifact accessed with DB Browser
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Unfortunately, the experiments.db file itself does not
contain any related information such as account details, email,
password, account activities, or other information.

Next, access the next file, namely the metric_store sqlite.db
file, which has a capacity of 12 KB and is in the folder path
mentioned earlier, which is in  the path
C:\Users\ACER\AppData\Local\Google\ DriveFS. The access
process is carried out in the same way, using the DB Browser
tool, by clicking the "Open Database" menu and then directing
it to the folder location where the metric_store sqlite.db file is
located, and then clicking on that file.

The result was that no key was found when accessing the
metric_store_sqlite.db file, and there was no value associated
with the file. Only an empty table with no specific information
about Google Drive was present. After that, access was made
to the next file, which is the root_preference sqlite.db file. By
following the same process and steps, the file only displayed
information in the form of an id type with a max root id
value of 3 without providing specific information about
Google Drive itself.

The researcher proceeded to analyze digital evidence using
Magnet Axiom tools in the DriveFS folder with the hope of

finding other artifacts related to Google Drive information.
Magnet Axiom detected several pieces of evidence within the
scope of Web Related, Media, Documents, and Operating
System. These pieces of evidence were marked with green tags
using Magnet Axiom tools depicted in Figure 6.

4.3 Reporting

The report obtained with Magnet Axiom tools after the
analysis process in the DriveFS folder reveals a total of 237
pieces of evidence obtained using the tools as summary in
Table 5.

The artifacts in the Table 6 are database artifacts, and during
the research, the researcher initially believed that these
artifacts would contain information about Google Drive
accounts. However, after accessing them with DB Browser, it
turned out that the information visible had no relevance to
Google Drive accounts at all. In fact, one of the artifacts
contained no information at all.

We use the SW+1H approach, with the details of Who,
What, When, Where, Why, and How explained in the
following Table 7.

Table 4. Results of accessing the experiments.db file with DB Browser

No. Key Value
1 registered package/drive fs ph BLOB
2 portablephenotype client storage reset version key 2 set
3 account_ids .
4 uncommitted packages/drive fs ph/ BLOB
uncommitted packages/drive fs ph/1
> 02151844285171530519 BLOB
511=CtCJX4i7tgaeMV19adJbb70TX8wWPA
OzWVKUCO_Gxca9GHWFCP9EsBNyflo
6 portablephenotype zwieback impl co RrFwtTe2hEcxSqopqScSlI8iovk2Xp-
okie key FmtpZJB2sp4JjcuVzThMpcAPh3dR12NON
1RTm47KfRo2-luPyLdufAan85L45w73gUWVSnW-p-
Uk70GKS5k
7 last_sync 1670723270
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<) Text Documents

Partial results =

drive_fs_466.txt

Artifact c...

Date and tim¢

PhysicalDrive0 ADATA SX8200PNP

(238.47 GB)
Documents 31/05/2022 14:

Documents 31/05/2022 14:;

PREVIEW

Media
Media
Media
Media

Documents 26/01/2023 084

Documents 26/01/2023 08

version: 0

changelist 491982939 with baseline

490558371 in a mint client based on
depot/branches/drive_fs_release_branch/4S

TAGS, PROFILES & MEDIA CATEGORIES

Documents 12/12/2022 23+

Documents 13/12/2022 15::

Documents 14/12/2022 08:

2022-12-14T12:45:45.288Z1

Documents 14/12/2022 154
[27028:log_writer_thread]
instrumentation.cc:105:OpenLogFilelnDirec
Logging to

C:\Users\ACER \AppData\Local\Google'Dri ™
»

Documents 15/12/2022 13«

Documents 15/12/2022 21

Documents 15/12/2022 21

Documents 16/12/2022 02

Documents 16/12/2022 05::

nETAILC a

Time zone UTC+0:00

15:40
26/01/2023 EZ

R

ARG zD

Pm O gl =S

Figure 6. Tagging process for all found evidence
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Table 5. Report on imaging results with Magnet Axiom

Evidence

A Description Total
Finding
Web Related One of the two pieces of evidence displays a link that accesses Google Drive help services, while the other link 5
cannot be accessed.
Media The artifact found is an image with additional information such as size, location, hash value, etc. 18
Documents The artifacts found are in PDF and text formats, containing information such as when the file was last created, 216
accessed, and modified, along with the file's location, hash value, evidence number, recovery method, and more.
Operating It only displays native items with information such as the file's location, without showing any information |
System related to Google Drive itself.
Table 6. Analysis reports with DB Browser
Artefact Description
experiments.db After accessing it, it displays seven keys, each of which has a different value.
metric_store_sqlite.db After accessing it, it is empty, and no information is obtained.
root_preference_sqlite.db It only displays two items, namely id type and value.
Table 7. SW + 1H regarding the results of the forensic process
Coverage Question Description
Who Who was involved? A perpetrator with laptop evidence and the role of the researcher is based investigators scenario.

i ?
What What did the perpetrator do?

What is got it?
When When did the perpetrator
take action?
Where Where did the event take
place?
Why did the perpetrator do
Why this?
How How investigators carry out

the process forensics?

The perpetrator uploaded several documents to do crime on Google Drive, investigators found
some documents from investigation with tools Axiom magnets are in the form of images, PDF

and txt files.

Based on the findings investigators with tools shows the time different. However, the
perpetrator accessed it using Google Drive occurs on a range March 2022 until December 2022.

Location not found.

The perpetrator uses Google Drive to avoid finding physical evidence if caught.

Investigators use NIST forensic methods are appropriate with rules and steps too using tools
supporters like DB browser, FTK Imager, Axiom Magnets.

Unfortunately, the researcher did not find any documents
directly related to the scenario they created. Many empty files
and files that were not actually part of the designed scenario
were processed during the analysis and imaging. Some image
files were also not processed 100%, with only a portion of the
images being processed. Furthermore, the text files that
appeared with Magnet Axiom tools were not part of the
scenario files, instead, they contained random code-like
information. The processed PDF files were also not part of the
scenario files prepared for the forensic process. Most of the
files processed in the imaging itself came from outside the
folder that the researcher had set up to run the scenario, and
they were inadvertently included in the analysis process.

In the research, there was an attempt to repeat the process
using Magnet Axiom tools, but it still only found PDF, text,
and image files that were not part of the scenario. These files
resulted from the analysis and imaging with Magnet Axiom
tools, but they were not files associated with the research
scenario.

The inconsistencies between the expected documentation
and the findings at the reporting stage indicate some potential
problems. First, it may be related to the design of experiments,
especially the selection of files and tools used for analysis.
Files experiments.db, metric_store_sqlite.db and
root_preference squite.db are expected to contain relevant
information but do not provide useful data. This inconsistency
may indicate a discrepancy between the type of data stored in
the files and the data required for the investigation. Besides,
the limitations of the tools used can also play a role; although
Magnet Axiom and FTK Imager are powerful forensic tools,
they may not be most suitable for this specific scenario or the
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latest version of Google Drive File Stream. Researchers should
consider these aspects and explore alternative tools or
methodologies that may be more appropriate to the specific
characteristics of the data being investigated.

Considering the results obtained, live forensics was
conducted to verify whether the NIST forensic method is
suitable for conducting digital forensics on Google Drive. The
process involved capturing RAM, during which the desktop
version of Google Drive was in a logged-in state, and in mirror
files mode, allowing files in Google Drive to be accessed
offline.

5. CONCLUSION

The research above was conducted based on the NIST
forensic method, where each step was explained according to
the established procedure and scenario. From the results of the
research conducted, the author did not find the artifacts that
should be present in the Google Drive folder location. Some
of the artifacts that the researcher found turned out to be empty,
with no information that could be obtained when accessed with
DB Browser tools. Furthermore, the researcher conducted
imaging with Magnet Axiom tools in the hope of finding files
directly related to Google Drive. However, Magnet Axiom
tools analyzed artifact files in the form of images, PDF
documents, and text files, which were not related to the
ongoing research scenario, and no other important files were
found. According to the researcher, based on the results
obtained, the NIST forensic method may not be suitable for
conducting digital forensics on Google Drive. The researcher



argues that the Google Drive version used, which is Google
Drive File Stream, may have influenced the artifact files found,
given that the files obtained were unrelated to the research.

Research results show that although digital forensic
investigations cover various types of files and devices, the lack
of standard output formats poses significant challenges. This
inconsistency makes it difficult to share information and
integrate, which ultimately weakens cyber security. By
implementing a SW1H-based framework, the study proposes
solutions to normalize digital forensic information, thereby
improving clarity and accuracy in sharing information. Further
research should focus on developing tools that automatically
convert forensic data to SW1H format, evaluate compatibility
with existing tools and standards, and conduct extensive case
studies to assess their practical effectiveness in real-world
investigations.
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