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This study focuses on enhancing security in wireless body area networks (WBANS)
through the application of Support VVector Machine (SVM)-based anomaly detection. The
main problem addressed is the insufficient attention to security measures in WBANSs,
particularly in terms of secure connections and mitigation strategies. The proposed
solution involves utilizing SVM to categorize security measures for WBAN telehealth
solutions based on relevant attributes, ensuring ongoing utilization. The primary results
showcase the successful prediction of vital signs with a remarkable accuracy of 98.63%
using SVM, highlighting its effectiveness in enhancing security in WBANS. This paper
explores the application of Support Vector Machines (SVMs) to enhance WBAN security
updates and intelligence. Specific access management approaches may prove more
effective during crisis situations. This study categorizes security measures for WBAN
telehealth solutions exclusively using SVM based on relevant security attributes, ensuring
their ongoing utilization. Employing SVM, the study predicts a heart rate of 89.087 beats
per minute, an RR interval of 673.5 ms, and a QT interval of 271.3 ms, achieving a
remarkable accuracy of 98.63 percent with a training dataset comprising 80 percent of the

data and a testing dataset encompassing the remaining 20 percent.

1. INTRODUCTION

With the proliferation of mobile gadgets, wireless sensor
networks (WSNs), Internet of Things (IoT) and various sensor
technologies, the use of Internet of Things (IoT) devices for
collecting information, tracking patients, and communicating
with them has increased in the medical field [1]. WBANSs are
essentially networks of intelligent medical sensors placed on
or around a patient. Healthcare professionals, sensors, and
gateways are the primary components of a WBAN, as shown
in Figure 1. Real-time monitoring of patients' health is possible
with the help of these sensors. The elderly can also be
monitored continuously, thereby reducing the need to
hospitalize them on a regular basis. Using sensors, the patient
is monitored remotely at their residence, and the collected data
is wirelessly transferred to the medical facility. A healthcare
professional can respond immediately to a medical crisis, such
as a heart attack. In comparison with the sensors, the nodes
serve as a bridge between the medical team and the sensors.
Through them, both parties are able to maintain a safe
connection. In Wireless Body Area Networks (WBANS),
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patient health data is accumulated and transmitted from a
distance to the medical team, allowing constant monitoring
and regulation of the patient's health. Therefore, remote
clinical nanosensors can be used to diagnose patients [2].
Various data can be collected, including body temperature,
ECG, glucose levels, and blood pressure. Wireless health
networks [3] are becoming a burgeoning area in healthcare as
they leverage pervasive technologies such as smart sensors,
cloud technology, embedded systems, and wireless networks
[4]. According to Oleiwi et al. [5], WBAN systems are among
the most vital biomedical technologies. A healthcare provider
perceives and forwards important patient health parameters
and movement to be analyzed and acted upon [6]. WBAN was
the driving force behind the development of IEEE 802.15.6
[7], which was created in response to its effectiveness and
demand. Wireless communication channels combined with
cloud computing have multiple security weaknesses and
threats, despite the numerous benefits that this technology has
to offer [8]. This can compromise the integrity and privacy of
the exchanged data [9]. Message exchanges can be
eavesdropped, intercepted, modified, or replayed by an
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attacker. A mobile tool or sensor can also be accessed to access
information. Among the security hazards of Body Area
Networks (WBANs) are offline password conjecture,
privileged insiders, user surveillance, session key exposure,
counterfeit messages, and misrepresentation. Health and lives
of patients are directly affected by the privacy of shared data
[8]. The resource limitations of the devices involved in WBAN
pose a significant problem. While cloud computing could
reduce the processing load on these devices, it also exposes
them to several vulnerabilities and threats. These challenges
can be addressed through encryption [10-27]. The importance
of WBANS that use internet connections to link patients to
medical servers cannot be overstated. For these networks to
prevent multiple active and passive attacks, lightweight,
efficient security solutions are needed. Wireless networks can
be made more secure by implementing robust mutual
authentication [28, 29]. Consequently, only authorized
healthcare professionals will have access to highly sensitive
and confidential patient data. As a result of this article, the
following contributions are made:

- Wireless body area networks are reviewed in detail for their
security and privacy.

- Wireless body area networks present both challenges and
strengths in terms of security.

- Several recommendations are made based on the
shortcomings identified in literature in order to achieve perfect
security and privacy.

For continuous monitoring of patients, wireless body area
networks (WBANSs) are introduced in healthcare. The
monitoring systems have shown success in detecting incidents.
An improved reconfiguration process was developed to
identify failed nodes in WBANS. Internet transmission of
sensitive patient data is, however, accompanied by significant
security concerns. To address this concern, the paper suggests
the use of certificate-free Anonymous Authentication (AA)
technology and Ciphertext-Policy-Attribute-based encryption
and signature mechanisms. Role-based access control is
implemented using an access tree to secure medical databases.
The paper also mentions the importance of scheduling sensor
data and suggests using packet priority for inter-WBAN data
scheduling and aggregation to meet Quality of Service (QoS)
requirements. Support Vector Machine (SVM) scheduling is
proposed to enhance QoS. While WBANS are considered cost-
effective due to commonly available network devices, the
paper emphasizes the critical importance of security in WBAN
configurations [12]. Various encryption techniques are
available to ensure security, and the concept of security varies
depending on different perspectives. Overall, the paper
underscores the need for continuous development and
improvement in the field of WBANS, particularly regarding
security measures. According to the findings of Abdulbagi et
al. [13], the subsequent encryption schemes are extensively
employed:

e AES (Advanced Encryption Standard): AES transforms
readable data into an unintelligible format, making it
reversible by reapplying the process.

e MD5: MD5 generates a 128-bit hash result but is known
for its security vulnerabilities. It is commonly used for data
integrity verification through checksums.

e HMAC (Hash-based Message Authentication Code):
HMAC uses a hash function and a private key to create
authentication codes for message verification, ensuring the
source and credibility of communications.
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e RSA Security: RSA is an asymmetric encryption method
that employs two distinct keys: a private key and a public
key. Public keys can be shared freely, while private keys
must be kept confidential.

e ECC (Elliptic Curve Cryptography): Encrypted data can
only be accessed by specific individuals using ECC. It
encrypts and decrypts data using elliptic curve
mathematics. With wireless security features like
encrypted email and online browsing, ECC has been
successful in implementing wireless security features [13].

WBANSs are extensively discussed in articles [10, 11]. There
is information on topics such as security threats, intruders,
attack methods, and countermeasures. WBANSs are also
classified in these articles comprehensively. Medical servers
must be secured with three layers of security to ensure the
security of electronic medical data:

i. The layer responsible for collecting data: A WBAN's

security layer encrypts data collected by various sensors and

devices.

ii. Layer of Personal Servers: Within a WBAN, personal

servers provide a layer for protecting data during transmission

or processing.

iii. Layer of the medical server: This layer protects sensitive

medical information stored on medical servers, emphasizing

the importance of protecting such information.

This 3-layer architecture of WBAN is shown in the Figure
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Figure 1. This demonstrates the 3-layer architecture of
WBAN

To deploy networks efficiently, multilayered, lightweight
systems with strong security are necessary for long-term
preparation of scientific parameters. Due to their lack of
patentability, wireless body-wide networks (WBANS) are not
able to transmit data within the network, making them suitable
for certain applications [12]. Overlooking security sensors in
wireless local area networks (WLANS) poses challenges in
evaluating security measures. High power consumption in
wireless communication security components necessitates
enhanced security protocols for WBANS. One scholarly article
[13] explored Support Vector Machine (SVM) techniques in
Body Area Networks (BANSs), addressing various aspects like
Quality of Service (QoS), synchronization, anomaly detection,
fault detection, and secure communication. SVMs proved
effective in meeting BAN requirements. Another study [14]
examined WBAN frameworks in healthcare, highlighting
issues like environmental interference, inadequate security
measures, potential attacks, and QoS limitations. It also
investigated SVMs in energy control and sensor access.
Research suggests further exploration of transmission delays



and security measures in WBANS is needed. A recent study
[15] employed IEEE 802.15.6 protocol for hospital monitoring,
covering topics like spectrum allocation and WBAN signal
security. This study emphasized the ongoing need for
advanced SVM technology in healthcare systems, especially
for older individuals and those with disabilities. Artificial
intelligence techniques were used to extract attributes from
processed data. Another study [16] employed artificial neural
networks and SVMs, particularly the kernel technique, to
derive abstract properties from sensory data, improving
predictions for wireless body area network security. The
proposed multi-step authentication model based on iterative
data utilization and predictive modeling demonstrated
enhanced accuracy in predicting multi-step authentication of
sensory input.

The development of a secure Wireless Body Area Network
(WBAN) faces various challenges, including security,
lightweight models, security handover, and reliability.
Scholars are actively exploring innovative approaches to
address these challenges. One such approach is the use of
Support Vector Machine (SVM) techniques to enhance
security and privacy in WBAN:S. In this article, the pros and
cons of different methods and datasets are discussed. Medical
devices, traffic monitoring, and recreational activities are all
among the scenarios where Al can identify, prevent, and
mitigate threats [17]. Medical databases should prioritize
patient privacy, however. Compared to traditional healthcare
systems, WBAN delivery faces many challenges regarding
security, reliability, performance, and data differentiation.
Among the benefits of wireless sensor networks is automatic
configuration, which not only increases their lifetime, but also
enhances data security. The safety of patients and user
confidence play a vital role in ensuring that systems are
resilient and sustainable. The use of SVMs facilitates decision-
making in a human-like manner, making them more intuitive.
Additionally, with SVMs being designed to be fault tolerant,
scalable, perform accounting, and secure, they provide an
effective tool for automating WBANS. Furthermore, SVM
technology can be applied to other traffic management areas
as well. Scheduling becomes increasingly challenging with
increasing nodes and security levels [18].

Security challenges face WBANSs, including the potential for
replay attacks. Messages are encrypted with a nonce (a random
number) to prevent data from being reused. Larger messages
require longer nonces, while smaller messages require shorter
nonces. The security of nonces can be improved by using longer
ones. It is the objective of this study to demonstrate how Support
SVM technology can enhance security in wireless local area
networks. Network security issues can be addressed with SVMs,
which are increasingly popular. Monitoring structural flaws and
detecting structural defects is possible with them. Using a SVM-
based model, security quality ratings are generated, and
monitoring and translation functions enable security indicators
to be translated into numerical security solutions. Within
WBANSs, SVM techniques were used for ensuring patient
privacy in security and control applications. It is the objective of
the study to devise a security mechanism compatible with SVM
algorithms that enhances security while minimising
implementation risks [19]. As a way of improving WBAN
security measures and monitoring, a hierarchical clustering
approach is introduced in the study. Furthermore, an array of
sensor nodes can be rearranged using WBAN controllers.
Moreover, statistical techniques from medical science are
explored in conjunction with SVM analysis. System

925

vulnerabilities include potential attacks and threats related to
WBAN [20].

2. LITERATURE REVIEW

As a result, WBANS play a significant role in healthcare
monitoring since they monitor the health status of patients at
all times and notify them when they are in medical crisis.
Recently, WBANSs have been subject to security concerns
because of the sensitive nature of the data passed through them
and the potential risks of unauthorized access. WBANS have
been observed to have security deficiencies, particularly when
it comes to secure data transmission, privacy protection, and
network integrity. WBANS are vulnerable to cyberattacks due
to weak security measures and ineffective encryption
protocols. Researchers have demonstrated that SVMs can
enhance the security of wireless body area networks. A SVM
method has been proven to be safe in medical settings for
detecting anomalous behavior and securing communications.
If SVMs are used for power and sensor regulation in WBAN
environments, security and performance may be compromised
[21]. Although these advancements have taken place, security
frameworks specially designed for WBANs have largely
remained a niche in the literature. By leveraging SVM
technology for anomaly detection, this study proposes a novel
framework for addressing this gap while ensuring the integrity
and confidentiality of patient data in WBANSs. The literature
cited directly contributes to the understanding of challenges
and opportunities in improving security in wireless local area
networks [22-25]. By focusing on recent developments in
SVM technology and its applications in healthcare monitoring
systems, the reviewed studies provide a foundation for the
proposed research framework [26-28]. References have been
selected to support the critical analysis of existing security
measures in WBANS and to identify the gaps that the current
study seeks to fill. Figure 2 shows the WBAN interference
mitigation system for patient monitoring [29].
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Figure 2. The WBAN interference mitigation system for
patient monitoring [29]

The Support Vector Machine (SVM) is used with a soft-
margin approach to enhance safety protocols. Reducing the
number of sensors per node is economically feasible for SVM
applications, emphasizing the importance of efficient sensor
node placement. A comprehensive search approach is
employed to find the best location for sensor nodes. When
selecting a cluster's header for efficient and secure routing,
priority is given to the sensor node with the highest remaining
life percentage. Non-functional nodes focus on energy



harvesting and transmitting available data to the central sink.
Efficient routing improves node performance by directing data
along the shortest path to the sink nodes. In the context of
cybersecurity, it's observed that each individual node has a
significant amount of remaining energy, and the total number
of nodes is limited. To enhance data transfer security,
threshold data on sensor data and cost value metrics are used.
It is crucial that transceivers meet the secure optimization
constraints in WBANSs while ensuring the longevity of these
networks. Table 1 shows the WBAN system is prone to attack
at every level.

Table 1. WBAN system is prone to attack at every level [23]

= Data modification

= Drain the battery

= Modify the software of the device
Jamming attack

= Node tampering Data collision
attack Exhaustion

= Eavesdropping

= Man In the middle attack

= Scrambling attacks

= Signalling attacks

= Message modification attack

= Data interception attack

= Wormhole attack

= Denial of service attack

= Homing attack

= Selective forwarding attack

= Sybil attacks

= Path-dos attack

= Reprogramming attacks

Data collection level
security attacks

Transmission level
security attacks

A SVM approach that incorporates SVM with a regression
strategy is proposed in this study to mitigate security concerns.
The classification of authentication is facilitated by a SVM
model using machine learning. Added security to this model
has been achieved through the addition of a second layer of
security.

3. METHODOLOGY

The wireless body area networks, or WBANS, facilitate
communication between medical devices and central hubs. A
great deal of use is made of these networks in hospitals, clinics,
and nursing homes. The wireless body area networks, or
WBANS, facilitate communication between medical devices
and central hubs. A great deal of use is made of these networks
in hospitals, clinics, and nursing homes. Patients' privacy is
threatened by two main factors; (1) Lack of knowledge about
the several policies and regulations in place regarding patient
data handling, and (2) Hacker attacks.

An adversary may intentionally tamper with the transmitted
medical data as well as disrupt authorized access to services
and patient information, even if the messages received are
authenticated. Consequently, the paper focused on improving
the security of sending and receiving patient information in the
medical field. Secure encryption using a strong and
unbreakable method. When medical data is corrupt, the
receiving node must reject the message. Poor wireless channel
conditions can also cause data corruption. This can be
accomplished with SVM. The SVM uses a hyperplane to
divide the message into different classes. An accurate
classification is most likely to take place when the selected
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hyperplane has the largest margin between it and all points. A
hyperplane with the greatest margin is used to separate data
points with SVM classifiers. Data points from new messages
can be classified using SVM by finding an optimal hyperplane.
Security in WBAN is based on two categories: legitimate
traffic and malicious traffic. A WBAN has shown efficacy for
detecting malicious traffic using SVMs. It is because SVMs
are able to analyze and identify legitimate traffic by gaining
knowledge about its characteristics. An exploration of SVM as
a way to enhance WBAN security holds great promise. To
protect WBANS against possible vulnerabilities, SVMs are a
robust and effective solution.

3.1 Privacy and security requirements in WBAN

When it comes to finances, it's no secret that accruing
wealth is vital. However, safeguarding these accumulated
funds carries even more weight to ensure that they never fall
into the wrong hands, thus preventing your hard-earned money
from going to waste. This concept is not just exclusive to
monetary matters - it also pertains to the gathering of personal
or health-related data via several sensors in a wireless body
area network (WBAN). Just like money, preserving the
confidentiality and security of this sensitive information about
a person's health status is of utmost importance [30-41].

Three main points in which security must be applied within
WBAN are:

1. The user's body is equipped with sensors.

2. Data is stored and processed offline (where aggregated data
is stored).

3. Various points of entry and exit or gateways.

4. Online (for connecting the medical community outside the
WBAN).

5. In clinics or by medical professionals.

In order to ensure security, there are a number of factors to
consider [42]:

I. An attacker compromising the health information of
elderly and non-tech-savvy users could put their lives at risk.
I1. Awoman in the delicate stages of pregnancy wishes to keep
her condition under wraps. However, an unauthorized
individual breaches this confidentiality and broadcasts it,
negatively impacting her social reputation and possibly
threatening her safety.

I11. Itis possible for some insurance companies (through the
use of private patient information) to modify (to reduce
benefits) their policy for a user by obtaining this information.

IV. Insecure channel trespassing can lead to wrong
information being entered. These modified information could
be used to provide inappropriate medical treatment. Thus, a
hospital or doctor's reputation and goodwill could be damaged,
as well as the life of the patient [43].

The development of the project under WBAN will be
adversely affected. Target customers/users will be slandered
and defamed. Research progress could be hindered by a
diminished trust in technology.

There are several important criteria that must be met by
WBANSs to develop accurate, reliable, secure, and trustworthy
remote healthcare observation systems [44, 45].

The patient will be allocated a physician promptly following
the completion of the registration process. Furthermore, it
should be noted that patients are limited to perceiving only
their current state of health, whereas doctors possess
comprehensive knowledge and control over the entirety of
their patients' medical records. When the doctor logs in, they



will be presented with an encrypted version of the thumb or

palm print they have selected, as outlined in the study of

Shokeen and Parkash [27]. The physicians are granted access
once their thumb and palm prints have been authenticated.
Upon employing the Error Correcting Code (ECC) technique,
which is grounded in Support Vector Machines (SVM), the
physician will acquire the capability to assess the health
condition of the patient. The flowchart in Figure 3 shows how
this research is being conducted and the steps taken.

‘ Initialize the WBAN using area= heightxwidth |

!

‘ Initialize the node within the network |

!

| Initialize the coverage area of each network |

1

| Initialize the source and destination within the network |

!

Create route from source to destination

|

| Initialize GA within the network to optimize the route ‘

If fitness function is

Reject nodes and check another true according to the

node from coverage set

fuzzy rule set

I Create a new route from source to destination |

l

| Calculate the QOS parameters ‘

Figure 3. The methodology is depicted by the flowchart and
steps being followed in this research

3.2 WBAN security enhancement with SVM

The Support Vector Machine (SVM) is a powerful tool for
addressing complex scenarios, especially in dynamic
environments like the Wireless Body Area Network (WBAN)
system. SVM demonstrates adaptability and data protection
capabilities in various ways, making it useful for enhancing
WBAN security. Training an SVM model with labeled inputs
is essential for prediction and categorization of new data, as
mentioned in the study of Gautam et al. [28]. SVMs are
versatile and can be used for both regression and classification
tasks in supervised learning. Regression predicts continuous
variables based on historical data, while classification
categorizes data into distinct categories. There are specific
procedures that must be followed for data to be classified as
secure. A SVM uses a hyperplane model to cluster data,
aiming to minimize deviations by selecting optimal
boundaries. According to Figure 4, illustrates the importance
of SVM in locating optimal hyperplanes for WBAN
classification.

Based on similar characteristics, materials can be classified
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into groups. A secure system is essential for protecting
sensitive medical data. SVM is one of the most popular and
important technologies for securing data throughout its
lifecycle. Keeping patient privacy protected from
unauthorized access is crucial to prevent malicious entities
from accessing sensitive information. Furthermore, it is
imperative to improve security measures while incorporating
the diversity, volume, and dynamics of medical data produced
by WBAN:S.

A \\.‘9%‘ Mis-classified
X2 \\//)Q/
“-, ?/70 Support vectors (+)
. ‘-_. ) // \
. ,{9 @) 7 O \‘
9 "'.O@ o \m
A 5
i O . ¢ o | e)
Suppori vectors () . -".“ (@) "
o .o
S0 . ',
. |
O 9) 0O v
o .‘\ O
o © ~/~ Maximum
P O\, margin
Mis-classified <& O X4

>

Figure 4. Demonstration of SVM hyperplane with optimal
and minimum margins for classification of security measures
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Figure 5. The extraction of patient’s body characteristics and
features to be used with SVM for encrypting them for
security reasons

3.3 Patient’s body feature extraction

Training data for vectors often lacks labels, as manual data
labeling requires human involvement and not all data can be
easily categorized. A study mentioned in reference [29-32]
highlights the feasibility of using sensors attached to patients'
bodies for automated medical interventions, particularly for
individuals with chronic illnesses. However, wireless
transmission of medical data to a personal server and the use
of programming devices to configure medical equipment raise
potential security concerns. These concerns encompass both
unintentional environmental impacts and deliberate hacking
attempts. To address these security issues, there is a need for a
safety system that can detect and differentiate potential risks
from genuine emergencies. Such a system should also prevent
the delivery of pharmaceuticals that could have life-
threatening consequences. Key metrics like QRS, heart rate,



RR interval, QT interval, and QTC are essential for feature
extraction in this context, and the extraction of nominal data
from the patient's wearable sensors heavily relies on feature
values [33-35]. Figure 5 shows the extraction of patient’s body
characteristics and features to be used with SVM for
encrypting them for security reasons.

3.4 Training and testing

This study involves the training of a model using inputs that
have been tagged, with the objective of making predictions or
classifying incoming data. To train the SVM model for
network-level abnormality detection, it is imperative that it
outperforms other approaches in terms of accuracy and the
number of epochs required. The duration of training is like that
of a solitary machine learning model. Increasing the patient
population leads to enhanced accuracy, decreased epochs, and
does not impact the time of training. During the testing phase,
the Support Vector Machine (SVM) solely relies on the new
data to generate predictions, hence minimizing the volume of
data transmitted via the network. The model is not submitted
for remote storage [36-38]. The suggested method allows for
the identification of anomalies, which occur when the value of
a characteristic deviates from its regular range or has an
unusual correlation with other attributes. The model evaluated,
which was based on NS3, had the best level of accuracy in
terms of approval (reaching up to 97%) and autonomous test
precision (about 96%) among all the designs that were
subjected to testing. Given the advantages of incorporating
measurements, the utilization of this third model was
employed to evaluate alternate setups and hyperparameters
[39-41]. Figure 6 shows the SVM Model Accuracy (accuracy
vs epochs) Model Loss (loss vs epochs).

model loss
301 — train
test

25

201
515

10

05 1

0 0 1 T T T T T T T T

0 20 40 60 80 100 120 140
epoch

Figure 6. The SVM model accuracy (accuracy vs epochs)
model loss (loss vs epochs)

The Support Vector Machine (SVM) model demonstrates a
consistent ability to assign accurate labels to uncertain new
instances by leveraging ranking techniques. The initial focus
of investigation in the accuracy vs epochs plot is on the high-
scoring event. The support vector machine (SVM) model,
which utilized the elliptic curve cryptography (ECC)
technique, was trained using a 10-fold cross-validation
approach. With the goal of applying iterative refinement,
occurrences are assigned labels with utmost precision, or
alternatively, they are classified as Epochs. The tests
conducted, as seen in Figure 6, indicate that the Area Under
the Curve (AUC) exceeds 0.90, with the number of epochs
exceeding 0.75. Statistical methods and SVM were found to
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be more effective than rule-based solutions at detecting
suspicious access. In training a SVM, backpropagation is used
to protect patient privacy, maintain confidentiality of recorded
medical data, and ensure the accuracy and availability of
diagnostic data. A study published in [28] suggests that models
educated using shallow learning techniques, such as SVM
decision trees, may not be able to detect underlying patterns in
complicated leukemia datasets. Each SVM level extracts
underlying patterns from the data using nonlinear
transformations.

4. RESULTS AND DISCUSSION

Analyzing the data with statistical analysis helped
determine whether the SVM framework contributed to
increased security in WBANs. The effectiveness of this
framework has been evaluated, trained and tested in real-world
scenarios using several different machine learning models.
WBAN describes the security guarantees based on an SVM
trained with labeled input examples. Validating the model
followed by evaluating its legitimacy and consistency in
identifying errors and violations was conducted. WBAN
sensor nodes were monitored with a real-time SVM platform
to determine the platform's ability to anticipate risks and
prevent them. SVM framework improves the security
properties of WBAN significantly according to the study
results. A WBAN provides high levels of confidentiality and
confidence in the transmission of patient information due to its
high success in identifying and categorizing anomalies. There
is mounting evidence that SVM-based methods are more
accurate, precise, and safe than existing approaches. Further
research is necessary to address some of the issues identified
in this study. As datasets become larger and security scenarios
become more complex, further improvements to SVM
frameworks are needed. Combined with research, other
machine learning methods can enhance wireless network
security. This area has seen an important development with the
introduction of a SVM-enabled platform that enhances WBAN
security. It allows healthcare providers and system
administrators to monitor patients via wireless technology in a
safe and effective manner and protect patient information in
the process. It is our hope that the results of this study will
improve the safety of healthcare environments, which will
help ensure the greatest level of data validity and
confidentiality. Further research and improvement of the SVM
framework could come from further exploration in the future.
This framework could conceivably be adapted for use with
other 10T devices or network security systems in order to
improve overall cybersecurity. SVM technology can be
applied to a variety of security contexts, allowing for further
innovation and advancements in data protection, anomaly
detection, and security theory.

The findings of an illustrative evaluation based upon Key
Performance Indicators (KPIs) for security measures in the
proposed WBAN system have been illustrated. The SVM-
advised model exhibits better accuracy, shorter training and
prediction times, and a reduced number of false positives in
trials. The utilization of machine learning (ML) techniques,
namely non-linear support vector machines (SVM), is
employed in WBAN for the purpose of anomaly identification,
as the constituent sensors have limited power reserves. The
aforementioned procedure demonstrates a high level of energy
efficiency. Furthermore, the paucity of this informative subset
contributes to the infrequency of attacks targeting it. This



pertains to the agents falling inside the second category,
encompassing low-power electronics [33].

Upon doing an analysis of the existing system, we
subsequently proceed to evaluate the proposed system and
juxtapose our findings with those obtained from the current
system. The Support Vector Machine (SVM) algorithm
processes these distinctive attributes and categorizes them into
separate groups, so offering a hitherto unattainable level of
cloud-based protection for patient data. This comparison
analysis establishes that the proposed system exhibits
superiority due to its capability to facilitate swift and secure
data transmission. The test findings are being utilized to assess
both the proposed and established methodologies. The
concluding assessments within the application allow
customers the opportunity to observe the projected
enhancement of WBAN security through several parameter
bases, encompassing perfect prediction, randomization,
flipping, and the recommended support vector machine
(SVM) approach. The investigation of the hyperplane reveals
that the iterations under examination span from 0 to 50%,
while the power level (expressed in dBm) has a negative scale.
Figure 7 shows the classification of multiple patient’s ECG
and heart rate using SVM in terms of secure WBAN system.

Tek Ak ® Stop M Pos: 0.000s AUTOSET
+ (
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Figure 7. The classification of multiple patient’s ECG and
heart rate using SVM in terms of secure WBAN system

Table 2. Analyze SVM accuracy against existing literature

Article Algorithm Accuracy
[30] K-Nearest Neighbor (KNN) 95.78%
Advanced Encryption Standard o
[31] (AES-256) 96.36%
Proposed Support Vector Machine (SVM) 98.63%

The Support Vector Machine (SVM) classifier has been
selected for the purpose of anomaly detection using
electrocardiogram (ECG) signals. This choice is motivated by
the SVM's advantageous characteristics, including its cheap
processing cost, minimal performance loss, and accuracy
reduction. Results showed satisfactory performance for SVM
classifiers, and the results were also in line with machine
learning capabilities and benchmarks. Using WBAN devices
for patient monitoring in non-traditional healthcare
environments requires highly precise data acquisition to avoid
serious consequences for patients. Inaccuracies in the data
could have catastrophic consequences. As a direct result of
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their exceptional performance and ability to predict outcomes
accurately, SVM algorithms and distributed learning
frameworks are extensively used in contemporary healthcare
systems. According to the source, 98.63% is a higher accuracy
rate than 96.36% and 95.78% respectively for the AES-256
and KNN methods. Table 2 shows the Analyze SVM accuracy
against existing literature.

5. CONCLUSION

WBAN security protocols are optimized using SVM using
this document. By applying SVM with Al classifiers, this
study provides valuable insights. WBAN nodes collect data
from medical records in order to collect evaluation parameters.
The proposed SVM-based WBAN showed a high level of
accuracy of 98.63%. To achieve this accuracy, 80% of the data
is used for training, while the remaining 20% is allocated to
patient health tests in hospitals and clinics. SVM will improve
data security, privacy and authentication by implementing the
WBAN system. Hybrid SVM models have the ability to
increase data security, reduce system complexity, and enhance
data integrity. The best course of action to increase the safety
of this probe was determined by using an SVM with a wireless
sensor network. The approach we used resulted in the most
effective network security measures with the fewest possible
consequences. During data transmission, the SVM output is
sent to the node responsible for maintaining data integrity.
Through a series of standardized tests, the algorithm is used to
classify medical data and assess the level of risk by comparing
its effectiveness with that of established metrics. From the
research results, it is clear that there is a high degree of
accuracy in identifying risks associated with improving the
reliability and security of the system, which makes it more
suitable for WBANS.
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