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Biometric-based authentication systems (BAS) can provide a strong security guarantee
regarding the identity of users over traditional authentication systems. The iris of the eye is
widely acknowledged as one of the most robust biometrics due to its exceptional
performance. Despite this, templates used in traditional iris recognition systems remain
unprotected, rendering them highly susceptible to various security and privacy breaches.
However, several cancelable biometric schemes being introduced but at the expense of
substantially decreased accuracy performance and increased computational time. To address
this, we propose a cancelable multi-instance iris authentication system utilizing a quotient
filter (CMAQF). The purpose of the quotient filter in CMAQF is to distort the biometric
information without compromising the accuracy. Modified local random projection is
applied on the fused iris template to generate the reduced template results in less
authentication time. Experiments have been conducted on publicly available iris databases
to assess the efficiency of CMAQF. The experimental results conclude that CMAQF
achieves reasonable performance compared to existing methods, satisfying the properties of

irreversibility, diversity, and revocability.

1. INTRODUCTION

Secure access to smart devices, information, and networks
relies on a variety of credentials [1]. Historically, tokens or
passwords have been the go-to for user authentication.
However, remembering passwords can be challenging, and
there are numerous methods for unauthorized access to
password-protected  systems. In contrast, Biometric
Authentication Systems (BAS) require the physical presence
of the individual, eliminating the need for cards or password
memorization [2]. This minimizes the risk of identity loss,
forgetfulness, forgery, or duplication [1, 3, 4]. Biometrics offer
the advantage of time invariance, making them particularly
attractive. Among physiological biometric traits, face,
fingerprint, and iris are the most commonly used [2-4]. These
modalities possess unique characteristics specific to each

individual, ensuring uniqueness, non-repudiation, and
permanence [3, 4]. The iris, with its stability and
distinctiveness, is particularly favored for different

applications in contrast to fingerprint, face, finger vein etc. [5,
6].

The biometric systems with only one biometric trait are
called unimodal biometric identification systems. The
challenges faced by these systems are robustness against
spoofing attacks, high security, and poor recognition [2-4].
The systems with two or more modalities are termed as
multimodal biometrics [2]. These systems are very trustworthy,
robust, & repellent to spoofing attacks. The multi-instance
biometric system uses two or more instances to authenticate

901

the person. The proposed approach comes under multi-
instance iris authentication system as it uses the right & left
irises of a person for authentication. Iris is the pattern which
emerges in the circular area of the eye that encircles the pupil
[5]. The iris has high resistance to environmental and genetic
constraints for the whole lifetime. Additionally, the
recognition system has lesser mismatches because of their
randomness in pattern.

A conventional biometric system has two phases:
verification and enrollment/registration. In these two phases,
the user acquires images. These images are pre-processed to
produce a template. During registration, the template produced
is known as reference template, & the one obtained at the time
of verification is known as probe template [4]. During the
enrollment process, the reference template is placed in a
database/server. In the server, the probe template is compared
against the reference template during the verification phase.
Biometric modalities such as facial features, fingerprints, and
iris patterns are irreplaceable since each person possesses a
unique set. However, one major drawback of BAS is the
inability to alter or reissue biometric templates if they are
stolen, making them vulnerable to misuse [7]. Accidentally, if
these templates are accessed by an unauthorized user, the data
becomes unusable and irretrievable due to its distinctiveness
and permanence.

Previous research by multiple authors [8-11] has
demonstrated the potential reconstruction of an authentic
biometric image if the corresponding raw template remains
stored in the server. Once compromised, generating new
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biometric data becomes impossible due to its inherent
permanence, leading to significant security and privacy issues
[7, 12]. Consequently, various Biometric Template Protection
Schemes (BTPS) have been introduced to address these issues,
including cancelable biometrics [13], homomorphic
encryption (HE) [14], and bio-cryptosystems [15]. Cancelable
biometrics maintain the privacy of biometric templates by
utilizing transformed versions instead of the originals during
authentication or enrollment phases. These transformed
templates are derived through one-way transformations
applied to the original template.

However, the limitations like computational complexities
with HE schemes [14] and information leakage with Bio-
cryptosystems make the researchers explored and identified
the cancelable technique as a BTPS [16-19]. We notice a
prevalent challenge in many of the current iris template
protection methods, such as those referenced in the papers [20,
21] which involves a compromise between security (privacy)
and accuracy. This compromise primarily stems from the
requirement for strong non-invertibility, which leads to the
destruction of structure in the Iris Code, causing unavoidable
information loss. However, maintaining sufficient information
is essential to uphold performance, as highlighted in the study
[22]. Therefore, there is a need to develop a cancelable Iris
Code scheme that effectively balances these two criteria. The
major contributions of our work are as follows:

1.1 Contributions

1) A cancelable multi-instance iris authentication
system (CMAQF) is designed to preserve the privacy
of the iris templates. CMAQF uses the concept of a
quotient filter to achieve confidentiality.

CMAQF derives the secret key directly from the iris
codes themselves, distinguishing it from other
cancelable approaches.

CMAQF yields the projection matrix used in random
projection from the iris codes itself as opposed to
local random projection.

CMAQF aids in mitigating intercept channel and
template modification attacks.

CMAQF is evaluated on different publicly available
iris databases to evaluate its effectiveness.

2)

3)

4)

5)

1.2 Quotient filter

The concept of quotient filter is initiated by the researchers
[23] in 2011. This innovative data structure is designed to
efficiently manage sets by implementing probabilistic
operations such as addition, deletion, and membership testing
[23]. In this approach, data, such as a iris, is divided into two
sections as illustrated in Eq. (1) and Eq. (2):

. The least significant bits (r)
fr = fmod 2" (1)

. The most significant bits (q)
fa=1f/2"] 2)

The three bits constitute a bucket, all of which are zero at
the start: is shifted, is the continuation, and is occupied.
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2. RELATED WORKS

Khodadoust et al. [16] suggested a biometric authentication
system utilizing finger-vein, fingerprint, and finger-knuckle-
print. The efficiency of the system is more and it is user
friendly as the system uses only finger as a biometric trait. Lee
etal. [17] employs an XOR decryption, encryption & proposed
a token-less cancellable biometric system. Dargan and Kumar
[24] proposed a survey paper on various unimodal and
multimodal biometric system. They clearly mentioned the
different feature extraction techniques, classifiers considered,
and datasets considered by various authors. Zhong et al. [25]
proposed an approach using palm print and hand vein
modalities. The authors used biometric graph matching to
retrieve the features & considered Support vector machine
(SVM) to determine about the genuineness of the user. Walia
et al. [18] suggested a multi-modal authentication system
using face, fingerprint, and iris traits. A novel feature-level
fusion technique was introduced using adaptive graph in their
approach which counters the presentation attack. Vijay and
Indumathi [19] use the ear, finger vein, and iris traits to
propose a multi-modal system. In their approach, authors use
a score level fusion and for comparison, deep belief network
is considered. Heidari and Chalechale [26] examined the
finger knuckle print and the fingernail of three fingers. They
employed the transfer learning technique using AlexNet.
Cloud mechanism was utilized by Vidya and Chandra [27] for
authentication. They employed the Entropy Based Local
Binary Pattern method to increase accuracy by refining the
feature extraction method. Talreja et al. [28] opted for iris and
face as biometric traits for authentication. Initially, the features
are retrieved from the iris and face utilizing deep learning,
known as deep feature extraction. These features were then
fused & subjected to cryptographic hash for security, forming
a feature vector. Face, iris, and fingerprint were examined by
Gayathri and Malathy [29] for extracting features using
various approaches. For authentication, Hammad et al. [30]
utilized ECG and fingerprint traits. They initially retrieved
features with CNN. Peng et al. [31] suggested a biometric
authentication system by incorporating finger knuckle,
fingerprint, finger shape, and finger vein as biometric traits.

Format-preserving encryption is used by Bansal and Garg
[32] and proposed a privacy-preserving authentication system.
Authors tested their approach on both multi-modal and
unimodal biometric datasets and proved that their system is
efficient when contrasted against conventional techniques.
Kumar and Manisha [33] introduced a method for creating a
cancellable biometric template utilizing Random Walk. The
resultant template is evaluated against the actual template
using metrics such as root mean square error and correlation
coefficient. This approach is examined on gray and color
datasets available publicly to check the performance. A hybrid
encryption framework depending on Rubik’s cube algorithm
is proposed by Helmy et al. [34]. The face biometric, iris, and
fingerprint traits are considered in their approach. The findings
indicate that this system effectively tackled certain security
and robustness issues associated with cancelable templates.
Compared to existing methods, this proposed approach is
deemed reliable. Manisha and Kumar [35] developed a
cancellable template utilizing the Chinese Reminder Theorem
and random permutations.

Lee et al. [36] devised a cancelable iris protection,
facilitating swift template comparisons and enhancing
authentication efficiency. Moreover, it attains the



Unlinkability property. Siddhad and Khanna [37] introduced a
cancelable template optimized for low-end devices via the
Max-min threshold. This technique yields a template merely
25% of the original size, enabling expedited authentication.
The authors verified the effectiveness of their approach across
various scenarios including general, stolen tokens, and
changeable templates. Vallabhadas and Sandhya [38]
developed a privacy-preserving biometric authentication
system by utilizing the concepts of Homomorphic encryption
and local random projection. Their technique attains a fair
performance besides preserving the privacy of the user. A deep
learning based multi-modal cancelable biometric system is
suggested by Abdellatef et al. [39]. Authors considered face
and iris in their approach. If the old template is compromised,
this system automatically generates a new cancelable
biometric template. Helmy et al. [40] presented a novel hybrid
encryption framework leveraging the Rubik’s Cube method.
They encrypted various images simultaneously with RC6 as
well as AES algorithms to enhance diffusion. The output from
stage 1 feeds into stage 2, where a chaotic algorithm introduces
permutation. This innovative approach achieves improved
robustness and efficiency.

While existing works utilizing Homomorphic Encryption
(HE) schemes achieve enhanced privacy for biometric
templates, they suffer from prolonged computational time.
Similarly, prior efforts based on cancelable biometrics fail to
ensure a balanced trade-off between security, accuracy, and
speed. Therefore, the Cancelable Multi-Instance Iris
Authentication System (CMAQF) is suggested to uphold the

privacy of iris templates while minimizing authentication time.

Unlike conventional methods, CMAQF selects the application
secret key directly from the user's biometrics instead of relying
on random selection. Similarly, to enhance the security of
traditional random projection methods and eliminate user
involvement in selecting the projection matrix, CMAQF

directly selects the projection matrix from the user's biometrics.

3. CANCELABLE  MULTI-INSTANCE  IRIS
AUTHENTICATION USING QUOTIENT FILTER
(CMAQF)

Table 1. List of variables considered in CMAQF

Variable Meaning

R Fused Reference Template

Q Fused Query Template

n Number of bits in a block considered in Section 3.2
Rp Reference transformed fused template
Qr Query transformed fused template

m Number of blocks considered in Section 3.2
A Randomly chosen ji slot from the original iris code

sk (Application secret key).

/ Reduced Reference template subsequently
Ly ;

employing LRP

Ly Reduced Query template after applying local random

projection

CMAQF is the first multi-instance privacy-preserving
biometric verification system using the concept of a quotient
filter. The architecture of CMAQF is depicted in Figure 1. The
variables used in CMAQF are mentioned in Table 1. The cloud
server, & the client device are the two entities considered in
CMAQF. CMAQF comprises of four modules i.e., 1) Fused
template creation, 2) Local Random projection (LRP)utilizing
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inversive congruential generator, 3) Cancelable template
generation, and 4) Distance computation between the
protected templates respectively. CMAQF considers that the
cloud server performs the computations genuinely. The steps
of CMAQF in the enrollment phase and verification phase are
described in Table 2 and Table 3.

Enrollment Phase
Client Device
Identity Label

Left Iris

.., Generation
of iris code

Right Iris

’Generation ----- X
of iris code y

Fused R
r>

Local Generation _Rp_ ! (Rp:id)_
R - H

Random - -5of Cancelable
Projection template

Accept (or)
R

Authentication Phase

Client Device

Generation
— e l Local . :
. of iris code Lo Generation

Q
Left Iri: m
i TFU\TI -DPRaf"h:i —>of Cancelable |
‘ emplate rojection template

Right Iris
Identity Label

Qp

Generation

of iris code
(Qp-i9)

id

Figure 1. Block diagram of CMAQF

Table 2. Steps involved in enrollment phase

Enrollment Phase
Client Device Cloud Server

1. Obtains the reference left &
right images of eye from the
user.

2. Generates the iris code of size
1*10240, 1*10240 from the right
& left irides utilizing the
University of Salzburg tool kit
(USIT) [41]. Produces the fused
reference template (R) from the
generated  iris codes by
appending one to the other.

3. Employs the LRP on R to
obtain Lias explained insection
3.2.

4. Produces the reference
transformed fused template (Rp)
as illustrated in Section 3.3.

5. Sends the reference
transformed fused template and
user's identity label to the cloud

server. 6.Stores (Re, id).

Table 3. Steps involved in verification phase

Authentication Phase
Client Device Cloud Server
1. Obtains the probe right and
left eye images of the user.
2. Generates the iris code of size
1*10240, 1*10240from the right
& left iridesusing the USIT [41].
The iris codes are concatenated
to obtain Q.
3. Apply the LRP on Q to obtain
L, as explained in section 3.2.
4. Produces the  probe
transformed template (Qp) as




explained in Section 3.3.

5. Sends the probe transformed
fused template and user's
identity label to the cloud server.

6. Obtains the probe transformed
fused template for the associated
d and calculates the distance
between Rp and Qe.

7. Compares the computed result
witha threshold.

3.1 Creation of fused template

A fused template is obtained in this section from the
acquired right & left eye images of the user. The iris codes of
size 20X512 are formed from the obtained right and left iris
individually using the USIT [41]. A 1X10240 row vector is
obtained from the 20X512. Subsequently, the right iris code is
concatenated to the left iris code, resulting in a fused template
with dimensions of 1X20480. This fused template then serves
as the input for the subsequent module to reduce the size of the
fused template.

3.2 Local random projection using inversive congruential
generator (L\,)

The random projection (RP) is one of the prominent
technique considered by many of the researchers in their works
either to diminish the biometric template size or to preserve
the privacy of the user. Let the projection matrix is denoted
using M,, feature vector is denoted using X. The traditional RP
can be described using the Eq. (3).

Ly =X * M, 3)

In the traditional RP, the user considers the projection
matrix (M,) randomly from the user. In the traditional RP, the
user randomly chooses M,. In our approach, we enhance
security and streamline the process by automatically selecting
the M, from the user's biometric features, eliminating the need
for user intervention. This method not only bolsters security
but also reduces the size of the iris template, leading to a
decrease in authentication time. The steps involved to generate
L}, are mentioned below:

Step 1: The template generated in section 3.1 is splitted into
p blocks. Each block comprises of m bits.

Y=Yul[Yoll (Yl (1Y

Step 2: The j* slot of Y i.e., Y; where j € [1, p] is considered
to obtain M, = rand (Xj, j).

Step 3: Theinversive ~ congruential ~ generator
(https://en.wikipedia.org/wiki/Inversive congruential generator)
[42] is used to generate the rand (X, j).

Step 4: The M, is multiplied with each slot of Y to obtain
Ly, as described in Eq. (4).

Lip = X; = M; )

Table 4 outlines the Equal Error Rate (EER) obtained for
different sizes of compressed templates in the untransformed

system and for the original iris template of size 1X20480. We
can infer from Table 4 that there is an increase in the EER of
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size 2240 obtained after applying Ly, when compared to the
original iris template. Consequently, CMAQF employs this
2240-bit template for subsequent processing steps.

Table 4. EER values of original iris template and obtained
iris templates of different sizes after applying Ly,

Size of R/Q EER Size After Ly EER
13440 0.96

8960 0.64

20480 0.31 4480 0.39
2240 0.24

1120 0.45

3.3 Generation of cancelable template

The projected template obtained in Section 3.2 is of
dimension 1X2240. The steps to be followed to generate the
cancelable template are illustrated in Algorithm 1. Algorithm
1 takes the modified local random projection Ly, and
application secret key Ag as input and produces the
transformed or cancelable template as an output. Unlike the
other works, CMAQF considers the j" slot binary vector from
the original iris code as an application secret key. The binary
vector is represented in the decimal and considered as Ag.
Initially, L\.,is represented in the binary form. It is splitted into
m blocks consisting of  bits each. A matrix (M) of size n X m
is generated by writing the bits of each block column-wise as
shown in Figure 2. Let Z be the decimal representation of the
primary diagonal of Musing the Eq. (5).

Z= (diag (M))1o )

Now, compute the number of ones, and the sum of indices

of one’s in every column 7 of M and store in Nj, S; using Eq.

(©).

=Number of set bits (1°s) in x" column of M.
Sy=Sum of indexes of set bits (1°s) in x" column of
M.

(6)

where, x varies from 1 to m.
The vector T is obtained by adding N; with Z, and S; with
Ag using Eq. (7).

Ti=Ni+Z
Ti+1=Sit A
i€ [1, m]

(7

A few bits of T are extracted to get the final transformed
template Y.

Algorithm 1 Generation of Cancelable Template
Template obtained after Ly, (Xio),

Input Application Secret Key (A)
Output Transformed fused template (Y 10)
Represent X in binary form (each number is
1. represented with the maximum number of bits
in Lyp).
2. Divide X into j blocks, each of size k.
A matrix M of size k X j is generated by
3. writing the bits of each block in column wise
as shown in Figure 2.
4. Compute Z= (diag (M))1o.



authenticate him/her. So, we considered only 208, 115, and
106 subjects from DB2, DB1, DB3 databases which have
minimum 5 samples of left and right irises. Hence, we utilize
these subjects for our experiments while excluding others from
consideration. Out of 5 samples, one sample is used during the
enrollment phase and another sample is used during the
authentication phase.

The experiments of CMAQF are implemented on a
Windows 10 operating system with Intel Core i5 7% Gen
processor and 16GB Random Access Memory.

Table 5. Summary of databases considered in CMAQF

5. forx«— 1tom
6. N,= Number of set bits in x" column of M.
7 S= Sum of indexes of set bits in x™ column
) of M.
8. x «— x+1
9. end for
10. t—1
11. for j«—1:2:2m do
12. T; = N+Z.
13. Tivi = SitAsk.
14. t<—t+1
15. end for
16. Y=Extract few bits from T.
OO - - - Coponnnn
- J = J @ - 7 'S = )]
L - — 2
0 [0 0.0
il o EEWW
e O 1 ]
qun e 0 11
set® ¢ of $€
urn 5ot
& oS & y v " " »
5 2 ’ ‘ 9 | 3 | 4 | 1
+ + + + + + + +
Decimal value of —— Application
principal diagonal| 40 ‘ 3 40 3 40 3 40 3 | SecretKey=
=3 — e 40
45 5 ‘ ’ ‘ 49 6 44 4

Extract some bits l

‘ 45 5 49 6 ‘ FlnaI7Tranlsf:)rmed

Figure 2. An example of cancelable template generation in
CMAQF

Example: The process to generate the cancelable template
with an example is shown in Figure 2. We considered a 16-bit
binary template to explain the process with an example. This
template is obtained by representing the Ly, (decimal vector)
in binary form. The 16-bit template is split into 4 blocks each
of 4 bits. A 4X4 binary matrix is formed from the 1X16-bit
template as shown in Figure 2. The primary diagonal bits are
considered and computed Z=3. The number of set bits and the
sum of indices of set bits for each column are computed (N,=2,
N>=3, N5=3, N&~=1; S/=5, §-=8, S5=9, S;=1). A vector T is
formed with S; and N;. In the example, we considered an
application secret key Aq=40 (Chosen from the user’s iris
data). Ag and Z are added to the S; and N; to get 7= (45, 5, 48,
6,49, 6,44, 4). Few bits are extracted from 7'to obtain the final
transformed template Y= (45, 5, 49, 6).

4. EXPERIMENTAL RESULTS AND ANALYSIS
4.1 Details of databases and experimental setup

CMAQEF is tested on IITD [43] (DB2), CASIA-V3-Interval
(http://www.cbsr.ia.ac.cn/IrisDatabase.htm)  (DB1), and

SDUMLA-HMT [44] (DB3) databases to inspect its efficiency.

Table 5 depicts the summary of the total number of subjects
and samples. As CMAQF requires both the irises of a user to
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Number of
Database Nsul:?)l_):crt;)f Nsuam:)elresf Subjects
) P Considered
DB1 249 2639 115
DB2 225 2250 208
DB3 106 1060 106

4.2 Performance analysis

Table 6 presents a comparison of the Equal Error Rate (EER)
calculated between transformed and untransformed templates
of different sizes. Based on the data in Table 6, three key
observations can be made:

1) The performance of right or left iris alone is less when
compared to the performance of the fused template.

2) There is a slight increase in the EER of a fused
compressed template in the transformed system when
compared to the EER of a fused compressed template in an
untransformed system.

3) There is a minimal reduction in the performance of the
fused compressed template in the transformed system when
compared to the fused template in the transformed system. But,
it can be inferred from Table 7 that there is an increase in the
performance in terms of computational time.

The comparison of EER between Compressed
Untransformed Fused (CUF), Compressed Transformed Fused
(CTF), Uncompressed Untransformed Fused (UUF), &
Uncompressed Transformed Fused (UTF) templates are
mentioned in Table 7. UUF template indicates the templates
without transformation and before applying Ly, . CUF
template indicates the template without transformation & after
applying Ly, , UTF template represents the template with
transformation and before applying Ly, and CTF template
represents the templates with transformation & after applying
Ly,. We can observe from Table 7 that there is a degradation
in the performance in terms of EER between the UUF and CTF
templates in CMAQF.

Table 6. EER obtained in untransformed and transformed
templates of CMAQF. FCLRP-Fused Template after
applying L;.,, ALI-Alone Left Iris, CT-Fused Template, ARI-

Alone Right Iris
Database Untransformed System Trasr;s:tc; med
ALl ARl  CT FCLRP CT FCLRP
DB1 326 441 031 024 0.25 0.15
DB2 441 415 086 0.78 0.81 0.43
DB3 210 128 0.13 0.05 0.11 0.04
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Table 7. Baseline comparison. ALI-Alone Left Iris, ARI-

Alone Right Iris
Template Template Time (in -
Database Type Size Secs) EER (in %)
ALl 10240 0.096 3.26
ARI 10240 0.096 4.41
UUF 20480  0.186 0.31
template
DB1 CUF 2240 0.098 0.24
template
UTF 20480 0.871 0.25
template
CTF 2240 0.102 0.15
template
ALI 10240 0.523 4.41
ARI 10240 0.523 4.15
UUF 20480  0.613 0.86
template
CUF
DB2 template 2240 0.528 0.78
UTF
template 20480 1.723 0.81
CcTF 2240 0.595 0.43
template
ALl 10240 0.0856 2.10
ARI 10240 0.0856 1.28
UUF
template 20480 0.0972 0.13
CUF
DB3 template 2240 0.0945 0.05
uTF 20480 06945 0.11
template
CcTF 2240  0.0963 0.04
template

Table 8. Results of GAR and FAR at different values of
threshold for DB2 database

Threshold FAR FRR GAR (in %)
0 0 1 0
0.1 0 0.95 0.05
0.15 0.01 0.91 0.09
0.2 0.08 0.86 0.14
0.3 0.232 0.83 0.17
0.4 0.34 0.78 0.22
0.5 0.37 0.61 0.39
0.6 0.41 0.54 0.46
0.65 0.55 0.42 0.58
0.70 0.58 0.38 0.62
0.80 0.61 0.25 0.75
0.82 0.651 0.209 0.791
0.84 0.79 0.15 0.85
0.86 0.91 0.083 0.917
0.90 1 0.033 0.67
0.95 1 0.0087 0.9913
1 1 0.0053 0.947

At the same time, a fair performance in terms of
authentication time is achieved for CTF templates. The
Receiver Operating Characteristic (ROC) curve of the
CMAQF scheme for DB1, DB2, DB3 databases is depicted in
Figure 3. The genuine and imposter distribution for DB1, DB2,
DB3 databases are shown in Figure 4. We can observe from
Figure 4, that the two scores are well separated. The values of
GAR (Genuine Accept Rate: 1-FRR), FAR (False Accept
Rate), FRR (False Reject Rate) at different threshold values
for IITD database is depicted in Table 8. It can be inferred
from Table 6 that FAR increases and FRR decreases which
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indicates
(F 'AR+FRR

2

the efficiency of the CMAQF. The EER
)=0.43 value is obtained at threshold value = 0.82.

4.3 Security analysis of CMAQF

The requirements of biometric template protection schemes
must be contented to guarantee the privacy of the fused iris
templates.

Irreversibility Analysis: The raw template cannot be
obtained from the transformed template. In CMAQF, the
irreversibility is achieved in two phases, 1) During the Local
Random Projection using inversive congruential generator 2)
Generation of cancelable template. The fused reference
transformed template is stored in the cloud server during the
enrollment phase. Similarly, the fused probe transformed
template is sent to the cloud server during the authentication
phase. The cloud server calculates the hamming distance on
the transformed templates itself. It is observed that from
section 3.3, given a transformed template Y, it is difficult for
an intruder to guess A as well as Z. Also, it is not clear how
many values are extracted and from which positions the values
are considered. As a result, it is infeasible for an intruder to
acquire the raw iris codes. Hence, the irreversibility property
is satisfied in CMAQF.

Revocability Analysis: The proposed cancelable method
must be able to produce a different template if the old template
gets compromised. Rather than acquiring the new templates
from the users, CMAQF generates the new template by
changing two parameters: 1) Considered slot during the
generation of random projection matrix. The change in
considering the slot of bits results in different application
specific key as well. 2) Extraction of bits in the last step of
Algorithm 1. As a result, CMAQF achieves the revocability.

Unlinkability Analysis: The transformed templates
generated in different applications must not have any
correlation. The parameters like Ay and the permutation of
extraction of few bits in the last step generates different
uncorrelated transformed templates.
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Figure 5. An example of CMAQF illustrating prevention of
cross-matching attack

Cross-matching Attack: Figure 5 illustrates how the
CMAQF overcome the cross-matching attack among various
organizations. Our proposed technique has the ability to
produce diverse transformed templates from a user's original
template. This capability serves as a deterrent against cross-
matching assaults. As shown in Figure 5, if a template is
compromised then the new template (which is different from



the original one) can be generated by changing the application
specific key (chosen from the user’s iris data). Additionally, in
Figure 5, we considered the same template (binary form) in
both the cases. But if the M, is changed (in Section 3.2), there
will be a change in the template as well leads to a different
transformed template.

Stolen-token Attack: To mitigate stolen template or stolen
token attacks in biometric systems, pseudo impostor scores
can serve as an effective countermeasure. In a stolen token
attack, where an intruder achieves unauthorized access to
template or token for fraudulent authentication, pseudo
impostor scores offer a solution. These scores are synthetic or
artificial representations generated specifically for comparison
purposes during authentication, without revealing the original
biometric data. To demonstrate how CMAQF addresses the
stolen-token attack, we utilized 100 subjects from the DB2
database. The first left and right iris sample in DB2 database
is considered and generated 10 different transformed templates
with the help of different keys. This resulted in the generation
of 100*(1*100) =10000 pseudo-impostor scores. Figure 6
illustrates the distributions of Impostor, Genuine, and Pseudo-
impostor scores for the DB2 database. Figure 6 highlights that
the pseudo-impostor and impostor scores exhibit close
proximity, while the pseudo-impostor and genuine scores
demonstrate differentiation. This observation indicates that the
newly generated transformed templates, each associated with
100 different application-specific keys, exhibit distinctiveness
despite originating from the same iris.
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Figure 6. Impostor, Genuine, and Pseudo-impostor Score
distributions for DB2 database

4.4 Comparison of equal error rate

Table 9. EER analysis of CMAQF with state-of-the-art

works
Database Method EER (in %)

Punithavathi et al. [45] 3.3
Morampudi et al. [46] 0.88
IITD Gomez-Barrero et al. [47] 0.7
Mahesh Kumar et al. [48] 0.88
Sadhya and Raman [49] 14
Morampudi et al. [50] 0.86

CMAQF 0.43

Sadhya and Raman [49] 0.105
Punithavathi et al. [45] 19

Morampudi et al. [46] 0.39

CASIA-V3- Lai et al. [51] 0.54
Interval Mahesh Kumar et al. [48] 0.13
Dwivedi et al. [52] 0.43

Morampudi et al. [50] 0.31

CMAQF 0.15

Kamalskar et al. [53] 2.5947
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Gad et al. [54] 0.3
Mahesh Kumar et al. [48] 0.0002
SDS:\\/#A' Morampudi et al. [46] 0.28
Morampudi et al. [50] 0.13
CMAQF 0.04

Table 7 illustrates the baseline comparison (alone left iris,
alone right iris and combination of both) of CMAQF. The fair
performance is achieved in CMAQF for DB1, DB2 and DB3
databases. Table 9 presents a comparison of CMAQF's EER
with other methods. Notably, CMAQF showcases competitive
performance in terms of EER when compared to select
approaches listed in Table 9. While certain works Mahesh
Kumar et al. [48] exhibit improved EER, they require more
time for authentication. Additionally, the separability
measures such as Kolmogorov-Smirnov (KS), and d-prime
test are also evaluated for CMAQF. The d-prime value of
CMAQF for DB1, DB3 and DB2 databases are 3.767, 4.9287,
and 3.4953. The KStest value of CMAQF for DB1, DB3 and
DB2 databases are 0.9797, 0.9934, and 0.9695.

5. CONCLUSION

The limitations inherent in traditional authentication
systems can be effectively addressed through the
implementation of a biometric authentication system (BAS).
Maintaining privacy is a critical consideration in BAS due to
its irreversible nature. To address this concern, this article
introduces a cancelable multi-instance iris authentication
system (CMAQF), aimed at safeguarding the privacy of
biometric templates. In CMAQF, the confidentiality of iris
templates is ensured through the use of a quotient filter.
Furthermore, a modified local random projection technique is
employed on the fused iris template to generate reduced
templates, resulting in quicker authentication times. The
efficacy of CMAQF is evaluated through experimentation
with various databases. The experimental findings
demonstrate that CMAQF surpasses existing methods in terms
of both efficiency and accuracy.

CMAQF assumes the server performs the computations
genuinely. The compromising of the server leads to false
accept or false reject. So, a system has to be developed in the
future that works fine even in the malicious server setting.
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