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In recent years and due to different crises (financial crises, epidemic crises, politic crise),
organizations have turned their attention to searching best practices in order to better
manage inherent risks. Actually, every organization is now obliged to take risks so as to
grow and even to survive. Under these conditions, it is vital to correctly manage potential
risks to the business, otherwise, if these risks occur, organizations may not be able to reach
their objectives. From another side, all businesses rely on information technology so its
related risks should be well managed. Consequently, and to audit the maturity of
information technology risk management (ITRM), we developed a system named MART
23, built on using best practices of COBIT 5. In fact, COBIT 5 like other standards
presents some guidelines for risk management / information technology risk management,

but none of them offer an operational approach and tool for auditing, assessing and
improving ITRM maturity in organizations. In the following article, the MART 23 system
is presented to audit ITRM maturity, through UML design and some layoults.

1. INTRODUCTION

In a dynamic, globalized and constantly changing
environment, risk is an integral part of organizational
processes and activities [1]. Mergers & acquisitions,
partnerships, globalization and ongoing technological
developments are all examples of risk-generating factors [1]
and challenges facing organizations [2]. In this regard,
organizations are giving more and more importance to risk
management, which can be human, commercial, economic or
political in nature [2].

The use of IT in a company, to adequately reap the benefits
it brings, it must be accompanied by effective and efficient
management of IT-related risks. Otherwise, it may hinder the
attainment of corporate objectives [3]. ITRM should be taken
into account in a holistic approach to enterprise risk
management, hence a framework for integrating IT risks into
ERM is needed [4, 5].

To this end, standards and guidelines have been drawn up
for risk management, focusing on ITRM and information
security. Noting for example COSO [6, 7], a reference in
internal control. In 2017, COSO ERM is a form of COSO
dedicated to enterprise risk management (ERM) [8]. There is
also, ISO 31000 [9, 10], which is a standard that gets bases and
guides for risk management put forward, besides
implementation processes at different levels. From the other
side, we consider COBIT, a framework in IT management and
governance [11, 12]. In its version of COBIT 5, a dedicated
publication was published to deal with information technology
risk management [13, 14]. However, this publication is
considered hard to implement and needs integrated and
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structured approach to guide organizations that wants to
establish ITRM [15-18]. In addition to the difficulty of
implementing ITRM using COBIT 5 or other available
standards, none of existing standards offer an operational
approach and tool for auditing, assessing and improving IT
risk management maturity within organizations.

Research works are in progress to contribute in filling this
gap and propose a holistic system to ITRM maturity audit.
Actually, we have already published an article, cited in the
study of Berrada et al. [19], that describes a methodological
approach to audit the maturity of ITRM. In the continuity of
these research works, we propose, in this article, to present an
operational tool to audit the maturity of ITRM. The tool was
developed based on an integrated methodological approach to
audit the ripeness of ITRM previously detailed in another
article [19].

The beginning of this article describes briefly the
methodological approach used to audit the maturity of ITRM.
Then, the UML design of the system is presented, and some
layouts are described. The last section is dedicated for the
conclusion and perspectives.

2. METHODOLOGY

In order to implement an ITRM maturity audit system in an
institution, it is necessary to audit the overall organization's
ITRM environment. To this end, we propose using a way
rooted on the COBIT 5 framework [11, 13, 20].

COBIT 5 defines seven enablers (Figure 1) [11, 13] which
describe the different pillars of an institution needed for ITRM
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Figure 1. A reminder of the 7 enablers of COBIT 5 [11]

COBIT 5 put forward guidelines and details how each
enabler affects the overall governance and management of the
risk function. As such, it defines:

- What are the bases, protocols and standards needed to
govern and manage risk, for example: the principle of
balancing the cost and benefit of IT risk, information security
policy.

- What processes are needed to identify and support the risk
function, and to govern and manage risk, e.g. APO12 for
managing Risk, EDMO03 for optimizing Risk.

- What organizational structures are needed to establish an
effective risk management and governance, e.g. the corporate
risk committee, the risk entity.

- What culture, ethics and behaviours need to be conveyed
within the organization in order to better govern and manage
risks, e.g.: raising awareness of risk policy, enabling the risk
acceptance option for minor risks.

- The information flows necessary for risk management and
governance, e.g. communication plan, risk profile...

- What services, infrastructures and applications are needed
to govern and manage risks, e.g. crisis management, GRC
(Governance, Risk, Compliance) tools.

- What people and skills are needed to set up and manage a
risk function effectively, e.g. risk managers, analytical skills...

In line with the 7 enablers defined by COBIT 5, we propose
a methodological approach called MART 23, broken down
into 7 phases. This methodological approach will enable us to
audit the maturity of IT risks within institutions.

The seven phases of the methodological approach to be used
for the ITRM maturity audit within an organization are as
follows:

2.1 Phase 1 - Auditing the maturity of principles, policies
and frameworks in terms of ITRM

This phase, in line with the enabler 1 of COBIT 5
(Principles / bases, policies / protocols and frameworks /
standards), aims to audit the maturity of existing bases,
protocols and standards within an organisation. For example,
in this phase we can assess the maturity of the core IT risk
policy according to predefined analysis axes (Existence, Scope,
Roles and Responsibilities...) and state the action plan to be
set up so to improve the maturity level of the core IT risk
policy.

2.2 Phase 2 — Auditing the maturity of ITRM processes

This phase, in line with the enabler 2 of COBIT 5
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(Processes), aims to audit the maturity of existing processes
within an organisation. For example, in this phase we can
evaluate the maturity of the process “Ensure risk optimization”
according to predefined rating system (Incomplete process,
Process executed, Managed process.) and state the action plan
to be set up so that it improves the maturity level of the process
“Ensure risk optimization”.

2.3 Phase 3 — Auditing the maturity of organizational
structures in terms of ITRM

This phase, in line with the enabler 3 of COBIT 5
(Organizational structures), aims to audit the maturity of
existing organizational structures within an organisation. For
example, in this phase we can assess the maturity of the ERM
committee according to predefined analysis axes (Level of
importance, Span of control, Risk-based decisions.) and state
the action plan to be set up so to improve the maturity level of
the ERM committee.

2.4 Phase 4 — Auditing the maturity of culture, ethics and
behaviour in terms of IT risk management

This phase, in line with the enabler 4 of COBIT 5 (culture,
ethics and behaviour), aims to audit the maturity of existing
behaviours within an organisation. For example, in this phase
we can evaluate the maturity of recognizing the value of risk,
as a behaviour, according to predefined analysis axes
(Communication, Awareness, Rules and norms...) and state
the action plan to be set up so to improve the maturity level of
that behaviour within the institution.

2.5 Phase 5 — Auditing the maturity of information in
terms of ITRM

This phase, in line with the enabler 5 of COBIT 5
(Information), aims to audit the maturity of existing types of
information within an organisation. For example, in this phase
we can weigh the maturity of the risk profile, as an information,
according to predefined analysis axes (Existence, Information
carrier or media, Information access channel...) and state the
action plan to be set up so to enhance the maturity level of the
risk profile.

2.6 Phase 6 — Auditing the maturity of services,
infrastructures and applications in terms of ITRM

This phase, in line with the enabler 6 of COBIT 5 (Services,
Infrastructures and Applications), aims to audit the maturity of
existing services, infrastructures and applications within an
organisation. For example, in this phase we can evaluate the
maturity of the Crisis management services according to
predefined analysis axes (Existence, Functional, Architecture
principles...) and state the action plan to be set up in order to
improve the maturity level of that service.

2.7 Phase 7 — Auditing the maturity of people, skills and
competencies in terms of ITRM

This phase, in line with the enabler 7 of COBIT 5 (people,
skills and competencies), aims to audit the maturity skills &
competences of existing organizational roles within an
organisation. For example, in this phase we can evaluate the
maturity of the Chief Compliance Officer according to



predefined analysis axes (Leadership skills, Analytical
capability, Critical thinking.) and state the action plan to be set
up in order to improve the maturity level of skills &
competences of that organizational role.

1 Setting up the audit of maturity of an enabler in relation with
ITRM

Identify the various values of the audited enabler

Execution of the audit of maturity of an enabler in relation
with ITRM

Analyze and attribute scores to the audited enabler
Calculate a total score and assess the maturity level

Summary of the audit of maturity of an enabler in relation
with ITRM

Describe weaknesses, strengths and action plan to be
implemented

Prepare a reporting about auditing maturity of the
concerned enabler

Figure 2. Steps and sub-steps of the methodological
approach to assess ITRM maturity, to be adopted for each
phase

For each phase, all the steps and sub-steps to be followed to
assess the level of maturity of each dimension, in terms of IT
risk management, are described in Figure 2.

MART 23, the proposed COBIT 5-based methodological
approach to ITRM maturity auditing, can be deployed and
adapted to all organizations in different sectors.

For further information about the proposed approach please
refer to the article cited in the study of Berrada et al. [19].

3. MART 23: ATOOL TO ITRM MATURITY AUDIT
3.1 Design of MART 23

The approach adopted for the design of the maturity audit
system MART 23 consists of a unified development process
built around UML (Unified Modeling Language). The latter is
the most widely used modeling language for designing object-
oriented software.

During the design phase, user requirements and the different
stakeholders are identified, interactions of the stakeholders
with the system are described, and the different diagrams
required to develop the system are drawn up.

3.1.1 Context diagram

The context diagram (Figure 3) describes the main and
secondary actors who interact with the system. The actors
within the system are the IT auditor and the business manager.
The overall ITRM maturity audit system comprises the 7
components to be audited:

- Principles, policies and frameworks

- Processes

- Organizational structures

- Culture, ethics and behaviors

- Information

- Services, infrastructures and applications

- People, skills and competencies

Maturity audit of principles policies and standards

Maturity audit of processes

Maturity audit of organizational structures

Maturity audit of culture ethics and behaviour

Business manager

IT Auditor

Maturity audit of information

Maturity audit of services infrastructures and applications

Maturity audit of people skills and competencies

Figure 3. Context diagram detailing actors that interacts with MART 23 (designed with the test version of StarUML software)
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3.1.2 Use case diagram

The use case diagram shows the functional relationships
between the actors and the system under study. It provides a
coherent description of all possible views of the system. The
use case diagram shown in this section (Figure 4) summarizes
the main functionalities of our information system.

In fact, the IT auditor can unfold 3 use cases:

- Planning the maturity audit: this function includes the sub-
functions of facilitator value management, analysis axis
management and stakeholder management. These sub-
functions give rise to the functionalities of managing the
overall maturity level and collecting and saving documents.

- Execution of the maturity audit: this function includes the

analysis and scoring sub-function, resulting in the calculation
of the total score and evaluation of the maturity level.
- Synthesis of the maturity audit: this function includes the
sub-functions of describing strengths and weaknesses, and
consolidating the final maturity audit report for the facilitator
concerned.

3.1.3 Activity diagram

The activity diagram is a representation close to the
flowchart: the description of a use case by an activity diagram
corresponds to its algorithmic translation. An activity is the
execution of part of a use case. The activity diagram for our
system looks like shown in Figure 5.

The IT auditor begins by managing the different values of
the enabler to be audited, by adding, modifying and deleting
values. Then, the IT auditor can manage the analysis axes (add,
modify and delete). Next, the IT auditor manages the
stakeholders and the overall maturity scale. After that, the IT
auditor collects and saves the documents required for the audit,
in collaboration with the business managers concerned.

Following these activities, the IT auditor analyses the
documents collected and assigns scores to the various values
of the enabler concerned, according to the analysis axes
selected. The total score is automatically calculated and the
maturity level assessed. The IT auditor then describes the
strengths, the weaknesses and the related action plan, and
generates the reporting of auditing the maturity of the enabler
concerned.

3.1.4 Class diagram
The class diagram describes the system in an abstract way,
in terms of classes, structure and associations. The class
diagram is created using object-relational mapping, or ORM.
This method creates a correspondence between the relational
database and the language objects, associating each class with
a table and each class attribute with a table field.
The class diagram (Figure 6) of our maturity audit system
contains 3 packages and 10 classes as follows:
- The first package comprises the classes related to audit
planning, namely:
* Analysis axes
* Enabler values
* Stakeholders
* Global maturity scale
* Documents
- The second package includes classes related to audit
execution, namely:
* Scores
* Maturity level
- The third package includes classes related to the audit
summary, namely:
* Strengths, weaknesses and action plans
* Maturity audit report

«:ncli;dq:-\

«include»

IT auditor «eytend»

“e;._@wd »

«includes

Plan the maturity audit neludes «extend>
"""" «ncluden (" Manage analysis axes  resesrr
Srrrerersssrnassnasrnananarnenrned Manage stakeholders = =rrerereey Collect and save documents ——

winclude» '
I. ...... Dr Anﬂ]yse and i“’lbﬂ‘e sCoTes L errsnsnsnsnsnsnsnnnnnnrnsnnnnnnn !
] Execute the maturity audit nhos
prasssnnansrancrenennens] Calculate the overall score and assess th@

S ;
s SNCIIARY. 7<%t 57 avrensvarvansnonenctoni Describe the weaknesses and strengths
Summarize the maturity audit !
..................................... Consolidate the final report

«extend»

Business manager

Figure 4. Use case diagram detailing features of MART 23 (designed with the test version of StarUML software)
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Businesz manager Auditeur IT
=1
List of _ | Manage the different values of enabler Manage analysis axes |...... ;‘:’;8;5
values axes
RRECLaLrny J
. Global
List of » Manage stakeholders Manage a global maturity scale |..... | g
stakeholders maturity
Rocuments 11 14 { Collect and save documents ]
L
Anglysis .................. L Analyse and attribute scores J
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scoring Br?akdown
table \]{ -l in % of
scores
Calculate the overall score and assess the maturity level |....
¢ |Overall
=1 matunty
level
Summary of strenghts
and weaknessesand | Describe the weaknesses and strengths and corresponding action plan
corresponding action plan
Enabler maturity audit Soovetieennns { Consolidate the final audit report ]
report

Figure 5. Activity diagram to describe the flow of activities corresponding to each use case of MART 23 (designed with the test
version of StartUML software)
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+Calculate the overall score and assess maturity level()

Figure 6. Class diagram to describe classes, structure and associations of MART 23 (designed with the test version of StartUML
software)

3.2 Development of MART 23

Following the design, we will proceed with the
development of the system MART 23 via a web application.
For system development, we opted for an MVC architecture
(Model, View, Controller) to better organize our system's
source code. The backend was developed by Java, the most
dominant language for developing computer applications,
especially web applications, and the frontend was developed
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using Typescript. This language improves and secures the
development of JavaScript-compatible code. In terms of
frameworks, we mainly used: Springboot (a JAVA
development framework based on Spring) and Angular (a
development framework based on TypeScript and using an
MVC architecture). Regarding the database, MySQL has been
chosen as the relational database server.

The aim of this section is to present some of the graphical
layouts of the system MART 23:




3.2.1 Home pages

The MART 23 system has been developed to enable any
organization to probe the maturity of its ITRM. In this sense,
the system can be used either by an organization that has
already carried out the audit previously, or by a new
organization wishing to launch its first ITRM maturity audit.
The interface shown in Figure 7 invites the user to choose
between a new or an existing institution.

il

AL 17 Risk Management Maturity Audit System

Figure 7. Choosing between a new or existing institution

When the "new organization" button is clicked, the interface
shown in Figure 8 appears, asking the user to enter the name
of the organization. When the user clicks on next, this name is
automatically saved in the database.

Figure 8. Insert organization name

Clicking on "next" takes you to the Home page (Figure 9),
showing the 7 maturity audit axes.

2
A IT Risk Management Maturity Audit System of the organization Fly Africa

Figure 9. Home page

The user can choose to start with any audit axis, and we
assume that the selected choice is the maturity audit of
principles, policies and frameworks.

3.2.2 Step 1 — Setting up the audit of maturity of "Principles,
policies and frameworks" in relation with ITRM

The first stage of the maturity audit project consists of
defining the various parameters required for the audit, in
particular:
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- Choice of IT risk management principles. By default, all
principles are deactivated, and the IT auditor can select those
not applicable to the organization to be audited.

- Choice of IT risk management policies. By default, all
policies are disabled, and the IT auditor can select policies not
applicable to the organization to be audited (Figure 10).

&
Al 1T Risk Management Maturity Audit System of the organization Fly Africa

g=mem

Figure 10. Choice of policies to be audited

- Choice of analysis axes to be applied. By default, all
analysis axes are selected, but the IT auditor can deselect
analysis axes that are not applicable to the organization to be
audited, explaining the reasons for the deselection (Figure 11).

2
2

IT Risk Management Maturity Audit System of the organization Fly Africa

Please disable analyses axes that doesn't apply to your arganization :

Figure 11. Choosing the axes of analysis to be used for the
audit

- Definition of the maturity scale. Depending on the number
of analysis axes and policies selected, a maturity scale is
calculated and displayed by default (Figure 12). The IT auditor
has the choice of changing the intervals of each maturity level
according to the needs of the organization to be audited, while
respecting certain management rules implemented in the
system, namely:

* Maturity level 0 is unchangeable.

* The minimum of maturity level 1 and the maximum of

maturity level 5 are fixed and remain unchangeable.

* The intervals of the different levels follow one another

and change automatically by changing one of the values.

2
A 1T Risk Management Maturity Audit System of the organization Fly Africa
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Figure 12. Maturity scale



- Identification of the various stakeholders required for the
audit. The internal auditor can add, delete or modify each
stakeholder.

- Upload the documents required for the audit. The IT
auditor has the option of loading or deleting documents as
required during all stages of the project, by accessing them via
the "Documents" button (Figure 13).

)
'

IT Risk Management Maturity Audit System of the organization Fly Africa

OB naaA

16094 k1

- Phase 4 1B des KRI Template sk

Figure 13. Document loading page

3.2.3 Step 2 - Execution of the audit of maturity of "Principles,
policies and frameworks" in relation with ITRM

The second stage of the maturity audit project is to carry out
a maturity audit of the various policies applicable to the
organization and according to the previously selected analysis
axes, assigning each cell in the table shown in Figure 14 a
score of 0, 1 or 2. The maturity audit is based on the analysis
of the documents collected previously, and by questioning the
stakeholders concerned. The IT auditor is the only person with
access to the system, to secure the audit results.

A\ IT Risk Management Maturity Audit System of the organization Fly Africs

Alignment
with rske
appetite

update

with the poli

Figure 14. Audit scoring table

Al 1T Risk Management Maturity Audit System of the organization Fly Africa

weil 5 the action plan

gooooogonog

e

Figure 15. List of policies applicable to the audited
organization

3.2.4 Step 3 - Summary of the audit of maturity of "Principles,
policies and frameworks" in relation with ITRM

Following the assignment of scores in step 2 of auditing the
maturity, it is possible in step 3 to display a summary of the
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score for each policy. As shown in Figure 15, the list of
policies applicable to the audited organization is displayed. To
view the rating details for each policy, press the "Visualize"
button. This produces a radar (Figure 16) displaying the
different axes of analysis and the score attributed to each axis,
as well as an action plan to be deployed to improve the
maturity of the policy displayed.

AL 1T Risk Management Maturity Audit System of the organization Fly Africa

e

Figure 16. Core IT risk policy maturity audit radar

4
A

Maturity audit report of the enabler
“Principles, policies and frameworks” in
terms of IT risk management

Projet : Simplified IT risk management maturity audit system

Organization : Fly Africa

Figure 17. Extract of the reporting about auditing the
maturity - Front page

i. Description of IT risk management principles

Principle

Figure 18. Extract of the reporting about auditing the
maturity - Description of ITRM principles

ii. Description of IT risk management policies

Policy

Figure 19. Extract of the reporting about auditing the
maturity - Description of ITRM policies



b. Definition of Analysis axis

Analysis axe

Figure 20. Extract of the reporting about auditing the
maturity - Definition of analysis axes

t of the “Principles, policies and frameworks® enabler in terms of IT risk management

a. Analysis and attribution of scores to each value of the enabler audited

Analysis axis
Roles and e | e
policies Existence cm’;ﬂ"‘ Scope "”:";'_’1“"" compliance managing
with the Exceptions

keholders 4

= policy

Figure 21. Extract of the reporting about auditing the
maturity - Analysis and attribution of scores

maturity level

Rating System Number| %
o 57 33.53
1 24 14.12
2 89 52.35

Overall Score 202.00

maximum Possible Score

Maturity level

3

Figure 22. Extract of the reporting about auditing the
maturity - Calculation of the total score and evaluation of the
maturity level

Figure 23. Extract of the reporting about auditing the
maturity - Core IT risk policy maturity audit radar
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Clicking on "next" takes you to the reporting about auditing
the maturity of the enabler “Principles, policies and
frameworks”. Figures 17-23 show extracts from this report.

4. CONCLUSION & PERSPECTIVES

In this article, we have presented the system MART 23 used
to audit the maturity of ITRM within organizations. The
system was created by using a methodological approach built
on guidelines of COBIT 5. We started by a remind of the
methodological approach detailed in a previous article. Then
we proceeded to the design of the system using UML. We
presented context, use case, activity and class diagrams. After
that, we developed the system using JAVA language and
presented some layouts of that system. The application of the
MART 23 system within organizations will allow these last to
improve the maturity level of managing information
technology risks by implementing the action plans described
in the final maturity audit report.

For next steps, the MART 23 system should be validated
using case studies from organizations in different sectors.
Besides, the design of the reports generated could be improved
by using specialized reporting tools.
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