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With the rapid evolution of telecommunication technologies, new means to share patients' 

medical images have consistently developed, leading to changes in their protection 

strategies. Consequently, researchers are paying attention to increasing security and privacy 

of sensitive medical images. However, brute-force, geometric and non-geometric attacks 

and unlawful manipulation have occurred in recent years. This paper attempts to propose a 

robust and hybrid encryption approach using improved Vigenere cipher and RSA that helps 

enhance security and integrity in medical images and protect sensitive data. The medical 

images come from different modalities such as X-ray, CT and MRI. The traditional public 

and private keys for the RSA algorithm is enhanced by adding a second key to the medical 

image. The second key and RSA keys are used to encode and decode the image which 

makes the decryption process considerably more difficult with correct key combinations. 

By incorporating the second key, the proposed approach addresses the challenges related to 

confidentiality and security in medical image transmission. Therefore, the proposed 

approach shows promising results in enhancing security and providing good performance 

of image encryption/decryption processes. 
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1. INTRODUCTION

As Internet and communication technologies have rapidly 

developed, transmission of images in general, and medical 

images in particular, has become increasingly prevalent and 

plays a crucial role in information transmission, especially 

since the COVID-19. The transfer of images among healthcare 

professionals is essential to avoid physical contact and ensure 

efficient collaboration [1]. However, the security of image 

transmission and storage is a significant concern that requires 

ongoing attention. As medical images contain sensitive patient 

information, ensuring their confidentiality and integrity is 

paramount. The unauthorized access, interception, or 

tampering of these images could lead to privacy breaches and 

compromised patient care. 

Encryption has proven to be one of the most effective 

solutions throughout history for ensuring the confidentiality 

and security of information. By encrypting medical images, 

sensitive data can be protected from unauthorized access and 

potential breaches. During encryption, cryptographic 

algorithms and keys are used to convert the images into an 

unreadable format, increasing the difficulty of interpretation 

of image content by unauthorized users. 

Cryptography systems can be mainly categorized into 

asymmetric and symmetric encryption. Asymmetric 

encryption uses two keys: a public and a private one [2]. A 

public key is distributed publicly while a private key is kept 

confidential by their holders. With symmetric encryption, 

anyone can encrypt the data, the public key is used to encrypt 

data, but only the recipient who has the private key can decrypt 

it. Asymmetric encryption provides confidentiality, sender 

authentication and digital signatures. RSA is a frequently used 

asymmetric encryption algorithm. For symmetric encryption, 

both encryption and decryption are performed using the same 

key [3]. At the outset, standard encryption techniques are used 

to ensure the security of textual information, like DES (Data 

Encryption Standard), AES (Advanced Encryption Standard), 

and 3DES (Triple Data Encryption Standard). Symmetric 

encryption also called as private-key encryption, is effective 

and fast and therefore ideal for encrypting large amount of data. 

In the field of medical image transmission, encryption 

provides an additional layer of security, safeguarding the 

confidentiality of patient data and preventing unauthorized 

interception or tampering. It allows medical professionals to 

ensure the privacy and integrity of medical. As technology 

continues to advance, the development of robust encryption 

methods and techniques remains crucial to address the 

evolving challenges of sensitive information privacy and 

medical image security.  

Among these challenges, we can mention: sophisticated 

cybercrime [4], the increasing number of data breaches [5], 

privacy protection [6], user awareness and training [7], etc. 
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Confidentiality, securing medical image content, integrity and 

privacy of such data have become serious challenges. These 

challenges require constant efforts to enhance security 

measures, develop data protection strategies, strengthen user 

awareness and training, and adopt regulatory compliance 

practices to address the growing threats and risks in 

information security. Researchers and developers continue to 

explore new symmetric and asymmetric encryption algorithms, 

Post-Quantum Cryptography (PQC) [8], Homomorphic 

Encryption (HE) [9], Fully Homomorphic Encryption (FHE) 

[10], and Elliptic Curve Cryptography (ECC) [11] to reinforce 

the security and privacy of medical image contents and patient 

data in an increasingly networked world. Besides several 

standard encryption techniques have been developed and 

improved to secure sensitive data and medical images [12-16]. 

The Caesar cipher is one of the earliest known encryption 

techniques [17]. The Vigenere cipher is an extension of the 

Caesar cipher. Data Encryption Standard (DES) became the 

standard encryption algorithm for several decades [18]. 

Advanced Encryption Standard (AES) has succeeded DES and 

became the standard encryption technique for several 

applications [19]. Triple Data Encryption Standard (3DES) is 

a modification of the original DES algorithm that applies DES 

three times to each block of data [20]. It offers increased 

security through the use of multiple chippers, which makes it 

more robust to brute force. One of the shortcomings of existing 

encryption methods is the lack of robustness, which can lead 

to several serious attacks and unlawful manipulation. These 

encryption techniques paved the way for the development of 

more advanced algorithms like RSA, which revolutionized 

modern cryptography by introducing public-key encryption. 

RSA encryption is one of the most widespread methods in 

the field of security. With the study by Rivest et al. [2] on the 

encryption and decryption of texts, it gained in importance. It 

offers a high degree of security based on the factorization of 

large prime numbers. However, RSA presents a serious 

weakness in terms of hardware utilization and high 

computational time. Encrypting/decrypting images with RSA 

[21] poses additional challenges compared to text 

encryption/decryption. Since images are typically larger and 

more complex than textual data, they require more time and 

resources in the encryption/decryption processes. With the 

latest advancements in computer hardware including faster 

processors and powerful computers, the performance of RSA 

has improved [2]. While encrypting/decrypting images with 

RSA may be more resource-intensive compared to text, 

technological advancements and optimization techniques such 

as hybrid encryption [22], chunking and parallel processing 

[23], compression techniques [24], hardware acceleration [25] 

and optimized implementations [26] can help mitigate these 

issues and make the use of RSA for images more practical. 

This paper proposes a new robust and hybrid cryptosystem 

for medical images based on enhanced Vigenere cipher and 

RSA algorithm. Our objective is to achieve high performance 

and high security of transmitted medical images. By 

incorporating a second image key, the proposed approach 

increases the privacy of sensitive data and addresses the 

challenges related to the confidentiality and security of 

medical images. Additionally, it makes medical data available 

while respecting patients' privacy rights and ensuring secure 

management of sensitive information by employing a second 

key and RSA public/private keys for image coding and 

decoding processes. However, the second key whose role is to 

enhance the security level of sensitive data. This key is used in 

the improved Vigenere cipher and RSA algorithm to ensure 

secure and strong medical image transmission in unsecured 

networks. The details of the contributions are as follows: 

• Development of a new encryption system for medical 

images based on an improved Vigenere cipher and an RSA 

algorithm to ensure confidentiality and high security of the 

data. First, we apply the improved Vigenere cipher on the host 

image to produce the encrypted image. The encrypted image 

is then encrypted based on RSA using the second key. Finally, 

the encrypted data are decoded using the same encryption 

steps. The encrypted image content results in secure and robust 

encoded bits while knowing two secret keys requires infinite 

attempts. Thus, the proposed system leverages a good level of 

security for sensitive data. 

• Experiments were conducted on medical image datasets 

with various modalities [27]. The results were encouraging 

and demonstrate that proposed technique super passes some 

newer encryption methods in terms of visual perception, 

performance, and protection degree of sensitive data. In 

addition, the proposed technique outperforms some recent 

security methods in terms of imperceptibility, performance, 

and protection degree of image content. 

The structure is set up: The existing works in the field of 

medical image security is provided in Section 2. Section 3 

explains the proposed medical images encryption approach 

based on symmetric and asymmetric cryptography with the 

addition of a second encryption key. In Section 4, the findings 

and analyses are given. Finally, section 5 concludes this paper 

and outlines some perspectives.  

 

 

2. RELATED WORKS 

 

Lakshmi et al. [14], presented medical image encryption by 

introducing a diffusion mechanism based on DWT (Discrete 

Wavelet Transform) and fuzzy composition. This purpose is 

intended to identify regions of interest to incorporate the 

encrypted watermark into DICOM images to achieve a strong 

medical encryption schema. The proposed approach gave 

more interesting results in terms of security and robustness. 

Through their proposed work, they combined watermarking 

and encryption techniques which led to considerable execution 

time. 

Soualmi et al. [15] presented a blind multi-watermarking 

approach for medical images by hiding two watermarks in two 

different domains. The first watermark is incrusted in the 

frequency domain and the second watermark in the spatial 

domain using LWT, QR decomposition, and chaotic systems. 

This method provides interesting findings in terms of image 

fidelity and robustness. However, the payload is mediocre. 

Kumar et al. [16] presented a hybrid approach that used 

cryptography, steganography, and watermarking to protect the 

medical images X-ray, Ultrasound, and CT scan. This method 

provides excellent analysis of privacy, security, and 

transmission of medical data reduction. However, the 

approach did not deal with computational complexity and false 

positive. 

Maity et al. [28] combined symmetric and asymmetric 

encryption. Asymmetric encryption is performed using RSA 

method. A simple text of size 64 bits is encoded with a key of 

size 64. The modified Caesar cipher is used as a symmetric 

cipher and adapted for a more secure level. The results 

obtained were good and confirmed the precision, efficiency 

and privacy of this algorithm in tackling complex problems. 
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Despite these strengths, the algorithm is not free of flaws. One 

of the biggest weaknesses of this work relates to the key 

exchange process between sender and receiver. It was not 

secure enough and could be exploited as a security 

vulnerability. 

Edan et al. [29] presented an algorithm for image encryption 

based on the RSA, which is known for its robust asymmetric 

encryption. The system splits the image into blocks of size 2×2 

to enhance the encryption process. Each block is transformed 

into a vector, which is in turn converted to a binary, resulting 

in one binary number. This number is then transformed into 

decimal numbers to ensure compatibility with the 

cryptosystem RSA. The reliability, security, and suitability for 

image protection of this algorithm perform better through 

experiments in the MATLAB environment. Leveraging RSA's 

strength, the algorithm ensures secure transmission and 

protection for grayscale and color images over Internet. The 

lossless nature of the algorithm maintains data integrity, 

making it a promising solution for image encryption during 

COVID-19 and beyond. Unfortunately, this research seems to 

lack medical image encryption, although it is mentioned in the 

paper. 

Xu et al. [30] proposed a solution that utilizes the Hadoop 

open-source project to design and study a distributed RSA 

encryption algorithm. They implemented module partitioning 

and process control to enable distributed encryption of data. 

Testing on a large-scale distributed cluster demonstrated the 

algorithm's efficiency in processing massive data. The use of 

Hadoop and the distributed nature of the RSA encryption 

algorithm offer scalability, efficiency, and data security 

benefits for handling large volumes of medical data. Although 

the paper primarily focused on testing the feasibility and 

efficiency improvements of distributed RSA encryption, 

future work could involve integrating this approach into real-

world applications for encrypting massive data. Additional 

research and development would be needed to evaluate the 

system's performance and security in practical scenarios. 

Zhang et al. [31] introduced MPVCNet, a privacy-friendly 

recognition network model for care images. They utilize 

Visual Cryptography (VC) to share and secure image 

transmission. This ensures privacy protection while 

minimizing performance loss. MPVCNet leverages VC's 

secret-sharing characteristics to transmit images securely in 

clear text, safeguarding privacy. To address VC's vulnerability 

to forgery, they use the advantages of both approaches: blind 

watermarking and trustworthy data processing. This enhances 

the authenticity and integrity of shared images by embedding 

verification information. Additionally, transfer learning is 

used to mitigate the side effects of visual cryptography, 

maintaining trustworthiness and recognition performance of 

recognition networks. Experimental results demonstrate that 

MPVCNet effectively preserves medical image privacy while 

maintaining recognition network performance. Although 

promising further evaluation and validation are needed for 

real-world applications. 

Gutub [32] focus on ensuring the confidentiality of 

grayscale health images in the medical field. They propose a 

method that uses resilient randomization and XOR operations 

for image encryption. Various random generators are 

evaluated to identify the most effective one, adapting 

dynamically to e-health image variations. The authors explore 

different randomization structures as two consecutive 

encryption methods, employing substitution and transposition 

techniques. By testing various random variations, they 

successfully encrypt different medical grayscale images and 

provide valuable insights. The authors emphasize the 

flexibility of the most suitable pseudorandom number 

generator (PRNG) and its adaptive properties that improve 

privacy and mental security for medical grayscale images. 

This research offers promising opportunities for enhanced 

privacy and security measures in e-health applications. 

Hameed and Sadeeq [33] introduced an innovative 

encryption strategy to ensure secure data exchange by 

enhancing data security through a novel key generation 

process. They avoided repeating keys and expanded the 

traditional Vigenere table of size 26×26 to 95×95, 

encompassing a wider range of characters. Their modified 

Vigenere cipher exhibited higher trust levels compared to the 

regular cipher when reconfiguring keys. The improvement 

was achieved by generating more random and unique keys 

using a function, instead of repeating the key. The evaluations 

based on the coincidence index and the calculation of entropy 

showed the superiority of their approach over other algorithms 

tested. Overall, their method holds promising potential for 

enhancing data security and encryption effectiveness. 

 

 

3. PROPOSED MEDICAL IMAGE CRYPTOSYSTEM 

 

The main goal of the proposed medical image cryptosystem 

is to strengthen the security of medical images based on an 

improved Vigenere cipher and RSA. The medical images have 

undergone a variety of attacks to evaluate the performance of 

the proposed system in terms of visual perception and 

robustness based on well-known metrics. 

The proposed system aims to ensure the confidentiality of 

medical images and protect them from unauthorized access. 

During encryption, the images are converted into an opaque 

format that makes it hard for unauthorized persons to interpret 

the content. 

Besides, we developed a corresponding decryption process 

to allow authorized users to retrieve original images from the 

encrypted format. This will ensure that the images can be 

securely accessed and interpreted by the intended recipients. 

 

3.1 Types of used images 

 

To evaluate the effectiveness of the suggested scheme, 

different types of images commonly found in medical imaging 

have been used. These images are generated through different 

modalities and provide important diagnostic information. The 

types of used images are as follows [31]: 

• Ultrasound Images: Ultrasound technology uses high-

frequency sound waves to visualize internal body structures. 

Ultrasound images are often used in obstetrics, cardiology and 

numerous other medical specialties. 

• X-ray Images: uses ionizing radiation to scan images of 

tissues and bones. X-rays often used to diagnose bone 

fractures, lung disease and to detect abnormalities in various 

areas of the body. 

• CT Scan Images: CT (Computed Tomography) scans use 

X-ray technology and computer processing to produce detailed 

cross-sectional images of the body, known as CT scan images. 

CT scans are useful for detecting health problems in organs, 

blood vessels and bones. 

• MRI Images: MRI utilizes a powerful magnetic field and 

radio waves to generate detailed images of the internal 

structure of the body. MRI is particularly suitable for imaging 
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soft tissues, organs and the central nervous system. 

By working with these different types of medical images 

[34] that are often available in Digital Imaging and 

Communications in Medicine (DICOM), we aim to evaluate 

the effectiveness and applicability of our encryption and 

decryption system in different imaging modalities. This will 

enable us to assess the system's performance and robustness in 

different clinical situations and ensure its compatibility with 

different image formats. Some of the images used in our 

algorithm are illustrated in Figure 1. 

 

 
 

Figure 1. Sample used images 

 

3.2 Improved Vigenere cipher 

  

The Vigenere cipher is a method of encoding alphabetic text 

by using multiple Caesar cipher shifts in a 26×26 matrix [17]. 

It was named after its inventor, Blaise de Vigenere, who lived 

during the sixteenth century. The Vigenere cipher uses a 

collection of mono-alphabetic substitution rules, involving 

Caesar ciphers with shifts ranging from 0 to 25. Initially 

considered unbreakable, it remained so until 1917. The 

encryption method involves combining the index of each 

plaintext character with the index of the corresponding 

password character using the Vigenere square. As a form of 

symmetric encryption, it utilizes private-key encryption for 

securing the ciphertext. Figure 2 shows the principals of 

Vigenere. 

The Vigenere cipher's encoding and decoding processes of 

the Vigenere cipher are defined by Eq. (1) and Eq. (2): 

 

CT = (PT + key)%26 (1) 

 

PT = (CT − key)%26 (2) 

 

where, CT, PT stand for the encrypted and original text, with 

Key being the secret used for encryption. 

Our work aims to improve Vigenere cipher [33] for 

covering all key combinations by extending the original 26-

character Vigenere cipher to a 95-character case-sensitive 

version, which incorporates numerals and other commonly 

used English symbols. 

By referring to the formulas provided as Eq. (3) and Eq. (4), 

one can grasp the encryption and decryption process of the 

improved Vigenere cipher [33]: 

 

CT = (PT + key)%95 (3) 

 

PT = (CT − key)%95 (4) 

 

where, CT, PT stand for the encrypted and original text, with 

Key being the secret used for encryption. 

Vigenere cipher is a very promising approach in 

information security that focuses on protecting the data 

sensitivity that an image may have. Vigenere cipher is 

extended through 95-characters case-sensitive version which 

improves the security and robustness. Nevertheless, the 

Vigenere cipher can be susceptible to brute-force attacks. A 

brute force attack could lead to unauthorized access and result 

in significant alteration or theft of sensitive and personal 

information in medical images. 

 

 
 

Figure 2. The principals of Vigenere cipher [17] 

 

3.3 The RSA method  

 

The RSA [2] algorithm, developed by Rivest, Shamir and 

Adleman, is a commonly used form of asymmetric encryption 

that can be used to protect medical images. It relies on the 

mathematical properties of prime numbers and standard 

arithmetic. 

In the RSA [2] method, the first step is to create a set of keys 

that are mathematically linked: a public key and a private key. 

The public key is used to encrypt data, while the private key, 

is used to decrypt encoded data. The second step is to encrypt 

an original image, the sender uses the recipient's public key 

(Figure 3). This process converts the image into an encrypted 

format that requires the specific private key for decryption. 

Ultimately, the receiver employs their personal key to decipher 

the encoded image. The RSA algorithm offers strong security 

for encrypting and decrypting data. The main advantage comes 

from the challenge of breaking down large numbers into their 

prime factors, which is the basis of RSA's security. 

 

 
 

Figure 3. The principals of the RSA method [2] 

 

The RSA keys are 1024 or 2048 bits. The steps of the key 

generation process are given below: 

1. Select two large prime numbers 𝑝 and 𝑞. 

2. Compute 𝑛 =  𝑝 × 𝑞 and 𝜑(𝑛) = (𝑝 − 1) × (𝑞 − 1). 
3. Select a number 𝑒 with 𝑒 in [1, 𝜑(𝑛)]. 
4. Compute 𝑑 = 𝑒 − 1 𝑚𝑜𝑑 (𝑝 − 1) × (𝑞 − 1). 
5. Make private key pairs as (𝑛, 𝑑) and public key pairs as 

(𝑛, 𝑒).  

The RSA method can contribute to the security of medical 

images by ensuring that only authorized users possessing the 

private key can decrypt and access sensitive image data. It 

provides a reliable mechanism to guarantee the confidentiality 

and integrity of medical images during image transmission and 

save. RSA provides good resistance to most attacks by 

effectively encrypting medical data. However, RSA is 
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vulnerable to brute force attacks and generates random keys 

with high complexity in terms of processing despite its 

efficiency. These limitations make medical image protection 

in real-time applications a somewhat difficult task. 

 

3.4 Medical image cryptography system 

 

The cryptography system proposed in this paper consists of 

two main phases: image encryption and image decryption. 

Let's examine the architecture of each phase (Figure 4). 

Algorithm 1 outlines the steps for encrypting and decrypting 

messages using the enhanced Vigenère cipher and RSA 

scheme. 

 

1) Image encryption phase  

Inputs: Medical image. 

Outputs: Image encryption.  

a) Receive the medical images that need to be encrypted 

from databases. 

b) Generate and manage the RSA key pairs. Store the 

private keys and distribute the corresponding public 

keys to authorized recipients. 

c) Encrypt the original image using the improved 

Vigenère cipher. 

d) Store the intermediate encrypted image. 

e) Convert the intermediate encrypted image into an 

array of pixels. 

f) Apply the RSA encryption algorithm to the array of 

pixels. 

g) Convert the array of pixels to an image format. 

h) Store the final encrypted image. ensure that the final 

encrypted images are protected from unauthorized 

access and maintain their integrity during storage. 

 

2) Image decryption phase  

Inputs: Image encrypted. 

Outputs: Image decrypted. 

a) receive the encrypted image. 

b) Convert the encrypted image into an array of pixels. 

c) Utilize the recipient's private key to decrypt the array 

of pixels using the RSA decryption algorithm. 

d) Convert the array of pixels to an image format. store 

the intermediate decrypted image a. 

e) Decrypt the intermediate decrypted image using the 

improved Vigenère cipher.  

f) Deliver the final decrypted images to the authorized 

recipients. 

 

The architecture of the proposed system follows a clear 

separation between the encryption and decryption phases. This 

design model ensures that the sensitive medical images are 

encrypted and decrypted using the improved Vigenere cipher 

and RSA algorithm. 

 

Algorithm 1: Improved Vigenere cipher and RSA schema  

/* ----------------------- Key Generation --------------------*/ 

1. Select two distinct prime numbers, 𝑝 and 𝑞 . 
2. Compute 𝑛 =  𝑝 ×  𝑞. 
3. Compute Euler's function: 

               𝜑(𝑛)  =  (𝑝 −  1)  ×  (𝑞 −  1). 
4. Select an integer e such that 1 <  𝑒 <  𝜑(𝑛) and 

𝑒 is coprime with𝜑(𝑛). 

5. Compute 𝑑, the modular multiplicative inverse of 

e modulo 𝜑(𝑛), i.e., 𝑑 ≡  𝑒−1 (𝑚𝑜𝑑 𝜑(𝑛)). 
6. The public key is  (𝑛, 𝑒) , and the private key 

is (𝑛, 𝑑). 

/* ------------------------ Encryption--------------------------*/ 

1. Encrypt the original image using the improved 

Vigenere cipher. 

2. Convert the image into a sequence of integers 

representing the pixels. Turning them into an array of 

pixels. 

3. Compute 𝐶 =  𝑀𝑒𝑚𝑜𝑑 𝑛 (RSA encryption). 

/*-------------------------Decryption--------------------------*/ 

6. Compute 𝑀 =  𝐶𝑑 𝑚𝑜𝑑 𝑛 (RSA decryption). 

7. Convert array of pixels to rebuild the decryption 

image. 

8. Decrypt the encrypted image using the improved 

Vigenere cipher. 

 

 
 

Figure 4. The system architecture 

 

3.5 Implementation  

 

The main difficulty we encountered when implementing our 

algorithm was the encryption of image data with the RSA 

algorithm, which was specially developed for the encryption 

of numerical or string data. However, in our model, we are 

attempting to encrypt image data. To solve this problem, we 

have implemented a method in which the images are converted 

into a pixel array [35] containing Red Green Blue intensities 

and then encoded bit by bit. Converting images into pixel 

603



 

arrays and encrypting them using RSA encryption for more 

secure image data. By representing the image as an array of 

pixels with RGB values ranging from 0 to 255, we can apply 

the encryption algorithm to each pixel individually. By using 

RSA encryption to encrypt the pixel values, the privacy and 

accuracy of the image data can be protected. Each pixel value 

is treated as a separate piece of data to be encrypted, allowing 

the encryption algorithm to operate on the image data in a bit-

by-bit manner. 

After the encryption process, it is important to ensure that 

the resulting encrypted pixel values remain within the valid 

range of 0 to 255. To achieve this, we performed a modulus 

256 operation on the encrypted values, which wraps the values 

back into the valid range. Once the encryption and modulus 

operations were completed, we converted the set of pixel 

values back into an image format. This enables us to see and 

preview the eventual encrypted image. 

Decryption is the opposite of encryption. The encrypted 

numbers are processed by the decryption algorithm to obtain 

the decrypted file, which should match the RSA-encrypted file. 

Upon receiving the decrypted file, it is processed with the RSA 

decryption algorithm and, if necessary, with the desalination 

process to retrieve the decrypted pixel values. These pixel 

values are then reconverted into an image file. If the 

encryption and decryption algorithms work correctly, the 

decrypted and converted image file should be identical to the 

original image. This shows that the integrity of the image has 

been successfully decrypted and preserved. 

In the developed cryptosystem, (1) the medical image is 

encrypted in the sender's local servers, and (2) after receiving 

the encrypted medical image via untrusted channel, the 

recipient decrypts the received data and then performs 

diagnostic analytics. Encryption and decryption processes are 

performed using public, private, and secret keys. All these 

keys are stored in secure locations of the receiver and sender's 

servers. The sender and receiver exchange public and secret 

keys with each other via a trusted channel and never exchange 

their private keys. 

Our encryption system requires increased memory usage for 

multiple encryption keys. This is due to the fact that the 

machine needs to store additional data about encryption keys 

and images. Even with higher memory consumption, we 

maintain a certain level of consistency in terms of processing 

speed. This is to guarantee the efficiency of the system and 

ensure that physics receives medical images within a 

reasonable time and fidelity. Our objective is to create a strong 

and efficient system that prioritizes robustness, security, 

memory usage, and processing time to effectively protect 

against different types of attacks. 

In the next section, we will present some findings using the 

developed crypto-system and discuss the obtained results and 

outcomings. 

 

 

4. RESULTS AND DISCUSSIONS  

 

Three techniques were used to evaluate the proposed 

algorithm. Each technique is examined in detail below. 

 

4.1 Histogram comparison 

 

Indeed, the histogram of an image [36] is a discrete function 

that illustrates how intensities are distributed in the image. In 

the context of image encryption, it is desirable for the 

encrypted images to have uniform histograms, where all 

intensities have an equal probability of occurrence. This 

uniformity helps enhance their resistance to statistical analysis. 

Making sure the histogram of the encrypted image is 

noticeably distinct from the original image, it is difficult for an 

attacker to gain information from the histogram of the 

encrypted image. This makes statistical attacks less effective 

in breaking the encryption and extracting sensitive data. 

A good encryption algorithm should introduce sufficient 

randomness and complexity into the encrypted image, in 

which the resulting histogram appears uniform quasi-uniform. 

Achieving a uniform histogram can be considered an 

important aspect of preserving the security and confidentiality 

of encrypted content. 

The obtained results show that (see Figure 5): 

The original images have uniform histograms. 

The histograms of the encrypted images are not evenly 

distributed. 

The decrypted images show histograms that are similar to 

those of the original images. 

 

 

 

 
(a) US  (b) IRM 
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(c) RX  (d) Scanner 

 

Figure 5.  Histogram's comparisons 

 

The histograms of the original images differ from the 

histograms of the encrypted images. 

These results indicate that the attacker is not able to retrieve 

information from the histogram of the encoded images. The 

non-uniformity of the histograms in the encrypted images 

indicates that the encryption process has introduced 

randomness and complexity, making it difficult to infer any 

meaningful information solely from the histogram. 

Additionally, the resemblance between two histograms of 

the host and decrypted images, suggests that the decryption 

process successfully restores the original image characteristics 

and preserves data integrity. 

The results show that the suggested image encryption 

algorithm is both feasible and effective. The suggested method 

protects the information by making it a potential solution to 

analyze various encrypted images including histogram 

comparison while considering other security aspects and 

assessing the resistance of the encryption method against 

different types of attacks. 

 

4.2 Distortion measurement (PSNR) 

 

Peak Signal to Noise Ratio (PSNR) [37] is a distortion 

measurement commonly used in digital image processing, 

particularly in image compression. It quantifies the 

performance of image encoders by evaluating the visual 

quality of the reconstructed compressed image compared to 

the original.  

It is measured in decibels (dB) and calculated using the Eq. 

(5): 

 

𝑃𝑆𝑁𝑅(𝑖, 𝑖′) = 10𝑙𝑜𝑔10 (
2𝑟 − 1

𝑀𝑆𝐸
) dB (5) 

 

where, 𝑖 and 𝑖′are the original image and the processed one, 𝑟 

represents the number of bits designated for a pixel, and 𝑀𝑆𝐸 

is the Mean Squared Error. 

If the 𝑀𝑆𝐸  value is zero, the original image and the 

processed one are identical and the PSNR value will be infinite. 

A higher 𝑃𝑆𝑁𝑅  indicates that the processed image is very 

similar to the original. In general, a PSNR value exceeding 20 

dB is considered acceptable (this may vary depending on the 

specific problem). 

We notice that 𝑃𝑆𝑁𝑅  metric is only used to compare 

intensity values and does not provide any information on 

structural similarities. Therefore, it is often recommended to 

use other similarity methods, such as 𝑆𝑆𝐼𝑀  (Structural 

Similarity Index Measure), which takes into account both 

intensity and structural similarities, for a more comprehensive 

evaluation of image quality. 

 

4.3 Structural similarity measurement (SSIM) 

 

The second approach, called 𝑆𝑆𝐼𝑀  (Structural Similarity 

Index Measure) is focused on assessing the structural 

resemblance of two images [37]. It is grounded in the 

assumption that the Human Visual System (HVS) places 

significant importance on the structural information of an 

image. 𝑆𝑆𝐼𝑀 can be defined with the formula as in Eq. (6): 

 

𝑆𝑆𝐼𝑀(𝑖1, 𝑖2) = 𝑙(𝑖1, 𝑖2)𝑐(𝑖1, 𝑖2)𝑠(𝑖1, 𝑖2) (6) 

 

where, 

𝑙(𝑖1, 𝑖2): function that measures the intensities of image 𝑖1 

compared to image 𝑖2. 

𝑐(𝑖1, 𝑖2): function that measures the contrast of image 𝑖1 

compared to image 𝑖2.  

𝑠(𝑖1, 𝑖2): function that measures the structures of image 𝑖1 

compared to image 𝑖2. 

SSIM is a similarity measure between two images, with 

values ranging from 0 to 1. An SSIM value of 1 indicates a 

perfect match between the reconstructed image and the 

original image, while a value of 0 indicates complete 

dissimilarity. 

In general, SSIM values close to 1 are considered as 

indicators of good-quality reconstruction techniques. 

SSIM considers three components: structure, luminance, 

and contrast. It evaluates the similarity between corresponding 

local patches in the images, considering both the pixel values 

and their spatial relationships. By considering these structural 

factors, SSIM provides a more comprehensive assessment of 

image quality compared to metrics that solely focus on pixel-

level differences, such as MSE or PSNR. Using SSIM as a 

similarity measure helps to assess how well the reconstructed 

image captures the structural details of the original image. 

Higher SSIM values indicate a closer match between the two 
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images in terms of their structural features. 

By incorporating both PSNR and SSIM, we can gain insights 

into the quality of the reconstructed image in terms of both 

intensity fidelity and structural preservation. These metrics 

together provide a more comprehensive evaluation of image 

reconstruction techniques. 

 

Table 1. Performance measurements of our system 

 
Evaluation Metrics Cameraman Rayon X IRM 

PSNR 
7.17 6.04 7.77 

39.09 ∞ ∞ 

SSIM 
0.05 0.04 00.01 

0.99 1.00 0.79 

 

Based on our results (see Table 1), we have observed the 

following: 

• PSNR < 20 dB: This indicates that the encrypted image is 

significantly different from the original image. A low PSNR 

value suggests a relatively high level of distortion or loss of 

information during the encryption process. 

• PSNR > 20 dB: This suggests that the decrypted image is 

very similar to the original image. A higher PSNR value 

indicates a better quality of reconstruction and a closer match 

to the original image. 

• SSIM = 0: An SSIM value of 0 indicates a complete 

dissimilarity between the original and encrypted images. This 

suggests a significant loss of structural similarity during the 

encryption process. 

• SSIM  1: This indicates that the reconstructed image 

perfectly matches the original image. A higher SSIM value 

implies a higher level of structural similarity and a better 

preservation of the original image's characteristics. 

 

These findings provide insights into the quality and fidelity 

of the suggested system. The PSNR values suggest the level of 

distortion or similarity between the original and 

encrypted/decrypted images, while the SSIM values 

specifically assess the structural similarity between the images. 

It is important to consider both PSNR and SSIM measurements 

to assess the effectiveness and visual quality of the encryption 

and decryption techniques. A higher PSNR and closer-to-1 

SSIM value generally indicate better image reconstruction and 

preservation of image details. 

Similarly, this paper assessed images from diverse 

databases to prove the efficiency of the algorithm (Figure 6). 

Firstly, when we look in the histogram comparisons for 

Cameraman image, we note that all values of histogram values 

of the original and decrypted are very close. The same 

interpretations are in the case of Lena image, where most of 

histogram values and their difference are also very close which 

means that there is a good similarity between the original 

image and their corresponding decrypted one. Thus, our 

method presents very interesting results and reflects security 

and image fidelity.  

By using a diverse range of images from these databases, 

we aim to evaluate the model's performance across various 

image types and scenarios. Testing the model with generalist 

databases allows us to assess its ability to handle different 

image formats, resolutions, and content. It also provides an 

opportunity to analyze the performance of the implemented 

system in terms of encryption speed, decryption accuracy, and 

the preservation of image quality and integrity. By conducting 

comprehensive testing with a wide range of images, we can 

gather empirical evidence to support the efficacy of our model. 

The obtained results from these tests will help validate the 

robustness and reliability of our encryption and decryption 

processes, providing insights into the model's real-world 

applicability and potential limitations. 

 

 
(a) Cameraman 

 

 
(b) Lena 

 

Figure 6. Evaluation of the histogram with pictures 

 

 

5. CONCLUSIONS 

 

In this paper, we have achieved successful protection for 

medical images by exploiting both symmetric and asymmetric 

encryption features. We utilized the improved Vigenere cipher 

for the RSA algorithm for symmetric and asymmetric 

encryption respectively. The obtained results are promising, 

indicating that the encryption and decryption techniques used 

are effectively securing the images. Nevertheless, recognizing 

the limitation of our research and contemplating potential 

enhancements for the future is crucial. Many limitations and 

future research areas will be investigated, including rigorous 

evaluation of improved Vigenere cipher and RSA algorithm 

against various cryptanalytic techniques, the application of the 

proposed medical image encryption system in hospitals and 
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medical institutions and finally, enhancements and 

optimizations of the suggested approach to enhance its speed 

and scalability.  

Overall, this work has demonstrated the potential of 

cryptographic techniques in securing medical images. By 

addressing the aforementioned limitations and exploring 

future perspectives, we can enhance the security of medical 

image transmission and storage even more, which will 

ultimately help healthcare institutions and protect the privacy 

and integrity of sensitive patient data. 
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