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Detecting malicious user accounts on Twitter has become an active area of research in social
network analysis. This kind of ill-intentioned users send undesired tweets to other users to
promote products, services, rumors, fake news, or any abusive content. Hence, the detection
of those spammers and their originators will prevent deterioration in the quality of
communication services and legitimate users from being affected. Traditional machine
learning techniques have been proposed to tackle the problem of spammers detection.
However, many researchers have pointed out that the majority of machine learning based
models that rely on supervised classification didn’t perform well in noisy and short message
platforms like Twitter. Recently, deep learning-based alternatives have shown remarkable
performance in this area because of their competitive training speed and low
implementation cost. In this paper, we propose a new hybrid architecture that combines
Principal Component Analysis (PCA) with Convolutional Neural Network (CNN) to give
birth to a more reliable and robust model for spammers detection in Twitter. Unlike other
hybridizations, the convolutional layer in the CNN module is not fed traditionally by raw
feature vectors, rather, we use very low dimensional vectors containing high-order features
provided by PCA module. A series of nicely conducted experiments over benchmark
datasets have shown that the hybridization proved to be effective for the detection of
spammers. The results show that PCA-CNN model can achieve better classification
performance with 94.91% precision, 96.76% recall, and 95.83% F-score when compared to

baseline benchmarks like CNN, ANN and SVM.

1. INTRODUCTION

Nowadays, online social networking sites (OSNs) such as
Facebook, Instagram, etc. have become the most favorable
broadcast medium for people to spend their time and to obtain
real-time information. However, the popularity of those
communication platforms attracts malevolent entities (aka
spammers) to pollute their social environments, and infiltrate
legitimate accounts with unsolicited spam contents. Although
the diversity of social networks, spammers can easily change
their tactics according to the specific nature and population
composition of each social platform.

Twitter has come up as one of the most popular large-scale
conversational social platforms that allows people to
communicate with one another in real time via short 280-
character text messages, called tweets [1]. According to
Statista research department [2], Twitter's audience accounted
for more than 368 million active users at present. The statistics
reveal also that this significant microblogging service is
dominating social, political, business, and many more affairs
in nearly every corner of the world. However, Twitter have
become recently a favorite place to spammers for engaging
aggressive, deceptive, or bulk behaviors that mislead others
and disrupt their experience on this platform. From recent
rigorous analysis [3], it is found that about 19.42% of active
Twitter accounts are spammy accounts whether they are
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phishers, promoters, or fake users [4, 5]. Hence, it is not
surprising that thousands of accounts are banned monthly for
breaking the Twitter Rules. To help the Twitter’s community
in combating the spam phenomenon, a lot of research has been
done to filter out spamming behavior [6, 7]. In this paper, we
contribute in fighting spammers by proposing a new simplistic
and robust classification algorithm that allows the
identification of malicious from legitimate user accounts in
Twitter.

The remainder of this paper is organized as follows. Section
2 presents the related work in Twitter spam detection research
area. The proposed model that includes two algorithms: PCA
and CNN is presented in section 3. Next, we present the
experiment results and we describe how the model is evaluated
and compared with two benchmarks in section 4. Finally, we
summarize the contribution in section 5.

2. RELATED WORK

In the last decade, there has been an increased focus by the
social network analysis community on developing innovative
techniques to detect spam contents and malicious accounts in
social media networks [8]. Elmendili et al. [9] Suggested that
account-based spam detection approaches are not best suited
for filtering tweets in a real-time detection. Therefore, they
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proposed a three-parts hybrid system architecture to detect
spam tweets on Twitter which consists of a security layer
based on social honeypots, a security layer based on content
filtering, and a classification layer. The authors use honeypot
tweets as a bait to attract malicious profiles and then to collect
their characteristics. Jain et al. [10] Following the same
approach used by Tai et al. [11] to model tree-structured
topologies for semantic sentence modeling, have proposed a
deep learning neural architecture by stacking in a sequential
manner both Convolutional Neural Network (CNN) and Long
Short-Term Neural Network (LSTM). The main contribution
in this work is the addition of a new semantic layer just before
the embedding layer that captures semantic information to
enhance the word representation. In this layer, the semantic of
the input text is included over its word2vec based
representation by using the knowledge-bases WordNet and
ConceptNet. Improvement in the embedding space coverage
with better initialization of word vectors are proved to be
important to improve the performance of deep learning
architectures in the detection of spammers in short and noisy
text platforms like Twitter [12]. To detect spams in Twitter,
Gharge and Chavan [13] proposed a new architecture that
focuses on the analysis of the tweets instead of the user
accounts. The architecture consists of five processes, namely,
Tweets collection, spam labelling, feature extraction,
classification, and spam detection. Because it has been proven
that it gave more accurate results than other existing classifiers,
the authors have applied the Support vector machine classifier
using a prepared setup of Weka. The results showed that the
proposed architecture has accurately classified 95-97% of the
dataset tweets. Using deep learning, Shahariar et al. [14]
proposed a novel model to detect spam text reviews using both
labeled and unlabeled data. This model is a mixture of
Convolutional Neural Network (CNN), Long Short-Term
Memory (LSTM), and Multi-Layer Perceptron (MLP). This
model comprises four phases, namely, (1) data acquisition and
preprocessing using both labeled and unlabeled datasets, (2)
Active Learning for labeling unlabeled data, (3) feature
selection using TF-IDF, n-grams and Word2Vec, (4) spam
detection through the application of deep learning techniques
such as CNN and LSTM. After comparing those technics with
some traditional machine learning classifiers such as Naive
Bayes (NB), K-Nearest Neighbor (KNN), and Support Vector
Machine (SVM), it has been shown that deep learning
classifiers perform better. With a hybrid approach, that
exploits a mixture of community-based features with
interaction-based features, Fazil and Abulaish [15] have tried
to detect automated spammers in Twitter. The authors have
built their approach using three classical machine learning
classifiers, namely, decision tree, Bayesian network, and
random forest. The results suggested that community - and
interaction -based features are proven to be more effective for
the detection of spammers in Twitter.

In this work, our main objective is to propose a new
simplistic and accurate machine learning based model that we
name PCA-CNN, in which we stack together two classical
algorithms, namely, the Convolutional Neural Network (CNN)
[16, 17] and Principal Component Analysis (PCA) [18, 19] in
the way that we can outstand the performance of traditional
classifiers.

3. PROPOSED MODEL

This section reveals how this work contributes to move

ahead in the fight against spammers in Twitter. The proposed
model will enable automatic classification of Twitter accounts
into spammers or nonspammers. In order to reach this purpose,
our model is implemented based on a combination of Principal
Component Analysis (PCA) and Convolutional Neural
Networks (CNNs) algorithms. Our choice of this mixture was
not random, but it was carefully thought out. Firstly, CNNs are
one of the most efficient machine learning classifiers that
provide highly accurate results without severe computational
complexities or costs. Recent literature reveals the increasing
tendency toward large-scale exploitation of CNNs from a
broad range of domain applications. Their simplicity, ease of
implementation, and empirical success are the main factors
that make them highly suitable for our approach. The CNN's
architecture which is inspired from the complex connectivity
structure of the human brain enables the learning of multiple
features from the input data. The hidden layers of the CNN
perform feature extraction over the input data by carrying out
different manipulations and calculations. In a standard
convolution neural network architecture, we can distinguish
four important layers that help in extracting information from
the input matrix, namely:

e Convolution Layer: It is the first step in the process of
extracting relevant features from the input matrix. The
CNN slides several filter matrices with different
dimensions over the input matrix to perform dot product
in order to shape the convolved feature maps.

e ReLU layer: Once the input matrix is filtered and the
feature maps are produced, the next step is to forward
them to a ReLU (Rectified Linear Unit) activation
function. ReLU for short performs an element-wise
operation which outputs the input directly if it is
positive and sets all the negative values to 0.

e Pooling Layer: In this step, the dimensionality of the
rectified feature map is reduced, which leads to a real
compression to the result that has been received from
the precedent layer. Max pooling and average pooling
are the most popular pooling filters that are usually used
for generating pooled feature maps. After taking the
pooling step, flattening is the next step through which
all the obtained 2-Dimensional pooled feature maps will
be converted into 1-Dimensional continuous linear
vectors.

e  Fully-connected layer: After turning the pooled feature
maps into a single long column vector, we pass it down
to a fully connected neural network for classification to
get the final output.

Secondly, PCA is a workhorse algorithm in statistics, where
dominant correlation patterns can be extracted from high-
dimensional data. PCA, is also the bedrock dimensionality
reduction technique which is still very commonly used in data
science and machine learning applications to reduce the
dimensions of large data sets. This technique can effectively
transform a large number of variables that exist in a dataset
into a smaller one that still preserve most of the information in
that dataset. PCA can be broken down into five steps as
follows:

e Step 1 (Standardization): For making sure that all the
features of the dataset are measured on the same scale,
we resort to standardize the range of the variables so
that they contribute all equally to the analysis and don’t
lead to biased results. Standardization (or Z-score
normalization) can be done mathematically by
subtracting the mean for each value of each variable and



then dividing by the standard deviation [20]. Once the
standardization is done, all the variables are all brought
to the same scale.

e Step 2 (Covariance Matrix computation): In this step,
we check whether there exists any dependence between
the variables (i.e., features) of the input dataset.
Covariance matrix is the tool that is used to identify
these dependencies and quantify the existing
correlations between the set of measured variables. For
k-dimensional data, the covariance matrix is a kxk
symmetric matrix where the elements represent the
covariances between all possible pairs of features.
According to the sign of the covariance between a
couple of variables, we say that they are correlated (they
increase or decrease together) if the sign is positive, and
vice versa.

e Step 3 (Eigenvalues and eigenvectors computation): In
this step, we determine a new set of axes (i.e., directions)
along which the data varies the most which are the
dominant eigenvectors that we need to compute from
the covariance matrix. Let C be the covariance matrix
(a square symmetric matrix), v a non-zero vector, and A
a scalar. If those elements satisfy Cv=\Av, then we can
say that A is the eigenvalue which is associated with the
eigenvector v of the covariance matrix C.

e Step 4 (relevant features selection): Once the
eigenvector components have been computed, we will
get a list of principal components respecting the
descending order of the eigenvalues. After arranging the
eigenvectors in the order of their associated eigenvalues,
we pick up the first topmost eigenvectors to determine
the principal components that represent the new
uncorrelated variables (i.e., dimensions) that capture the
maximal amount of variance (i.e., information) of our
data. Hence, by discarding all the less significant
components (with low eigenvalues), we can
consequently reduce the dimensionality of our data set
and just keep the most relevant features without losing
much information.

In comparison to most previous works that used CNN-based
approaches, our modal does not feed raw feature vectors
directly to the core building block of CNN which is the
convolutional layer. Rather, we use very low dimensional
vectors containing high-order features which are computed
using PCA. The benefit in using PCA is twofold:

(1) Dimensionality reduction: given a high dimensional data,
PCA transformation will keep only the relevant fraction of the
extracted features. It is a simple and powerful mechanism that
reduces noise in our dataset.

(2) Classification accuracy improvement: minimizing the
initial number of features from over 200 to just a small fraction
of principal components would simplify the task of the CNN
component and certainly maximize the classification
performance.

In the proposed model as shown in Figure 1, PCA and CNN
are precedented by three other modules that can be presented
as follows:

e Dataset Acquisition: like any other classifier, this model
requires creating a dataset of tweets that will be used to
train our classifier. The tweets can be collected from
Twitter using different technics such as using Twitter
streaming API or the R programming language.
Fortunately, the number of good quality and publicly
available datasets that are relevant to this context still
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growing. In this work, we opted for the HoneyPot
dataset that is created specifically for distinguishing the
activities of content polluters (i.e., spammers) and
legitimate users on Twitter.

e Preprocessing: after the acquisition step and before the
extraction of features, our data need to be cleaned to
increase its quality and provide a better input into the
classifier. Our preprocessing protocol include
conversion to lowercase, the removal of punctuation,
stop-words, and white spaces; tokenization, Stemming
and Lemmatization.

e Feature Selection: this step has a significant impact on
the overall performance of the proposed classifier. In
recent literature, most of the basic features that have
been identified and exploited in Twitter spam detection
tasks can be categorized into five principal classes,
namely, content-based, user-based, and hybrid
techniques.

The main contribution of this paper is that we put an extra
layer just after the embedding layer (i.e., the former input layer
of CNN) that will generate using PCA a new reduced and most
pertinent collection of embeddings that will serve as the new
input layer for the traditional CNN model [21-23].

To generate the first embeddings, we opted for Google’s
word2vec [24-26] that converts the preprocessed tweets into a
collection of numerical vectors. Hence, each tweet will be
converted into a matrix so that the rows represent the words
and the columns represent the embeddings. Usually, word2vec
uses a high-dimensional vector space to learn the embeddings,
typically of several hundred dimensions. In our experiments,
we used 300-dimension word vectors to train the proposed
classifier.

Dataset

Acquisition

Ponctuation,
Stopwords, & white .
Preprocessing
spaces removal
B Convert to Iowercase
B Stemming & ‘
Lemmatization

Feature
Selection
(Word2Vec)

Dimensionality
reduction

(PCA)

Classification

(CNN)

Figure 1. An overview of the proposed model



4. EXPERIMENT RESULTS AND EVALUATION

To test the performance of the proposed model, we
conducted a series of experiments after its implementation
using Keras 2.10 With TensorFlow Backend on Ubuntu 18.04.
We have created a dataset that contains around 5200 public
conversation tweets using Python and the Twitter API through
the developer portal.

As shown in Table 1, all the collected tweets have been
manually labelled as either spams or non-spams and divided
into 60% vs 40% as training and testing subsets to train and
test the classifier.

Table 1. Spam and Non-Spam tweets count

Tweets Count
Spams 2712
Non-Spams 2488
Total 5200

To train the classifiers, grid search over diffrent
combinations of the batch size and epochs suggests that the
values that work best for our experiments are set respectively
to 15 and 50.

We selected four evaluation metrics to evaluate the
classification performance of the proposed model, namely:

o Accuracy: It is described as the ratio of the true
predictions to the total number of predictions.

(T*+T7)
Accurracy = T +F +F +7)
o Precision: It represents the fraction of the true

positive predictions with respect to the total number of positive
predictions.

T+
Precision =
recision = o
o Recall: It is the fraction of all the true predictions
returned by the classifier.
+
Recall = ————
Tt +F-
o F-Score: as a combination of recall and precision, it

captures the properties of both measures to summarize the
classification performance of the model.

Precision * Recall

F — Score = 2 *
Precision + Recall

In the above formulas, T*, T~ , F*, and F~ stand
respectively for True Positive, True Negative, False Positive,
and False Negative as shown in Table 2.

Table 2. Confusion matrix

Non-Spam Spam
Non-Spam False Negative (F~)  True Negative (T ™)
Spam True Positive (T™) False Positive (F*)

Concerning the best choices for the number and size of
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filters as well as the activation function to train the CNN, we
opted for the same values adopted by Sharmin et al. [17], as
they observed that 64 4-size filters with ReLU activation
function return the best classification results.

In order to investigate the effect of the eigenvectors that are
obtained by the application of PCA algorithm over the
embedding vectors, we have tested the classifier with different
numbers of those vectors.

Let’s recall the steps of PCA algorithm then we apply them
to our data. we firstly assume that a given tweet that we want
to check whether it is a spam or not is in the two-dimensional
matrix form (let’s call it I'), with M lines representing the
word2vec embeddings and N columns representing the words.
In our experiments, we take the number of embeddings m to
be 300, which means that each word in the tweet is considered
as a point in a 300-dimensional space.

. Step 1: we calculate the mean vector of the matrix T
(let’s call it ¢) as follows:

n=1

where, I}, stands for the word vector whose column is indexed
by n.

. Step 2: we subtract the average vector from each
column of the matrix I', and a new matrix 6 is obtained as
follows:

0=T—-¢

. Step 3: we calculate the covariance matrix C as
follows:

1 M
c= MZ 6,67
n=1

. Step 4: we calculate the eigenvectors with the
corresponding eigenvalues for the new matrix C.

We emphasis that the matrix C has a dimensionality of N2 x
NZ?, which means that a set of N? eigenvectors and
eigenvalues will be generated.

However, it should be noted that this number is practically
very huge, and most of those eigenvectors are considered
irrelevant for the classification process. It is precisely for this
reason that PCA algorithm intervenes to reduce the feature
space dimensionality of the initial data (i.e., word embeddings)
even though it inevitably brings some loss of information [27,
28].

. Step 5: Rather than using a very large N2 * N2 matrix,
PCA suggest using an alternative matrix with a very low
dimensionality, namely, C = 616,,.

The dimensions of the matrix € is M * M, so we would have
M eigenvectors corresponding to the M highly ranked
eigenvectors of the matrix C.

. Step 6: We take K eigenvectors which correspond to
the K largest eigenvalues from the newly generated set of M
eigenvectors to shape a new feature space.

. Step 7: Each embedding vectors will be projected into



the new feature space to obtain a k-dimensional weight vector.
The values of this vector are obtained by the multiplication of
the embedding vector minus the mean vector with each
eigenvector as follows:

w; = E[ (T = ¢)
where, w; and ET refer to the i" weight and eigenvector
respectively.
The weight vector of the embedding vector I' that will be
fed as the new input in the model is represented as follows:

lIJ = [wi’ wi; wil ey ey a)k]

Table 3. Performance comparison of the proposed model

with the ANN and CNN models
Classifier  Precession Recall Accuracy  F-Score
ANN 92.86 91.92 91.87 92.39
CNN 93.71 97.06 93.02 95.36
SVM 94.02 95.87 94.91 94.92
PCA-CNN 94.91 96.76 95.12 95.83
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Figure 2. Variation of accuracy with the number of
eigenvectors

In the second part of our experiments, the proposed model
is compared against three classical benchmark classifiers, the
Atrtificial neural network (ANN) [29, 30], the Convolutional
neural network (CNN) [31, 32], and the Support vector
machine (SVM) [33, 34].

In Table 3, the values of all the metrics show that the
proposed model performs more accurately than the traditional
classifiers with precession of 94.91, recall of 96.76, and F-
score of 95.83. The values of the different metrics suggest that
CNN deep learning classifier performs significantly better
than the two machine leaning benchmarks ANN and SVM. It
should be mentioned that even if the gap between the values
of the different metrics does not seem significant between
PCA-CNN and CNN, the later takes a relatively longer
training time. A plausible explanation for the findings (Figure
2) is that the stacking of PCA and CNN have reduced the effect
of overfitting by preserving the most important data (word
embeddings) in the form of highly ranked eigenvectors and by
eliminating irrelevant data which is represented in lower-level
word embeddings [35-37].

5. CONCLUSION

In this paper, we have introduced a simplistic deep learning
classifier for the detection of potential spammers in Twitter by

121

the combination of PCA and CNN. The basic idea behind this
new approach is that if we reduce the size of the input vectors
(i.e., word embeddings) by the projection into a low-
dimensional feature space, we can avoid overfitting, minimize
the training time, and increase the classification performance.
The results revealed that PCA-CNN outperforms existing
benchmarks like ANN, CNN and SVM.
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