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Online social networking applications and their services have become an essential part of
the human lifestyle. These social services help online users in different ways, such as
through social visibility, content sharing, communication, promotions, etc. In the same
way, the services of online social networks (OSNSs) pose privacy risks for their users. The
service of photo sharing in OSNs, in particular, causes leakage of online social users'
personal information. It's critical to comprehend previous studies that looked at privacy-
preserving photo sharing and whether users have their privacy protected when sharing
photos. The goal of this review is to bridge the gap between the growing demand for image
sharing via OSNs and individualized privacy requirements. This effort presents a
comprehensive analysis of "privacy-preserving” technologies that specifically address
contemporary privacy concerns associated with sharing images on online social networks
(OSNs). This study presents a comprehensive analysis framework that focuses on the
complete lifecycle of image sharing on online social networks (OSNs). This work
presented a review framework called Privacy-Preserving Photo Sharing (PPPS) by
categorizing previous works into three stages related to online secure photo sharing. Pre-
processing, privacy settings, and photo publishing are the stages used in this survey's
design to secure photo sharing. This framework aims to tackle the many privacy
challenges and propose appropriate solutions in this multidisciplinary domain. During
each phase, we analyse common user behaviours connected to sharing, the privacy
concerns that arise from those behaviours, and evaluate representative solutions that are

proposed by previous works.

1. INTRODUCTION

TA growing number of people are engaging with online
social networks due to their popularity. Online social networks
have become the most essential thing for internet users. As per
2021 statistics, 4.48 billion people are using OSNs worldwide.
On average, six social media platforms are used by each
internet user [1]. The OSNs facilitate a few indispensable
services, such as online interaction with friends and family,
social visibility, content sharing, business promotions, etc. On
the other hand, the services of the OSNs may lead to the
leakage of the user’s private information. OSNs are leaking
more personal information, especially in photo-sharing
services [2]. The flexibility of photo sharing has significantly
improved the social experience for online social users. Online
social users can exhibit themselves and engage in active social
interaction through the sharing of images because
photographing and publishing tasks can be accomplished with
a few easy clicks.

The various recent instances of photo content leaks by some
of the most well-known online social and photo services, such
as Facebook and SnapChat, are an indication that the current
methodologies of the service providers are inefficient to
preserve the privacy of the users [2-4]. The action of sharing
photos by the publishers can cause damage to co-publishers
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who visually participate in the shared image [5]. It causes
privacy loopholes for co-publishers in different ways, such as
appearance, geographical region, social gatherings, etc. Based
on this literature, this work categorized the privacy leaks in
OSNs in two ways, which are described in the following
section.

1.1 Typology of the privacy leaks in OSNs

Information leakage in OSNSs typically occurs in two ways:
based on visual data and context data. The visual data
represents sensitive data from the media data, and the context
represents the metadata of the posts. The typology of the
privacy leaks is differentiated into two parts, as represented in
Figure 1. The following section discussed parts of the "privacy
leaks" typology in the OSNs.

a) Visual detectable leakage

This type of leakage occurs directly from the media data,
especially pictures. The sharing of images is a very common
practice in user postings. The publisher's intention is to publish
the visual data for better understanding or proofing. But
compared to the text data, the visual data may have a greater
chance of leaking more sensitive information. This visually
detectable leakage can be divided into two categories: object
level and overall view level. At the object level, the objects
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from the shared picture can be detected, such as faces
(publisher, co-publisher, unknown), face expressions, body
gestures, and other objects (e.g., vehicle registration numbers,
personal ornaments, etc.). The overall view object data, such
as location, event details, and so on, can be detected at the
overall view level [6-15].
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Figure 1. Typology of the privacy leaks

This typology of privacy risk involves two types of data:
visually detectable and contextual data.

b) Contextual Data Leakage

This type of leakage occurs based on the context data
integration with text posts and media posts. Sometimes, the
context of the posts may leak sensitive information to the
public. The context data, such as manual tagging, auto-tagging,
comments, post text, etc., may cause the leakage of a few
aspects of sensitive information (e.g., social connections,
mood, activity, etc.). For instance, tagging is the process of
integrating other users into the shared posts. Manual or
automatic tagging data has the potential to leak social
connection information to the public [16-22].

Main contributions

e This study proposed a PPPS-based methodology for
analysing secure photo-sharing concepts in OSNs. This
framework focuses on the research lifecycle of picture
sharing in online social networks (OSNs), such as face
identifications, access control, tags, anonymizations,
etc.

e This framework encompasses three distinct stages and
a range of common human behaviours. Those are
image pre-processing, privacy settings, and photo
publishing. The privacy challenges are analysed, and
sophisticated methods are carefully analysed based on
the phases outlined in the framework.

e This study presented a taxonomy of the security
problems that come with sharing pictures on OSNs,
which can help clarify the privacy of the people being
shared. The taxonomy is determined by two distinct
approaches: the publisher-side strategy and the co-
publisher-side strategy.

The rest of this paper is structured as follows: In Section 2,
the strategies of the secure photo-sharing concepts are
presented. This section presented a taxonomy of the security
problems and solutions of photo sharing, which includes an
examination of the ideas and classification of privacy
strategies. Section 3 presented previous works related to the
three stages of PPPS. This study developed a framework for
photo secure sharing by including several solutions, building
upon earlier research findings. Each stage focused on distinct
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strategies for establishing a secure framework for online photo
sharing in OSNs. The issues and challenges identified in this
review are mentioned in Section 4. Section 5 includes
suggested conclusion points.

2. PRIVACY-PRESERVING STRATEGIES

In earlier works, the privacy-preserving strategies of the
secure photo-sharing concepts were divided into two parts.
These are the publisher-side and co-publisher-side strategies.
As illustrated in Figure 2, publisher-side strategies focus on
preserving the privacy of the shared data or images from the
individuals, friends, family, and other categories in the social
networks. Co-publisher-side strategies focus on preserving the
co-publisher's presence on the publisher’s shared content.

v REGE {Co-published)

X Geling Sosial Megwark

SR I
Image Bam | P-ﬂ"m—x. .-.'

Sacanl Coomeman S

-

BSE | Publiife)

Inaning Polcas

(a) Publisher-side strategy

1 ARSH (Co-publisher]
'
! Aviilatie

o= i

Cnleg Bacal Mebwork

o
Bob (Putlinher] mags Shace ~ . .
Copubliber
Anarag Posciks '-“
| tnurmgrosems J =
BN COrmEunme

(b) Co-publisher-side strategy
Figure 2. Privacy-preserving strategies

In Figure 2(a), the publisher (Bob) is sharing an image, and
based on the sharing policies of the publisher, the photo may
reach social circles such as friends, family, etc. In this case,
the privacy of the co-publishers who participated in the photo
was not considered. In Figure 2(b), the publisher (Bob) shares
an image, and in that image, Alice (the co-publisher) is there.
Based on the co-publisher's sharing policies, the photo may be
shared with the public.

a) Publisher-side Strategies

This privacy-preserving strategy focused on the data
leakage of the publishers when sharing a photo on the OSN.
As represented in Figure 2(a), based on the access or sharing
policies of the co-publisher, the photo can be shared to the
publisher’s wall. This strategy does not focus on the privacy
of the participants in the photo (co-publishers). According to a
user's preferences, many studies describe methods for
assessing and optimizing access control to better protect their
desired privacy. These studies are typically used as an access
control mechanism, giving the user a few canonical options
(Only Friends, Public, Private, etc.) [23-29]. A few studies
used machine learning models to implement design solutions
for context-dependent and privacy-aware photo sharing. The



suggested models make use of contextual data from the shared
images to predict photo-sharing decisions. Contextual
information such as location, activity, category, etc. is used to
automatically decide which information to share based on user
preferences [7, 20, 21].

The majority of research focuses on publisher-side
strategies that are implemented based on customized
accessibility [23-29]. and auto-access policies [7, 20, 21] for
sharing the image. The publisher disseminates the photograph
to ensure its availability to the intended recipients. The co-user
presents a significant threat to picture privacy as it involves
both the direct disclosure of material to the public and the
compromise of image privacy.

b) Co-publisher-side Strategies

The main aim of this strategy is to focus on the leakage of
information when sharing a photo by the publisher. As
represented in Figure 2(b), this strategy does not focus on the
privacy of the publishers, it only focused on the participants in
the photo (co-publishers). These studies focus on the
perspectives of the co-publisher(s). In these studies,
researchers used context-dependent access policies such as age,
gender, sentiment, etc. [26] and access control mechanisms
[27, 28], to share images with co-publishers. Other proposals
are also included in this strategy to help with user appearance
management for photo sharing through OSNs, where co-
publishers' faces blur to mask their appearance. The faces in a
shared photo may blur and then become clear depending on
the access policies or co-publisher responses [29-34].

This strategy focused on the co-publisher’s privacy in
shared photos. These studies depended on access control
mechanisms [26-28], and visual obfuscation [29, 30]. The
purpose of access control is to utilise identifiable data
contained within the shared image in order to grant
permissions to all participants involved, rather than solely the
publisher. Visual obfuscation is a commonly employed
technique for protecting shared images from being seen by
unwanted audiences. This is achieved by concealing or
eliminating sensitive visual elements through direct
manipulation of the image.

Based on previous research, this review framework is
intended to categorize the process of secure photo sharing in
social networks. This framework is categorized into image
pre-processing, privacy settings, and photo publishing stages.

3. REVIEW FRAMEWORK TO SECURE PHOTO
SHARING

Based on previous studies, this study designed a framework
for secure sharing that addressed different solutions. As
illustrated in Figure 3, this framework is designed in three
stages: image pre-processing, privacy settings, and photo
publishing. Each stage addressed different solutions for
developing the secure framework of online photo sharing in
OSNSs.

3.1 Image pre-processing stage

The main objective of this stage is to identify image context
data such as persons, expressions, objects, etc. before sharing
the image with OSN. The modules that include this level are
the identification of faces, objects, and location attributes.

a) ldentification of faces
Recently, the goal of developing biometric features such as
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facial recognition has become an important factor in many
applications. It is also a difficult endeavor due to issues that
have consistently affected the accuracy of the results. Pose
variations, expression, ageing, and other factors all contribute
to difficulty in identifying faces. The researchers have been
actively developing algorithms and techniques for identifying
faces that are more reliable and accurate. Different methods
for identifying faces are used based on different types of inputs,
such as color-based, edge-based, feature-based, and so on [35-
58]. This functionality is used to identify and distinguish
between the publisher, co-publishers, and unknown parties.

Identification of faces Object Detection Location Attributes
= Owmners * Fafla\ Expressions Image-based (ses, pary, etc)
« Co-owners : g:ﬁw
b e
Access Control Face Anonymization Encryption
» Privacy Policies « Face blur » Public & Private Key based|
« Personalized « Face replace = Attribute-based

Tags
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= Tag-based
recommendation

= Recommendation of
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Figure 3. Framework of the PPPS's survey

To identify the faces, Kambi Beli and Guo [22] addressed
the problem with face identification when there are significant
fluctuations in characteristics such as expression, lighting, and
positions. The LBP (local binary pattern) and K-NN (k-nearest
neighbor) methodologies are the foundations of this
methodology. LBP has emerged as one of the key methods for
face identification due to its invariance to target picture
rotation.

The approach that was suggested includes three parts.
During the first phase, the procedure consists of collecting
pictures (also known as training images), extracting features
using the uniform Local Binary Patterns (LBP) technique, and
then modelling or learning using the histogram of LBP
descriptors. The second phase of the procedure is extracting
distinguishing characteristics using the uniform LBP
technique. This is then followed by classification using the K-
NN algorithm with Euclidean distance, which aids in
identifying objects or things within the provided images. This
proposed K-NN with LBP got 85% accuracy on LFW file. To
examine the face identification problem, Arigbabu et al. [29]
developed a support vector machine (SVM)-based face
recognition system that uses several kernel functions. Bi-cubic
interpolation was used in this work to resample images during
the pre-processing stage. SVM with soft margins is taken into
account in classification models. When the input data cannot
be separated linearly, a soft SVM is used and achieved
recognition rate to 88% (accuracy).

A comparison study of four techniques: Haar-AdaBoost,
LBP-AdaBoost, GF-SVM (Guided Filter SVM), and GF-NN
(Guided Filter Neural Network) was carried out by Filali et al.
[59] to identify the faces. These methods differ from one
another in terms of how data is extracted and trained.
Techniques including Haar-AdaBoost and LBP-AdaBoost
rely on the boosting algorithm. With cascading classification,



this boosting algorithm selects the most efficient classifier.
Using a Gabor filter and the other two approaches, GF-SVM
and GF-NN, the visual characteristics are extracted to
distinguish. In their testing, Haar-AdaBoost showed the best
performance compared to other approaches for small-sized
images and performed at 60% accuracy for larger images.
Amato et al. [36] proposed a deep face recognition method
using an open-set protocol proposed by and based on the CNN
(convolutional neural networks) algorithm. This study
considered nodal points as distinctive characteristics,
encompassing the eyes, nose, and mouth, and their respective
distances were taken into account for classification purposes.
This work achieved 57% of accuracy in their results and
numerous studies using the CNN algorithm for face prediction
have been proposed [31, 32]. These works obtained low levels
of accuracy using CNN models, but improved performance by
including more face images from the user, which is not
possible in real-time online social networks. A hierarchical
design was proposed by Wang and Deng [60] to define the face
recognition (FR) technique. The principles of deep learning

and machine learning are combined hierarchically in this work.

Deep learning ideas of convolute and pool input were used to
extract face features from photos. The nearest neighbor (NN)
machine learning algorithm, which is based on distance
functions and threshold value comparisons, was used to
implement face matching concepts.

b) Object Detection

Obiject detection helps to understand the image or scene, and
it is an advanced visual analysis [37]. This functionality is used
to identify the facial expression of the co-publishers and detect
the objects that are present in the photo, such as vehicles, pets,
etc. The major issues with this object detection are pose
variations of viewpoint, deformation, clutter, etc. With
improvements in computer hardware and computing power,
algorithms that use deep learning to find objects are becoming
more common.

Sadaf and Jadhav [11] proposed a three-stage framework,
namely, image localization, feature extraction, and
classification for the detection of facial expression. This work
is proposed to identify facial expressions including surprise,
happiness, sadness, etc. by analysing features of eyes, nose and
lips using image localization. The DMMA (Discriminative
Multi-Manifold) is a method used for image localization by
dividing an image into a number of non-overlapping patches.
In order to compare patches, Zernike moments were utilised in
combination with the KNN (K-nearest neighbour) algorithm
and the SVM (Support Vector Machine) algorithm. The
support vector machine (SVM) technique attained a maximum
accuracy of 96% using Zernike moments [61].

Shahzad and colleagues [62] used Convolutional Neural
Networks (CNN) for emotion classification. The simulation
findings show that the AlexNet and VGG-16 architectures
outperform the SoftMax classifier in terms of support vector
machine (SVM) and ensemble classifier performance. The
work explained how to use the advantages of Convolutional
Neural Networks and other machine learning (ML) approaches
to improve the efficiency of emotion recognition applications.
This includes extracting learned features from pre-trained
convolutional neural networks (CNNs) and applying a range
of classifiers. The work's deficiency resides in its inadequate
level of accuracy (65%).

Kong et al. [38] proposed a two-stage framework. First, the
candidate frame is chosen, and then the frame is changed and
put into a category. In order to classify the objects, this work
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used the CNN algorithm. You Only Look Once (YOLO) is an
innovative technique that identifies objects and their regions,
as proposed by Redmon et al. [39]. As illustrated in Figure 4,
using the input image, this network-based framework creates
a S X S grid. The boundary boxes and confidence scores of
each box are produced by these grids of the input images. The
definition of the confidence score in Eq. (1) states that it is the
intersection over union (I0U) of the truth box and prediction
box. When no object is identified, the confidence score is zero.

Pr(Object) * IOUS L

(1

In addition, each grid cell forecasts the class probability Pr
(Classi | Object) of the grid. Final predictions are encoded
based on the confidence values and class probabilities.

Sx S grid on input

Class probability map

Figure 4. The Yolo model [39]

The input image (S>S grid on input) is processed for
identification of various boundary boxes and confidence
scores. Based on the class probability map, the final
predictions were generated, such as "dog,” "car," and
"bicycle."
¢) Location Attributes

Social networks and geographic data are combined in
location-based social networking data. Images can be used to
get location-based social data in two ways: based on image
data and based on geo-properties. The image-based location
extraction module extracts spatial data such as sea, beach, road,
etc. The traditional "check-in" indicates a user's geographical
action in the real world, residing where the online world and
real world connect. Based on "check-in," the direct location
properties, or geo-properties (e.g., latitude and longitude), can
be extracted [33]. Extraction of location data from shared
images is difficult without location-based properties.

The region extraction-based R-CNN (region-based
convolutional neural networks) technique extracts candidate
regions and transforms the object detection problem into the
regional classification problem. A spatial pyramid pooling
layer (SPP) [34] is then created to restrict the size of potential
processing zones for the R-CNN model. By allowing the use
of input images of different sizes, it aimed at overcoming the
limitations of traditional convolutional neural networks
(CNNs) that employ images of fixed size. This model is
utilised for the deformation of location object data from
images. This work successfully obtained a processing time and
accuracy rate of 93% in its results. The location data can also
be extracted from the text of the posts in OSNs. Few works
have been proposed to extract location data or perform geo-
parsing from OSN posts. Middleton et al. [61] developed an
approach to the extraction of location data based on the



unstructured text collected from the user’s social media posts.

The work encompasses three primary features: Geoparsing,
Location Disambiguation, and Geotagging. Geoparsing
utilises methods like named entity recognition (NER) to detect
and classify place names and geographical references present
in the text. The method of Location Disambiguation may entail
the examination of contextual cues, such as surrounding
keywords in the content or the user's profile data, in order to
ascertain the most probable location. Geotagging refers to the
process of associating geographical coordinates with user-
generated information, such as social media posts.

Table 1 summarizes previous studies of the stage of image
pre-processing. The techniques of the previous studies of the
three modules (identification of faces, object detection, and
target location attributes) of this stage are discussed in this
section.

3.2 Privacy settings

The main goal of this step is to share the photos based on
the privacy settings or the rules the user sets for sharing. The
modules that are included in this level are access control, face
anonymization, and encryption.

a) Access Control

The access control in OSN is a way to regulate the user-
specified policies. Based on the access control policies of the
users, the OSNSs share content according to control settings or
find audiences based on the policies. The majority of social
networking sites and photo-sharing websites let users manage
their privacy through access control. The main issue with this
procedure is that users must manually define their sharing
policies in a static manner. However, few works have been
proposed to address the issue of manual procedures.

Xu et al. [19] proposed a trust-based photo sharing system
with a trust score and privacy loss score. Based on the trust
and privacy scores, the co-owned photos are shared with or
without the co-owner's presence. The trust value is calculated
based on the relationship status. The sensitivity score Idjk is
calculated based on the trust score tkj of the co-owner and
privacy score |(d)k defined by the publisher, which is defined

in Eq. (2).
1%k =fioss (tij, |4k

where, | represents loss, d represents a sensitive photo, j
represents the user, and k represents the value of sensitivity.

Vishwamitra et al. [30] proposed the HideMe framework,
which offers an automatic access control system based on a
few categories of attributes. This work is concentrated on a co-
publisher’s security on shared images. Setting access policies
for each co-owned image while sharing may be difficult and
time-consuming. Instead of setting the access policies for each
image, HideMe developed a policy generator to assist them in
making the decision of whether to blur or reveal their faces in
shared images. Example: ({t;s,i,a}, decision): ({06/2022,
Hyderabad, Everyone, 4m}, blur). The HideMe framework
significantly reduces the efficiency of photo sharing
procedures and consumes an excessive number of resources.
As a result, consumers may consider it risky to use on real-
time social networking platforms, reducing its usefulness and
efficacy. HideMe requires users to navigate complex settings
or take additional actions in order to securely submit images,
which may discourage adoption or cause user discomfort.

Yan et al. [12] proposed a system of "Face/Off" that required
users to set policies based on their list of friends. This work protects
the co-owned presence in the images from the particular
targeted audience (restricted users). A "processed” photo that
can be displayed differently depending on who is viewing it is
the result of this phase. The system will therefore
automatically conceal the faces of individuals with restricted
access when a photo is accessed. The Face/Off approach may
increase complexity and computational cost, particularly for
real-time applications requiring real-time processing or
platforms with a large number of users. Perturbing facial
photos can be computationally demanding, potentially
affecting system speed and scalability. Yuan et al. [21]
presented a machine learning-based approach for context-
dependent and privacy-aware image sharing. This publisher-
side strategy used contextual information about the users.

)

Table 1. A summary of solutions in the image pre-processing stage for secure photo sharing

Module Technique/s

Summary

This work addressed the problem of fluctuations such as lighting, positions, etc. This work

K-Nearest Neighbor [22]

Identification of Support Vector Machine [30]
faces Convolutional Neural

Networks [30-32]

depended on the K-nearest neighbor algorithm without classification analysis for the
identification of faces.

This work used the SVM algorithm for face recognition with several kernel functions and
also addressed gender recognition. But the rate of face recognition is very low.

CNN (Convolutional Neural Networks) has emerged for face identification. The accuracy of
the CNN algorithms drops when the input data is smaller.

This study implemented different types of techniques and compared the results. The Haar-

Haar-AdaBoost [59]

AdaBoost technique achieved better performance compared to other techniques. But this

work did not address the fluctuation problems in face identification.

K-Nearest Neighbor &
Support Vector Machine [11]
Convolutional Neural
Networks [38]

You Only Look Once
(YOLO) [39]

Object Detection algorithm.
category.

Location
Attributes

Region-based Convolutional

Neural Networks [34] the images

The movements of the eyes, lips, etc. are considered for detecting facial expression.
After identifying the frames of the objects, this work detected objects with the CNN

The major purpose of this framework is to address the object detection regression issue. This
work devised the YOLO algorithm, which predicts the target region as well as the target

Visual location characteristics such as sea, park, and so on were identified in this study.
However, using these attributes, it is impossible to extract precise location information from
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b) Face Anonymization

Face anonymization is the process of removing or blurring
the identifiable objects of the targeted users in the shared
images. The user experience will be harmed in terms of social
sharing purposes, and malicious viewers could readily identify
that the image has been modified, which is one of the
fundamental concerns of face anonymization [40]. There is a
significant loss of visual integrity in the photos processed
using the aforementioned conventional technique. On the
other hand, some cutting-edge approaches to visual
obscuration that make use of contemporary computer vision
techniques have the potential to solve the issue.

A GAN-based (Generative Adversarial Net) inpainting
method for head replacement was suggested by Sun et al. [41].
Because the faces in social media photographs typically
appear in a variety of activities and orientations, realistic face
replacement is difficult. This work used GAN in two stages to
solve this issue. In order to sensibly capture the head pose, a
deep convolutional generative adversarial network (DCGAN)
was first built to create facial landmarks from visual context
(such as body pose). In the second stage, the face generator
was then constructed using a different DCGAN that was
conditioned by the derived face landmark. This proposed
effort was unable to generate faces efficiently, resulting in a
39% fooling rate.

To obfuscate identification, Sun et al. [42] offer a
quantitative face model. The output image produced at this
stage is photo-realistic because the obfuscated region has been
inpainted with realistic information and the granular features
that were absent from the generated 3D morphable model
(3DMM) have been added. This methodology involves
detecting facial landmarks in the target image, generating a
replacement face using a GAN, and blending the replacement
face seamlessly into the original image. The success of the face
replacement process is strongly determined by the calibre and
variety of the training material provided to train the GANS.
Insufficient or biassed training data may result in a lack of
variation and authenticity in the produced faces, rendering
them easily recognised and less compelling.

Li and Lin [43] presented the framework AnonymousNet
used to predict facial features. This work used the pipeline
model with a convolutional neural network (CNN) and the
random forest algorithm. Also, this work extracted deep
features from the CNN's fully connected layers and trained
random forest classifiers accordingly. After identifying the
attributes of faces, this system synthesizes the attributes of the
faces in the stage of face obfuscation. For example, gender
changing, face color changing, hair color changing, etc.
¢) Encryption

Encryption methodologies are used to handle user access to
the image data. Based on the shared policies and access control,
the data is decrypted and made available to the target users.
The issues of encrypting data in a shared image are heavy
computation, maintenance of keys, extracting features, etc.

In OSN encryption, Paul et al. [44] explained that public key
encryption is the simplest method of implementing encryption.
Asymmetric encryption is more expensive than symmetric
encryption techniques. Therefore, sharing content with a
number of recipients only requires one encryption (symmetric)
key to see the original content. A fresh key distribution is not
required if the group setting remains the same.

De Salve et al. [45] proposed a symmetric key and an LKH
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tree-based (Logical Key Hierarchical) model. The LKH model
is designed to handle symmetric keys of social groups by
utilizing a hierarchical structure. The group owner produces
the linked key-tree KT when a social group is started. Each
member of the group is paired with a branch of KT, and each
branch of KT is associated with a symmetric key. Based on the
symmetric key, the content can be encrypted and decrypted by
the group members. Dang et al. [46] proposed an encryption
methodology for online applications to offer a fusion of
attribute-based encryption (AB) with P2P-based programs.
For accessing the group data, the ABE encryption used a
public key based on the attributes of the target users, such as
user role, area, etc. Han et al. [47] implemented ciphertext-
policy attribute-based encryption for secure data sharing with
data hiding. The attributes, such as department, occupation,
relationship, etc., are used for accessing the data. Based on the
attributes, the encrypted data is either available or hidden.

Securely generating, storing, distributing, and revoking
encryption keys is essential for the implementation of effective
encryption methods. Effectively handling encryption keys in
real-time OSN applications and user devices can be complex
and susceptible to mistakes, which could result in the loss,
unauthorized disclosure, or compromise of the keys if not
managed appropriately.

Table 2 summarizes previous studies of the stage of privacy
settings. The techniques of the previous studies of the three
modules (access control, face anonymization, and encryption)
of this stage are discussed in this section.

3.3 Photo publish

Photo publish is the final level of the PPPS used to share
and recommend images in OSNs. The shared images can be
recommended to end users based on tags, trust scores, and
target user identification.

a) Tags

The shared images in OSNs need to be tagged with
keywords for indexing, distributing, recommendation,
searching, etc. This process needs to be protected to prevent
the leakage of confidential information. Tonge et al. [9]
implemented a collaborative filtering algorithm to suggest
privacy-aware tags. The proposed algorithm for tag
recommendation is based on the collected image dataset,
which comprises images and their tags. For the target image,
this system collects the deep features and suggests similar tags
(e.g., tag: "women," similar: "girl"). As per the Tag Ranking
algorithm, a privacy-aware ranked list of tags is calculated by
considering public or private tags.

Tonge and Caragea et al. [49] presented a broad range of
image features extracted from pre-trained CNN classification
models. This study presented a new way for forecasting photo
privacy levels using deep neural networks. The authors use
deep learning models' inherent capabilities to autonomously
learn about the properties and patterns that indicate image
confidentiality. The pre-trained CNN models that are used to
extract features are AlexNet, GoogLeNet, VGG-16, and
ResNet. In their results, the ResNet model had better accuracy
of 88% when compared to other models. In this work, the
SVM algorithm was used to figure out how private an image
is based on its tags.



Table 2. A summary of solutions in the photo sharing stage for secure photo sharing

Module Technique/s

Summary

Trust-based access
control [19]

HideMe [30]

Access Control Face/Off [12] L
restricts target users.
Context data based

access control [21] strategy

Generative Adversarial
Net (GAN) [41]

This work is an automated access control system based on trust parameters. But this work is only
concentrated on publisher-side security sharing; there is no privacy for co-owners' presence.

It is a co-publisher strategy, but each co-publisher must set up the access policies for each
attribute on their own.

Targeted-user access control mechanisms and co-publisher strategy It is a basic mechanism that

The access control mechanism is based on previous user sharing, learning, and context data
analysis. This context-dependent mechanism is more practical for users, but it is a publisher-side

The goal of this work is to broaden the target population based on the image. This diversification
concept is better than obfuscation, but the results of this model are not realistic.

GAN and 3D morphable models were used to replace the face with another face. This work

Face
Anonymization

Hybrid model [42]

implemented realistic information and granular features to replace the face attributes. Only a few
attributes, however, were used to replace the attributes.

This work is implemented with the CNN model for identification of face attributes in images by

AnonymousNet [43]
are not realistic.

Group key encryption

replacing them with other attributes with the Random Forest model. The results of this model

This study implemented decentralization for secure group data management by spreading one
encrypted key (symmetric) among a number of recipients. However, the size of the group is not

This work used symmetric key encryption mechanisms for social groups. Group members are
categorized into multiple branches, and each branch maintains a symmetric key. A group's data

[44] taken into account in this work.
Logical Key
. Hierarchical tree-based
Encryption model [45] cannot be useful to others.

Attribute-based
encryption [46]

CP-ABE [47]

Based on the target user’s attribute data, the data is decrypted. It is a practical solution for OSN,
but heavy computation is required for this type of model.

The data can be hidden or decrypted based on the attributes of the target user. This concept is
not suitable for social groups.

Squicciarini et al. [50] presented T2P (Tag-to-Protect) tag-
driven policy recommender system designed to empower users

with personalized privacy settings when sharing images online.

The system utilized tags associated with images to recommend
appropriate privacy policies based on user preferences and
contextual factors. The study presents a new way for
forecasting photo privacy levels using deep neural networks.
The authors used deep learning models' inherent capabilities
to autonomously learn about the properties and patterns that
indicate image confidentiality. Thee proposed vertical
comparison and CoTag graph cohesiveness methods for
recommending the tags for images. The CoTag Graph is
designed as a graph to represent the relationship between tags,
with each node standing for a different tag and each edge

connecting two tags that both appear alongside the same image.

b) Trust parameters

OSN users may share personal information with friends and
co-workers, but they are not always entirely aware of the risk
of unintended disclosure to different parties, such as
adversaries, social bots, spammers, etc. Many trust-based
models that work based on trust parameters and trust scores
are created to prevent this information leakage. In this
methodology, trust parameters are computed using some of the
quantifiable user credibility metrics. User credibility is
established by factors such as the total number of friends,
account age, marital status, gender, etc. that contribute to the
user's OSN reputation and level of trustworthiness [8].

For predicting malicious accounts on Twitter, Pramitha et
al. [51] implemented a system by comparing it with machine
learning models. In this work, for the trust parameters, they
considered the content of the tweets, URLS shared in posts,
and user attributes such as friend count, status count, date of
account  creation, etc. This study  presumably
investigated different supervised machine learning methods
employed for the purpose of bot detection, including XGBoost
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and random forests. In comparison to Random Forest, the
XGBoost algorithm outperforms with 89% accuracy. Yu et al.
[52] proposed a framework to categorize social activities and
investigate how they relate to social picture sharing's fine-
grained privacy policies. Examined various features that
describe users' social behaviours, including: (1) Relationship
types, (2) proximity to the image owner, (3) interest in the
user's subject, (4) level of involvement, and (5) social network
activity score. They created a kernel function that checks how
similar (or close) target users are based on these factors. If the
system incorrectly identifies the sensitiveness of data or
overestimates user trustworthiness, it may result in erroneous
privacy settings, thus affecting user privacy.

Kashani and Hamidzadeh [53] implemented the K-
anonymity method, which uses the anonymity method to
preserve users' privacy and lower error rates. The main
objective of the research appears to be suggesting an approach
for selecting features in recommendation systems that
safeguards user privacy, employs collaborative filtering
methods, and integrates the notion of mutual trust in social
platforms. Before using the trustworthiness score, the data,
such as gender, job, age, etc., were made anonymous using the
k-anonymity method. However, methods such as differential
privacy or anonymization might impact the processing
demands and perhaps impact the real-time efficiency of
recommendation systems.
¢) Target audience

Through the creation, description, and uploading of text,
photos, and multimedia messages, OSNs produce a significant
volume of media content. It is important to recommend the
data to social network users. The recommendation concepts on
the OSNs help identify trending pictures, popular posts, etc.
This section describes the previous work related to identifying
the target audience for shared images.



Table 3. A summary of solutions in the photo publish stage for secure photo sharing

Module

Technique/s

Summary

Tags

Trust
Parameters

Collaborative Filtering
algorithm [9]

Vertical Comparison [50]

Convolutional Neural
Networks and Support Vector
Machine [49]

XGBoost (eXtreme Gradient
Boosting) algorithm [51]

Kernel Function [52]

Confidence-conscious trusted
model [53]
A collaborative search

This strategy relies on collaborative filtering to suggest privacy-conscious tags for recently
submitted photographs on content sharing services. This concept did not include the
sensitivity of the tags.

The vertical comparison examines the relationships between a tag and each policy-defined
access privilege. Based on policy representation, the system identifies private tags.

This study implemented pre-trained convolutional neural network models to extract the tags
and analyze the private tag of the user with support vector machines.

Based on trust parameters such as status, friend count, etc., a spam account detection model
is proposed. This work implemented comparative classification results between Random
Forest and XGBoost. This work only depends on the profile attributes of the users.

This work involved several user variables and implemented a kernel function that assesses
the similarity of target users. Different types of attributes are used in this work, but the privacy
of the attributes is not considered.

To calculate trustworthiness score used confidence-based trust estimate method based on user
profile attributes. This work considered limited attributes to calculate trustworthiness.

A collaborative search algorithm is proposed for implementing recommendations based on

Target
Audience

algorithm [54]
Deep User-Image Feature
(DUIF) [55]

tags. But the recommended results focused on capturing trending images.
Recommend relevant content to users based on user-image features. This work only focused
on recommendations and did not mention the privacy of the images or tags.

Hossain et al. [54] proposed a system to recommend
personalized trending images to the users of OSNs. To
implement a recommendation system, they proposed a
collaborative search algorithm. By determining the pairwise
cosine similarities, this algorithm only takes into account the
similarity between tags and the similarity between individuals.
Geng et al. [55] described how traditional recommender
systems often struggle to identify representative
characteristics of both persons and photos in OSNs. In this
work, they proposed the Deep User-Image Feature (DUIF),
which transforms the user-image features into low-
dimensional feature space to help recommend relevant content
to users.

Table 3 summarizes previous studies of the stage of photo
publish. The techniques of the previous studies of the three
modules (tags, trust parameters, and target audience) of this
stage are discussed in this section.

4. ISSUES AND CHALLENGES

As discussed in Section 2, the privacy-preserving strategies

of the secure photo-sharing concepts are divided into two parts:

the publisher side and the co-publisher side strategies. The
majority of previous works rely on publisher-side strategies to
protect publishers' privacy while sharing media data. This
survey designed a framework to address different solutions for
three different models or stages: Image pre-processing,
privacy settings, and photo publishing. Image pre-processing,
privacy settings, and photo sharing are interrelated
components that collectively enhance the confidentiality,
safety, and user experience of sharing photos in OSNs. By
incorporating these methods into the processes of publishing
photos and the features of platforms, users can experience
enhanced authority and assurance in handling their digital
personas and online information.

In the stage of image pre-processing, we focused on
numerous works that rely on face identification, object
detection, and the detection of location attributes on the
images. Several studies on face recognition have proposed
various concepts based on machine learning and deep learning
algorithms. A few issues, such as pose fluctuations,
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expressions, aging, and other factors, have consistently
impacted the accuracy of the results of face identification. The
K-nearest neighbor [22] and convolutional neural networks
[30-32] algorithms produced better results in this area of work.
Pose variations, viewpoint, and deformation (cluttered, etc.)
are the main issues that reduce the accuracy of the results in
object detection. You Only Look Once (YOLO) [39]
addressed the many issues of the object detection model. The
shared images have the potential to leak location data.
Extracting the location data from the images by identifying the
location objects is a challenging issue. The R-CNN [34]
algorithm identified the visual location attributes such as sea,
park, etc.

In the second stage of privacy settings, we identified
different security policies for access control, face
anonymization, and encryption. In OSN, the user-specified
policies are controlled by access control. Users have to
manually define their sharing policies in a static way, which is
the main issue with this process. In this survey, the context
data-based access control [21] mechanism is based on
previous user sharing, learning, and context data analysis. This
context-dependent mechanism is more practical for users. This
model can help with the co-publisher's side strategy. The
process of face anonymization involves blurring or removing
the recognizable objects of the targeted users from the shared
pictures. For this concept, the previous works commonly use
the GAN-based (Generative Adversarial Net) inpainting
method [41-43]. To manage user access to the image data,
encryption techniques are one method. Target users can access
the decrypted data based on access control and shared rules.
Heavy processing, key maintenance, feature extraction, etc.
are problems with data encryption in shared images.

Photo publishing is the final stage, used to recommend the
images in OSNs. The images can be recommended to end
users based on tags, trust scores, and target user identification.
To facilitate indexing, distribution, recommendation,
searching, and other functions, shared photos in OSNs must be
labeled with tags. To stop the leak of private information, this
process must be secured. The works of Tonge and Caragea [49]
and Squicciarini et al. [50] presented a secure tag-based image
recommendation. Many trust-based models use trust
parameters that are computed using some of the quantifiable



user credibility metrics. Previous research focused on user
profile attributes to calculate trustworthiness scores.

5. SOCIAL MEDIA AND ETHICS

The ethical considerations pertaining to the tools and
techniques utilised in social media are complex and have
substantial consequences for individuals, society, and the
functioning of democracy. The utilisation of social media
gives rise to significant ethical dilemmas pertaining to matters
such as privacy concerns, algorithmic bias, addiction,
cyberbullying, and breaches in data security.

a) Privacy Concern

Social media services frequently gather extensive quantities
of user information, encompassing personal details, browsing
patterns, and engagements. This gives rise to apprehensions
over user privacy and the possibility of misuse or unauthorised
acquisition of sensitive data. The Cambridge Analytica
scandal, in which private information from millions of
Facebook users was collected without their authorization,
serves as a prominent illustration of privacy infringements on
social media platforms [63].

b) Algorithmic bias

As per Eslami et al. [64], social networking algorithms
commonly prioritise information based on user interaction
rates, which can lead to the formation of filter bubbles. These
filter bubbles only show consumers information that
reinforces their existing beliefs and preferences. This can lead
to the spread of erroneous or misleading information, the
formation of insular societies that reinforce pre-existing
attitudes, and the escalation of societal differences.

¢) Addiction

Social media platforms use design tactics to maximise
engagement among users and amount of time spent on their
sites, which can lead to addictive behaviours and harmful
effects on mental health. Services like limitless browsing,
alerts, and personalised recommendations are intended to
catch and hold the user's interest [65].

d) Cyberbullying

Social media platforms face challenges in combating online
abuse, hate speech, and cyberbullying while maintaining the
principles of free speech and user expression [66].

e) Data breach

As per Lei et al. [67], Social media companies should have
strict security protocols to protect user data from unauthorised
access, hacker attacks, and data breaches. Neglecting to
protect user information can result in significant breaches of
privacy and tarnish the reputations of individuals and
providers.

6. CONCLUSIONS

This work conducted a survey on privacy-preserving photo
sharing on OSNs, with a focus on the online social users'
privacy requirements for current OSN image sharing. Based
on this survey of OSN photo sharing, this work presented a
high-level analysis framework to address a wide range of
privacy concerns, issues, and challenges. Using this
framework, this work methodically found privacy concerns
and surveyed the current solutions in a step-by-step manner.
Also, this work explored each intelligent solution's approaches
or strategies, outlined its technological features for each stage
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of the review process, and discussed the issues and challenges
in this field. This work will help manage privacy in the modern
era by addressing the needs of the growing demand for OSN
image sharing and individual privacy requirements. The
solutions pertaining to privacy intelligence that were evaluated
in this survey are sufficient to form a system that protects,
prevents, and applies to social networking sites. This work has
the potential to contribute to the establishment of a more
sophisticated environment for posting photos on privacy-
conscious digital social platforms, where the confidentiality of
co-owers is appropriately upheld.

Future developments should give priority to improving user
control and clarity regarding privacy configurations and data
management procedures. This could involve giving consumers
precise authority over the individuals who can see their
photographs, along with explicit elucidations of how their data
is handled and disseminated by internet platforms.
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